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DESCRIPTION

FIELD

[0001] The following disclosure relates to the field of authentication, and in particular to
authentication of a user requesting a service, or more particularly relates to systems,
apparatuses, and methods for authentication of a user.

BACKGROUND

[0002] Nowadays, different approaches exist to authenticate a user that requests a service. As
an example, the SAML (SAML: Security Assertion Markup Language) protocol authenticates a
user that requests a service from a service provider. According to the SAML protocol, the
possibility is offered to exchange security-associated information between two entities for
providing authentication for the one entity seeking authentication.

[0003] According to the SAML protocol, the service may be requested e.g. by a terminal. Upon
receiving the service request, a server of the service provider sends or triggers sending of an
authentication request to an authentication server, which authenticates the user, e.g. by
authentication credentials of the user like a PIN to be entered by the user. In case the
authentication was successful, a response is returned by or triggered by the authentication
server to the server of the service provider. Thus, the user is authenticated and the requested
service can be provided to the user.

[0004] However, protection of the identity of the user checked by the authentication process is
getting more and more important. For instance, authentication credentials, which may be used
for identifying the user, may be copied by an unauthorized third person. The unauthorized third
person may spoof the authentication server to believe that the unauthorized third person is the
eligible user. In order to prevent fraudulent usage, additional protection of the identity is
desirable. Such additional protection is for example disclosed in US8635662 and
US2015/242605.

SUMMARY

[0005] The drawback of prior art approaches for authenticating a user requesting a service is
that since the user identity is checked based on static information of the user, the identity of the
user is rather vulnerable and susceptible for fraudulent usage.

[0006] It is thus inter alia an object of the present invention to provide a solution in which
authentication with improved security can be provided.



DK/EP 3665860 T3

[0007] According to a first exemplary aspect of the present invention, a method is disclosed,
the method comprising:
the steps of claim 1.

[0008] This method may for instance be performed and/or controlled by an apparatus, which
will be referred to as first apparatus in the following. This first apparatus may for instance be a
server. Alternatively, this method may be performed and/or controlled by more than one
apparatus e.g. a system comprising several apparatuses, for instance a server cloud
comprising at least two servers. Alternatively, the first apparatus may for instance be an
apparatus that is or comprises the electronic device of the user (e.g. a mobile terminal). For
instance, the method may be performed and/or controlled by using at least one processor of
the first apparatus.

[0009] According to a further exemplary aspect of the invention, a computer program is
disclosed, the computer program when executed by a processor causing an apparatus, for
instance a server or an electronic device, to perform and/or control the actions of the method
according to the first exemplary aspect.

[0010] The computer program may be stored on computer-readable storage medium, in
particular a tangible and/or non-transitory medium. The computer readable storage medium
could for example be a disk or a memory or the like. The computer program could be stored in
the computer readable storage medium in the form of instructions encoding the computer-
readable storage medium. The computer readable storage medium may be intended for taking
part in the operation of a device, like an internal or external memory, for instance a Read-Only
Memory (ROM) or hard disk of a computer, or be intended for distribution of the program, like
an optical disc.

[0011] According to a further exemplary aspect of the invention, an apparatus is disclosed (and
also referred to as first apparatus in the following), configured to perform and/or control or
comprising respective means for performing and/or controlling the method according to the
first exemplary aspect. The apparatus may for instance be a server, or an electronic device.

[0012] The means of the apparatus can be implemented in hardware and/or software. They
may comprise for instance at least one processor for executing computer program code for
performing the required functions, at least one memory storing the program code, or both.
Alternatively, they could comprise for instance circuitry that is designed to implement the
required functions, for instance implemented in a chipset or a chip, like an integrated circuit. In
general, the means may comprise for instance one or more processing means or processors.

[0013] According to a further exemplary aspect of the invention, an apparatus is disclosed
(and also referred to as first apparatus in the following), comprising at least one processor and
at least one memory including computer program code, the at least one memory and the
computer program code configured to, with the at least one processor, cause an apparatus, for
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instance the apparatus, at least to perform and/or to control the method according to the first
exemplary aspect.

[0014] The above-disclosed apparatus according to any aspect of the invention may be a
module or a component for a device, for example a chip. Alternatively, the disclosed apparatus
according to any aspect of the invention may be a device, for instance a server or server cloud,
or an electronic device. The disclosed apparatus according to any aspect of the invention may
comprise only the disclosed components, for instance means, processor, memory, or may
further comprise one or more additional components.

[0015] According to a further exemplary aspect of the invention, a system is disclosed,
comprising:

an apparatus and at least one (or more than one) further apparatus, wherein the first
apparatus is configured to, with the at least one (or more than one) further apparatus, to
perform and/or control a method according to the first aspect of the present invention.

[0016] In the following, exemplary features and exemplary embodiments of all aspects of the
present invention will be described in further detail.

[0017] The one or more pieces of first authentication information may for instance stem from
the first apparatus (e.g. an electronic device like a terminal, smartphone, tablet, to name but a
few non-limiting examples). They may for instance be gathered by the apparatus, e.g. by one
or more sensors of the apparatus. Alternatively or additionally, the one or more pieces of first
authentication information may for instance be received by the apparatus (e.g. a server) from
another entity (e.g. an electronic device of the user).

[0018] The one or more pieces of first authentication information represent a unique
information associated with a user and/or an electronic device of the user. For instance, the
one or more pieces of first authentication information may (together) be indicative of a kind of
fingerprint of how a user handles the electronic device.

[0019] Based, at least in part, on the one or more (obtained) pieces of first authentication
information, the trust level is determined (e.g. according to a pre-defined algorithm or set of
rules). The trust level is indicative of a level of trust in the one or more pieces of first
authentication information. The trust level may for instance represent a value. For instance, the
trust level may represent a value between a predefined range of values, wherein the lower limit
of the range may be indicative of no trust at all in the one or more pieces of first authentication
information. Additionally, the higher limit of the range may for instance be indicative of a
maximum level of trust in the one or more pieces of first authentication information. A
(determined) trust level may for instance be anywhere in between the predefined range. The
trust level may for instance represent an abstract value from 0 to 100. For instance, in the
aforementioned case, a trust level of 100 indicates perfect identification of a user and thus full
trust. In contrast, a trust level of 0 indicates no trust at all. According to the determined trust
level, e.g. an application performed and/or controlled by an electronic device, and/or a server
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may for instance decide whether tasks (e.g. transactions, in particular transactions of money)
are carried out or not. Alternatively or additionally, according to the determined trust level, e.g.
an application performed and/or controlled by an electronic device, and/or a server may for
instance decide which amount of money is available for a transaction to be carried out.
Examples of one or more trust level scenarios may be one or more of the following: (i) trust
level 0 to 30: no transactions allowed; (ii) trust level 31 to 60: Only non-financial transactions
are allowed (e.g. get bank account statement or the like); (iii) trust level 61 to 90: Non-financial
transactions and financial transactions up to a predefined amount of money (e.g. 1000 Euro or
Dollars) are allowed; (iv) trust level 91-100: unlimited transactions are allowed; (v) or a
combination thereof.

[0020] An application performed by the electronic device of the user may for instance obtain
(e.g. measure and/or determine) the one more pieces of first authentication information. The
obtained one or more pieces of first authentication information may for instance be provided to
a server and thus obtained (e.g. received) by the server. The server may for instance
determine the trust level based, at least in part, on the one or more pieces of first
authentication information. Alternatively, the application performed by the electronic device
may for instance obtain the one or more pieces of first authentication information and
determine the trust level. The determined trust level may for instance be provided to a server.
The server may for instance check the provided trust level. The method according to the first
aspect of the present invention may for instance be part of an application performed by the
electronic device. Alternatively, the method according to the first aspect of the present
invention may for instance be a purpose-built application to be performed by the electronic
device. Alternatively, the method according to the first aspect of the present invention may for
instance be part of a software development kit (SDK) e.g. to be used with an electronic device.

[0021] The trust level may for instance be determined by evaluating the one or more pieces of
first authentication information. One respective trust level may for instance be determined for
each of the one or more pieces of first authentication information. In case more than one trust
level is determined, a summarized trust level may for instance be determined, e.g. an
arithmetic average or mean average is calculated based, at least in part, on the more than one
trust levels. The summarized trust level may for instance be determined e.g. by a weighting of
the more than one pieces of trust levels. For instance, a determined trust level may not be
either "true" or "false". A determined trust level may for instance be a value between a
predefined range, e.g. between 0 and 100. In this way, the one or more pieces of first
authentication information may for instance be evaluated by determining the trust level. The
trust level may for instance be determined based, at least in part, on a comparison of the
(obtained) one or more pieces of first authentication information with comparable one or more
pieces of information. For instance, one or more pieces of information may be provided during
an initial process for obtaining one or more pieces of reference information. The initial process
may for instance represent a learning process for obtaining one or more pieces of reference
information, which may be used for determining the trust level. Additionally or alternatively, the
one or more pieces of reference information may for instance be the one or more pieces of
first authentication information, which were provided at an earlier time.
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[0022] The first apparatus may for instance be an electronic device, in particular the electronic
device of the user.

[0023] The electronic device of the user may for instance be portable (e.g. weigh less than 5,
4, 3, 2, or 1 kg). The electronic device may for instance be at least temporarily (e.g. in
removable form) or permanently installed in a vehicle. The electronic device may for instance
comprise or be connectable to a display for displaying interaction, e.g. for interaction with a
user. The electronic device may for instance comprise or be connectable to means for
outputting sound, e.g. in the form of spoken commands or information. The electronic device
may for instance comprise one or more sensors. The one or more sensors may for instance be
for determining the devices position, such as for instance a Global Navigation Satellite System
(GNSS) receiver, e.g. in the form of a Global Positioning System (GPS) receiver. Alternatively
or additionally, the one or more sensors may for instance be for determining of gestures,
swiping, typing, touching, holding, turning, carrying, or a combination thereof to name but a few
non-limiting examples. For instance, corresponding one or more sensors may be
accelerometers, gyroscopes, touch sensors, time sensors, or a combination thereof to name
but a few non-limiting examples. Alternatively or additionally, the one or more sensors may for
instance be camera sensors for gathering image information. For instance, based on
(gathered) information of an image sensor, still or video information may be obtained. The
electronic device may for instance be suitable for or configured to performing and/or controlling
an application, e.g. for providing authentication process of a user.

[0024] The determined trust level may for instance be outputted, e.g. to a server, or - in case
the trust level is determined by a server - to an electronic device (e.g. the electronic device of
the user) or to another apparatus that transfers the determined trust level to the electronic
device. The trust level may for instance be used in an authentication process, e.g. an
application performed and/or controlled by an application, e.g. performed and/or controlled by
an electronic device (e.g. the electronic device of the user).

[0025] It should be noted that the step of obtaining the one or more pieces of first
authentication information and the step of determining the trust level can take place at least
partially in parallel in case at least one of the one or more of more pieces of first authentication
information is obtained before obtaining the other pieces of first authentication information.
Thus, a trust level may for instance be determined for the at least one of the one or more
pieces of first authentication information and further one or more pieces of first authentication
information may be obtained in parallel. Alternatively, the step of obtaining the one or more
pieces of first authentication information and the step of determining the trust level can take
place sequentially.

[0026] Example embodiments of the present invention thus make it possible to determine a
trust level representing a level of trust in information (the one or more pieces of first
authentication information) used e.g. in an authentication process. Thus, this additional
information (the determined trust level) enhances the security of authentication of the user and
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reduces the potential for fraudulent authentication.

[0027] According to an exemplary embodiment of all aspects of the present invention, the trust
level can adopt more than two values. For instance, the trust level may represent a value, or a
status. The value may for instance be a value from a predefined range of values comprising at
least three different values, e.g. 0, 1, 2, or from 0 to 100, to name but a few non-limiting
examples. The status may for instance be a status indicative of at least three different
statuses, e.g. -1, 0, 1 to name but one non limiting example. Alternatively, the trust level may
for instance adopt two values, e.g. a binary value (e.g. 0 and 1, or -1 and 1, to name but a few
non-limiting examples).

[0028] According to an exemplary embodiment of all aspects of the present invention, the
method further comprises:

= checking the trust level, wherein the trust level is checked based, at least in part, on a
comparison of the (determined) trust level with an (e.g. predefined) checking threshold.

[0029] The trust level may for instance be checked for determining an authentication
information. The authentication information may for instance be indicative of, at least in part,
whether the one or more pieces of first authentication information based on which, at least
partly, the trust level is determined are integer or not. Additionally or alternatively, the
authentication information may for instance be indicative of, at least in part, whether an
authentication of the user based on the one or more pieces of first authentication information is
considered successful or not. Additionally or alternatively, the authentication information may
for instance comprise the determined trust level.

[0030] In case an authentication information is determined based, at least in part, on the
checked trust level, the authentication information may for instance be indicative of, at least in
part, a positive authentication in case the trust level is above (or equal to) the (e.g. predefined)
checking threshold, and/or the authentication information may for instance be indicative of, at
least in part, a negative authentication in case the trust level is below (or equal to) the checking
threshold.

[0031] The checking threshold may for instance be predetermined, or may be determined
according to a predefined rule. The checking threshold may be set to be dependent on a type
of service (e.g. a transaction) the user shall be authenticated to. Services, which require a
higher level of security, may for instance be transactions of money, or transactions of money
considering the amount of money to be transferred. In comparison, services, which require a
lower level of security may for instance be checking the account balance, or logging in into a
banking account to name but a few non-limiting examples.

[0032] In an exemplary embodiment of all aspects of the present invention, the trust level is a
time dependent function, wherein the trust level decreases with elapsing of time. In this
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embodiment, after a trust level has been determined, the value of the determined trust level
decreases with elapsing of time. The decreasing of the trust level with elapsing of time may for
instance represent that the integrity of the obtained one or more pieces of first authentication
information is timely restricted. In this way, it is ensured that the one or more pieces of first
authentication information used for determining the trust level are up to date and fraudulent
usage is hardened, since e.g. in case a fraudulent user tries to copy one or more pieces of first
authentication information, chances are high that these copied one or more pieces of first
authentication information are outdated, since the copied one or more pieces of first
authentication information have already been used to determine the trust level, and the trust
level was already decreased with elapsing of time. Therefore, the trust level may not be
increased (again) by these copied one or more pieces of first authentication information.

[0033] In an exemplary embodiment of all aspects of the present invention, the time
dependent function defines the decreasing of the trust level. For instance, the time dependent
function may for instance be a linear function. In this case, the trust level decreases with
elapsing of time linearly. Alternatively, the time dependent function may for instance be an
exponential function. In this case, the trust level also decreases with elapsing of time. At first,
the trust level decreases slowly with elapsing of time. As time elapses further, the decreasing
of the trust level becomes faster. Alternatively, the time dependent function may for instance be
a combination of a linear and an exponential function. For instance, at first the trust level may
decrease linearly. After a predefined amount of time has elapsed, the decreasing of the trust
level follows an exponential function. After another predefined amount of time has elapsed, the
decreasing may for instance follow a linear function again. In this way, different time dependent
functions may for instance be implemented according to requirements of a given use case.

[0034] According to an exemplary embodiment of all aspects of the present invention, the
steps of obtaining one or more pieces of first authentication information and of determining a
trust level are repeated (e.g. one or several times) to obtain an updated trust level in case the
trust level has fallen below a predefined authentication threshold.

[0035] The authentication threshold may for instance represent a threshold, at which the user
fulfills a requirement of being associated with at least a minimum amount of trust to be
authenticated, so that the one or more pieces of first authentication information, e.g. provided
by the user, can be considered to be integer. This may for instance be in case the determined
trust level is equal to or above the authentication threshold. In case the determined trust level
is below the authentication threshold, or has fallen below the authentication threshold, the user
does not fulfill a requirement of being associated with at least a minimum amount of trust
associated with the one or more pieces of first authentication information, e.g. provided by the
user. In this last mentioned case, it is not possible to authenticate the user successfully at all.
In order to authenticate the user successfully (again), the trust level needs to be
(re-)established. Thus, in this embodiment, one or more pieces of first authentication
information need to be obtained, a trust level needs to be determined, and the trust level can
be checked against the authentication threshold (again).
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[0036] The updated trust level is obtained to increase the trust level, in particular to increase
the trust level to be set at least equal to the authentication threshold. Additionally, the updated
trust level is obtained to increase the trust level to be set at least equal to the checking
threshold, in case the service the user shall be authenticated to requires the trust level to be
equal than or be above the checking threshold.

[0037] The authentication threshold may for instance be different from the checking threshold.
The authentication threshold may for instance be indicative of the trust level the determined
trust level must fulfill for an authentication of the user. The authentication threshold may for
instance be considered to be a fixed limit. In contrast, the checking threshold may for instance
be variable limit. As mentioned above in this specification, the checking threshold may for
instance depend on the service (e.g. a transaction or the like) a user requests to be
authenticated to. In some cases, the authentication threshold and the checking threshold may
for instance be set to the same value. Due to e.g. a checking of the trust level against the
authentication threshold, in case the trust level is above the authentication threshold, a
minimum trust level can be ensured. For instance, as long as the trust level has not fallen
below the authentication threshold, the checking - in the context of a transaction request - of
the trust level against a (e.g. transaction-specific) checking threshold may be performed
without obtaining "new" one or more pieces of first authentication information for authenticating
the user for this transaction. Thus, obtained one or more pieces of first authentication
information may for instance be used for a plurality (e.g. several) of transaction requests of a
user as long as the determined trust level has not fallen below the authentication threshold.
Equally well, the authentication threshold may be a function (e.g. of a minimum or maximum)
of one or more (e.g. all) respective checking thresholds associated with a plurality of services
(e.g. transaction types) the user can request and requires authentication for. If the function is
the minimum function, it is ensured that at least the transaction with the lowest associated
checking threshold can always be performed without the user having to provide one or more
pieces of first authentication information specifically for this transaction. If the function is the
maximum function, it is ensured that all transactions can be performed without the user having
to provide one or more pieces of first authentication information specifically for any of the
transactions.

[0038] According to an exemplary embodiment of all aspects of the present invention, the one
or more pieces of first authentication information comprise one or more of the following types i)
to v) of parameters:

1. i) one or more behavior recognition parameters;

2. ii) one or more acoustical recognition parameters;

3. iii) one or more optical recognition parameters, in particular one or more face recognition
parameters;

4. iv) one or more temporal constraints parameters;

5. v) one or more local constraints parameters.
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[0039] Each of the one or more parameters of the one or more pieces of first authentication
information may for instance be obtained by one or more sensors (e.g. of the electronic device
of the user). In this specification, it may for instance be referred to the types of parameters also
as "smart authentication parameters”.

[0040] The one or more behavior recognition parameters may for instance be indicative of a
unique way a user handles his electronic device. The one or more behavior recognition
parameters may for instance be obtained by gathering information, e.g. by one or more
sensors, of the electronic device of the user. For instance, the one or more sensors may for
instance comprise at least one accelerometer, gyroscope, touch sensor, time sensor, or a
combination thereof to name but a few non-limiting examples. One or more pieces of
information gathered by these one or more sensors may for instance form a unique behavioral
fingerprint. The one or more behavior recognition parameters may for instance represent such
a behavioral fingerprint. The one or more behavior recognition parameters may for instance be
automatically obtained by use of the electronic device. Thus, no explicit action of the user may
for instance be required.

[0041] The one or more acoustical recognition parameters may for instance be indicative of a
voice of the user to be authenticated. For instance, the one or more acoustical recognition
parameter may for instance be obtained by an acoustic sensor, e.g. a microphone or the like of
an electronic device. The one or more acoustical recognition parameter may for instance
comprise a sound recording of the user, e.g. obtained by the acoustic sensor. Further, the one
or more acoustical recognition parameters may for instance be analyzed to recognize the user
for determining the trust level. Additionally, a protection against fake in user recognition may for
instance be achieved by a robot-based optical detection process (e.g. a voice detection
process).

[0042] The one or more optical recognition parameters may for instance be indicative of a
photo or video of at least a part of the user to be authenticated. For instance, the one or more
optical recognition parameter may for instance be obtained by a camera sensor, e.g. of an
electronic device. The one or more optical recognition parameter may for instance comprise a
photo or a video of at least a part of the user, e.g. obtained by the camera sensor. Further, the
one or more optical recognition parameters may for instance be analyzed to recognize the
user for determining the trust level. Additionally, a protection against fake in user recognition
may for instance be achieved by a robot-based optical detection process (e.g. a face detection
process). For instance, a face detection robot may give a user random instructions, e.g. tell the
user to close his left or right eye or to turn his head to the left or to the right. If the given
instruction(s) are carried out properly, the face in the gathered photo or video is genuine. If the
given instruction(s) are not carried out properly, and a fraudulent photo or video of the user
(e.g. obtained (e.g. taken) prior by the user intending fraud) is at present. Based, at least in
part, on the result of the optical detection process, the trust level may be determined.

[0043] The one or more temporal constraints parameters may for instance be indicative of a
certain time and/or date at which the user wants to be authenticated. The one or more
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temporal constraints parameters may for instance be analyzed for determining the trust level.
For instance, one or more temporal constraints may be predefined. The one or more temporal
constraints may for instance be stored in a database. The one or more temporal constraints
parameters of the one or more pieces of first authentication information may for instance be
verified against the predefined one or more temporal constraints. The predefined one or more
temporal constraints may for instance be indicative of a certain time and/or date (or a time
interval) the user can be authenticated. Examples of one or more temporal constraints may for
instance be one or more of the following: (i) transactions may only be valid during work hours
(e.g. from 9 to 5); (ii) transactions may only be valid if the user is not on holiday; (iii)
transactions may only be valid with a defined start and end date; (iv) or a combination thereof.

[0044] The one or more local constraints parameters may for instance be indicative of a
certain (e.g. horizontal) position, at which an electronic device (and thus the user of the
electronic device to be authenticated) is (e.g. currently, i.e. at a time at which the one or more
pieces of first authentication information are measured and/or obtained) positioned. The one or
more local constraints parameter may for instance be position detection feature e.g. provided
by an electronic device. Alternatively or additionally, the one or more local constraints
parameters may for instance be indicative of a certain network or network component the
electronic device of the user is currently connected to, (e.g. a WiFi access point or cellular
radio system cell), a certain time zone in which the electronic device of the user is currently
located and/or positioned, a certain service provider the user of the electronic device of the
user currently uses, or a combination thereof to name but a few non-limiting examples. In
order to protect the one or more local constraints parameters against manipulation (e.g. by
fraudulent third parties or users), more than one position detection features and/or location
history may for instance be used. For instance, the one or more local constraints parameters
may be combined and an algorithm may calculate a risk of manipulation, which may for
instance be used to determine the trust level. The one or more local constraints may for
instance be stored in a database. The one or more local constraints parameters of the one or
more pieces of first authentication information may be verified against predefined one or more
local constraints. Examples of one or more local constraints may for instance be one or more
of the following: (i) transactions may only be valid within a certain area, and/or within a certain
country, or outside a particular country; (i) transactions may only be valid at the user's home
address; (iii) or a combination thereof to name but a few non-limiting examples.

[0045] The one or more pieces of first authentication information (e.g. comprising i)one or
more behavior recognition parameters; ii) one or more face recognition parameters; iii) one or
more temporal constraints parameters; iv) one or more local constraints parameters; or a
combination thereof) may for instance be stored, e.g. in a database. Stored one or more
pieces of first authentication information may for instance be used for determining a trust level,
e.g. by verifying one or more smart authentication parameters comprised by one or more
pieces of first authentication information against the historic stored ones (e.g. stored at a prior
time). Stored one or more pieces of first authentication information may for instance be part of
one or more pieces of historic information, which may for instance additionally be used for
determining the trust level. One or more pieces of first authentication information stored in the
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database may for instance be updated (e.g. constantly updated) by obtained one or more
smart authentication parameters, e.g. comprised by obtained one or more pieces of first
authentication information.

[0046] In case one of the one or more pieces of first authentication information comprises
more than one smart authentication parameter, a respective trust level may for instance be
determined for each of the parameters comprised by the one or more pieces of first
authentication information.

[0047] Further, the trust level may for instance be determined based on a random, or
pseudorandom or time-varying combination of the parameters of the one or more pieces of
first authentication information. In this way, the security of an authentication may be enhanced
since a user intending fraudulent usage does not know which parameter is used for
determining the trust level.

[0048] According to an exemplary embodiment of all aspects of the present invention, the trust
level is determined based, at least in part, on at least two different types of types i) to v)
parameters comprised by the one or more pieces of first authentication information. For
instance, the one or more pieces of first authentication information comprise at least two
different parameters in case they comprise e.g. one behavior recognition parameter and e.g.
one temporal constraints parameter. In contrast within the meaning of the present invention,
the one or more pieces of first authentication information do not comprise at least two different
parameters in case they comprise e.g. two temporal constraints parameters.

[0049] In an exemplary embodiment of all aspects of the present invention, the one or more
behavior recognition parameters are obtained over a period of time, which is predefined or
determined according to a predefined rule. The period of time may for instance be of a
predefined duration, or the duration of the period of time may for instance be (e.g. adaptively)
determined according to a predefined rule. The duration of the period of time may for instance
be of one or more minutes, hours, days, or weeks to name but a few non-limiting examples.

[0050] According to an exemplary embodiment of all aspects of the present invention, the one
or more behavior recognition parameters are obtained more than once. For instance, the one
or more behavior recognition parameters may for instance be obtained at least twice or a
plurality of times. The one or more behavior recognition parameters may for instance be
obtained more than once over the period of time. The one or more behavior recognition
parameters may for instance be obtained steadily, or discrete, e.g. after elapsing of predefined
time intervals. By obtaining the one or more behavior recognition parameters more than once,
the plurality of one or more behavior recognition parameters as instances may for instance
form a behavioral fingerprint. The behavioral fingerprint may for instance represent at least a
part of the at least one piece of unique information associated with the user and/or the
electronic device of the user.

[0051] In an exemplary embodiment of all aspects of the present invention, the one or more
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behavior recognition parameters are obtained based, at least in part on (e.g. a combination
with) one or more behavior recognition parameters obtained at a previous time. For instance,
the combination may represent a change from the previously obtained one or more behavior
recognition parameters to the one or more behavior recognition parameters. The combination
may for instance represent the history of obtained one or more behavior recognition
parameters. By combining the one or more behavior recognition parameters with previously
obtained one or more behavior recognition parameters, the combination may for instance form
a behavioral fingerprint. The behavioral fingerprint may for instance represent at least a part of
the at least one piece of unique information associated with the user and/or the electronic
device of the user.

[0052] Additionally or alternatively, one or more of the other types of parameters different from
the one or more behavior recognition parameters may for instance be obtained as well over
the period of time. Additionally or alternatively, one or more of the other types of parameters
may for instance be obtained as well more than once. Additionally or alternatively, one or more
of the other types of parameters may for instance be obtained as well based, at least in part,
on a combination with one or more of the same type of parameters obtained at a previous
time.

[0053] The one or more pieces of second authentication information may for instance stem
from an apparatus (e.g. an electronic device like a terminal, smartphone, tablet, to name but a
few non-limiting examples), which may for instance be the first apparatus of the present
invention (e.g. the electronic device of the user) or may be another apparatus. They may for
instance be gathered by the apparatus, e.g. by one or more sensors thereof. Alternatively or
additionally, the one or more pieces of second authentication information may for instance be
received by the first apparatus, or by another entity. The one or more pieces of second
authentication information may for instance be obtained automatically, e.g. in predefined time
intervals. Alternatively or additionally, the one or more pieces of second authentication
information may for instance be obtained on demand, e.g. in response to a request for
obtaining such pieces of information. A request for obtaining such pieces of information may
for instance stem from an application of an electronic device. For instance, the application of
the electronic device may for instance provide one or more services for a user of the electronic
device. For instance, the one or more services provided by the application may be (e.g.
successfully or not successfully) performed and/or controlled, based on the (e.g. successfully
or not successfully) performed and/or controlled one or more services, one or more pieces of
second authentication information comprising one or more trust refreshing parameters
corresponding to the (e.g. successfully or not successfully) performed and/or controlled one or
more services provided by the application of the electronic device.

[0054] By determining the trust level based, at least in part, on the one or more second
authentication information, the security of the identity of the user may be improved even further
due to the additional consideration of the one or more pieces of second authentication
information when determining the trust level. For determining the trust level based, at least in
part, on the one or more pieces of first authentication information and the one or more pieces
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of second authentication information, an initial trust level may for instance be determined
based on the one or more pieces of first authentication information. Then, the determined trust
level may for instance be varied corresponding to the one or more pieces of second
authentication information. In this way, the trust level can be determined based, at least in part,
on the one or more pieces of first authentication information and on the one or more pieces of
second authentication information.

[0055] According to an exemplary embodiment of all aspects of the present invention, the trust
level is determined further based, at least in part, on the (obtained) one or more pieces of
second authentication information.

[0056] The one or more trust refreshing parameters may for instance represent a value
between a predefined range of values (e.g. between 0 and 100). In case the trust level is
determined based, at least in part, on the one or more pieces of second authentication
information, the value may be added to the trust level. The trust level may for instance be
increased by the one or more trust refreshing parameters, e.g. by the value represented by the
one or more pieces of second authentication information. The value represented by the one or
more trust refreshing parameters may for instance depend on the type of parameter used for
obtaining the one or more trust refreshing parameters. For instance, in case the one or more
trust refreshing parameters are based, at least in part, on information provided by a biometric
sensor (e.g. of the electronic device of the user), the value to be added to the trust level may
be relatively large compared to a case where the one or more trust refreshing parameters are
based, at least in part, on e.g. a PIN of the user. The PIN of the user can be faked more easily
than e.g. a biometric fingerprint of the user. Thus, one or more pieces of second authentication
information comprising one or more trust refreshing parameters of a biometric sensor may for
instance lead to a larger increase of the trust level than one or more pieces of second
authentication information comprising one or more trust refreshing parameters of a PIN of the
user. Alternatively or additionally, a decreased trust level may for instance be refreshed, e.g. by
determining a new value of the trust level according to pre-defined rules, e.g. by an algorithm.
For instance, a trust refreshing parameter may for instance be associated with one or more
certain events. For instance, a trust refreshing parameter may for instance be associated with
a checking of a behavior of the user. Based on the behavior of the user, a new value of the
trust level may for instance be determined according to pre-defined rules, e.g. an algorithm.
The new value of the trust level may for instance be increased or decreased based on the
result of the checking of the behavior of the user. For instance, the trust level value may be
decreased in case the behavior of the user is in contrast to typically observed behavior of the
user. The trust level value may for instance be increased in case the behavior of the user
matches the typically observed behavior of the user. The determined value of the trust level,
which may for instance be a result of the algorithm, may for instance be a value in the range of
the values 0 to 100. The determined value of the trust level may for instance not be outside of
the range of the values 0 to 100.

[0057] The one or more trust refreshing parameters may for instance be determined based, at
least in part, on the one or more pieces of first authentication information. For instance, the
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one or more trust refreshing parameters may for instance increase or decrease the trust level,
e.g. a trust refresh is established by increasing the trust level. In contrast, the trust level may
be decreased by a trust refresh, e.g. in case the user is blocked or the user is considered to be
not integer so that the rights of the users are limited. The blocking of the user and/or the
limitation of rights of the user may for instance be determined by a server, e.g. a server of the
certain service provider the user of the electronic device of the user currently uses. Refreshing
the trust level may for instance be done by determining the one or more trust refreshing
parameters based, at least in part, on the one or more pieces of first authentication information
in two ways.

[0058] The first way may for instance be as follows:

1. (i) constantly scanning the user, e.g. obtaining one or more behavior recognition
parameters, one or more acoustical recognition parameters, one or more optical
recognition parameters (e.g. one or more face recognition parameters), one or more
local constraints parameters, one or more time constraints parameters, or a combination
thereof. These obtained one or more parameters may for instance be compared with
corresponding one or more parameters stored in a database. In case the obtained one
or more parameters match (e.g. in a pre-defined manner) or equal the stored ones, the
one or more trust refreshing parameters may for instance be considered to add a certain
value to the trust level.

The second way for refreshing the trust level may for instance be as follows:

2. (i) The trust level may for instance be refreshed on demand, e.g. by a request of the
user. For instance, the determined trust level may fall below a threshold (e.g. in case the
trust level is a time dependent function, as described previously in this specification) and
due to this, a request for a trust refresh is generated. The generating of a request may
for instance be performed automatically in case the trust level falls below a (e.g. pre-
defined, or determined according to a set of rules) threshold.

[0059] The one or more pieces of second authentication information may for instance
comprise one or more trust reference parameters. For instance, dependent upon the (e.g.
external) trust authority, the one or more trust reference parameters may for instance increase
the trust level. The one or more trust reference parameters may for instance represent a value
between a predefined range of values (e.g. between 0 and 100). In case the trust level is
determined based, at least in part, on the one or more pieces of second authentication
information, the value may be added to the trust level. The trust level may for instance be
increased by the one or more trust reference parameters. Referencing (e.g. external) trust
authorities may for instance be done dynamically, periodically or on demand. Examples of one
or more trust reference parameters may for instance be one or more of the following: (i) one or
more letter activations (e.g. a user answers one or more physical activation letters sent via
standard mail, answers are stored); (ii) third party identity providers (e.g. via SAML protocol)
(e.g. only non-critical information may be passed to the third party providers); (iii) any other
data source in a back-end (e.g. of a back-end application for enhancing the trust level); (iv) or
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a combination thereof.

[0060] The trust level may for instance be increased by a combination of the one or more trust
refreshing parameters and of the one or more trust reference parameters.

[0061] According to an exemplary embodiment of all aspects of the present invention, the
method further comprises:

e determining at least one calibration information based, at least in part, on the one or
more pieces of first authentication information and/or based, at least in part, on the one
or more pieces of second authentication information, wherein the calibration information
used to define a threshold.

[0062] The threshold may for instance be the authentication threshold or the checking
threshold. Alternatively, the calibration information may for instance be used to define the
authentication threshold and the checking threshold.

[0063] Alternatively, the method may further comprise:

« determining one or more pieces of calibration information based, at least in part, on one
or more pieces of first authentication information obtained previously, wherein the one or
more pieces of calibration information are indicative of at least one calculated calibration
level indicative of a trust in at least one piece of unique information associated with the
user and/or with the electronic device of the user.

[0064] The at least one calibration information may for instance be obtained previously, e.g. in
an initial stage, e.g. prior to performing and/or controlling the method according to all aspects
of the present invention.

[0065] The at least one calibration information may for instance comprise a unique behavior
fingerprint determined based, at least in part, on one or more behavior recognition parameters.
During an initial stage, the unique behavior fingerprint is determined so that obtained one or
more first authentication information comprising one or more behavior recognition parameters
may for instance be verified against the unique behavior fingerprint.

[0066] Alternatively or additionally, the at least one calibration information may for instance
comprise information of a face (or other part) of the user. During an initial stage, these
information may for instance be obtained so that obtained one or more first authentication
information comprising one or more face (or other part) recognition parameters may for
instance be verified against the information of a face of the user.
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[0067] Alternatively or additionally, the at least one calibration information may for instance
comprise one or more temporal constraints and/or one or more local constraints (e.g. obtained
during an initial stage). Obtained one or more first authentication information comprising one or
more temporal constraints parameters and/or one or more local constraints parameters may
for instance be verified against the one or more temporal constraints and/or the one or more
local constraints. The one or more temporal constraints and/or the one or more local
constraints may for instance be entered by a user according to his preferences, or be obtained
automatically.

[0068] The trust level threshold may for instance represent one or more trust level scenarios,
as described above.

[0069] The at least one calculated calibration level of at least one smart authentication
parameter may for instance be adaptable. For instance, the at least one calculated calibration
level of at least one smart authentication parameter may be calculated at different time points,
or continuously in predefined time intervals, or based upon certain events (e.g. "new" one or
more pieces of first and/or second authentication information are obtained), to name but a few
non-limiting examples.

[0070] The calculation of the at least one calibration level of at least one smart authentication
parameter may for instance be based, at least in part, on one or more smart authentication
parameters obtained at an earlier stage. Thus, the calculation of the at least one level of at
least one smart authentication parameter may be based on historic information.

[0071] In an exemplary embodiment of all aspects of the present invention, the authentication
threshold and/or the checking threshold is set based, at least in part, on the at least one
calibration information.

[0072] According to an exemplary embodiment of all aspects of the present invention, the one
or more pieces of first authentication information and/or the one or more pieces of second
authentication information are stored in a database. The database may for instance be
connected to the first apparatus according to the first aspect of the present invention, (e.g. a
server). The database may for instance be connected to the server e.g. via the internet and
allowing access from the apparatus to stored information of the database. Alternatively, the
database may be embodied in the apparatus, e.g. the server.

[0073] In an exemplary embodiment of all aspects of the present invention, the one or more
pieces of first authentication information and/or the one or more pieces of second
authentication information stored in the database are adaptable. For instance, the one or more
pieces of first authentication information and/or the one or more pieces of second
authentication information may for instance be adapted continuously, in predefined time
intervals, in real-time, or a combination thereof, to name but a few non-limiting examples.
Alternatively, one or more instances of the one or more pieces of first authentication
information and/or the one or more pieces of second authentication information are stored in
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the database for acquiring historic information. For acquiring these one or more instances,
each time a new instance of one or more pieces of first authentication information and/or of
one or more pieces of second authentication information are obtained (e.g. by the server), this
new instance is additionally stored in the database.

[0074] According to an exemplary embodiment of all aspects of the present invention, the at
least one calibration information is determined based, at least in part, on the one or more
pieces of first authentication information and/or the one or more pieces of second
authentication information stored in the database.

[0075] Further, since the trust level is a time dependent function, a refreshing of the trust level
may for instance be performed and/or controlled in case the value of the trust level falls below
the predefined threshold. The predefined threshold may for instance be the authentication
threshold or the checking threshold. Further, an additional pre-defined threshold being
indicative of a trust level being higher than the value of the trust level of the predefined
threshold may for instance be determined. The additional predefined threshold may for
instance be used to output e.g. an alarm and/or warning, which may be provided to the user,
e.g. warning the user that the trust level may fall below the predefined threshold. In case the
value of the trust level falls below the predefined threshold, a request for refreshing the trust
level may for instance be generated. Based on the generated request, e.g. one or more pieces
of second authentication information may for instance be obtained, e.g. for performing a
refresh of the trust level. In case the trust level is still below the predefined threshold after a
refresh of the trust level was performed, the user may for instance be blocked and/or the
usage of an application of the electronic device and/or the usage of a service provided to the
user may for instance be blocked.

[0076] In an exemplary embodiment of all aspects of the present invention, the method further
comprises:

e obtaining one or more pieces of third authentication information, wherein the one or
more pieces of third authentication information are indicative, at least in part, of one or
more of the following:

1. (i) one or more ownership parameters;
2. (i) one or more knowledge parameters;
3. (iii) one or more biometric parameters;
4. (iv) or a combination thereof.

[0077] In contrast to the one or more pieces of first authentication information, the one or more
pieces of third authentication information are provided by the user solely. In contrast, the one
or more pieces of first authentication information comprise some kind of determining process
for generating e.g. a behavioral fingerprint, an acoustical recognition parameter, an optical
recognition parameter, time and/or date constraints, to name but a few non-limiting examples
performed based on unique information associated with the user and/or the electronic device
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of the user. The unique information associated with the user and/or the electronic device of the
user may for instance be gathered by one or more sensors of the electronic device.

[0078] The one or more pieces of third authentication information may for instance be
obtained by gathering the one or more pieces of third authentication information by one or
more sensors of the electronic device. The one or more pieces of third authentication
information are indicative, at least in part, of one or more of the following: (i) one or more
ownership parameters; (i) one or more knowledge parameters; (iii) one or more biometric
parameters; (iv) or a combination thereof.

[0079] The one or more ownership parameters may for instance represent indication of an
ownership of an electronic device (e.g. the electronic device of the user) by the user. For
instance, the one or more ownership parameters may represent an identifier of the electronic
device, which was used e.g. during an activation process of an application performed and/or
controlled by the electronic device. Based on this, the application may for instance be bound
(e.g. exclusively) to the electronic device used during the activation process. Additionally,
another identifier of the application may for instance be represented by the one or more
ownership parameters. Thus, the identifier for the electronic device and the other identifier of
the application may for instance be checked to enhance the likelihood that authentication of the
user is not fraudulent.

[0080] The one or more knowledge parameters may for instance represent a unique
knowledge, which may only be known on part of the user. For instance, the one or more
knowledge parameters may represent a PIN, e.g. a PIN for unlocking an electronic device,
and/or another PIN for unlocking an application of the electronic device. The application may
for instance be an application of the electronic device used during an activation process,
and/or requesting authentication of the user. The one or more biometric parameters may for
instance be indicative of a unique (e.g. physical) attribute of the user. The one or more
biometric parameters may for instance be obtained (e.g. gathered) by one or more sensors of
an electronic device. For instance, the one or more biometric parameters may for instance
represent a fingerprint of the user. The fingerprint of the user may for instance be obtained by
a fingerprint sensor of an electronic device (e.g. the electronic device of the user).

[0081] In an exemplary embodiment of all aspects of the present invention, the trust level is
further determined based, at least in part, on the one or more pieces of third authentication
information. In this way, the security is further enhanced.

[0082] According to an exemplary embodiment of all aspects of the present invention, the
method further comprises:

e providing the determined trust level for usage in an authentication process.

[0083] It is to be understood that the presentation of the invention in this section is merely by
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way of examples and non-limiting.

[0084] Other features of the invention will become apparent from the following detailed
description considered in conjunction with the accompanying drawings. It is to be understood,
however, that the drawings are designed solely for purposes of illustration and not as a
definition of the limits of the invention, for which reference should be made to the appended
claims. It should be further understood that the drawings are not drawn to scale and that they
are merely intended to conceptually illustrate the structures and procedures described herein.

BRIEF DESCRIPTION OF THE DRAWINGS

[0085] In the figures show:

Fig. 1
a schematic block and interaction diagram of a system according to an exemplary
embodiment of the present invention;

Fig. 2a
a flowchart showing an example embodiment of a further method according to the first
exemplary aspect of the present invention, for instance performed by electronic device
130 of Fig. 1;

Fig. 2b
a flowchart showing an example embodiment of a method according to the first
exemplary aspect of the present invention, for instance performed by electronic device
130 of Fig. 1;

Fig. 3
a schematic block diagram of an apparatus according to an exemplary embodiment of
the present invention;

Fig. 4
a flowchart showing an example embodiment of a further method according to the first
exemplary aspect of the present invention; and

Fig. 5
a plotted diagram of a trust level as a time-dependent function as used in an example
embodiment of a method according to the first exemplary aspect of the present
invention.

DETAILED DESCRIPTION

[0086] The following description serves to deepen the understanding of the present invention
and shall be understood to complement and be read together with the description as provided
in the above summary section of this specification.
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[0087] Fig. 1 shows a schematic block and interaction diagram of a system 100 according to
an exemplary embodiment of the present invention.

[0088] System 100 comprises a server 110, which may alternatively be embodied as a server
cloud (e.g. a plurality of servers connected e.g. via the internet and providing services at least
partially jointly), a database 120, which may be connected to the server e.g. via the internet
and allowing access from the server 110 to data of the database 120. Alternatively, the
database 120 may be embodied e.g. in the server 110. Further, the system 100 comprises an
electronic device 130, e.g. a smartphone, a tablet, or a portable computer to name but a few
non-limiting examples, and a backend application 140, which may be configured to be used
and/or controlled by another application 131 performed by the electronic device 130.
Alternatively, the backend application 140 may be performed by the electronic device 130 as
well. The backend application 140 may for instance be installed on the electronic device 130,
or on the server 110, or on another apparatus.

[0089] According to an example embodiment, the electronic device 130 may provide one or
more pieces of first authentication information (e.g. obtained from one or more sensors 132 or
user interface elements of the electronic device 130). Additionally, the electronic device 130
may provide one or more pieces of second authentication information (e.g. trust reference
parameters obtained from an external trust authority) and/or one or more pieces of third
authentication information (e.g. a PIN entered by the user into the electronic device 130).
Additionally, the database 120 may store the provided one or more pieces of first, second
and/or third authentication information, e.g. provided by the electronic device 130, and/or
provided by the server 110, and/or provided by the back-end application 140, based on
received one or more pieces of first, second and/or third authentication information. In a further
exemplary embodiment, the server 110 may provide an authentication information to the
electronic device 130. In an exemplary embodiment, the electronic device 130 may for
instance request a service from a server of a service provider. The server of the service
provider may for instance be the server 110, but may also be another server (not shown in Fig.
1). To authenticate the user of the electronic device requesting the service, the server of the
service provider may for instance request authentication of the user of the electronic device
130 from the server 110. Communication, e.g. for the transmission of the information, e.g.
between the electronic device 130 and the server 110, may for instance take place at least
partially in a wireless function, e.g. based on cellular radio communication or on Wireless Local
Area Network (WLAN) based communication, to name but a few non-limiting examples, or
entirely wire-bound.

[0090] The one or more pieces of first, second and/or third authentication information may be
provided by the electronic device 130 to the server 110, e.g. via the backend application 140.
The provision of the one or more pieces of first authentication information to the server 110
may for instance be triggered by the server of the service provider, wherein the user of the
electronic device 130 has requested the provision of a service. The server 110 may then for
instance determine a trust level based on the one or more pieces of first authentication
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information or based on the one or more pieces of first authentication information and on the
one or more pieces of second authentication information. Additionally, the server 110 may for
instance check the determined trust level based, at least in part, on a comparison with a
predefined checking threshold. Based on the result of the comparison, server 110 may for
instance generate an authentication information indicative of whether the user is successfully
authenticated or not. The electronic device 130 may be configured to receive the
authentication information provided by the server 110. The received authentication information
may then be provided to the server of the service provider. The provision of the authentication
from the electronic device 130 to the server of the service provider may for instance indicate to
the server of the service provider that the user was successfully authenticated or not.
Alternatively, the authentication information may be provided to the server of the service
provider, e.g. directly or via a redirected operation involving the electronic device 130.

[0091] The one or more pieces of first, second and/or third authentication information, the
authentication information, and/or further communication transmitted between the app 131 of
the electronic device 130 and the server 110 may for instance use a secure communication
channel being established between the app 131 of the electronic device 130 and the server
110. In Fig. 1, two exemplary realizations of such a secure channel are shown: secure channel
| established directly between app 131 of the electronic device 130 and the server 110; and
secure channel Il established indirectly between the app 131 of the electronic device 130 and
the server 110. Secure channel Il is divided into two parts: secure channel Il.a and secure
channel Il.b. Secure channel Il.a and secure channel Il.b indicate that the secure channel Il is
established indirectly between the app 131 of the electronic device 130 and the server 110,
wherein the first part secure channel Il.a of the secure channel Il may for instance be
established between the server 110 and the backend application 140, and the second part
secure channel ll.b of the secure channel Il may for instance be established between the back-
end application 140 and the app 131 of the electronic device 130. The establishing of the
secure communication channel (e.g. secure channel | or secure channel Il) may for instance
take place prior to the provision of the one or more pieces of first, second and/or third
authentication information by the electronic device 130 to the server 110. The establishing of
the secure communication channel (e.g. secure channel | or secure channel [I) may for
instance be performed based on a request for a service from a server of a service provider
originating from the electronic device 130, in particular the app 131 of the electronic device
130, which may for instance be executed by a user to be provided with the service of the
service provider.

[0092] In this way, e.g. an authentication based on multiple smart or smart and dynamic
parameters (e.g. as factors) comprised by the one or more pieces of first authentication
information or comprised by the one or more pieces of first authentication information and the
one or more pieces of second authentication information and/or the one or more pieces of third
authentication information may be provided as a service to electronic device(s) of user(s).

[0093] Fig. 2a shows a flowchart 200a showing an example embodiment of a method
according to the first exemplary aspect of the present invention. This flowchart 200a may for
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instance be performed by server 110 of Fig. 1, and/or by the electronic device 130 and/or by
the backend application 140.

[0094] In step 201a, one or more pieces of first authentication information are obtained. The
one or more pieces of first authentication information represent at least one piece of unique
information associated with a user and/or an electronic device (e.g. electronic device 130 of
Fig. 1) of the user. For instance, the one or more pieces of first authentication information may
comprise one or more of the following types i) to v) of parameters: i) one or more behavior
recognition parameters; ii) one or more acoustical recognition parameters; iii) one or more
optical recognition parameters; iv) one or more temporal constraints parameters; v) one or
more local constraints parameters. The one or more pieces of first authentication information
may for instance be received, e.g. from an electronic device (e.g. electronic device 130 of Fig.
1). Alternatively, the one or more pieces of first authentication information may for instance be
gathered, e.g. by one or more sensors 132. The one or more sensors 132 may for instance be
comprised by the electronic device. The one or more pieces of first authentication information
may for instance represent information gathered by the one or more sensors 132, e.g. of the
electronic device (e.g. electronic device 130 of Fig. 1). The one or more sensors may for
instance be sensors connectable to the electronic device (e.g. electronic device 130 of Fig. 1).
Based on these pieces of information, e.g. a behavior recognition parameter indicative of user-
specific behavior may for instance be determined.

[0095] In step 202a, a trust level is determined, e.g. by a server (e.g. server 110 of Fig. 1). The
trust level is determined based, at least in part, on the one or more pieces of first
authentication information. The trust level is indicative of a level of trust in the one or more
pieces of first authentication information. For instance, the trust level may represent a value
(e.g. between a predetermined range, wherein the range specifies a lower range limit with no
level of trust in the one or more pieces of first authentication information associated with at all,
and a higher range limit with maximum level of trust in one or more pieces of first
authentication information associated with).

[0096] In an optional step 203a, the trust level is checked. For instance, the determined trust
level of step 202a is compared to a predetermined threshold (e.g. a checking threshold). To
name but a non-limiting example: Based on the result of the comparison (e.g. the trust level is
lower, higher or equal than the predetermined threshold), a task (e.g. a service requested by a
user requiring an authentication) may for instance only allowed to be carried out in case the
determined trust level is above or equal than the predetermined threshold. In case the
determined trust level is lower than the predetermined threshold, the task may for instance not
allowed to be carried out. Further specification may for instance be possible: One or more
further ranges within the predetermined range may for instance be defined. One of the one or
more further ranges may for instance be indicative of an amount of money, which is allowed to
be transferred, in case the task requested by the user as a service is e.g. a bank transfer. For
instance, in case the determined trust level is higher than the predetermined threshold, and
within the range briefly adjacent to the predetermined threshold, the amount of money the user
is allowed to transfer may for instance be limited. Additionally, in case the determined trust
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level is higher than the predetermined threshold, and within the range orientated towards the
higher end of the range specifying a lower range limit with no level of trust and a higher end
with maximum level of trust, the amount of money the user is allowed to transfer may be not
limited, or limited to the maximum amount possible.

[0097] In optional step 204a, an authentication information comprising e.g. the determined
trust level, is generated. Additionally, the generated authentication information may be
outputted, e.g. to a server of a service provider, for usage in an authentication process.

[0098] In this way, the security of an authentication of the user can be enhanced by using one
or more pieces of first authentication information. Further, the security of the authentication of
the user may for instance be further enhanced by using one or more pieces of second
authentication information or one or more pieces of second authentication information and one
or more pieces of third authentication information additionally.

[0099] Fig. 2b shows a flowchart 200a showing an example embodiment of a further method
according to the first exemplary aspect of the present invention. This flowchart 200b may for
instance be performed by server 110 of Fig. 1, and/or by the electronic device 130 and/or by
the backend application 140.

[0100] As in Fig. 2a, in step 201b one or more pieces of first authentication information are
obtained. Additionally, one or more pieces of second authentication information may for
instance be obtained. The one or more pieces of second authentication information may for
instance comprise one or more of the following types a) and b) of parameters: a) one or more
trust refreshing parameters; b) one or more trust reference parameters.

[0101] In step 202b a trust level is determined, based at least in part, on the obtained one or
more pieces of first authentication information, or based, at least in part, on the obtained one
or more pieces of first authentication information and on the obtained one or more pieces of
second authentication information. For determining the trust level based, at least in part, on the
one or more pieces of first authentication information and the one or more pieces of second
authentication information, an initial trust level may for instance be determined based on the
one or more pieces of first authentication information. Then, the determined trust level may for
instance be varied corresponding to the one or more pieces of second authentication
information. In this way, the trust level can be determined based, at least in part, on the one or
more pieces of first authentication information and on the one or more pieces of second
authentication information.

[0102] In this embodiment of the present invention, the determined trust level is a time-
dependent function, wherein the trust level decreases with elapsing of time.

[0103] In step 203b, it is checked whether the determined trust level has degraded - due to the
decreasing of the trust level with elapsing of time - below an authentication threshold. The
authentication threshold may for instance represent a threshold, at which the user fulfills a
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requirement of being associated with at least a minimum amount of trust to be authenticated.

[0104] In case the trust level is above the authentication threshold, a minimum trust level can
be ensured. For instance, as long as the trust level has not been fallen below the
authentication threshold, the checking of the trust level against a (e.g. transaction-specific)
checking threshold may be performed without obtaining "new” or additional one or more pieces
of first authentication information. Thus, obtained one or more pieces of first authentication
information may for instance be used for a plurality (e.g. several) of transaction requests of a
user as long as the determined trust level has not been fallen below the authentication
threshold. In step 204b, it is checked whether the user desires to perform a transaction, e.g. a
transaction request of the user is received, e.g. by the server of the service provider. A
transaction request of the user may for instance comprise a request for checking of an account
balance, or of transferring money to another person, to name but a few non-limiting examples.

[0105] In case the trust level has fallen below the authentication threshold, transaction
requests of the user cannot be fulfilled, e.g. performed by a service provider offering a service
to the user. Thus, it may be proceeded with step 201b.

[0106] In step 205b, the trust level is checked against a transaction-specific checking
threshold. The checking threshold may for instance be higher for transactions requested by the
user of higher security requirements. For instance, a simple request of the user for checking
an account balance may have a lower checking threshold than a request for transferring
money to another user. In case the trust level is equal to or above the transaction-specific
checking threshold, the transaction requested by the user is performed. In case the trust level
is not above the transaction-specific checking threshold, the request of the user for performing
the transaction is denied.

[0107] In optional step 206b, an authentication information may be generated based, at least
in part, on the result of the checking of step 205b. The generated authentication information
may for instance be indicative of whether the transaction requested by the user is allowed to
be performed or not. Further, the generated authentication information may be outputted, e.g.
for usage in an authentication process of the user, e.g. an authentication process of a service
of a service provider for performing a transaction requested by the user.

Fig. 3 is a schematic block diagram of an apparatus 300 according to an exemplary aspect of
the present invention, which may for instance represent the electronic device 130, 140, and/or
150 of Fig. 1. Alternatively, the schematic block diagram of the apparatus 300 according to an
exemplary aspect of the present invention may for instance represent the server 110 of Fig. 1.
Apparatus 300 may for instance represent the first apparatus.

[0108] Apparatus 300 comprises a processor 310, working memory 330, program memory
320, optional data memory 340, communication interface(s) 350, an optional user interface

360 and optional sensor(s) 370.

[0109] Apparatus 300 may for instance be configured to perform and/or control or comprise
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respective means (at least one of 310 to 370) for performing and/or controlling the method
according to the first exemplary aspect of the present invention. Apparatus 300 may as well
constitute an apparatus comprising at least one processor (310) and at least one memory
(320) including computer program code, the at least one memory and the computer program
code configured to, with the at least one processor, cause an apparatus, e.g. apparatus 300 at
least to perform and/or control the method according to exemplary aspects of the invention.

[0110] Processor 310 may for instance comprise a trust level determiner 311 as a functional
and/or structural unit. Trust level determiner 311 may for instance be configured to determine a
trust level (see step 202 of Fig. 2). Processor 310 may for instance further control the
memories 320 to 340, the communication interface(s) 350, the optional user interface 360 and
the optional sensor(s) 370.

[0111] Processor 310 may for instance execute computer program code stored in program
memory 320, which may for instance represent a computer readable storage medium
comprising program code that, when executed by processor 310, causes the processor 310 to
perform the method according to the first exemplary aspect.

[0112] Processor 310 (and also any other processor mentioned in this specification) may be a
processor of any suitable type. Processor 310 may comprise but is not limited to one or more
microprocessor(s), one or more processor(s) with accompanying one or more digital signal
processor(s), one or more processor(s) without accompanying digital signal processor(s), one
or more special-purpose computer chips, one or more field-programmable gate array(s)
(FPGAC(s)), one or more controller(s), one or more application-specific integrated circuit(s)
(ASIC(s)), or one or more computer(s). The relevant structure/hardware has been
programmed in such a way to carry out the described function. Processor 310 may for instance
be an application processor that runs an operating system.

[0113] Program memory 320 may also be included into processor 310. This memory may for
instance be fixedly connected to processor 310, or be at least partially removable from
processor 310, for instance in the form of a memory card or stick. Program memory 320 may
for instance be non-volatile memory. It may for instance be a FLASH memory (or a part
thereof), any of a ROM, PROM, EPROM and EEPROM memory (or a part thereof) or a hard
disc (or a part thereof), to name but a few non-limiting examples. Program memory 320 may
also comprise an operating system for processor 310. Program memory 320 may also
comprise a firmware for apparatus 300.

[0114] Apparatus 300 comprises a working memory 330, for instance in the form of a volatile
memory. It may for instance be a Random Access Memory (RAM) or Dynamic RAM (DRAM),
to give but a few non-limiting examples. It may for instance be used by processor 310 when
executing an operating system and/or computer program.

[0115] Optional data memory 340 may for instance be a non-volatiie memory. It may for
instance be a FLASH memory (or a part thereof), any of a ROM, PROM, EPROM and
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EEPROM memory (or a part thereof) or a hard disc (or a part thereof), to name but a few non-
limiting examples. Data memory 340 may for instance store one or more pieces of first
authentication information. One or more pieces of first authentication information may for
instance be gathered the optional sensor(s) 370.

[0116] Communication interface(s) 350 enable apparatus 300 to communicate with other
entities, e.g. with server 110 of Fig. 1. The communication interface(s) 350 may for instance
comprise a wireless interface, e.g. a cellular radio communication interface and/or a WLAN
interface) and/or wire-bound interface, e.g. an IP-based interface, for instance to communicate
with entities via the Internet. Communication interface(s) may enable apparatus 300 to
communicate with other entities, for instance with server 110 of Fig. 1.

[0117] User interface 360 is optional and may comprise a display for displaying information to
a user and/or an input device (e.g. a keyboard, keypad, touchpad, mouse, etc.) for receiving
information from a user.

[0118] Sensor(s) 370 are optional and may for instance comprise an input sensor (e.g. for
gathering gesture, swiping, typing, touching, and/or holding input information), accelerometer
and/or gyroscope sensor (e.g. for gathering holding, turning, and/or carrying information), a
camera sensor, a localization sensor (e.g. a GPS sensor for gathering e.g. a horizontal position
of the electronic device), or a combination thereof to name but a few non-limiting examples.
The gathered information may for instance be used as smart authentication parameters.

[0119] Some or all of the components of the apparatus 300 may for instance be connected via
a bus. Some or all of the components of the apparatus 300 may for instance be combined into
one or more modules.

[0120] Fig. 4 shows a flowchart showing an example embodiment of a further method
according to the first exemplary aspect of the present invention.

[0121] Step 401 represents an initial state, wherein an application (e.g. application 131 of Fig.
1), e.g. configured to perform and/or control the method according to the first exemplary
aspect of the present invention is not installed on an electronic device, e.g. electronic device
130 of Fig. 1.

[0122] In step 402, the application not installed on the electronic device (step 401) is now
installed on the electronic device. The installed application is not activated, so that e.g. a
request for a service requiring authentication of the user is at the state represented by step
402 not possible. Thus, the application needs to be activated. This may for instance be done
by sending a printed letter to a known address of the user. The letter may for instance contain
a code or the like, which the user may enter into the electronic device as a corresponding
request for entering the code prompted by the application (e.g. application 131 of Fig. 1) of the
electronic device (e.g. electronic device 130 of Fig. 1). Thus, an activation process of the
application may be carried out. Further activation processes of the application may be
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possible, e.g. a digital activation process, e.g. performed during or at the first run of the
application. The contained code may for instance be entered and the application of the
electronic device (e.g. electronic device 130 of Fig. 1) may for instance transmit the information
to a server (e.g. server 110 of Fig. 1). The activation process may thus be performed between
the electronic device (e.g. electronic device 130 of Fig. 1) and the server (e.g. server 110 of
Fig. 1).

[0123] After the activation process, the application is in an activated state installed on the
electronic device (step 403).

[0124] In step 404, a trust level is not yet calibrated. Thus, at least one calibration information
may for instance be determined (e.g. by server 110 of Fig. 1) based, at least in part on one or
more pieces of first authentication information. In case the at least one calibration information
may not be determined respectively determinable, step 404 may be repeated until the at least
one calibration information is determined, as indicated by the stroked arrow pointing from step
404 to step 404. Further, in case the at least one calibration information cannot be determined,
e.g. after a plurality (e.g. three) of not successful attempts to determine the at least one
calibration information, it may be proceeded with step 402, as indicated by the stroked arrow
pointing from step 404 to 402. Additionally, the at least one calibration information may be
determined based on one or more pieces of second authentication information and/or one or
more pieces of third authentication information. The at least one calibration information may for
instance be used to define a threshold. Further, the threshold may for instance be used as a
basis for a predefined authentication threshold for the checking of a determined trust level
(steps 408a or 408b).

[0125] Step 405 represents that the trust level is calibrated, e.g. by aforementioned calibration
process.

[0126] Step 406 represents that the application of the electronic device is in use. Since the
trust level may for instance, like in this described embodiment, be a time-dependent function,
an initially determined trust level decreases with expiration of time. This represents a timely
restricted integrity of for instance one or more pieces of first authentication information, based,
at least in part, on which the trust level is determined. A decreased trust level may for instance
be refreshed (e.g. by server 110 of Fig. 1), e.g. by adding a certain value to the current value
of the trust level. For instance, a trust refreshing parameter may for instance represent a
certain value (e.g. between a range of 0 to 100) to be added to the trust level. Further, a trust
refreshing parameter may for instance be associated with one or more certain events. For
instance, a trust refreshing parameter may for instance be associated with a checking of a
behavior of the user. One or more behavior recognition parameters may for instance be
obtained, e.g. gathered by one or more sensors (e.g. sensors 132 of Fig. 1) of the electronic
device (e.g. electronic device 130 of Fig. 1) and may for instance be provided to a server (e.g.
server 110 of Fig. 1). The obtained one or more behavior recognition parameter may for
instance be checked (e.g. by server 110 of Fig. 1), e.g. by comparing them to already obtained
(e.g. stored in a database (e.g. database 120 of Fig. 1)) one or more behavior recognition
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parameters. In case a certain similarity or identity is recognized between the obtained one or
more behavior parameters and the stored ones, a certain amount of trust level value may for
instance be added to the trust level. Alternatively or additionally, a decreased trust level may
for instance be refreshed (e.g. by server 110 of Fig. 1), e.g. by determining a new value of the
trust level according to pre-defined rules, e.g. by an algorithm. For instance, a trust refreshing
parameter may for instance be associated with one or more certain events. For instance, a
trust refreshing parameter may for instance be associated with a checking of a behavior of the
user. Based on the behavior of the user, a new value of the trust level may for instance be
determined according to pre-defined rules, e.g. an algorithm. The new value of the trust level
may for instance be increased or decreased based on the result of the checking of the
behavior of the user. For instance, the trust level value may be decreased in case the behavior
of the user is contrast to typically observed behavior of the user. The trust level value may for
instance be increased in case the behavior of the user matches the typically observed behavior
of the user. In contrast to the determining of the trust level, which is based, at least in part, on
the one or more pieces of first authentication information (e.g. comprising one or more
behavior parameters), the behavior check is reduced to checking specific parameters of the
smart authentication parameters. In this way, the efficiency (e.g. energy consumption, data
volume ftraffic to name but a few non-limiting examples) may for instance be enhanced.
Alternatively or additionally, the aforementioned refreshing of the trust level may for instance
be performed (e.g. by server 110 of Fig. 1) by using in particular other smart authentication
parameters comprising one or more of the following: (i) one or more behavior recognition
parameters; (i) one or more face recognition parameters; (ii) one or more temporal
constraints parameters; (iv) one or more local constraints parameters; (v) or a combination
thereof.

[0127] The refreshing of the trust level may for instance be performed continuously (e.g. in
predefined time intervals, or based on certain events, to name but a few non-limiting
examples) and/or on-demand (e.g. based on a request by the user, for instance the request
entered into the electronic device by the user).

[0128] In step 407, a user has requested a service (e.g. from a server of a service provider)
which requires an authentication (e.g. a transaction for transferring money). One or more new
pieces of first authentication information may for instance be obtained (e.g. gathered by the
electronic device 130 of Fig. 1, or additionally or alternatively obtained e.g. by server 110 of
Fig. 1), in case the determined trust level has fallen below the authentication threshold. Further
a trust level is determined (e.g. by server 110 of Fig. 1) based, at least in part, on the one or
more pieces of first authentication information.

[0129] In steps 408a and 408b, the trust level is checked (e.g. by server 110 of Fig. 1). It is
checked whether the trust level is above (step 408a) a predefined threshold (e.g. determined
by the calibration process as described above) or not. In case the trust level is above the
predefined threshold, the requested user interaction (e.g. the transaction) is performed. For
instance, an authentication information indicative of the user being successfully authenticated
or not, may for instance be generated ((e.g. by server 110 of Fig. 1). The generated
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authentication information may for instance be provided from e.g. server 110 of Fig. 1 to the
electronic device of the user (e.g. electronic device 130 of Fig. 1), which may for instance
transmit the authentication information to the server of the service provider. Alternatively, the
server that generated the authentication information (e.g. server 110 of Fig. 1) may provide the
authentication information to the server of the service provider.

[0130] In case the trust level is below (step 408b) the predefined threshold, a demand for
refreshing the trust level may for instance be performed (e.g. by server 110 of Fig. 1) indicated
by step 409. For instance, a behavior check or position check may be performed (as described
above). In case the refreshing of the trust level is successful (e.g. adding a certain value to the
trust level so that the comparison of the trust level with the predefined threshold results in the
trust level is above the predefined threshold), the requested user interaction (e.g. the
transaction) is performed. In case e.g. the behavior check or position check for refreshing the
trust levels fails (e.g. the obtained one or more behavior recognition parameters do not match
or are not similar to pre-stored one or more behavior recognition parameters indicative of
individual behavior of the user), the requested user interaction (e.g. the transaction) is not
performed. Further, the activated application of the electronic device may for instance be set
back to a non-activated state, e.g. for preventing fraudulent usage of the application.

[0131] In step 410, the request of the user is finished and the application of the electronic
device may for instance be used for further user interactions represented by the arrow pointing
to step 406.

[0132] Fig. 5 shows a plotted diagram 500 of a trust level as a time dependent function as
used in an example embodiment of a method according to the first exemplary aspect of the
present invention. The x-axis represents the time, and the y-axis represents the trust level.

[0133] The plotted trust level in the diagram 500 varies e.g. between a value range of 0 and
100. Thus, a value of 0 may represent no level of trust associated with the one or more first
authentication information at all. A value of 100 may represent the maximum level of trust
associated with the one or more first authentication information.

[0134] The value of the trust is determined based, at least in part, on one or more pieces of
first authentication information. The value of the trust level may for instance be determined
during several points of time. Additionally or alternatively, the value of the trust level may for
instance be determined continuously, e.g. that the plot of the trust level is steady.

[0135] The value indicated with the label 'not activated' represents a non-activated application
(e.g. application 131 of Fig. 1) of an electronic device (e.g. electronic device 130 of Fig. 1) (see
step 402 of Fig. 4). The trust level value may for instance be 0. After the application of the
electronic device is activated (e.g. via an activation process by a printed letter; see step 403 of
Fig. 4), an initial trust level is established. In the current case, the trust level value after the
activation process may for instance be 100.
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[0136] Since the trust level is a time-dependent function, the initially determined trust level
decreases with expiration of time, indicated by the label 'trust level decrease'. After the
activation process, the trust level decreases, in the current case until it is below a predefined
threshold 510. A task (e.g. a service requested by a user requiring an authentication) may for
instance only be carried out in case the determined trust level is above or equal than the
predetermined threshold 510. In case the determined trust level is lower than the
predetermined threshold 510, the task may for instance not be carried out.

[0137] In case the expiration of time has decreased the level of trust below the predefined
threshold 510, refreshing the trust level may be necessary so that a task requested by the user
is possible to be carried out. For instance, refreshing of the trust level may be performed by a
behavior check, indicated by the label 'trust refresh behavior check’, and/or by a position check
(e.g. comparing current horizontal location for instance obtained by a GPS sensor of the
electronic device with a location or location area stored in a database (e.g. database 120 of
Fig. 1)), indicated by the label 'trust refresh position check'.

[0138] In this way, the authentication is more secure since a determined trust level may for
instance become not integer anymore.

[0139] The following embodiments of the present invention shall also be considered to be
disclosed:

In embodiments of the invention, the basic technology "Smart Platform Identity” is the basis of
all other use cases. Once user's identities is secured, protected and proven, all other use
cases can confide in this secure identity. Various levels for identity protection are offered:

e Standard Multi Factor Authentication;
¢ Smart Multi Factor Authentication;
» Dynamic Multi Factor Authentication.

[0140] Today the identity of a user is protected by different factors to achieve a Standard Multi
Factor Authentication:

¢ | have:
The user has the smartphone. The app is tied to this special smartphone via the app
activation. The app activation is done according to the standard AST activation. Both
smartphone and app are protected against threats.

e | know:
The user has a pin to unlock the smartphone (standard locking mechanism) and he has
a pin to use the app alter the app has been activated. The app is checked against the
SSMS server via the secure communication channel.

e lam:
Fingerprints of the user can be used to identify the user of the smartphone. The
fingerprint may for instance be obtained by a biometric sensor of the smartphone. This is
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a standard locking mechanism of state-of-the-art smartphones.

[0141] In embodiments of the present invention, standard multi factor authentication (as well
as all additional authentication levels) is provided on one device.

[0142] Since identity protection is getting more and more important in the future, additional
protection mechanisms are needed. There will be new mechanisms to enhance basic multi
factor authentication even more. Thus, in embodiments of the present invention, Standard
Multi Factor Authentication is elevated to Smart Multi Factor Authentication which provides
additional features to secure the identity of a user.

[0143] Smart Multi Factor Authentication is a static way to improve identity security. The
"smart" mechanisms are:

e Behaviour Recognition:
Each user has its own way of handling his smartphone. Gestures, swiping, typing,
touching, holding, turning and carrying the smartphone form a unique "behavioral"
fingerprint. The components of this behavioral fingerprint are automatically collected by
use of the smartphone's internal sensors like gyroscopic sensors, touchscreen sensors
or by other motion detection sensors. All sensor results are combined to form a unique
digital fingerprint representing the behavioral fingerprint. This behavioral fingerprint is
stored on a server (e.g. an authentication server), constantly updated and calibrated. In
production, the current (e.g. obtained) behavioral fingerprint is verified against the stored
fingerprint.

« Acoustical/Sound/\Voice Recognition:
The smartphone uses the internal smartphone microphone to record a sound or a voice
of the user. This sound or voice is analyzed to "recognize" the user. Only if the user is
properly recognized, access to the app is granted and the functionality will be available.
This feature is protected against fake sounds or voices. Protection against fake sounds
or voices can be achieved e.g. by a robot-based fake detection processes.

e Optical/Face Recognition:
The smartphone uses the internal smartphone camera to shoot a photo or a video of the
user. This photo or video is analyzed to "recognize” the user. Only if the user is properly
recognized, access to the app is granted and the functionality will be available. This
feature is protected against fake faces on photos or videos. Protection against fake
faces can be achieved e.g. by a robot-based fake detection processes. A face detection
robot gives random instructions, e.g. tells the user to close the left or right eye or to turn
the head left or right. If the instructions are carried out properly, the face is genuine and
not a video or a picture of a face. In addition to this logical bot-based face recognition
there is also a security instance which is able to secure taking photos or videos. This
feature is called "Secure Photo".

o Temporal Constraints:



DK/EP 3665860 T3

Based on date and time a server (e.g. the authentication server) decides whether an
identity of a user is valid or not. The rules of these constraints are defined on the server.

Examples:

o Transactions are only valid during work hours from 9 - 5;
o Transactions are only valid if the user is not on holiday;
o Transactions are only valid with a defined start and end date.

o Local Constraints:

The app uses the smartphone's position detection features like gps, wlan, timezone,
provider, etc. to detect the current location of the smartphone. To protect the ascertained
location against manipulation by hackers, all available position detection features (and
the respective location history) are combined and an algorithm calculates the risk of a
manipulation. According to this risk, the app and a server (e.g. the authentication server)
can decide whether a location of the smartphone is valid or not. This is called "Secure
Location".

Examples:

o Transactions are only valid within/outside a particular country;
o Transactions are only valid at the user's home address.

[0144] In embodiments of the invention, all mechanisms may have to be calibrated before they
can be used to identify the user. After having installed the app on the device (e.g. the
smartphone), the user has to activate the app. The activation of the app (for example by
activation letter via registered mall) leads to an initial trust level. After logging in to the app, the
Smart Multi Factor Authentication mechanisms have to be calibrated. The calibration data is
stored on a server (e.g. the authentication server). Each time a Smart Multi Factor
Authentication mechanism is requested, the app has to provide the respective data
(gestures/typing, photo, location information, time zones). The server verifies the current data
with the calibrated data and calculates the match: This value is a value between 0 and 100 and
is called trust level.

Definition of trust level:

[0145] The trust level is an abstract value from 0 to 100 which indicates the level of trust. A
trust level of 100 indicates perfect identification of a user and thus full trust. A level of 0
indicates no trust at all. According to the level of trust, app and server can decide whether
tasks are carried out or not or which amount of money is available for transactions. Trust levels
can be adapted (also dynamically) according to the use cases and expected risks.
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Example for financial scenario:

[0146]

e Trust Level 0 - 30: No transactions allowed;

« Trust Level 31- 60: Only non-financial transactions allowed (e.g. get bank account
statements);

« Trust Level 61- 90: Non-financial transactions and financial transactions up to 1000€
allowed:;

e Trust Level 91- 100: Unlimited transactions allowed.

Example "Face recognition”:

[0147] A face recognition is not either "true" or "false". The result of a face recognition is a
value between 0 and 100. The value 0 indicates that the face is definitely not recognized, the
value 100 declares that the face is recognized without any doubt. The same metrics apply to all
other features. The features implying a certain amount of calibration and learning (like face
and behavior recognition) will only be available after the learning curve is done.

[0148] Of course all Smart Multi Factor Authentication features can be combined. For example
transactions are only valid if they are triggered within a particular geographical location and
within a given period and the behavioral data should have been updated within a certain time.

[0149] The pieces of data for Smart Multi Factor Authentication are acquired either by a
special acquisition app or by an end user app.

[0150] Dynamic Multi Factor Authentication is a dynamic approach to improve identity security
even further. This is done by the following mechanisms:

+ Dynamic Trust Refresh:

In a dynamic scenario, the trust level is a function of time. That means trust levels
decrease as time goes on. The longer a mechanism is not verified the less value it has
to identify the user. A trust refresh increases the trust level again, according to the
security level of the respective refresh.

Refreshing the trust level can for instance be done in two ways:

o Constantly scanning the user, e.g. behavior of the user, the current location, the
device time, or a combination thereof; and/or
o On demand, that means the trust level fell below a defined minimum trust level
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threshold and a trust refresh is requested by the app.
¢ Dynamic Trust References:

The trust level of each user can be defined by internal trust mechanisms (see above) or
by external trust authorities. The external trust authorities provide a trust level for each
identity which can be used also internally. Referencing external trust authorities can be
done dynamically, either periodically or on demand.

Example Trust References are:

o Letter activations (Users answer physical activation letters sent via standard mail,
answers are stored in an internal CRM (Customer-Relationship-Management)
system);

o 3rd party identity providers (e.g. via SAML). Only non-critical information is passed
to the 3rd party providers;

o Any other data source in the back end.

[0151] In the present specification, any presented connection in the described embodiments is
to be understood in a way that the involved components are operationally coupled. Thus, the
connections can be direct or indirect with any number or combination of intervening elements,
and there may be merely a functional relationship between the components.

[0152] Moreover, any of the methods, processes and actions described or illustrated herein
may be implemented using executable instructions in a general-purpose or special-purpose
processor and stored on a computer-readable storage medium (e.g., disk, memory, or the like)
to be executed by such a processor. References to a 'computer-readable storage medium’
should be understood to encompass specialized circuits such as FPGAs, ASICs, signal
processing devices, and other devices.

[0153] The expression "A and/or B" is considered to comprise any one of the following three
scenarios: (i) A, (i) B, (iii) A and B. Furthermore, the article "a" is not to be understood as
"one", i.e. use of the expression "an element” does not preclude that also further elements are
present. The term "comprising” is to be understood in an open sense, i.e. in a way that an
object that "comprises an element A" may also comprise further elements in addition to
element A.

[0154] It will be understood that all presented embodiments are only exemplary, and that any
feature presented for a particular example embodiment may be used with any aspect of the
invention on its own or in combination with any feature presented for the same or another
particular example embodiment and/or in combination with any other feature not mentioned. In
particular, the example embodiments presented in this specification shall also be understood to
be disclosed in all possible combinations with each other, as far as it is technically reasonable
and the example embodiments are not alternatives with respect to each other. It will further be
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understood that any feature presented for an example embodiment in a particular category
(method/apparatus/computer program/system) may also be used in a corresponding manner
in an example embodiment of any other category. It should also be understood that presence
of a feature in the presented example embodiments shall not necessarily mean that this
feature forms an essential feature of the invention and cannot be omitted or substituted.

[0155] The statement of a feature comprises at least one of the subsequently enumerated
features is not mandatory in the way that the feature comprises all subsequently enumerated
features, or at least one feature of the plurality of the subsequently enumerated features. Also,
a selection of the enumerated features in any combination or a selection of only one of the
enumerated features is possible. The specific combination of all subsequently enumerated
features may as well be considered. Also, a plurality of only one of the enumerated features
may be possible.

[0156] The sequence of all method steps presented above is not mandatory, also alternative
sequences may be possible. Nevertheless, the specific sequence of method steps exemplarily
shown in the figures shall be considered as one possible sequence of method steps for the
respective embodiment described by the respective figure.

[0157] The invention has been described above by means of example embodiments. It should
be noted that there are alternative ways and variations which are obvious to a skilled person in
the art and can be implemented without deviating from the scope of the appended claims.
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Patentkrav

1. Fremgangsmade, som omfatter:

- opnaelse af et eller flere elementer af ferste autentifikationsinformation, hvor
det ene eller de flere elementer af farste autentifikationsinformation repreesen-
terer mindst et entydigt informationselement, der er associeret med en bruger
og/eller en elektronisk indretning af brugeren:;

- opnaelse af et eller flere elementer af anden autentifikationsinformation, hvor
det ene eller de flere elementer af anden autentifikationsinformation omfatter:
en eller flere tillidsgenopfriskningsparametre, hvor den ene eller de flere tillids-
genopfriskningsparametre angiver en tillidsniveauveerdi, hvor den ene eller de
flere tillidsgenopfriskningsparametre er bestemt baseret, mindst delvist, pa det
ene eller de flere elementer af farste autentifikationsinformation,

hvor tillidsgenopfriskningsparameteren er associeret med en kontrol af en ad-
feerd af en bruger; og/eller

en eller flere tillidsgenopfriskningsparametre, hvor den ene eller de flere tillids-
genopfriskningsparametre angiver en tillidsniveauveerdi, der er associeret med
en ekstern tillidsmyndighed; og

- bestemmelse af et tillidsniveau baseret, mindst delvist, pa det ene eller de
flere elementer af farste autentifikationsinformation, hvor tillidsniveauvaerdien
angiver et niveau af tillid til det ene eller de flere elementer af ferste autentifi-
kationsinformation,

hvor tillidsniveauet endvidere bestemmes, mindst delvist, baseret pa det ene
eller de flere elementer af anden autentifikationsinformation.

2. Fremgangsmade ifglge krav 1, hvor tillidsniveauet kan antage mere end to
veerdier.

3. Fremgangsmade ifelge krav 1 eller 2, endvidere omfattende:

- kontrol af tillidsniveauet, hvor tillidsniveauet kontrolleres baseret, mindst del-
vist, pa en sammenligning af tillidsniveauet med en foruddefineret kontrolteer-
skelveerdi.
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4. Fremgangsmade ifglge et hvilket som helst af de foregaende krav, hvor til-
lidsniveauet varieres baseret mindst delvist pa en tidsafheaengig funktion, hvor
tillidsniveauet aftager med forlab af tid.

5. Fremgangsmade ifelge krav 4, hvor den tidsafhaengige funktion definerer
nedgangen i tillidsniveauet.

6. Fremgangsmade ifelge krav 4 eller krav 5, hvor trinnene med opnaelse af
et eller flere elementer af farste autentifikationsinformation og bestemmelse af
et tillidsniveau gentages til opnaelse af et opdateret tillidsniveau, i tilfeelde af
at tillidsniveauet er faldet til under en foruddefineret autentifikationsteerskel-
veerdi.

7. Fremgangsmade ifalge et hvilket som helst af de foregaende krav, hvor det
ene eller de flere elementer af fagrste autentifikationsinformation omfatter en
eller flere af felgende typer i) til v) af parametre:

1) en eller flere adfeerdsgenkendelsesparametre;

i) en eller flere akustiske genkendelsesparametre;

iii) en eller flere optiske genkendelsesparametre;

iv) en eller flere tidsmeessige begreensningsparametre;

v) en eller flere lokale begraensningsparametre.

8. Fremgangsmade ifelge krav 7, hvor tillidsniveauet bestemmes baseret,
mindst delvist, pa mindst to forskellige typer af typerne i) til v) af parametre
omfattet af det ene eller de flere elementer af ferste autentifikationsinforma-
tion.

9. Fremgangsmade ifelge krav 7 eller krav 8, hvor den ene eller de flere ad-
feerdsgenkendelsesparametre opnas over et tidsrum, som er foruddefineret el-
ler bestemmes i henhold til en foruddefineret regel.

10. Fremgangsmade ifalge et hvilket som helst af kravene 7 til 9, hvor den ene
eller de flere adfeerdsgenkendelsesparametre opnas mere end én gang.
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11. Fremgangsmade ifalge et hvilket som helst af kravene 7 til 10, hvor den
ene eller de flere adfeerdsparametre opnas baseret, mindst delvist, pa en kom-
bination med en eller flere adfeerdsgenkendelsesparametre opnaet pa et tidli-
gere tidspunkt.

12. Fremgangsmade ifelge et hvilket som helst af de foregaende krav, endvi-
dere omfattende:

- opnaelse af et eller flere elementer af tredje autentifikationsinformation, hvor
det ene eller de flere elementer af tredje autentifikationsinformation angiver,
mindst delvist, en eller flere af falgende:

(i) en eller flere ejerskabsparametre;

(i1) en eller flere vidensparametre;

(i) en eller flere biometriske parametre;

hvor tillidsniveauet bestemmes, mindst delvist, ud fra det ene eller de flere
elementer af tredje autentifikationsinformation.

13. Fremgangsmade ifelge et hvilket som helst af de foregaende krav, endvi-
dere omfattende:

- bestemmelse af mindst en kalibreringsoplysning baseret, mindst delvist, pa
den ene eller de flere elementer af farste autentifikationsinformation og/eller
baseret, mindst delvist, pa den ene eller de flere elementer af anden autentifi-
kationsinformation, hvor den mindst ene kalibreringsoplysning anvendes til at
definere en teerskeveerdi.

14. Fremgangsmade ifalge krav 13, hvor autentifikationsteerskelveerdien og/el-
ler kontrolteerskelvaerdien fastseettes baseret, mindst delvist, p& den mindst
ene kalibreringsoplysning.

15. Indretning eller system omfattende flere indretninger, der er konfigureret til
at udfare og/eller styre, eller som omfatter respektive midler til at udfare og/el-
ler styre fremgangsmaden ifalge et hvilket som helst af kravene 1 til 14.
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