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FILE SYSTEM REPLICATION
BACKGROUND
{0001 Increasing use of data processing and data generation in
enterprises produces ever-increasing amounts of data which may be siored for
short, medium, or iong periods. Such data may be used by the organization for
carrying out one or more operations. In order o ensure uninterrupted
functioning, and fo prevent any data ioss owing to maliunctioning of computing
systemms managing such data, the enterprises deploy a network of computing

sysiems.

BrIEF DESCRIPTION OF FIGURES
{06021 Fig. 1A illustrates a schematic diagram of an example replica
computing system for file system replication, in accordance with an example of
the present subject matier.
{00031 Fig. 18 Hlustrates various example components of a replica
computing system and a source computing system for file system replication,
in accordance with an example of the present subject matter.
{0004} Fig. 2 Hlustrates an example method for file system replication, in
accordance with an exampie of the present subject matier.
{00051 Fig. 3 ilustrates another example method for file sysiem
replication, in accordance with an example of the present subject matter.
{0006} Fig. 4 lustrates an example network envirenment implementing
a non-transitory computer readable medium for file system replication,

according to an example of the present subject matier.

DETAILED DESCRIPTION
{0007} Enterprises are nowadays deploying large data storage systems

for storage and management of data generated and processed within the
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gnterprise. The data storage systems generally include a network of source
computing systems and replica computing systems as a part of disaster
recovery measures. A source computing system may be considered as a
computing system that processes a variety of tasks and queries related to
storage and management of the data. In some examples, a source computing
system is a compuling system that is actively employed in the enterprises for
implementing the data management and file storage systems. The replica
computing systems are dormant computing systems deployed in the data
storage systems. The replica computing system includes a replica of a file
system of the source computing system. The replica computing system can be
used in place of the source computing system, whenever the source computing
system is down or not available. In one example, replica computing systems
are dormant computing systems in the network which can be used in place of
the source computing system, in case the source computing system is down or
not available, thereby ensuring seamless availability of stored data.

{00608} A file system may be understood as an abstraction implemented
onto disk storage for organizing and storing data, stored as files. The file
system may facilitate in controlling the manner in which the data, such as a file
is stored, modified, or retrieved from the disk siorage. Such file related aclions
may be carried oul by one or more applications which may be deployed on a
computing systermn orto which the file system is implemented. Occurrence of
any event that causes updates 1o files, such as creation of a new file or
modification of an existing file may be caplured and saved in an audit journal.
Along with data related to occurrence of the event, file object atiributes
corresponding to the files that have been updated are aiso saved. The file
object atiributes form metadata which in turn capture modifications made to the
file. Generally, such file object attributes are obtained from the audit journal

and saved in a query database. The query database is provided to facilitate a
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quick access of the file object atiributes by a user of the computing system.
Further, a unigue 1D corresponding to each of the files within the file system,
may be also saved in the query database. In such a case, the unigue D is
mapped to each of its corresponding file object atiributes.

{0009} Further, to keep data st the replica computing system up-to-date
with the source computing system, all updates made o data stored at the
source computing system are periodically replicated onto the replica computing
systemn. For instance, all newly created files and modifications made 1o existing
files may be replicated from the source compuling sysiem io the replica
computing system. Generally, snapshots of the file system and, including the
query database, of the source compuling sysiem are perindically generated
and transmitted to the replica computing system. The snapshots may be used
for synchronizing the replica computing system with the source computing
system. The replica computing system may therefore include the latest file
updates whenever the replica compuling sysiem is requested to become active
in place of the source computing system.

{0010} As explained, the file object allributes corresponding to the files
that have been updated are first saved in the audit journal before being moved
to the query database. In such a case, it may happen that some of the file object
attributes may not gel captured in the query database in the snapshot currently
being taken. Although, such file object atiributes may get caplured in a
subseguent snapshol, a synchronization error may occur in case the replica
computing system becomes active for replacing the source computing system
before such subsequent snapshot is generated. The query database in the
replica computing system may thus not include the file object atliributes that
were not caplured during the last snapshot, As a result, the file system at the
replica computing system may incorrectly consider that the file object attributes

corresponding to latest update, have been captured in the query database. This
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occurs as the file system of the source computing system would have indicated
that these file object attributes had been captured in audit journal before the
current snapshot was generated.
{00111 Omission of such file object attributes may result in data loss,
making the replica computing system out of sync with the source computing
system. The file system al the replica computing system would thus have o be
entirely scanned to identify all such file object attributes that are indicated as
being capturad in the query database in the source computing system bul have
actually not been captured in the query dalabase in the replica computing
system. Scanning the entire file system would result in an increase in
computational sources and time utilized before the replica computing system
is actively deploved.
{0012} Approaches for file system replication are described. The present
subject matter facilitates in preventing data loss during file system replication.
In one example, a replica compuling system is dynamically updated before
peing actively deployed in a communication network for replacing a source
computing system based on a unique identifier (ID) list for each snapshot
generated at the source computing system. The unigue 1D list along with the
snapshot may be shared with the replica computing system.
{0013} The unique 1D list (as described above) may include a list of
unique iDs of files updated at the source computing system, and corresponding
timastamps indicating a time instant at which the files were updated. The
replica computing system may use the unigue 1D list to identify the files for
which file object atiributes are sither not present in a replica query database of
the replica computing system or have not been updated. The replica computing
system may accordingly update the replica guery database. Using the unigue
1D list to identify file object aliributes that are either missing or are not updated
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facilitates in minimizing computational sources and time utilized for
aynchronizing the replica computing system.
{0014} In accordance to an example of the present subject matler, a
source query database at the source computing system is updated o include
file object atiributes of files which have been updated during a file operation. In
one example, the file operalion may be one of creation of a new fie,
modification of an existing file, and deletion of an existing file. Further, a unigue
D list s updated o include a unigue 1D of the file being updated and a
timestamp corresponding to the unigue 1D. The timestamp indicates a time
instant at which the file was updaied.
{0015} Subseguently a snapshot of a source file system of the source
computing system is generated and transmitted to the replica computing
system. The snapshot may be saved by the replica computing system for
creating a replica of the source file system. In one example, the snapshot
includes files saved in the source file system, the source query database, and
the unigue 1D list. The replica computing system may thus have a replica file
systern which will be a replica of the source file system. Further, the replica file
system may have the replica gquery database which will be a replica of the
source query database.
{0016} The replica computing system may use the unigue 1D Hist to
synchronize the replica computing system with a state of the source computing
system as it existed al the time of generation of the snapshot. Initially a last file
operation timestamgp is obtained from the replica query database of the replica
computing system. In ong example, the last file operation timestamp is a
timestamp corresponding to a unigue 1D of a file whose file object attributes
were recorded as a last updated entry in the replica guery database before the

snapshot was generated.
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{00171 Subsequently, a unigue 1D having a timestamp greater than or
equal {o the last file operatlion timestamyp is identified from the unigue 1D list.
As previously described, the unigue 1D corresponds 1o a file that has been
updated at the source compuling system. The corresponding timestamp
indicates a time instant at which the file was updated. Upon identifying the
unique 1D, the replica file system is queried to determine if the file, and the file
object attributes corresponding (o the identified unique 1D, are present in the
replica file system. The file object atiributes corresponding to the file and the
file obiect attributes subsequently obtained and used o update the replica
query database.

{0018} Further, if the file and the file object attributes not present in the
replica file system, it is determined that the file was deleted at the source
computing system. The unigue 1D, the file object atiribules corresponding (o
the file, and a timestamp corresponding to the unigue 1D are thus deleted from
the replica query database.

{06019} The present subject matier thus facilitates in preventing data loss
during file systemn replication. As will be undersiood based on the above
description, the data loss is prevented by using the unigue 1D and the
corresponding timestamp to identify the files for which the most recent file
object attributes are not stored in the replica query database. The unique D
and the corresponding timestamp are oblained from the unigque 1D list provided
by the source computing system. The unique 1D list is updated every time a file
is updaied, irrespective of whether the updates have been captured in the
source query database or not. The unique D list thus includes unigue 1Ds for
all the files that were updated before the snapshot was generated for being
transmitied (o the replica computing system. Using the unique 1D list to identify
missing or old versions of file object atiributes for files updated at the source

computing system ensures that the replica computing system is updated and
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synchronized with the source computing system. Further, using the unique 1D
list to identify missing or old versions of file object attributes instead of scanning
each eniry of the replica query database and the replica file system helps in
minimizing computational sources and time ulilized for synchronizing the
replica computing system.

{00201 The systems and methods are further described in conjunction
with Fig. 1 fo Fig. 4, as examples of the present subject matter. [t should be
understond that the description and figures merely lllustrate the principles of
the present subject matiter. H will thus be appreciated that various
arrangements that embody the principles of the present subject matter,
although not explicitly described or shown herein, can be devised from the
description and are included within its scope. Furthermore, all examples recited
herein are for pedagogical purposes (o aid the reader in undersianding the
principles of the present subject matler. Moreover, all statements herein
reciting principles, aspects, and examples of the present subject matter, as well
as specific examples thereof, are intended o encompass equivaients thereof.
{0021} Fig. 1A Hlustrates a schematic diagram of an example replica
computing system 102 for file system replication, in accordance with an
gxample of the present subject matter. The replica computing system 102 is
hereinafter interchangeably referred (o as system 102, The system 102 may
be implemented in, for example, deskiop computers, multiprocessor systems,
personal digital assistants (PDAs), laptops, network computers, cloud servers,
mainframe computers, and computing based devices in general. The system
102 may also be hosting a plurabity of applications. The system 102 may further
pe implemented in a networked environment {not shown in the figure).

{00223 The system 102 may include, for example, processor{s) 104, a
synchronizing module 106 communicatively coupled to the processor(s) 104,
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and & query database update module 108 communicatively coupled (o the
processor{s) 104.
{00231 The processor{s) 104 may include microprocessors,
microcomputers, microcontroliers, digital signal processors, central processing
units, state machines, logic circuitries, and/or any other devices that manipulate
signals and data based on computer-readable instructions. Further, functions
of the various elements shown in the figures, including any functional blocks
labeled as “processor{s)’, may be provided through the use of dedicated
hardware as well as hardware capable of executing computer-readable
instructions.
{0024} In operation, the synchronizing module 106 may scan a replica
query database (not shown in this figure) of the replica computing system 102
to identify a iast file operation timestamp. In one example, the last file operation
timestamp is a timestamp corresponding 1o a unigue identifier (1D} of a file
whose file object attributes were recorded as a last updated entry in the replica
query database.
{00251 The synchronizing module 106 subsegquently identifies a recent
unigue 1D from a unigue 1D list. In one example, the unique 1D list includes
unigue 1Ds of files updated in a source computing system {(not shown in this
figure} and timestamps corresponding to each unigque 1D, The corresponding
timestamyp indicates a time instant at which the file was updated at the source
computing system. Further, the recent unigue 1D is ideniified such that a
timestamp of the recent unique D is one of greater than and equal to the last
file operation timeastamp.
{0026} The gquery database update module 108 may subsegquently
update the replica query database (o include the recent unigue 1D and file
object attributes having the most recent updates for a file corresponding to the

recent unigque 1.
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{00271 Fig. 1B iHlustrates various example components of the replica
computing system 102 and a source computing system 110 for file system
replication, in accordance with an example of the present subject matter. kach
of the replica computing system 102 and the source computing system 110
includes processor(s), interface(s), memory 112, modules, and data. For
instance, the replica computing system 102 includes the processor{s) 104-1,
interface(s) 112-1, memory 114-1, modules 116-1, and data 118-1. The source
computing system 110 includes the processor{s) 104-2, interface(s) 112-2,
memory 114-2, modules 116-2, and data 118-2.

{0028} The interfaces 112-1 and 112-2 are herginafler coliectively
referred 10 as the interfaces 112, The interfaces 112 may include a variety of
commercially available interfaces, for example, interfaces for peripheral
device(s}, such as data input outpul devices, referred to as VO devices,
interface cards, storage devices, and network devices.

{00297 The memory 114-1 and 114-2 is hereinafter collectively referred
to as the memory 114, The memary 114 may be communicatively coupled to
the processor(s) 104 and may include any non-transitory computer-readable
medium known in the arl including, for example, volatile memory, such as static
random access memory (SRAM) and dynamic random access memory
{DRAM), and/or non-volgtile memory, such as read only memory (ROM),
grasable programmable ROM, flash memories, hard disks, optical disks, and
magnetic tapes. In one example, the memory 114 may include a storage device
and main memory. For instance, the replica computing system 102 includes
storage device 120-1 and main memory 122-1. The source computing system
110 includes storage device 120-2 and main memaory 122-2.

{00301 The storage device 120-1 and 120-2 are hereinafter collectively
referred 1o as the storage device 120. The storage device 120, such as hard

disks and magnelic tapes may be used for storing content, such as files in the
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replica computing system 102 and the source computing system 110. The main
memory 122-1 and 122-2 are hereinafter referred to as the main memory 122.
The main memory 122, such as RAM may be used for temporary storage of
content for processing by the replica computing system 102 and the source
computing system 110,

{00313 The modules 116-1 and 1186-2 are hereinafter collectively referred
te as the modules 116, The modules 116, amongst other things, include
routings, programs, objects, components, and data struclures, which perform
particutar tasks or implement particular absiract data types. The modules 116
may also be implemented as, signal processor(s), state machine(s), logic
circuitries, and/or any other device or component that manipulate signals based
on operational instructions. Further, the moduies 116 can be implemenied by
hardware, by computer-readable instructions executed by a processing unit, or
by a combination thereof.

{6632} The modules 116-1 of the replica computing system 102 may
include a communication module 124, the synchronizing module 106, the query
database update module 108, and other module(s} 128. The other modules
126 may include programs or coded instructions that supplement applications
and functions, for example, programs in an operating system of the replica
computing system 102, Further, the data 118-1 may include a replica unique 1D
list 128, replica file data 130, replica query database 132, and other data 134.

{0633} The modules 116-2 of the source computing system 110 may
include a file system update module 136, an archive journal scanner 138, an
interaction module 140, and other module(s} 142. The other modules 142 may
include programs or coded instructions that supplement applications and
funclions, for example, programs in an operating sysiem of the replica
computing systermn 102. Further, the data 118-2 may include a source unigue



WO 2016/122690 PCT/US2015/023649

10

20

25

30

11
1D list 144, source file data 146, source query database 148, and other data
140.

{0034} As previously described, the present subject matier facilitates in
minimizing resources and time utilized in synchronizing the replica computing
system 102 with the source computing system 110. The subject matter further
facilitates in preventing data loss during such synchronization. In one example,
the replica computing system 102 uses the unigue 1D list provided by the
source computing system 110 for synchronization. The source computing
system 110, in one example, may update the unique 1D list each time a file is
updated during a file operation.

{0035} In one example, the file system update module 136 may ascertain
the occurrence of the file operation. Examples of the file operation include, but
are not limited to, creation of a new file, modification of an existing file, and
deletion of an existing file. The file system update module 136 may
subsequently update an audit journal of the source file system 1o include the
file operation along with file object attributes corresponding to the files that have
been updated. As previously described, the file object atiribuies of a file are
metadata capturing the modifications made {0 the file. In one example, the
source file system and the audit journal of the source file system are siored in

the storage device 120-2.

{0036} Further, the file system update module 136 may obtain the unigue
1D corresponding o the file that has been updated during the file operation.
The file system update module 1368 may then updaie the unigue ID list {o
include the unigue 1D and the corresponding timestamp indicating & lime
instant at which the file was updated. Further, in case no unique D list exisis
at the time of occurrence of the file operation, the file system update module
136 may create a new unigue 1D list and save the unigue 1D and the

corresponding timestamyp in the unique 1D list, For instance, in case a snapshot
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had been taken just before the occurrence of the file operation, the unigue 1D
list existing at that would have been shared with the replica computing system
102 and the source computing system 110 would thus not have any unigue D
list. The file system update module 136 in such a case may creale a new unigue
1D list and save the unique 1D and the corresponding timestamp in the unique
1D Hist. In one example, the unigue 1D list is saved in the source unique 1D list
144.

{06371 Further, the audit journal is pericdically processed by the archive
journal scanner 138 io oblain data related o the file operation and the
corresponding file object attributes. The archive journal scanner 138 may save
the data related (o the file operation and the corresponding file object atiributes
in the source query database 148. The archive journal scanner 138 may further
save the unique 1D corresponding to the file in the source query database 148,

{0038} Subsequently, the file system update module 136 may generate
a snapshot of the source file system. In one example, the snapshot of the
source file system may include source file data 146, i.e., files saved in the
source file system, the source guery database 148, and the unique 1D list. The
snapshot is then transmitted to the replica computing system 102 by the
interaction module 140. In one example, the snapshol is received by the
communication module 124 of the replica computing system 102. The
communication module 124 may save the snapshol in the replica file data 130,
Asg the shapshot is saved in the replica computing system 102, the replica query
database 132 and the replica file sysiem are dynamically updated to replicate
the source query daiabase 148 and the source file system. Further the unique
1D list is saved in the replica unigue D list 132.

{03391 In one example, the synchronizing module 108 may use the
urique 1D list to synchronize the replica computing system 102 with the source

computing system 110 upon receiving a synchronization request. The
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synchronization request may be either an activation indication indicating
failover of the source computing system 110 or a snapshot update indication
indicating receipt of the snapshot. On receiving the synchronization reguest,
the synchronizing maodule 106 may scan the replica guery database 132 to
identify a last file operation timestamp.

{00401 The last file operation timestamp is a timeastamp coresponding
te a unigue 1D of a file whose file object atiributes were recorded as a last
updated entry in the replica query database 132. The last file operation
timeastamp may thus indicate a time instant at which a last update was made to
the source guery database 148 before the snapshot was generated at the
source computing system 110, In one example, the last file operation
timestamp may correspond o a unique D for which a new record was created
at the time instant indicated by the last file operation timestamp. In another
example, the last file operation timestamp may correspond {0 a unigue 1D for
which an existing record was updated at the time instant indicated by the last

file operation timeastamp.

{00413 The synchronizing module 106 may oblfain the last file operation
timastamp o identify a recent unigue 1D from the unigue D list. In one example,
the recent unigue 1D is a unigue 1D having a timestamp greater than or equal
to the last file operation timestamp. The recent unigue 1D may thus be defined
as unigue 1D corresponding to a file that was updated after the last update of
the source guery database 148 and before the generstion of the snapshot at
the source computing system 110, The recent unigue 1D and the timestamp
corresponding to the file are thus updated in the unique 1D list, however, most
recent file object attributes corresponding to the recent unigue 1D are missing
from the replica guery database 132.

{00421 The synchronizing module 106 may initially compare the last file

operation timestamp with the timestamp corresponding to each unigue 1D
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present in the unigue 1D list to determine the recent unique 1D Each unique 1D
having a timestamp greater than or equal to the last file operation timestamp is
identified as the recent unigque ID. Further, the unique 1Ds having a timestamp
less than the last file operation timestamp are determined to be updated. Such
unigue iDs are determined to be corresponding to files for which the most
recent file object attributes are present in the replica guery database 132, In
case the last file operation timestamp is grealer than all timestamps for all
unique Ds present in Unique 1D list, the synchronizing module 106 may
conclude that the replica computing system 102 is synchronized.

{0043} Upon identifying the recent unique 1D, the query database update
module 108 may guery the replica file system to determine if the file object
attributes of the file corresponding to the recent unique 1D are present in the
replica file system. If the file corresponding to the unique 1D is present in the
replica file system, the query database update moduie 108 may obtain the file
object attributes of the file corresponding to the unique 1D, The query database
update module 108 may further update the replica query database 132 to
include the file object atiributes having the most recent updates for the unigue
0.

{00441 In one example, updating the replica query daiabase 132 may
include either updating existing file storage attributes or crealing a new entry
for the recent unique 1D and the file object attributes. For instance, in case the
recent unique 1 and Tfile object altributes of the file corresponding o the recent
unigue 1D are present in the replica query database 132, the query database
update module 108 may update the existing file object atiributes for the recent
unigue 2. In case the recent unigue 1D and file object attributes of the file
corresponding to the recent unique 1D are not present in the replica guery
database 132, the query database update module 108 may add the file object

atiributes for the recent unigue 1D in the replica query database.
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{0045} Further, if the file and file object atiributes corresponding to the
recent unique 1D are not present in the replica file sysiem, the query database
update module 108 may determine that the file has been deleted in the source
computing system 110, The recent unigue 1D and the corresponding timesiamp
in the unique 1D list may thus correspond o the file operation related to deletion
of the file from the source file system 110. The query database updale module
108 may thus delete the recent unigue 1D and the last updated timestamp from

the replica query database 132.

{00486} Figs. 2 and 23 jllusirate example methods 200 and 300,
respectively, for file system replication, in accordance with an example of the
present subject matter. The order in which the methods are described is not
intended to be construed as a limitation, and any number of the described
method blocks may be combined in any order to implement the aforementioned
methods, or an alternative method. Furthermore, the methods 200 and 300
may be implementad by processing resource or computing device(s) through
any suitable hardware, non-transitory machine readable instructions, or
combination thereof.

{0047} It may also be understood that the methods 200 and 300 may be
performed by programmed computing devices, such as the source computing
system 110 and the replica compuling systermn 102, respeclively as depicied in
Fig. 1B. Furthermore, the methods 200 and 300 may be executed based on
instructions stored in a non-ransitory computer readable medium, as will be
readily understood. The non-transitory computer readable medium may
include, for example, digital memories, magnetic storage media, such as one
or more magnetic disks and magnetic tapes, hard drives, or optically readable
digital data storage media.

{0048} Further, the methods 200 and 300 are described below with

reference to the source computing system 110 and the replica computing
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system 102 as described sbove, other suitable systems for the execution of
these methods can be utilized. Additionally, implementation of these methods
is not limited to such examples.
{0049} Referring to Fig. 2, at block 202, & source query database is
updated to include file object atiributes of a file updated during a file operation.
In one example, the source query database is associaled with a8 source
computing system, such as the source computing system 110. Examples of the
file operation include, but are not limited to, creation of a new file, modification
of an existing file, and deletion of an existing file.
{6050} Al block 204, a unigque identifier (1D} list is updated 1o include a
unique 1D of the file being updated and a timestamp correspending to the
urique 1. The timestamp indicates a time instant at which the file was updated.
In one example, the unique 1D list is updated at the source computing system
110 by & file system update module, for example, the file system update
module 136 of the source computing system 110.
{00513 Al block 206, a snapshot of a source file system is fransmitted to
a replica computing systermn for crealing a replica of the source query database.
In one example, the snapshot includes files saved in the source file system, the
source gquery database, and the unique 1D list. Further the snapshot is
transmitted by the source computing system 110 to the replica computing
system, for example, the replica computing system 102.
{0052} Referring to Fig. 3, at block 302, a2 snapshot is obtained by a
replica computing system, for example, the replica computing system 102, In
one example, the snapshot is received from a source computing system, for
example, the source computing system 110, The snapshot may include files
saved in 2 source file system, a source query database, and a unique ldentifier
{10} list. The unigue 1D list includes unigue 1Ds of files updated in the source

computing system and timestamps corresponding to each unique D,
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{0053} Al block 304, a replica query database associated with the replica
computing system is scanned o identify a last file operation timestamp. The
last file operation timestamp is a timestamp corresponding to a unique 1D of a
file whose file object atiributes were recorded as a last updated entry in the
replica query database. In one example, the last file operation timestamp is
obtained upon receiving a synchronization request.
{00541 At block 306, a recent unigue 1D is identified from a unique 1D list.
In one example, a synchronizing maodule of the replica computing system
identifies the recent unique 1D such that a timestamp of the recent unique 1D is
one of greater than and equal o the last file operation timestamp.
{00551 Al block 308, it is determined whether a file and file object
attributes corresponding to the recent unigue 1D are present in the replica file
system. if in case it is delermined that the file and the file object attributes
corresponding to the recent unigue 1D are not present in the replica file system,
{'No’ path from block 308), the recent unigue ID, the file object atlributes, and
a timestamp corresponding 1o the unique 1D are deleled from the replica query
database at block 310.
{0056] If in case il is determined thal the file and the file object attributes
corresponding to the file are present in the replica file system {Yes' path from
plock 308), the file object altributes having most recent updates of the file
corresponding to the recent unigue 1D are oblained from the replica file system
at block 312.
{00573 Al block 314, the replica guery database is updated to include the
recent unigue D and file object attributes having the most recent updates for a
file corresponding o the recent unigue 1D, In case the recent unique 1D and file
object attributes of the file corresponding o the recent unique 1D are present in
the replica guery database, an exisling file object attributes for the recent

unigue 1D is updated. In case the recent unigue 1D and file object attributes of
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the file corresponding to the recent unigue 1D are not present in the replica
query database, the file object atiribuies for the recent unigue 1D are added in
the replica query database.
{00581 Fig. 4 lustrates an example network envirenment implementing
a non-transitory computer readable medium for file system replication,
according to an example of the present disclosure. The system environment
400 may comprise atf least a portion of a public networking environment or a
private  networking  environment, or a combination thereof. In one
implementation, the system environment 400 includes a processing resource
402 communicatively coupled (o a computer readable medium 404 through a
communication link 406.
{00591 For example, the processing resource 402 can include oneg or
more processors of a computing device for file system replication. The
computer readable medium 404 can be, for example, an internal memory
device of the computing device or an exiernal memory device. In one
implementation, the communication link 406 may be a direct communication
link, such as any memory read/write interface. In another implementation, the
communication link 406 may be an indirect communication link, such as a
network interface. In such a case, the processing resource 402 can access the
computer readable medium 404 through a network 408. The network 408 may
be a single network or a combination of multiple networks and may use a
variety of different communication protocols.
{60607 The processing resource 402 and the computer readable
medium 404 may also be coupled to requested data sources 410 through the
communication link 406, and/or to communication devices 412 over the
network 408, The coupling with the requested data sources 410 enables in
receiving the requested data in an offiine environment, and the coupling with
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the communication devices 412 enables in receiving the requested data in an
online environment,
{00613 In one implementation, the computer readable medium 404
includes a set of computer readable instructions, implementing a synchronizing
module 414 and a query database update module 416. The set of computer
readable instructions can be accessed by the processing resource 402 through
the communication link 406 and subsequently executed to process requested
data communicated with the requested data sources 410 in order to facilitate
file system journaling. When executed by processing rescurce 402, the
instructions of the synchronizing module 414 may perform the functionsalities
described above in relation to the synchronizing module 106, When executed
by processing resource 402, the instructions of the query database update
maodule 416 may perform the funclionalities described above in relation o the
query database update module 108,
{00621 For example, in response to a synchronization request, the
synchronizing module 414 may scan a replica query database associated with
a replica computing system to identify a last file operation timestamp. The last
file operation timestamp is a timestamp corresponding © a unigque identifier
{113} of a file whose file object aliribules were recorded as a last updated entry
in the replica query database.
{0683} The synchronizing module 414 may subsequently identify s
recent unique 1D from a unique 1D list based on the last file operation timestamp
and a timestamp of the recent unique D, The timestamp of the recent unique
I is one of greater than and equal to the last file operation timestamp. The
unique 1D list includes unigue 10s and timestamps of files updated in a source
computing system. The unigue 1D is associated with a file thal has been
updated al a source computing system, while the timestamp indicates a time

instant at which the file was updated.
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{0064} Further, the query dalabase update module 418 may gquery a
replica file system of the replica computing system to determine if the file and
the file object attributes corresponding to the recent unique D are present in
the replica file system. if the file and the file object attributes are present in the
replica file system, the query database update module 416 may obtain the file
object atiribuies corresponding to the file. The guery database updale module
416 may subsequently update the replica guery database to include the file
object attributes having the most recent updates for the recent unigue 1D,
{0065} If the Tile and the file object atiribules are not present in the replica
file system, the query dalabase update module 416 may determing the file 1o
be deleted. The guery database update module 416 may delele the recent
unique 1D, the file object attributes corresponding o the file, as saved in the
replica query database, and the last updated timestamp, from the replica query
database.

{0066} Although examples for the present disclosure have been
described in language speciiic to structural features and/or methods, it should
stond that the appended claims are not necessarily imited to the specific
features or methods described. Rather, the specific features and methods are

disclosed and explainad as examples of the present disclosure.
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We claim:
1. A replica computing system comprising:
8 Processor,
a synchronizing module coupled to the processor {o:
scan a replica query database associated with the replica
computing system to identify a last file operation timestamp, wherein the
last file operation timestamp is a timestamp corresponding 1o a unigue
identifier (ID) of a file whose file object atiributes were recorded as a last
updated entry in the replica query database; and
identify, from a unigue ID list, a recent unigue 1D, wherein a
timestamp of the recent unique 1D is one of greater than and equal t©
the last file operation timestamp, wherein the unigue D list includes
unique Ds of files updaled in a source compuling system and
timestamps corresponding to each unigue 1D, and
a query database updale module coupled o the processor to:
update the replica query database to inciude the recent unigue
{0 and file object afiributes having the most recent updates for a file

corresponding to the recent unique 1D,

2. The computing system as claimed in ¢laim 1, wherein the guery database
update module further is to query a replica file system of the replica computing
system (o obtain the file object altributes having the most recent updates for
the file corresponding to the recent unigue iD.

3. The computing system as claimed in claim 2, wherein the guery database
update module further is to:
for the file and the file object atiributes not present in the replica file

system, determine the file to be deleted; and
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delete, from the replica query database, the recent unigue 1D, the file
object attributes corresponding o the file, and a timestamp corresponding (o

the recent unigue 1D,

4. The computing system as claimed in claim 1, wherein the synchronizing
module further is to:

compare the last file operation timestamp with the timestamp
corresponding to each unigque 1D present in the unique 1D list {o determing the

recent unique 1D,

5. A method comprising:

updating, at a source computing system, a source guery database (o
include file obiect attributes of a file updated during a file operation;

updating a unigue ldentifier (D} list to include a unigue 1D of the file
peing updated and a timestamp corresponding to the unigue 1D, wherein the
timestamp indicates a time instant at which the file was updated; and

transmitting a snapshot of a source file system, 1o a replica computing
system for creating a replica of the source file system and the source query
database, wherein the snapshot inciudes files saved in the source file system,

the source query database, and the unigue 1D list.

6. The method as claimed in claim & further comprising:

generating the snapshot of the source file system, wherein the snapshot
includes files saved in the source file system, the source query database, and
the unigue 1D list since generation of a previous snapshot,

7. The method as claimed in claim & further comprising:
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obtaining, at the replica computing system, the snapshot from the
source computing system; and

saving the snapshot in the replica computing system.

8. The method as claimed in claim 7 further comprising:

at the replica compuling system, scanning a replica query database of
the replica computing system to identify a last file operation timestamp; wherein
the last file operation timestamp is a timestamp corresponding o a unigue
identifier (1D} of a file whose file object atiribuies were recorded as a last
updated entry in the replica guery database;

identifying a recent unique 1D from the unique ID list based on the last
file operation timestamp and a timestamp corresponding 1o the recent unigue
1D, wherein the last file operation timestamp is iess than the timestamp
corresponding to the recent unigue 1D; and

updating the replica query database o include the file object atiributes
obtained from a replica file sysiem of the replica computing system, having the
maost recent updates for the recent unique 1D,

9. The method as claimed in claim &, wherein the updating comprises one of:
for the unigue 1D being present in the replica query database, updating
axisting file ohject attributes for the recent unique 1)), and
for the unigue 1D not present in the replica query dalabase, adding the

file object attributes for the recent unigue 1D in the replica query database.

10. The method as claimed in claim 8, wherein the updating the replica query

database further comprising:
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querying a replica file systemn of the replica computing system 1o
determine if the file and the file object atiribules corresponding to the file are
present in the replica file system; and
obtaining the file object attributes corresponding to the file if the file and
the file object atiributes are present in the replica file system.

11. The method as claimed in claim 8 further comprising;

guerying a replica file system of the replica computing system (o
determine if the file and the file object attributes corresponding to the file are
present in the replica file system;

for the file and the file object atiributes not present in the replica file
system, determining the file 1o be deleted; and

deleting, from the replica query database, the recent unigue 1D, the file
object attributes corresponding o the file, and a timestamp corresponding o
the unigue ID.

12. The method as claimed in claim 8, wherein identifying the unigue 1D having
the timestamp greater than the last file operation timestamp further comprises
comparing the last file operation timestamp with each unigue 1D present

in the unique 1D list.

13. A non-transitory computer readable medium having a set of computer
readable instructions that, when executed, cause a processor {o:

scan a replica query database associated with a replica computing
system to identity a last file operation timestamp; wherein the iast file operation
timastamp is a timestamp coresponding (o a unigue identifier (ID) of a file
whose file object attributes were recorded as a last updated entry in the replica

query database; and
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identify, from a unigue 1D list, a recent unique 1D, wherein a timestamp
of the recent unigue 1D is one of grealer than and equal o the last file operation
timestamp, wherein the unigue 1D list includes unigue {Ds of files updated in 8
source computing system and timestamps corresponding to each unigue 1D;

query a replica file system of the replica computing system to determine
if file and file object attributes corresponding to the recent unigue D are present
in the replica file system;

for the file and the file object attributes not present in the replica file
system, determine the file to be deleted in a source computing system; and

delete, from the replica query database, the unigue 1D, the file object
attributes corresponding to the file, and a timestamp corresponding to the

recent unique 1D,

14. The non-transitory computer readable medium of claim 13, wherein the
compuler readable instructions, when executed, further cause the processor
to:

obitain the file object atiributes corresponding to the file if the file and the
file object atiributes are present in the replica file system; and

update the replica query database o include the file object atiributes
obtained from the replica file system, having the most recent updales for the

recent unique 1D,

15. The non-transitory computer readable medium of claim 13, wherein the
computer readable instructions, when executed, further cause the processor
to:

obtain, at the replica computing system, a snapshot from the source
computing system for synchronizing the replica computing system with the

source computing system; and
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save the snapshot in the replica computing system.

PCT/US2015/023649



WO 2016/122690 PCT/US2015/023649

15

REPLICA COMPUTING SysTeEM 102

PROCESSOR{S) 104 E

SYNCHRONIZING MODULE 108
IDENTIFY, FROM A UNIQUE 1D LisT, A RECENT UNiQUE 1D,
WHERE A TIMESTAMP OF THE RECENT UNIQUE 1D I8 ONE
OF GREATER THAN AND EQUAL To A LAST FiLe
OPERATION TIMESTAMP

QUERY DATABASE UpDATE MODULE 108 E




PCT/US2015/023649

WO 2016/122690

2/5

T YLV H3HLO

TFT 3evaviv(
AMINE JDHUN0S

BT viv( 314 30En0%

%2

v,

ST G FNDING 304N0s

b8l viv(

ZFL (S)EINaoW HIHLO

vl
FINAOKW NOLLOVEI1IN]

GET HINNYOS
TYNMEAOP IAHONY

5ET IINCOW
JLYAd) WILSAS T

2917 (shnaop

T
| AMOWIN NIV |

&vil AT

AHOWIN

| 301A3Q 3ovaOLS |

,

TTHOT (810853004 d w m

AR E AR ETIN

R

Ll WIESAS ONLINGWOD 30HN0S

BET vV H3HLO

TIT asvaviva
AHIND YOITdTH

T VAV 314 VYOI T3

gel

2

| 1S Q1 3N0ING YOINd3Y

gLl vivg

21 (S)FNCOW H3IHLO

Q0L NGO ALvAdN
ASVEYLVE AAAND

R,

Q0L NGO
ONIZINOEHONAS

AL
NOLLYDINONINO D)

v

ST (s3Encow

zer |
AHOWI NiviY |

vl b-0Ct

AMOWIN

DA IDVHOLS |

m

0T (S HOSSI00Nd w m

P2 L1 {8)30VANTILINE

%

SOL WILSA

S ONINGNOD YOFid3ay




WO 2016/122690 PCT/US2015/023649

345

[ 200

Y g 207
UPDATE, AT A SOURCE COMPUTING SYSTEM, A SOURCE QUERY DATABASE
TO INCLUDE FILE OBJECT ATTRIBUTES OF A FILE UPDATED DURING A FiLe
OPERATION

:

UPDATING A UniQue IDENTIFIER {(ID) LisT To INCLUDE A Unioue 1D OF THE
FILE BEING UPDATED AND A TIMESTAMP CORRESPONDING To THE UNIQUE
D

é

TRANSMIT A SNAPSHOT OF A SOURCE FILE SYSTEM, TO A REPLICA
COMPUTING SYSTEM FOR CREATING A REPLICA OF THE SOURGE QUERY
DATARASE, WHERE THE SNAPSHOT INCLUDES FILES SAVED IN THE SOURCE
FILE SYSTEM, THE SOURCE QUERY DATARASE, AND THE UnNIQUE 1D LisT

- 204

- 200




WO 2016/122690 PCT/US2015/023649

[m 300
/,-- 302

OBTAIN, AT A REPLICA COMPUTING SYSTEM, A SNAPSHOT FROM A SOURCE
COMPUTING SYSTEM

% Is 304

Scan A ReEpLIcA QUERY DATABASE OF THE ReEPLICA COMPUTING SYSTEM TO
IDENTIFY A LAST FILE OPERATION TIMESTAMP

! [

IDENTIFY, FROM A UNIQUE 1D LIST, A RECENT UNIQUE 1D, WHERE A TIMESTAMP OF
THE RECENT UNIQUE ID Is ONE OF GREATER THAN AND EQUAL TO A LAST FiLE
OPERATION TIMESTAMP

4/5

308
Is A FILE
" CORRESPONDING TO THE
UNiIQUE 1D AND FiLE OBJECT
W ATTRIBUTES CORRESPONDING TO THE
" fiLE PRESENT IN THE REPLIC
T, FILE SYSTEM?

YES

No

DELETE, FROM THE REPLICA QUERY DATABASE, THE Unique |~ 310

1D, THE FILE OBJECT ATTRIBUTES CORRESPONDING TO THE
FILE, AND A TiMESTAMP CORRESPONDING TO THE Unioue ID |

- 312

OBTAIN FILE OBJIECT ATTRIBUTES HAVING MOST RECENT
UPDATES FOR THE FILE FROM THE REPLICA FILE SYSTEM

!

UPDATE THE REPLICA QUERY DATABRASE TO INCLUDE THE
FILE OBJECT ATTRIBUTES

314




WO 2016/122690 PCT/US2015/023649

5/5

[ 400

PROCESSING
RESQURCE 402

406 \

NETWORK 408

.- NN P - N

““““ COMPUTER READABLE MEDIUM 404

410 =
A‘ [

DAaTA SOURCES

SYNCHRONIZING MODULE 414

IDENTIFY, FROM A UNIQUE 1D

"y LisT, A RECENT UnNiQUE 1D,
WHERE A TIMESTAMP OF THE
RECENT UNIQUE 1D Is ONE OF

(GREATER THAN AND FQuaL To A

412 LAST FILE OPERATION
COMMUNICATION TIMESTAMP
DEVICES \
ey -~
y QUERY DATABASE UPDATE
MODULE 416




International application No.
PCT/US2015/023649

INTERNATIONAL SEARCH REPORT

A. CLASSIFICATION OF SUBJECT MATTER
GO6F 17/30(2006.01)i

According to International Patent Classification (IPC) or to both national classification and [PC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)
GOG6F 17/30; GO6F 15/16; GOGF 3/06; GO6F 17/00; G06Q 10/00

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched
Korean utility models and applications for utility models
Japanese utility models and applications for utility models

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)
cKOMPASS(KIPO internal) & Keywords: replica database, timestamp, snapshot, [D, comparing, update, and similar terms.

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

X US 2007-0255763 A1l (MARC BEYERLE et al.) 01 November 2007 5-7
See paragraphs [0048]-[0049] and [0052]; claims 1-2; and figure 2.

A 1-4,8-15

A US 2006-0168120 A1 (JEFFREY B. PARHAM) 27 July 2006 1-15
See paragraphs [0045] and [0053]-[0056]; claims 1-2; and figure 7.

A JP 2009-116722 A (NEC CORP.) 28 May 2009 1-15
See paragraphs [0038]-[0045] and figure 5.

A US 8,849,777 B1 (JIAN XING) 30 September 2014 1-15
See column 5, line 63 - column 6, line 27; and figures 56.

A US 2009-0157537 A1 (BARRICK H. MILLER) 18 June 2009 1-15
See paragraphs [0096]-[0102] and figure 14.

|:| Further documents are listed in the continuation of Box C.

See patent family annex.

* Special categories of cited documents:

"A" document defining the general state of the art which is not considered
to be of particular relevance

"E"  earlier application or patent but published on or after the international
filing date

"L"  document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

"O" document referring to an oral disclosure, use, exhibition or other
means

"P"  document published prior to the international filing date but later
than the priority date claimed

"T" later document published after the international filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory underlying the invention

"X" document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

"Y" document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents,such combination
being obvious to a person skilled in the art

"&" document member of the same patent family

Date of the actual completion of the international search
31 August 2015 (31.08.2015)

Date of mailing of the international search report

01 September 2015 (01.09.2015)

Name and mailing address of the [SA/KR

International Application Division

Korean Intellectual Property Office

189 Cheongsa-10, Seo-gu, Daejeon Metropolitan City, 35208,
Republic of Korea

Facsimile No, +82-42-472-7140

N

Authorized officer

NHO, Ji Myong

Telephone No. +82-42-481-8528

Form PCT/ISA/210 (second sheet) (January 2015)




INTERNATIONAL SEARCH REPORT
Information on patent family members

International application No.

PCT/US2015/023649
Patent document Publication Patent family Publication
cited in search report date member(s) date
US 2007-0255763 Al 01/11/2007 None
US 2006-0168120 Al 27/07/2006 US 2003-0101258 Al 29/05/2003
US 7035922 B2 25/04/2006
US 7519736 B2 14/04/2009
JP 2009-116722 A 28/05/2009 JP 4888347 B2 29/02/2012
US 8849777 Bl 30/09/2014 US 2015-046401 Al 12/02/2015
US 2009-0157537 Al 18/06/2009 US 8468211 B2 18/06/2013

Form PCT/ISA/210 (patent family annex) (January 2015)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - claims
	Page 24 - claims
	Page 25 - claims
	Page 26 - claims
	Page 27 - claims
	Page 28 - claims
	Page 29 - drawings
	Page 30 - drawings
	Page 31 - drawings
	Page 32 - drawings
	Page 33 - drawings
	Page 34 - wo-search-report
	Page 35 - wo-search-report

