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(57) Abstract: In one example in accordance with the present disclosure, a computing device is described. The computing device
includes an encryption device to encrypt, using an encryption key, a document to be rendered. A generating device generates multiple
shares of a decryption key using a secret-sharing scheme. A threshold number of the multiple shares allows decryption of the document.
A transmit device transmits different shares of the multiple shares to different devices. The document is rendered when the threshold
number of multiple shares are rejoined at a rendering device.
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ENCRYPTION KEY SHARES TO DIFFERENT DEVICES FOR RENDERING

BACKGROUND

[6001] In many facilities, such as office spaces or any number of public
locations, community printers are disposed for use by muitiple individuals. That
is, users may have individual workstations for document creation. Once a
document is created, it is sent {0 one such community printer for physical
reproduction, which community printer serves various individuals. Such

community systems have certain inefficiencies.

BRIEF DESCRIPTION OF THE DRAWINGS

[6602] The accompanying drawings lllustrate various examples of the
principles described herein and are part of the specification. The illustrated
examples are given merely for llustration, and do not limit the scope of the
claims.

[6003] Fig. 1is a block diagram of a computing device for fransmitling
decryption key shares io different devices for rendering, according to an
example of the principies described herein.

[0004]  Fig. 2 is a diagram of an environment of device for fransmitling
decryption key shares to different devices for rendering, according fo an
example of the principles described herein.

[G005Y  Fig. 3 is a flowchart of a method for transmitting decryption key
shares to different devices for rendering, according 10 an example of the

principles described herein.
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[G006]  Fig. 4 is a flowchart of a method for device for ransmitting decryption
key shares o different devices for rendering, according to ancther example of
the principies described herein.

[0007]  Fig. 5is a diagram of a computing system {o device for transmitting
decryption key shares to different devices for rendering, according fo an
example of the principles described herein.

[6008] Throughout the drawings, identical reference numbers designate
similar, but not necessarily identical, elements. The figures are not necessarily
{0 scale, and the size of some parts may be exaggerated to more clearly
iliustrate the example shown. Moreover, the drawings provide examples and/or
implementations consistent with the description; however, the description is not

limited to the examples and/or implementations provided in the drawings.

DETAILED DESCRIPTION

[6808Y]  In many facilities, such as office spaces or any number of public
locations, community printers are disposed for use by muitiple individuals. That
is, users may have individual workstations for document creation. Once a
document is created, it is sent to one such community printer for physical
reproduction, which community printer serves various individuals. However,
such community systems may not provide a desired level of security or privacy.
(G010 For example, afler sending a print job 10 a printer to be printed, a user
may forget to refrisve the document, which may then sit on the printer, viewable
{0 anyone who passes by. In another example, a different user may
inadvertently pick up a document from a printer believing it belongs o them, or
may inadvertently grab the subject print job along with their own. Such
scenarios can lead to a breach of security and/or confidentiality if documents
are of a sensitive nature.

[0011]  Securily can be increased by encrypting a document. In this case,
following a transmittal of the encrypted document to a printer or printing, a user
associated with the print job goes to the printer and enters a password with

which the document is decrypted. The document is then decrypted and printed.

2



WO 2018/194634 PCT/US2017/028737

However, these systems as well are subject to security breaches. Thatis, a
username and password are not cryplographically strong and can be broken
with relative ease, for example through brute force technigues. Moreover, with
the proliferation of technological devices, users have many different usernames
and passwords and adding one more to that already long list may make a user
less likely to remember a print job usermname and password.

[6012] Accordingly, the present specification describes systems and
methods that overcome these and other complications. Specifically, a
document may be encrypted and passed 1o a printing device. In some
examples, the encryption may rely on a symmeifric encryption key, meaning the
key to encrypt the document and the key 1o decrypt the document are the same.
in other examples, the encryption may be asymmetric, meaning the key {o
encrypt the document is different from the key to decrypt the document.

[6013] Through a secret-sharing scheme, multiple shares of the decryption
key may be generated. Each of the shares may be passed to a different device.
As a user is standing in front of the printing device, a certain number of those
shares presented at the rendering device allow the document {0 be decrypled
and printed. If any amount of shares less than the threshold number are
presented, the document is not decrypled.

[0014] Specifically, the present specification describes a computing device.
The computing device includes an encryption device 1o encrypt a document to
be rendered using an encryption key. A generating device, using a secret-
sharing scheme, generates mulliple shares of a decryption key such that a
threshold number of the multiple shares aliow decryption of the document. A
transmit device of the computing device fransmits different shares of the
multiple shares to different devices. in this example, the document is rendered
when the threshold number of multiple shares are rejoined at a rendering
device.

[G0158]  The present specification alsc describes a method of transmitling
decryption key shares to different devices for document rendering. According
io the method, a document to be rendered is encrypied using an encryption

key. Using a secret-sharing scheme, mulliple shares are generated from a
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decryption key such that a threshold number of the mulliple shares allow
reconstruction of the document. The different shares are then transmitted to
different devices. The document is rendered when the threshold number of the
multiple shares are rejoined at a rendering device.

[0018] The present specification also describes a computing system.

The computing system includes a processor and a machine-readable

storage medium coupled to the processor. An instruction set stored in the
machine-readable storage medium is executed by the processor. The
instruction set includes instructions 1o encrypt a document {o be printed

using an encryption key, instructions to generate, using a secret-sharing
scheme, multiple shares of a decryption key, wherein a rejoining of a
threshold number of the multiple shares allows decryplion of the document,
and instructions to transmit different shares of the muitiple shares o different
devices. The document is rendered when the threshold number of multiple
shares are rejoined at a printer.

[6817]In summary, using such a computing device 1) allows for print job
security by reguiring multiple devices, each having different shares of a
decryption key, 1o be present at a printer before a document can be printed or
otherwise rendered; 2) avoids a cumbersome usermname and password entry;
and 3) relies on mulliple user devices, which may be on a person, during print
iob authorization. However, it is contemplated that the devices disclosed herein
may address other matters and deficiencies in a number of technical argas.
[6018] As used in the present specification and in the appended claims, the
ferm “rendering device” refers {0 a device that renders, either digitally or
physically a document or other image. Examples of rendering devices include
digital displays, printers, or other devices.

[0019] Further, as used in the present specification and in the appended
claims, the term “a number of” or similar language is meant to be understood
broadly as any positive number including 1 to infinity.

(60281  Turming now to the figures, Fig. 1 is a block diagram of a computing
device (100) for transmitting decryplion key shares to different devices for

rendering, according to an example of the principles described herein. The
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computing device (100) may be any electronic device that can receive and/or
generate a document {0 be rendered in either a digital or a physical format.
Examples of such computing devices (100) include desktop computers, laptop
computers, tablets, scanners, and personal digital assistants, among others.
[0021] The computing device (100) includes an encryption device (102) that
encrypts a document {o be rendered. Such encryption can be either symmetric
or asymmetric. In symmelric encryption, the encryption key and decryption key
are the same. In asymmetric encryption, the encryption key is different from the
decryption key. A Kkey is a random string of bits that is used to scramble the
information in the document to be rendered. Upon reception at a rendering
device, the decryption key is used to decrypt, or unscrambie, the document
such that it is legible and ready for rendering. As the decryption key is the
vehicle by which an encrypied document is accessible, it may be desirable o
decrease the likelihood of inadvertent/malicious unauthorized access to the
decryption key.

[6022] Accordingly, & generate device (104) of the computing device (100},
generates, from a secret-sharing scheme, multipie shares of the decryption key.
Secret sharing refers to the distribution of a key amongst a group of
participants, each of whom is allocated a share of the key. The key is
reconstructed when a sufficient number, of possibly different types, of shares
are combined together. That is, an individual share of the key, by iiselfis
ineffective. In one type of secret sharing scheme, a share of the key is given to
a number of recipients, and the key will be reconstrucied from their shares when
specific conditions are fulfilled. For example, the shares may be distributed fo
each recipient such that that a threshold number of recipients can together
reconstruct the key, but no group of less than the threshold number can
reconstruct the key. Doing so increases the security provided by an encryption
as these different shares are distributed and reduce the likelihcod of an
attacker/entity collecting encugh shares to reconstruct the decryption key. That
is, the decryplion key security is increased as it is a distributed key, thus
reducing the likelihood that an entity will be able to acquire the portions used to

decrypt a document.
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[6023]  As described, a threshold number of these mulliple shares, when
rejoined, will allow for a decryption of the document. Note that the threshold
number may be less than the total number of shares. That is of the four shares,
rejoining three may be sufficient to decrypt the document. However, if the
threshold number is three, then the rejoining of two shares will not facilitate a
decryption, and subseguent release of the print job.

[6024] A transmit device (106) of the computing device (100) transmits the
different shares of the mulliple shares o different devices. In some cases, the
different devices include at least a rendering device on which the documentis to
be rendered and at least one other device. Sending at least one of the shares
to the rendering device increases print job security as the print job is decrypted
when the particuiar printing device on which it is to be printed participates in key
reconstruction. In other examples, the different devices do notinclude a
rendering device, i.e., printer, to which the document is to be rendered.

[6025]  In either case, the devices that are not rendering devices may
correspond o a single user. For example, a first share of the decryption key
could be sent to the rendering device on which the document is {0 be rendered,
g second share could be sent to a network-connected waich of the user, and a
third share could be sent to a network-connected mobile device of the user. As
described above, such a system enhances rendsring security, as a breach of
just one of the aforementioned devices will not be sufficient to allow decryplion
and access of the document.

[6026] In another example, the different devices may correspond to different
users. Thatis a first share of the decryption key may be sent to a first user's
mobile device and a second share of the decryplion key may be sentto a
second user's mobile device. Accordingly, the document is decrypted and
rendered when at least the first user and the second user, and their
corresponding devices, are present at the rendering device. In so doing, a
rejoin engine recombines the various shares of the decryplion key, responsive
o there being more than the threshold number of varicus shares present at the

rendering device.
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[0027] Such a system allows for increased security in document rendering.
That is, even if all of the multiple devices are stolen or successfully attacked, the
document is not exposed because they do not have enough shares between
them {o decrypt the document. Until the muitiple devices are present at the
rendering device, there is not enough information on the rendering device {0
decrypt the document, even in the case where the encrypied document is sent
directly to the rendering device. The unencrypted document exists for a short
while on the rendering device, as it can be decrypled, rendered, and then
deleted.

[6028] Fig. 2 is a diagram of an environment of transmiiting decryption key
shares (210} to different devices (212) for rendering, according to an example of
the principles described herein. As described above, a computing device (100)
uses an encryption key to encrypt a document such that the document is
accessible in a decrypted format to just an authorized entity. As described
above the decryption key (208) associated with the encryption key may be used
{o generate multiple shares (210). While Fig. 2 depicts a first share (210-1), a
second share (210-2), a third share (210-3), and a fourth share (210-4), the
decryption key (208) may be divided into any number of sections (210). Noie
that in Fig. 2, the transmission of the decryption key (208} and iis corresponding
shares (210) are indicated by solid arrows, while transmission of an encrypled
document is indicated by dashed arrows and dashed-dot arrows.

[6028] These shares can then be passed to different devices (212). This
may occur without additional user input above selecting to render a document.
For example, upon selecting a “Print” button on the computing device (100), the
decryption key (208) may be divided into shares (210) and the shares (210)
passed to the various devices (212). Specifically, a first share (210-1) may be
sent to a first device (212-1). Similarly, a second share (210-2) and a third
share (210-3) may be sent to a second device (212-2) and a third device (212-
3}, respectively. Note again, that as described above, each of the different
devices {212) may correspond to one user o to multiple users.

[6038]  In addition to sending different shares (210) to different devices (212),
in some examples, at least one of the shares (210) can be sent directly to the
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rendering device (214). That is, in addition o receiving the encrypted
document, the rendering device (214}, such as a printer, may receive a fourth
share (210-4). Accordingly, a malicious entity would not only have to acquire
the devices (212) on which shares (210) of the decryption key (208) are stored,
but would also have (o be physically present at the rendering device (214) to
acquire a sufficient number of shares (210) o facilitate document decryption.
[6031]  When the threshold number of shares (210} have been presented at
the rendering device (214}, they may be rejoined, for example by a rejoin
engine, and the document decrypted and/or rendered. In some examples, the
shares (210} may be communicated to the rendering device (214) via an
encrypted network. That is, a user may establish a secured connechion, over a
secured authenticated channel, for example a short-range network, which may
occur previous to such rendering or at the same time as such rendering.
Accordingly, when the devices (212) are within a predetermined proximity, the
rendering device (214) can acquire the shares {210) to begin rejoining of the
decryption key {208) at the rendering device (214).

[6032] Note thatin Fig. 2 the transmission of the document, as indicated by
the dashed and dashed-dot line is separate from the transmission of the entire
decryption key (208). Doing so enhances security as hacking a device that
includes the encrypted document will not necessarily result in a hacking of the
entire decryption key {208), but at most a share (210}, which share (210) by
itself does not allow for decryption of the encrypled document.

[6033] In some examples, the computing device (100}, in addition to
fransmitling the decryption key shares (210) {0 various devices (212), may
transmit the encrypied document. In one example, the encrypted document is
transmitied to at least one of the devices (212), in this example, a first device
(212-1). Then, when in proximity {o the rendering davice {214), the encrypted
document, in addition {0 the first share (210-1) of the decryption key (208) can
be passed to the rendering device (214) for decrypting.

[6034] In another example, the computing device (100) transmits the
encrypted document directly {0 the rendering device (214), i.e., the printer.

Doing so ensures that any device (212) which may have access {0 a share
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{210} of the decryption key (208) will not have access 10 the document intended
{0 be decrypted with the decryption key (208).

[60358] Fig. 3 is a flowchart of a method (300) for transmitting decryption key
shares (Fig. 2, 210) to different devices (Fig. 2, 212) for rendering, according o
an example of the principles described herein. As a general note, the methods
(300, 400) may be described below as being executed or performed by at least
one device, for example, the computing device (Fig. 1, 100). Other suitable
systems and/or computing devices may be used as well. The methods (300, 400)
may be implemented in the form of executable instructions stored on at least one
machine-readable storage medium of at least one of the devices and executed by
at least one processor of at least one of the device. Alternatively, orin addition,
the methods {300, 400} may be implemented in the form of electronic circuitry
(e.g., hardware). While Figs. 3 and 4 depict operations occurring in a particular
order, a number of the operations of the methods (300, 400) may be executed
concurrently or in a different order than shown in Figs. 3 and 4. In some
examples, the methods (300, 400) may include more or less operations than are
shown in Figs. 3 and 4. In some exampies, a number of the operations of the
methods (300, 400) may, at certain times, be ongoing and/or may repeat. Include
questions as you come up with them

[0038] According to the method (300), a document 1o be rendered is
encrypted (block 301) using an encryption key. The encryplion key may be a
random string of bits that is used 10 scramble a document such that itis iliegible,
or inaccessible o inadvertent or malicious access. As described above, the
encryption key may be the same as or different than the decryption key

[0037] The decryption key (Fig. 2, 208) is then used in a secret-sharing
scheme to generate (block 302} multiple shares (Fig. 2, 210). The divided
shares (Fig. 2, 210) when rejoined allow the decrypting of the associated
document. Generating (biock 302) these decryption key (Fig. 2, 208) shares
{Fig. 2, 210) increases the security of the rendering operation. Thatlis, a
malicious user would have 1o acquire multiple of these different shares (Fig. 2,
210} before being able 0 access the associated document, which may be

encrypted due to sensitive or confidential reasons.
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(G038} The different shares (Fig. 2, 210) are then transmitted {block 303) to
different devices (Fig. 2, 212). For example, the different shares (Fig. 2, 210}
may be fransmitied (block 303) to different devices (Fig. 2, 212) corresponding
to a single user such that, to decrypt a document, a user would present a
threshold number of those different shares (Fig. 2, 210) at the rendering device
(Fig. 2, 214).

[6039] Note that in some examples the devices (Fig. 2, 212) to which the
different shares (Fig. 2, 210) are sent may include the rendering device (Fig. 2,
214). A specific example of this scenario is now provided. In this example, a
first share (Fig. 2, 210-1) may be passed 1o a mobile device (Fig. 2, 212-1) of a
user. Similarly, a second share (Fig. 2, 210-2) and a third share (Fig. 2, 210-3)
may be sent {o a tablet device (Fig. 2, 212-2) and a smart waich device (Fig. 2,
212-3) both corresponding to the same user. A fourth share (Fig. 2, 210-4) may
he sent to the rendering device (Fig. 2, 214) itself. In this exampie, the
threshold number of shares (Fig. 2, 210) for decrypting the document is three.
Accordingly, if the user, wearing the smart watch device (Fig. 2, 212-3)
approaches the rendering device (Fig. 2, 214), and establishes a secure
connection, the user may not be permitted to decrypt the document as there are
less than the threshold amount of shares (Fig. 2, 210) presented, one from the
rendering device {(Fig. 2, 214) and one from the smart watch device (Fig. 2, 212-
3).

(60407 By comparison, if the user, wearing a smart watch device (Fig. 2, 212-
3} and carrying a mobile device (Fig. 2, 212-1) approaches the rendering device
(Fig. 2, 214), and establishes a secure connection, the user may be permiited to
decrypt the document as there are now the threshold three shares (Fig. 2, 210},
one from the rendering device (Fig. 2, 214), one from the smart watch device
(Fig. 2, 212-3), and one from the mobile device (Fig. 2, 212-1). As has been
demonstrated, such action reduces the likelihood that a decryption key, and
thereby an encrypied document, will fall into malicious hands.

(68411 In another example, the different shares (Fig. 2, 210) are transmitied
(block 303) to devices (Fig. 2, 212) corresponding o different users. In this

example, a first share (Fig. 2, 210-1) may be passed {0 a mobile device (Fig. 2,
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212-1) belonging to a first user. A second share (Fig. 2, 210-2) may be passed
{0 a tablet device (Fig. 2, 212-2) belonging 1o a second user and a third share
(Fig. 2, 210-3) may be passed {0 a smart watch device (Fig. 2, 212-3) belonging
to a third user. A fourth share (Fig. 2, 210-4) may be sent to the rendering
device (Fig. 2, 214) itself. In this example, the threshold number of shares (Fig.
2, 210} for decrypting the document is three. Accordingly, if the first user with
their mobile device (Fig. 2, 212-1) approaches the rendering device (Fig. 2,
214}, and establishes a secure connection, the user may not be permitied {o
decrypt the document as there less than the threshold number of shares (Fig. 2,
210} presented, one from the rendering device (Fig. 2, 214) and one from the
mobile device (Fig. 2, 212-1).

[0042] By comparison, if the first user with the mobile device (Fig. 2, 212-1)
and the second user with the tablet device (Fig. 2, 212-2) approach the
rendering device (Fig. 2, 214), and establishes a secure connection, the users
may be permitied to decrypt the document as there are now the threshold three
shares (Fig. 2, 210), one from the rendering device (Fig. 2, 214), one from the
fablet device (Fig. 2, 212-2), and one from the mobile device (Fig. 2, 212-1). As
has been demonsirated, such action reduces the likelihood that a decryption
key, and thereby an encrypted document, will fall into malicious hands.

[0043] Fig. 4 is a flowchart of a method (400) for transmitting decryption key
shares (Fig. 2, 210) to different devices (Fig. 2, 212) for rendering, according 1o
ancther example of the principles described herein. According {0 the method
{400}, different devices (Fig. 2, 212} to which the shares (Fig. 2, 210) are
fransmitied are selected (biock 401). This may be performed by a managing
entity such as a network adminisirator, employer, etc. via a management
computing device. For example, an empioyer may set a user profile wherein it
is determined what devices {Fig. 2, 212) for that user will receive shares (Fig. 2,
210) of a decryption key (Fig. 2, 208) used by that user and which, if any
devices (Fig. 2, 212) for other users will receive shares (Fig. 2, 210) of the
decryption key {Fig. 2, 208). Each subsequent document encryption/decryption
can then follow the settings in this user profile. The document is then encrypted

(block 402) as described above in connection with Fig. 3. That is an encryption
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device (Fig. 1, 102) of a computing device {Fig. 1, 100) encrypts (block 402) the
document.

[6844] From the decryption key (Fig. 2, 208) a set of shares (Fig. 2, 210) can
be generated (block 403). That is a generate device (Fig. 1, 104) of a
computing device (Fig. 1, 100) generates (block 403) a set of shares (Fig. 2,
210). Athreshold number of shares (Fig. 2, 210) will be needed to rejoin the
different portions of the decryplion key (Fig. 2, 208). A specific example of
share generation (block 403) is now provided. In this example, assuming there
are £, number of devices (Fig. 2, 212), a secret-sharing policy may indicate that
a threshold number of devices, P, should be present at a rendering device (Fig.
2, 214) to aliow rejoinment of the shares (Fig. 2, 210), which threshold number
of devices, P, is less than 3. A number of shares, ¥, are then generated (block
403) using a secret-sharing scheme that indicates a threshold number of
shares, K which should be present at the rendering device (Fig. 2, 214) {0 aliow
rejoinment of the shares (Fig. 2, 210), and decryption of the document. As a
specific example, the threshold number of shares, K, may be defined as K= §/2
+ P

[00458]  In this example, A first portion of the shares (Fig. 2, 210), L.e., the first
portion defined as the first N/Z shares (Fig. 2, 210}, are distributed evenly
amongst the D devices (Fig. 2, 212} and the remaining shares (Fig. 2, 210}, a
second portion defined as a second set of N/2 shares (Fig. 2, 210}, are
distributed to the rendering device (Fig. 2, 214). Doing s0 ensures 1) that at
least P devices and a rendering device (Fig. 2, 214) are present {o allow
decryption of the document, 2) that all the devices (Fig. 2, 212) together don’t
have enough shares (Fig. 2, 210) to decrypt the document; and that even if
there are mulliple rendering devices (Fig. 2, 214) and all are attacked, they
cannot decrypt the document without P devices (Fig. 2, 212) being present as
well.

[G046] The different shares (Fig. 2, 210) are then transmitted {(block 404) to
the different devices (Fig. 2, 212). Thatis a transmit device (Fig. 1, 106) of a
computing device (Fig. 1, 100) transmiis (block 404) the shares (Fig. 2, 210} to

the different devices. This may be performed as described above in regards o
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Fig. 3. This type of sharing easily ensures that even all the non-rendering
devices cannot reconstruct the decryplion key together, nor can the rendering
device (Fig. 2, 214).

[0047] By so doing, rendering security is even further increased. Thatis, a
malicious entity would have 1o hack a first number of devices (Fig. 2, 212} and a
rendering device (Fig. 2, 214) {0 obtain sufficient shares (Fig. 2, 210) to decrypt
the document. The encrypted document can aiso be transmitted (block 405) o
at least one of the devices (Fig. 2, 212). This may be performed as described
above in regards to Fig. 2.

[6043] According to the method (400), the decryption and rendering of the
document is prevented (block 408) until a threshold number of shares (Fig. 2,
210) have been rejoined. For example, as described above, if a threshold
number of shares (Fig. 2, 210) for a particular document is set to three, the
system would prevent decryption and rendering until more shares (Fig. 2, 210)
are rejoined at the rendering device (Fig. 2, 214).

[6848) Fig. 5 is a diagram of a computing system (516) {o transmitting
decryption key shares (Fig. 2, 210) to different devices (Fig. 2, 212} for
rendering, according to an example of the principles described herein. To
achieve its desired functionality, the computing system (518) includes various
hardware components. Specifically, the computing system (516} includes a
processor (518) and a machine-readable storage medium (520). The machine-
readable storage medium (520} is communicatively coupled to the processor
{(518). The machine-readable storage medium (520} includes a number of
instruction sets (522, 524, 528) for performing a designated function. The
machine-readable storage medium (520) causes the processor (518) to execuie
the designated function of the instruction sets (522, 524, 526).

[0083]  Although the following descriptions refer to a single processor (518) and
a single machine-readable storage medium (520), the descriptions may also apply
{0 a computing system (516} with muitipie processors and muitiple machine-
readable storage mediums. In such examples, the instruction sets (822, 524,

526) may be distributed (e.g., stored) across muliiple machine-readable storage
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mediums and the instructions may be distributed (e.g., executed by) across
multiple processors.

[6851] The processor (518) may include at [east one processor and other
resources used 1o process programmed instructions. For example, the
processor (518) may be a number of central processing units (CPUs),
microprocessors, and/or other hardware devices suitable for retrieval and
execution of instructions stored in machine-readable siorage medium (520). In the
computing system (516} depicted in Fig. &, the processor (518) may fetch, decode,
and execute instructions (522, 524, 526) for detecting failing componentsin a
device. In one example, the processor (518) may include a number of electronic
circuits comprising a number of electronic components for performing the
functionality of a number of the instructions in the machine-readable storage
medium (520). With respect to the execuiable instruction, representations (e.q.,
hoxes) described and shown herein, it should be understood that part or all of the
executable instructions and/or electronic circuits included within one box may, in
alternate examples, be included in a different box shown in the figures orin a
different box not shown.

[00582] The machine-readable storage medium (520) represent generally any
memory capable of storing data such as programmed instructions or data
structures usead by the computing system (516). The machine-readable siorage
medium (520) includes a machine-readable storage medium that contains
machine-readable program code 10 cause tasks (o be executed by the
processor (518). The machine-readable storage medium (520) may be tangible
and/or non-transitory storage medium. The machine-readable storage medium
(520} may be any appropriate storage medium that is not a transmission
storage medium. For example, the machine-readable storage medium {(520)
may be any electronic, magnetic, optical, or other physical storage device that
stores executable instructions. Thus, machine-readabie storage medium (520)
may be, for exampie, Random Access Memory (RAM), a storage drive, an
optical disc, and the like. The machine-readable storage medium (520} may be
disposed within the computing system (518}, as shown in Fig. 5. In this sifuation,

the executable instructions may be “installed” on the computing system (516). in
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one example, the machine-readable storage medium (520) may be a portable,
external or remote storage medium, for example, that allows the computing
system (516) to download the insiructions from the poriable/exiernal/remote
storage medium. In this situation, the executable instructions may be part of an
“installation package”. As described herein, the machine-readable storage
medium {520) may be encoded with executable instructions for dividing an
encryption kay (Fig. 2, 208} to different devices (Fig. 2, 212) for rendering.

[60583] Referring to Fig. §, encrypt instructions (§622), when executed by a
processor (518), may cause the computing system (516) to encrypt a document {o
be printed using an encryption key. Generate instructions (524), when executed
by a processor (518), may cause the computing sysiem (516) {0 generate, using a
secret-sharing scheme, muitiple shares (Fig. 2, 210) of & decryption key (Fig. 2,
208). Arejoining of a threshold number of the multiple shares (Fig. 2, 210) for the
decryption key (Fig. 2, 208} allows decryption of the document. Transmit
instructions (528), when executed by a processor (518), may cause the
computing system (516) to transmit different shares (Fig. 2, 210} of the multiple
shares (Fig. 2, 210) to different devices (Fig. 2, 212). The document is
rendered when the threshold number of the multiple shares (Fig. 2, 210) for the
decryption key {(Fig. 2, 208) are rejoined at a printer.

[0084] In some examples, the processor (518) and machine-readable
storage medium (520) are located within the same physical component, such as
a server, or a network component. The machine-readable storage medium
(520} may be part of the physical component’'s main memory, caches, registers,
non-volatile memaory, or elsewhere in the physical component’s memory
hierarchy. In one example, the machine-readable storage medium (520) may
be in communication with the processor (518) over a network., Thus, the
computing system (516) may be implemented on a user device, on a server, on
a collection of servers, or combinations thersof.

(G085}  The computing system (516) of Fig. 5 may be part of a general-
purpose computer. Howsver, in some examples, the computing system (5186) is

part of an application specific integrated circuit.
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[G056] In summary, using such a computing device 1) allows for print job
security by requiring multiple devices, each having different sections of an
encryption key, 1o be present at a printer before a document can be printed or
otherwise rendered; 2} avoids a cumbersome username and password entry;
and 3) relies on mulliple user devices, which may be on a person, during print
job authorization. However, it is contemplated that the devices disciosed herein
may address other matters and deficiencies in a number of technical areas.
[G0587]  The preceding description has been presented to illustrate and
describe examples of the principles described. This description is not intended
io be exhaustive or to limit these principles to any precise form disclosed. Many

modifications and variations are possible in light of the above teaching.
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CLAIMS

WHAT IS CLAIMED 1S:

1. A computing device comprising:

an encrypiion device o encrypt a document to be rendered using an
encryption kay;

a generating device 10, using a secret-sharing scheme, generate
multiple shares of decryption key such that a threshold number of the
multiple shares aliow decryption of the document; and

a transmit device to transmit different shares of the muliiple shares to
different devices, wherein the document is rendered when the threshold

number of the multiple shares are rejoined at a rendering device.

2. The computing device of claim 1, wherein the multiple shares are
receivable at a rendering device when within a predetermined proximity of

the rendering device.

3. The computing device of claim 1, further comprising a rejoin engine o
rejoin varicus shares of the mulliple shares, wherein responsive 10 a number
of rejoined shares being greater than the threshold number, the document is
decrypted.

4. The computing device of claim 1, wherein the transmit device
transmits the encrypted document to the rendering device which is
decrypted when the threshold number of shares are rejoined at the

rendering device.
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5. A method comprising:

encrypting a document to be rendered using an encryption key;

generating multiple shares of a decryption key using a secret-sharing
scheme such that a threshold number of the mullipie shares allow
reconstruction of the document; and

fransmitting different shares of the mulliple shares to different
devices, wherein the document is rendered when the threshold number of

the mullipie shares are rejoined at a rendering device.

8. The method of claim 5, wherein the different devices comprise at
jeast:
the rendering device on which the document is {0 be rendered; and

one other device.

7. The method of claim 5, wherein the different devices correspond to

different users.

8. The method of claim 5, further comprising fransmitting the encrypted

document to at least one of the different devices.

Q. The method of claim 5, further comprising selecting, before the
encryption of the document, the different devices to which the multipie

shares are to be fransmitied.
10. The method of claim 5, further comprising preventing the decryption
and rendering of the document until the threshold number of multiple shares

have been rejcined.

11, The method of dlaim 5, wherein the threshold number of the multiple

shares is less than a total number of multiple shares.

18



WO 2018/194634 PCT/US2017/028737

12. A computing system comprising:

a Processor;

a machine-readable storage medium coupled to the processor; and

an instruction set, the instruction sef being stored in the machine-
readable storage medium {0 be executed by the processor, wherein the
instruction set comprises:

instructions to encrypt a document to be printed using an encryption
key;

instructions to generate, using a secret-sharing scheme, mulliple
shares of a decryption kKey, wherein a rejoining of a threshold number of the
multiple shares kev allows decryption of the document; and

instructions to transmit different shares of the mulliple shares {o

different devices.

13.  The computing system of claim 12, wherein a first set of shares are
fransmitied to non-rendering devices and a second set of shares are

distribuied to a rendering device.

14.  The computing system of claim 13, wherein the threshold number of
shares to allow decryption of the document includes shares from the first set

of shares and shares from the second set of shares.

15.  The computing system of claim 13, wherein:

the first set of shares are distributed among all of the non-rendering
devices: and

the threshold number of multiple shares is such that a subset of all of
the non-rendering devices and the rendering device allow rejoinment of the

decryption kay.
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