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R, B gAACA IEIE = M2M tEko] X, M2M Alo]E o], M2M MH ek 22 SEsolE AT 4 vk E
g, A o®, AEEE M2M Al=F ] Al ?Zoﬂ A AZESOIHR S AAsk= AHEE e, e

g AN 2 S EA Fe

S, QR BoUme M A2HS FUOE MPHAW ¥ oy NN Asgen AfHon AgHt

rl

S, MM MHE M2M @ e o2 M2 AW e} BAIS FaEtE AMd 4 otk 3, M2M Ale]Edel =
MM st MM MHE dAsE dAF 93 5y 4 k. A o=, MM S M2 A e UEY A7)
Joldt A4, M2M AClEdolE Bl ME dAE 4}, olul, A o=, MM AloIEg o], MM AW EF M2M

B o M2M(Machine-to-Machine) A]Z~¥lollA 7§91 ©l|o]¥ (personal data)E FF3l7] 918k Wy 2 X
& Zolth., Bty FAF R, 2 e M2M Al=FelA ARl dolEle] FHFol tidk 59| (consent)E =Rla}
7] 9k 7)ol wa] Aw gt

onedM2M& YA, wE, I, FIAH L G AGER FEHAo|a HgHoR e, I s AuAs &
ANE N FERE "oy SEAH A AZH(FHF) FES FFE L FHEH] fg AMEJHY FEAN s
PE NS Qe ASHE AP TF3F dAolth. onel2ME AHEE A, IoT(Internet of Things) 71&2 93
LA, o}71¥lx, API(Application Program Interface) AFF, HoF &£3FM, A3 84S ATstux
gk, A& E°1, onell2Mo] A &RIE AY, 2rtE ag=, AVEHE JF, & _OLE“ﬂOMi —10} iR d
< tFE of ZE| Aol *1317\5 Adats ZHIHIE AT, o]F ASf, oneMMS RE o F Al
£ Alojol dolEHe wE 9 FHE Y3 9l £ TFEES Hose BTE IS 7HHL°H%EP oneM2Mol
A A oEYANAEL Fold A FEEd ZAX ofZFANHAEE XFE 4 vt oneM2MS, &%
AAAG, dolgt 7«53 dsst7] 943 Zddas ATTe=EN, ddstE HXse 2AE AZE
dojojs st Aok, BAlE AT ESO goloje MM o Eg Al AET dolH dAFS AT A
HV(Hardware)/SW(Software) Alololl 9X|3l= && Au|~ AlFqA F@HATH. odFE &9, 35 A~ A5
T 139 22 AT Fx9 88 AATE F dn.

%= 18 B iAo wE M2M(Machine-to-Machine) A]Z2=®le] AlZ FZ(layered structure)= =A| 3T},

T 15 R, N2 AlzEe] A R oZYAelA AS(110), FF AUl AF(120), MENA Aujx
AZ (120002 FA"E = ). oluf, ofFANA AT(110)2 FA A ojEg Aol 7|z3te T2 st
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AAH520)= THE @Ed F don, Aedt HAA d2 g FX gevh, B3, d 42, $212(5610) 2 4
ZH(520)+= A=t ==, QEHE, AW EE AolEdeld F k. =, OAJX}(510) 2 FAIRE(520) = sh=9of
A G e AXEOIH Y = o, AEdt HAA 2 dgIA &=

ojuf, d o2, FAA(510)7F AFshe 8 HAIX = oo od, 4

e 4 59 2
2, ﬁ}a}w% 44 J}E}ﬂllﬂ E= A" st e & oAtk @ AR, S99 fen e, 5
uo wlE stele, A9 stebld 9 54 stebid S 559 e

& Auel dEAE AY stehEe S At o, A8 e sSehlEe SAAGI0)d g deiEe
sk, Ea, SAY w seelEE £AG0) B devEd £ . =9, A steles 3E

o AE 98 8Ty E I HY 4 .

w3, 2 g EE S FE] 9% e Ed ¢ vk, d A2, 5 FevEe A4 (Create), =
3] (Retrieve), 734l (Update), 2FAl(Delete) @ EA](Notify) & FHol& o= FyzE HAAE 4 do. &, 537
S 3] S Fergd & o

o), £AR(520)E FARGIZTEH 2% HAAE A g 8F WA AU - olek, o A=,
FARGE £ WA EFE B4S FIE 5 Qov], oF A HerlEst fFERA oA @ Aol
QA ol B2 W 5 otk oW, £AA(520)E shehilEst Fastn, dAde] dvkd 83 el He
A9 EAFEA R BAsta, oo Jxse] TAYE FAT & Ak,

9 e, olMET} WS A5, FARGI)E FARG)ONA FA0 Ud SevEE L3 0 WA
AE AFT 5 Ak, FAAG)E £ WAL £FE BA @ setEE #sa, oo 7]xatol
B4 29T 5 Jov, 9 MAAE FAAGIOR A A5F F e,

L 5o 22 oA wAA " SR wIAAE o] &3 mAA] gk Axl= Mea 7Rl 7INbete] AE RO CSE ZF &
= Mee 71EAdl 71Rbete] CSEE b 2 5 vk, =, $AIAH(510)+= AE HEi= CSEolar, #A1#H(520)+= AE &



[0068]

[0069]

[0070]

[0071]

= CSEY 4 vk, 84

(initiated) 4= t}.

715 Mca & MccE %3 o4
@qEéhwléaﬁﬂ

grataL,

Z+(operation)el whe} H4=

_L_4

=T
HE 7 AelE e e 4

A2 5
(optional) I}&}HEHE

Aol AL AElAe = g},
ATH.
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MAA el el whet, = 59 @ wA4 WE Axbs AB i CSEl os) A4

ARz 29 e Holw shte] B5Hl (mandatory) et X
7 stebulE e agus E

Joll thedgl shetn)

i
H

x 1

Response message parameter/success or not

Response Status Code - successful,

unsuccessful, ack

Request Identifier — uniquely identifies a Request message

Content - to be transferred

blocking request

To - the identifier of the Originator or the Transit CSE that sent the corresponding non-—

From — the identifier of the Receiver

Originating Timestamp — when the message was built

Result Expiration Timestamp — when the message expires

Event Category — what event category shall be used for the response message

Content Status

Content Offset

Token Request Information

Assigned Token Identifiers

Authorization Signature Request Information

Release Version Indicator — the oneM2M release version that this response message conforms to

A WA EE Lo HA XA AFeE ¢ de FE 7)FE Z7A(filter criteria condition)& ©]3F [E 2]
2 [E 3]3} 2ol 4oE 5 9
x 2
Condition tag Multipli Description
city
Matching Conditions

createdBefore 0..1 |The creationTime attribute of the matched resource is chronologically
before the specified value.

createdAfter 0..1 |[The creationTime attribute of the matched resource is chronologically
after the specified value.

modifiedSince 0..1 |The lastModifiedTime attribute of the matched resource is
chronologically after the specified value.

unmodifiedSince 0..1 |The lastModifiedTime attribute of the matched resource 1is
chronologically before the specified value.

stateTagSmaller 0..1 |The stateTag attribute of the matched resource is smaller than the
specified value.

stateTagBigger 0..1 |[The stateTag attribute of the matched resource is bigger than the
specified value.

expireBefore 0..1 |The expirationTime attribute of the matched resource is
chronologically before the specified value.

expireAfter 0..1 |[The expirationTime attribute of the matched resource is
chronologically after the specified value.

labels 0..1 |The labels attribute of the matched resource matches the specified
value.

labelsQuery 0..1 |[The value is an expression for the filtering of labels attribute of
resource when it is of key-value pair format. The expression is about
the relationship between label-key and label-value which may include
equal to or not equal to, within or not within a specified set etc.
For example, label-key equals to label value, or label-key within
{label-valuel, label-value2}. Details are defined in [3]

_11_
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childLabels 0..1 |A child of the matched resource has labels attributes matching the
specified value. The evaluation is the same as for the labels
attribute above. Details are defined in [3].

parentLabels 0..1 |[The parent of the matched resource has labels attributes matching the
specified value. The evaluation is the same as for the labels
attribute above. Details are defined in [3].

resourceType 0..n |The resourceType attribute of the matched resource is the same as the
specified value. It also allows differentiating between normal and
announced resources.

childResourceType 0..n [A child of the matched resource has the resourceType attribute the
same as the specified value.

parentResourceType 0..1 |The parent of the matched resource has the resourceType attribute the
same as the specified value.

sizeAbove 0..1 |The contentSize attribute of the <contentlInstance> matched resource
is equal to or greater than the specified value.

sizeBelow 0..1 |The contentSize attribute of the <contentInstance> matched resource
is smaller than the specified value.

contentType 0..n |[The contentInfo attribute of the <contentInstance> matched resource
matches the specified value.

attribute 0..n |This is an attribute of resource types (clause 9.6). Therefore, a
real tag name is variable and depends on its usage and the value of
the attribute can have wild card *. E.g. creator of container
resource type can be used as a filter criteria tag as "creator=Sam",
"creator=Sam*", "creator=+Sam".

childAttribute 0..n [A child of the matched resource meets the condition provided. The
evaluation of this condition is similar to the attribute matching
condition above.

parentAttribute 0..n |The parent of the matched resource meets the condition provided. The
evaluation of this condition is similar to the attribute matching
condition above.

semanticsFilter 0..n [Both semantic resource discovery and semantic query use
semanticsFilter to specify a query statement that shall be specified
in the SPARQL query language [5]. When a CSE receives a RETRIEVE
request including a semanticsFilter, and the Semantic Query Indicator
parameter 1is also present in the request, the request shall be
processed as a semantic query; otherwise, the request shall be
processed as a semantic resource discovery.
In the case of semantic resource discovery targeting a specific
resource, if the semantic description contained in the
<semanticDescriptor> of a child resource matches the semanticFilter,
the URI of this child resource will be included in the semantic
resource discovery result.
In the case of semantic query, given a received semantic query
request and its query scope, the SPARQL query statement shall be
executed over aggregated semantic information collected from the
semantic resource(s) in the query scope and the produced output will
be the result of this semantic query.
Examples for matching semantic filters in SPARQL to semantic
descriptions can be found in [i.28].

filterOperation 0..1 |Indicates the logical operation (AND/OR) to be used for different
condition tags. The default value is logical AND.

contentFilterSyntax 0..1 Indicates the Identifier for syntax to be applied for content-based
discovery.

contentFilterQuery 0..1 |[The query string shall be specified when contentFilterSyntax
parameter is present.

* 3
Condition tag Multip-1 [Description
icity

Filter Handling Conditions
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filterUsage

Indicates how the filter criteria is used.
values are 'discovery' and 'IPEOnDemandDiscovery'.

[f this parameter is not provided,

filter criteria is returned.

discovery (clause 10.2.6), 1i.e.
resources are returned.

If filterUsage is 'IPEOnDemandDiscovery',

represents the IPE.

If provided,

the Retrieve operation is a generic
retrieve operation and the content of the child resources fitting the

If filterUsage is 'discovery', the Retrieve operation is for resource
only the addresses of

the other filter conditions
are sent to the IPE as well as the discovery Originator ID. When the
IPE successfully generates new resources matching with the conditions,
then the resource address(es) shall be returned. This value shall only
be valid for the Retrieve request targeting an <AE> resource that

possible

the child

limit

The maximum number of resources to be included

result.

Originator.

This may be modified by the Hosting CSE. When it is modified,
then the new value shall be smaller than the suggested

in the filtering

value by the

level

This shall only be applied for Retrieve operation.

the target is one.

The maximum level of resource tree that the Hosting CSE shall perform
the operation starting from the target resource (i.e.

target resource itself is zero and the level of the direct children of

To parameter).
The level of the

offset

shall skip over and not
processing a Retrieve request to a targeted resource.

The number of direct child and descendant resources that a Hosting CSE
include within a Retrieve response when

applyRelativePath 0..1

This attribute contains a resource tree
../tempContainer /LATEST). This condition applies
matching conditions have been used (i.e.
obtained).

final filtering result. The filtering result

the filtering result.
resource, the outcome is the same as if no match was
is no corresponding entry in the filtering result.

relative

a matching result has been
The attribute determines the set of resource(s)
is computed by appending
the relative path to the path(s) in the matching result. All
whose Resource-IDs match that combined path(s) shall be returned in
[f the relative path does not represent a valid

path (e.g.
after all the

in the

resources

found, i.e. there

71974 Mca ¥ MccE &

(mandatory)

e

PN
EEED

BN
.

A (accessing) ol that Qo] &3 e A
s} S =
ZH(operation) =¥ H4 §H EiEi(mandatory response code)ol
o], 2% "AAE o3} [3

it rr it
[¢]

Atk ol

H4

X 4

Holm 3o
sta, Zolw shite] Melz el (optional) FEvEE LI 4 ).
|

Jol ddd HeuEs F dow 8

i
J&

i
¥ O ot o

o o -y
(e

a}

=
=

Mo
o oy N
m

w
U

&

Request message parameter

Mandatory

Operation - operation to be executed / CREAT, Retrieve, Update, Delete, Notify

To — the address of the target resource on the target CSE

From — the identifier of the message Originator

Request Identifier — uniquely identifies a Request message

Operation
dependent

Content — to be transferred

Resource Type - of resource to be created
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[0079]

[0081]
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Optional Originating Timestamp — when the message was built
Request Expiration Timestamp — when the request message expires
Result Expiration Timestamp — when the result message expires

Operational Execution Time - the time when the specified operation is to be executed by
the target CSE

Response Type — type of response that shall be sent to the Originator

Result Persistence - the duration for which the reference containing the responses is to
persist

Result Content — the expected components of the result
Event Category — indicates how and when the system should deliver the message
Delivery Aggregation — aggregation of requests to the same target CSE is to be used

Group Request Identifier — Identifier added to the group request that is to be fanned out
to each member of the group

Group Request Target Members—indicates subset of members of a group
Filter Criteria - conditions for filtered retrieve operation
Desired Identifier Result Type — format of resource identifiers returned

Token Request Indicator - indicating that the Originator may attempt Token Request
procedure (for Dynamic Authorization) if initiated by the Receiver

Tokens — for use in dynamic authorization

Token IDs - for use in dynamic authorization

Role IDs - for use in role based access control

Local Token IDs - for use in dynamic authorization

Authorization Signature Indicator - for use in Authorization Relationship Mapping
Authorization Signature — for use in Authorization Relationship Mapping
Authorization Relationship Indicator - for use in Authorization Relationship Mapping
Semantic Query Indicator — for use in semantic queries

Release Version Indicator — the oneM2M release version that this request message conforms
to.

Vendor Information

Aut 29 (normal resource)< TWEE AHAHL 7]A(base)E TAdIE dlo]E]e] E & (representation)] A3k
Aee E33t). 7P (virtual) EE A A9 (announced)©] o 3, E FEA A AL FF(type):= dnt A
iiﬂﬂ%‘?%@-

7WF A (virtual resource)S A (processing) H/HEE AM A (retrieve result)S EZAHE7] 8l
AREET. AR, 7 A4S CSE ol A -4 <l (permanent) %8S 7HAA] ofY gk,

A¥ A9 (announced resource)S 22X Y (original) ALY oJEgHEE(attributes)? IS T3},
SEAY o] Wate wf, HAde e eEAd AP 52" (hosting) CSEOl €3] Aoz 7xldct,
A AYLe 28 Xd APoge PA(link)E F3sit),

29 A (resource announcement)S AHY A (resource discovery)s 7FsdlAl 3ok, A A (remote) CSEC) A
o] Aodw YU A7 CSElAM, e8xXyd 2] A2l (children) 224 A3 (present) otUatAL AH
A o] opd | 2kl &9 (child resource)S A7 8 AH8E 4 Ut

e AAE A dshr] HdE, A BESH (template) W] F7HAA D (column) o] T E AAE 2 €YY
o] ¥3S 9@ HAdE A4S EAHE 4 ). ZF AAF <resourcelype>e] tsle], 22]A¥ <resourceType>
o229 HuAl 'Annc'Y FUF #EE AJdE AL FRE AAE] A8 AR Y. dE 5o, A
<containerAnnc>¥ <container> A& 918 HAAE AY FH/HE AAE F AL, <groupAnnc>E <group>S ¢
gk AdE Ad FTHE AAE 5 Q.

GDPR(general data protection regulation)® ¥ A% (European Union, EU) ® 7 A A< (European
economic area, EEA)] 7§9l(individual citizens)oll th3t lLE}O]HV\](prlvacy) 2 golg H3so #EH /3
A H WY Aotk Al HelHE uFE vR2Y2x date 42 w9 ] AA 9 G ojof 3,
HeleE Hesy] 9% BE FAE AT, a8, A Wﬂﬂ%fﬁﬁfmiwiéﬂ%,ﬂﬂ1ﬂ%ﬂ
sHAl &z sEggle] IdMdo R E8HX olysiar, —r?/] Hol AgE B AR glo] ulids A3ty s
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[0082]

[0084]

[0085]
[0086]
[0087]
[0088]
[0089]
[0090]
[0091]

[0092]

[0093]

[0094]

[0095]

[0096]

ZIHSd 10-2021-0127095

AFEE ¢ QIEE, V[EH R T =2 T Zelo]|W Al A7 (highest-possible privacy setting)& ©]-8%t
k. GDPRe| w2wW, 7191 dlolHE HEste AL YFHoz FAHY, Hell g3 5438 &= AY e o

Z 2 M A (processor)7F thFst 548 9l dlojgd g &S REYERSoF dttte 22 FdE(articles)
o] EAgtt. A& 5o, Z2AAE ™A dolEd digh $uk(breach)S AAEH, FHEgH A (undue
delay) glo] A&} (controller)el Al SR8 oF vt 1B ToT Al=¥le A g 27 (logging) HAUS
< 7FE QA7) wlg- F838k.

27 WAUZES Fosted Qold, 22 FL o7k EAUTH. oncllM A2W 2L Tol A29E e
e Svold ARE 2gsht A2 A4 ol

CAE A 2O ARE ot AT AV

w3, 27 dAYF dodA, AYS HARE ZAsk= Ao dis X]*](indication)oﬂ " SAE
(properties)% 7H 4 A, dE B9, $XHELS 279 EF(toggle), TS A, A 2HEeA, 2
B F57(d: AEA, A=) 5& AAFE 7 .

27 WAYFA wEl, oneM2M A~ v T2 TS FAE 4 QUh. onell2M Al&~ElE FoiRl Ao
A8l 278 iRl o5& gldnt. A= 279 tiidolH, onel2M AR Fo]7 FZ(operation)©]
279l el Fsttt. 279 thatolH, oneMoM A|AEE oW EFo 27t otlg Al FTHolof FEX
weksiol, W3, oneM2M Al Q) %] 2 HE Al2~®l(intrusion prevention and detection system)ol
ol AFE-E Frt(means) T ARE(d: 2 FHR)E ALT 5 Q).

o
=

&Aool EAstE Aol F71E § Uduk. dE 59, Al £A4L T FAH4E A= Aol Al
2" 279 gi/RIAE AAST. Al A4S ougt Y SdAxE AdE & du. Al A4
"loglndication'o]g} XAE 4 A}k, & 5o, A2 AL o= 21 o =X AT 4= dr}k. 271
#e] qrEd #HE Ad T AT A2 &A4e

"eventLogID'#} X A=

%3 URI(uniform resource identifier)”} F7}

mﬂ

20w FHS AgE) A% A9 Bgel 4w 4 vk, 21wl e 4] A% Al =
ooel iE AQ EE R0 el 49 el )P <logigiRulesolet AFE F gtk 2o v it
.

AL A|z=Elo] 27]Hojof gz oMIEES Aosr] Hd AMeE 4 Y. =1 #E 113 }O% 274 #
AE Y 2AHES EAHSIE oWIEE A3yl f8l AMEE 4 k. 23 #E 1F] AEL olF [&
5ldl E4E A4 AYE F Holx stusE X3 F ok, oAl Eall, 2 #E 1F Y O]O} % 519
UEd 45 5 o= suE 28 5 ).
5
AEZRE o|F A7
logStart sl 21 7]=2] AZ AA (When to start this log record).
logEnd g =2 7]%94

Z 5 A& (When to end this log record).
logCriteria B AEYHREE oW AHIL 2 H o =XE AFsE £A4 U (This is a
property to prov1de which information should be logged). & 59, ¥
of #HE RE FFEol Aol std, o] £/l CRUDNZ} w4 (For
example, if all the operations on the resource have to be logged, CRUDN
have to be mentioned in this property).
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[0099]

[0100]

[0101]

[0103]

[0104]

[0105]

[0106]
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logFormat 2 AEYREE o FTHY 2 AHI} o xYoR AHAE oo SEAE
A-&st= AU (This is a property to provide what kinds of log
information have to be stored under which format). 7] ¥ <o|HIE A
b, &4, 5%, 23 A9, Az A" 4 ¢S (Default format could be
<event time, Origin, operation, target resource, results>). F7}X o2,
A P F4&, v8lY ZREZ Fo] 24E F & (Additionally, ip
address of Origin, binding protocols, etc. can be logged). Z} &L ';!
oF e FEAE o] gsto] #2]E 4 A (Each item can be separated using

a delimiter such as ‘5’ ).

loglLevel =1 AR YW (Level of log information). 4 ¢, BE AHE A%}
= A AEs olHEW AAsE A, Ak ol ERE Xiﬂ'o}‘“ AN =oz A
o= 4 e (For example, store all information, store only successful

events, store only failed events).

logResourcelDs |[27E A4 AHAAE0] HF(A list of resource IDs to be logged)
logStorage AR 20 7150] AFE Aol 3k 3+ (a reference to a resource that

actual log records are stored).

T 62 i JRAlel wE MM Al =Fl A Z2(log) #ElY] AHEE BAETH & 62 A <AE-1>(602), =1 ¥
2] 73 <logMgtRule-1>(604), A% &7t <logStorage-1>(606) 7+ FHZ TAE o A3},

= 62 Fashd, IoT Z3E(620)2 Z1-AE(log-AE)(610a)2] &4 ulg} =1 A2 717 (o: <logMgtRule-
1>(604))S AAsTE, S, [oT ZSHE(620) AE-1(610b)9) £ wel Y <AE-1>(602)E AAdsio),
oluf, A4 <AE-1>(602)= A <AE-1>(602)9] AL¥E= = #a] FH (o <logMgtRule-1>(604))S A Al eH=

42 (o eventLogID)S X33t 4= 9

¢

<logMgtRule-1>(604)& i TF2lo] Wzt AYS AAEHE oJEYHE(9: logResourcelDs)E E3HE 4 ¢
o G AJEIHHEE AY <AE-1>(602)S FZ(refer)d 4 Ar}. <logMgtRule-1>(604)9] A A, 21
ARE AZE F7ror A89E AY(olst "2 AR AY = 2 AU o2 H3) o 2 <log-Storage-
1>(606)°] Add = vk, o] A5, <loghgtRule-1>(604)2 e t&lo] whet AAHE 21 FHE At 1}
e AAsteE AJEHGHFE(Y: logStorage) S E8te = o | T oJELHEE <log-Storage-1>(606)=

=)~
zg 3

<logMgtRule-1>(604) X Storage-1(606)7} AAE &, =Z1-AE-1(610a)°] & AL <AE-1>(602)¢] 734l
(update)”} &332 4 Adr}t. o] AL, eventLoglDol 23] A A% E <logMgtRule-1>(604)o] we} =21 HR7}
s, AAAE E1 AHEE logStoraged] 98 FF T = <logStorage-1>(606)°] AA= 4 AT},

=72 2 WAl wmE MM AlRRlelM = ﬂi—% #ejshr] g Az wge] dE =AY = 7S
AE#1(710a), AE#2(710b), AE#3(710c), IN-CSE(730) 7+ 41& m&h-g oA},

T 7E sk, S701 @AM, AE#2(710b)= AR 2o b Akl A4S 8Aske viAAE IN-
CSE(720) o Al 218tk ol& So], AR#2(710b)E 2L 98t A= loglgtRule 2D A (create) S 2%
e 5 otk d AA] dlel weh, HAIAE logMgtRule Al BAS flE Bad ARE X F Ak o E
o], WAAIE <3 5o UYgd AEYRES F Aok st ghs X3 o

S703 ©AOl A, IN-CSE(720)&= =1 #¥] 72 2 I A F3(storage)S s g =24 A (local
processing) S F3stt. o= S0, IN-CSE(720)= 21 #8] TFFo 24 AU <logMgtRulel>S A8, Xﬂ
& Fre A <logStoragel>e AT & vk, A AA] ool we}, 24 <logligtRulel> H=9] o]E2|H

S X5, oEHEE F Hojx st 2 S701 w@AlolA FalE wAl Ao EgtE AR 7]‘%’}0}04

i m\n
o FUO

=2 4 Qo).
S705 Al A, AE#1(710a)S E7 <] thito] E]—E 2] S 838t HAIXE IN-CSE(720) ol Al FA18kc),
o714, WAIA = G Aol 2o thato] Be X AstE Al AR () loglndication), @ ALe] 279
282 23 #2 72 (d: logMgtRule X}%) ] AetE A2 AR (4 eventLogID)S EZ&3F = ). oE =

o, AE#1(710a)2 274 tidds AAshe £4 5 wetep she 20 #2 ofHS FEshs £49& 7= A
°of ANE 8T 4 vk, olE Hdll, AE#L(710a)= HEe] AakE S8 S703 ©AllA AdE A
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[0107]

[0108]

[0109]

[0110]

[0112]

[0113]

[0114]

[0115]

[0117]

[0118]

[0119]
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<logMgtRulel>o] th3t ARE 5T 5= Q). o2 Eo], AR#1(710a)= IN-CSE(720)3 94& AAs= B3A
oA A <logMgtRulel>ol] that AW E FEsA}y, AE#2(710b) ZHE A <logMgtRulel>o] T3t AR E 3
53 = 9t}

S707 SAIA, IN-CSE(720)& &3 ALS A3 s 24 HEE Fdrt. odE £, IN-CSE(720)+
AE#1(710a)ell 98l 24 H AYs 27 Fre} I AAgsta, sid Aol sd Ade] 249 tide] €& A
Alet= A1 R (: loglndication), 39 AP 27l A8=d = #E 13S A A2 FR(4:
eventLogID)E XA 4= Ao}, olu, A1 AB= FAHL F(d: Doz, A2 A= Y <logMgtRulel>S

AAsHE ez AAE = ).

S709 wrAlel| A, IN-CSE(720)& <% oA X

E FA%T. S, IN-CSE(720)= 23" Apglo] derom A=
S gEE S9S AE#1(710a) 00 Al FA1g).

S711 @A A, AE#3(710c)> AE#1(710a)2] 2.3l 93] Add A (o AE#D) 2] A (retrieve) S 98k wA|
)& IN-CSE(720) el Al &a18kt), 2 AE#3(710c)S AE#1(710a)9] LA o o&] A E L (o: AE#1)d] #HH
=28 g A8},

S713 HACA], IN-CSE(720)= =1 #&] 113 AL B olHlE 7|55 93 24 A& Fdedt. FAHO=,
IN-CSE(720)= AE#3(710c)°l o3 @4 ¥ s2(e: HAM(REIRIEVE))S T, FqE & g RS
273, olE 8, IN-CSE(720)+= 24d 52 #dd A9 2 52o] 27 gAAAE #dsta, 21 F
BE AAs, AAE A Il 2o ARE AZE = o),

7S Faste] Aot ne} gol, 2 Y o] F8&E 4 QIth. F, AE#2(710b)9] 23] 21
o whe}, AE#1(710a)o] ol&f MAE 2ol thdk AE#3(730c)e] o] #aEy =1 AR} 7|2E F

i)

_T_F.

2

o}

AA] ool wheh, =2 #E] AFY <logMgtRulel>w= 22 #e] o] Ao] el 2l&] IN-CSE(720) ol A<
ATk, olwl, logMgtRule Aol A|F= = Qvt. Aol AFE wf, 21 #e ojZgAolde A4 =1 7]
=55 A7) A% Ads AT = Aok S, <logStoragel>o] AAEHE & vk, B AAl oof & A
(use case)ollA, <logMgtRulel>2, logStorage SEZHE7} <logMgtRulel> AL FAE HZIF{JEZE,
"logFormat' SJEZHEZ} 'AZH(time); & (originator); &2 (operation);EF (target); Al (status)' & 24
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