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(57) ABSTRACT 

In one embodiment, a computer-implemented method 
includes obtaining incident data related to a plurality of serv 
ers, including a first server. Configuration data is obtained for 
each of the plurality of servers. The configuration data 
includes information about a set of one or more configuration 
items of the first server. A predictive modeler is trained to 
predict incident characteristics, based at least in part on the 
incident data and the configuration data. A modification is 
selected to the set of configuration items of the first server. 
Predicted incident characteristics of the first server are simu 
lated, by a computer processor, based on the selected modi 
fications. It is recommended that the selected modifications 
be made to the first server if predetermined criteria are met by 
the simulation. 
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1. 

SYSTEMI RECOMMENDATIONS BASED ON 
INCIDENT ANALYSIS 

BACKGROUND 

Various embodiments of this disclosure relate to configu 
ration, performance, and incident analysis and, more particu 
larly, to making system modifications based on these analy 
SCS. 

Decisions about modifying server configurations are gen 
erally made manually, based on simple business rules. For 
example, when a system is not behaving as desired, it is 
standard to perform an operating system upgrade or to Swap 
out current hardware with newer hardware. 

Regardless of how system change determinations are 
made, if a system is experiencing issues, an incident ticket 
may be issued, either manually or automatically. The Infor 
mation Technology Infrastructure Library (ITIL) defines an 
“incident as an unplanned interruption to an information 
technology (IT) service or a reduction in the Quality of an IT 
service, while a problem is a cause of one or more incidents. 
A ticket is a request that a system receive attention for the 
purpose of resolving some existing incident. Generally, a 
human being will need to assess each ticket, and as a result, 
ticket management may slow down the operation of a server 
or set of servers, some of which may not be able to continue 
processing work as intended without their tickets having been 
addressed. 

SUMMARY 

In one embodiment of this disclosure, a computer-imple 
mented method includes obtaining incident data related to a 
plurality of servers, including a first server. Configuration 
data is obtained for each of the plurality of servers. The 
configuration data includes information about a set of one or 
more configuration items of the first server. A predictive 
modeler is trained to predict incident characteristics, based at 
least in part on the incident data and the configuration data. A 
modification is selected to the set of configuration items of the 
first server. Predicted incident characteristics of the first 
server are simulated, by a computer processor, based on the 
selected modifications. It is recommended that the selected 
modifications be made to the first server if predetermined 
criteria are met by the simulation. 

In another embodiment, a system includes a standardizer, a 
predictive modeler, a feature selector, and a recommendation 
reporter. The standardizer is configured to obtain incident 
data related to a plurality of servers, including a first server, 
and to obtain configuration data for each of the plurality of 
servers. The configuration data includes information about a 
set of one or more configuration items of the first server. The 
predictive modeler is configured to predict incident charac 
teristics, based at least in part on training from the incident 
data and the configuration data. The feature selector is con 
figured to select a modification to the set of configuration 
items of the first server, where the predictive modeler is 
further configured to predict incident characteristics of the 
first server based on the selected modifications. The recom 
mendation reporter is configured to recommend that the 
selected modifications be made to the first server if predeter 
mined criteria are met by the simulation. 

In yet another embodiment, a computer program product 
includes a computer readable storage medium having com 
puter readable program code embodied thereon. The com 
puter readable program code is executable by a processor to 
perform a method. The method includes obtaining incident 
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2 
data related to a plurality of servers, including a first server. 
Further according to the method, configuration data is 
obtained for each of the plurality of servers. The configuration 
data includes information about a set of one or more configu 
ration items of the first server. A predictive modeler is trained 
to predict incident characteristics, based at least in part on the 
incident data and the configuration data. A modification is 
selected to the set of configuration items of the first server. 
Predicted incident characteristics of the first server are simu 
lated, based on the selected modifications. It is recommended 
that the selected modifications be made to the first server if 
predetermined criteria are met by the simulation. 

Additional features and advantages are realized through 
the techniques of the present invention. Other embodiments 
and aspects of the invention are described in detail herein and 
are considered a part of the claimed invention. For a better 
understanding of the invention with the advantages and the 
features, refer to the description and to the drawings. 

BRIEF DESCRIPTION OF THE SEVERAL 
VIEWS OF THE DRAWINGS 

The subject matter which is regarded as the invention is 
particularly pointed out and distinctly claimed in the claims at 
the conclusion of the specification. The forgoing and other 
features, and advantages of the invention are apparent from 
the following detailed description taken in conjunction with 
the accompanying drawings in which: 

FIG. 1 is a block diagram of an exemplary computing 
device for implementing aspects of a recommendation sys 
tem, according to some embodiments of this disclosure; 

FIG. 2 is a block diagram of a recommendation system, 
according to some embodiments of this disclosure; 

FIG. 3 is a graph illustrating exemplary improvements 
predicted from applying a set of one or more feature modifi 
cations to a server; and 

FIG. 4 is a flow diagram of a method for making server 
modification recommendations, according to Some embodi 
ments of this disclosure. 

DETAILED DESCRIPTION 

Embodiments of this disclosure include recommendation 
systems configured to recommend server modifications based 
on historical server configuration, performance, and incident 
data. As an improvement over existing incident analysis sys 
tems, and as an improvement over existing method for deter 
mining server modifications, the recommendation system 
may use incident data, Such as in the form of tickets, to make 
system modification recommendations that can reduce future 
ticket issuance. 

FIG. 1 illustrates a block diagram of a computer system 
100 for use in implementing a recommendation system or 
method according to Some embodiments. The recommenda 
tion systems and methods described herein may be imple 
mented in hardware, software (e.g., firmware), or a combina 
tion thereof. In an exemplary embodiment, the methods 
described may be implemented, at least in part, in hardware 
and may be part of the microprocessor of a special or general 
purpose computer system 100. Such as a personal computer, 
workstation, minicomputer, or mainframe computer. 

In an exemplary embodiment, as shown in FIG. 1, the 
computer system 100 includes a processor 105, memory 110 
coupled to a memory controller 115, and one or more input 
devices 145 and/or output devices 140, such as peripherals, 
that are communicatively coupled via a local I/O controller 
135. These devices 140 and 145 may include, for example, a 
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printer, a scanner, a microphone, and the like. A conventional 
keyboard 150 and mouse 155 may be coupled to the I/O 
controller 135. The I/O controller 135 may be, for example, 
one or more buses or other wired or wireless connections, as 
are known in the art. The I/O controller 135 may have addi 
tional elements, which are omitted for simplicity, Such as 
controllers, buffers (caches), drivers, repeaters, and receivers, 
to enable communications. 

The I/O devices 140, 145 may further include devices that 
communicate both inputs and outputs, for instance disk and 
tape storage, a network interface card (NIC) or modulator/ 
demodulator (for accessing other files, devices, systems, or a 
network), a radio frequency (RF) or other transceiver, a tele 
phonic interface, a bridge, a router, and the like. 
The processor 105 is a hardware device for executing hard 

ware instructions or software, particularly those stored in 
memory 110. The processor 105 may be any custom made or 
commercially available processor, a central processing unit 
(CPU), an auxiliary processor among several processors 
associated with the computer system 100, a semiconductor 
based microprocessor (in the form of a microchip or chip set), 
a macroprocessor, or other device for executing instructions. 
The processor 105 includes a cache 170, which may include, 
but is not limited to, an instruction cache to speed up execut 
able instruction fetch, a data cache to speed up data fetch and 
store, and a translation lookaside buffer (TLB) used to speed 
up virtual-to-physical address translation for both executable 
instructions and data. The cache 170 may be organized as a 
hierarchy of more cache levels (L1, L2, etc.). 

The memory 110 may include any one or combinations of 
Volatile memory elements (e.g., random access memory, 
RAM, such as DRAM, SRAM, SDRAM, etc.) and nonvola 
tile memory elements (e.g., ROM, erasable programmable 
read only memory (EPROM), electronically erasable pro 
grammable read only memory (EEPROM), programmable 
read only memory (PROM), tape, compact disc read only 
memory (CD-ROM), disk, diskette, cartridge, cassette or the 
like, etc.). Moreover, the memory 110 may incorporate elec 
tronic, magnetic, optical, or other types of storage media. 
Note that the memory 110 may have a distributed architec 
ture, where various components are situated remote from one 
another but may be accessed by the processor 105. 
The instructions in memory 110 may include one or more 

separate programs, each of which comprises an ordered list 
ing of executable instructions for implementing logical func 
tions. In the example of FIG.1, the instructions in the memory 
110 include a suitable operating system (OS) 111. The oper 
ating system 111 essentially may control the execution of 
other computer programs and provides scheduling, input 
output control, file and data management, memory manage 
ment, and communication control and related services. 

Additional data, including, for example, instructions for 
the processor 105 or other retrievable information, may be 
stored in storage 120, which may be a storage device Such as 
a hard disk drive or solid state drive. The stored instructions in 
memory 110 or in storage 120 may include those enabling the 
processor to execute one or more aspects of the recommen 
dation systems and methods of this disclosure. 
The computer system 100 may further include a display 

controller 125 coupled to a display 130. In an exemplary 
embodiment, the computer system 100 may further include a 
network interface 160 for coupling to a network 165. The 
network 165 may be an IP-based network for communication 
between the computer system 100 and any external server, 
client and the like via a broadband connection. The network 
165 transmits and receives data between the computer system 
100 and external systems. In an exemplary embodiment, the 
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4 
network 165 may be a managed IP network administered by 
a service provider. The network 165 may be implemented in 
a wireless fashion, e.g., using wireless protocols and tech 
nologies, such as WiFi, WiMax, etc. The network 165 may 
also be a packet-switched network Such as a local area net 
work, wide area network, metropolitan area network, the 
Internet, or other similar type of network environment. The 
network 165 may be a fixed wireless network, a wireless local 
area network (LAN), a wireless wide area network (WAN) a 
personal area network (PAN), a virtual private network 
(VPN), intranet or other suitable network system and may 
include equipment for receiving and transmitting signals. 

Recommendation systems and methods according to this 
disclosure may be embodied, in whole or in part, in computer 
program products or in computer systems 100. Such as that 
illustrated in FIG. 1. 

FIG. 2 is a block diagram of a recommendation system 200, 
according to some embodiments of this disclosure. The rec 
ommendation system 200 may receive information from data 
Sources containing information related to multiple servers. 
Based in part on configuration data, performance data, inci 
dent data, or a combination thereof within this information, 
the recommendation system 200 may make recommenda 
tions about changes to the various servers. 
As shown in FIG. 2, some embodiments of the recommen 

dation system 200 may include one or more of a standardizer 
210, a primary database 220, a matcher 230, a feature extrac 
tor 240, a predictive modeler 250, a feature selector 255, a 
recommendation simulator 260, and a recommendation 
reporter 270, which may each include hardware, software, or 
a combination of hardware and Software. Although the stan 
dardizer 210, primary database 220, matcher 230, feature 
extractor 240, predictive modeler 250, feature selector 255, 
recommendation simulator 260, and recommendation 
reporter 270 are depicted and described herein as being dis 
tinct components, this need not be the case. Such distinction 
is made for illustrative purposes only. Rather, these aspects of 
the recommendation system 200 may share hardware, soft 
ware, or both, and may be further divided as needed depen 
dent on specific implementations. 
One or more of these aspects of the recommendation sys 

tem 200 may be embodied, in whole or in part, in a computer 
system 100 such as that shown in FIG.1. Additionally, the one 
or more servers may each be a computer system 100 Such as 
that shown in FIG. 1. 
The standardizer 210 may receive data from various 

sources, which data may be related to tickets or other incident 
data, and may standardize that data to a format that can be 
maintained by the primary database 220 and read and ana 
lyzed by other aspects of the recommendation system 200. In 
Some embodiments, the data sources from which the stan 
dardizer 210 received data may include, for example, a ticket 
database 280, a configuration items database 285, a monitor 
ing database 290, and one or more account databases 295. It 
will be understood that the term “database, as used herein, 
need not be limited to a relational database, but may instead 
refer to various organizational structures for maintaining 
data. 
The ticket database 280 may include incident details, such 

as details of the problems for which tickets were issued. As 
used herein with respect to various embodiments of this dis 
closure, the term “incident may refer to an incident under the 
ITIL's definition, or may more broadly refer to a problem 
experienced by a computer system. For each issued ticket, 
these incident details may include, for example, an identifier 
(e.g., IP address, MAC address, alias) of the server for which 
the ticket was issued, a category of the problem leading to the 
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ticket, the specific problem at issue, narrative details entered 
by a user regarding the problem, failure class, severity, 
assigned team, ticket generation mechanism, ticket genera 
tion time, resolution time, and resolution result. The configu 
ration items database 285 may include data about the various 
servers for which recommendations may be made by the 
recommendation system 200. This data may include server 
details. Such as hardware specifications, current operating 
systems, user applications, enterprise applications, virtual 
machine usage and configuration, age, size, performance, 
utilization, environment, functions, service management sys 
tem, location, and prior feature modifications. The monitor 
ing database 290 may include information about actual opera 
tion of the servers, which data may be obtained through 
monitoring the servers. While monitoring, performance data 
may be collected for each of the plurality of servers and stored 
in the monitoring database 290. Thus, the performance data in 
the monitoring database may include information about 
resource utilization of each server, Such as, for example, 
processor, storage, and memory utilization, as well as infor 
mation about the types of jobs processed by the various serv 
ers. The account database 295 may include notes about vari 
ous client accounts related to the servers. In general, the 
recommendation system 200 may service one or more client 
accounts, where each account is associated with one or more 
server owned or used by the associated client. The informa 
tion in the account database 295 may include, for example, 
information about the client accounts, specific client prefer 
ences, and notes taken by IT representatives related to the 
accounts and their various associated servers. 
The standardizer 210 may have access to the ticket data 

base 280, the configuration items database 285, the monitor 
ing database 290, the account database 295, or other data 
sources. The standardizer 210 may receive the various data 
from these data sources and translate it into a standard format 
so that it may be more efficiently processed by other aspects 
of the recommendation system 200. After the data from these 
data sources is standardized, it may be placed as records into 
the primary database 220. The primary database 220 may 
maintain data related to, for example, the various tickets 
issued, server configurations, server monitoring, account 
details, and other data gleaned from the data sources accessed 
by the standardizer 210. 

The matcher 230 may be in communication with the pri 
mary database 220, and may match related records found in 
the data sources and drawn into the primary database 220. For 
instance, the matcher 230 may determine that a first ticket 
identified in the ticket database 280 is related to a specific 
server for which configuration details were drawn from the 
configuration items database 285, and whose monitoring 
details were drawn from the monitoring database 290. 
Accordingly, the matcher 230 may draw relationships across 
records from data received from the various data sources. 
The feature extractor 240 may extract model-relevant fea 

tures from the primary database 220. Determination of which 
features are model-relevant may be based on the implemen 
tation of the predictive modeler 250 being used. For instance, 
in some embodiments, the predictive modeler 250 may be 
based solely on hardware and operating systems, and in that 
case, the hardware and operating system specifications may 
be the model-relevant features that are extracted by the fea 
ture extractor 240. In general, features of a server may be 
deemed to be model-relevant if they are considered by the 
predictive modeler 250 during training and simulations. The 
model-relevant features may have originated from various 
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6 
ones of the data sources, such as from the configuration items 
database 285, where each configuration item may be used as 
a model-relevant feature. 

After the model-relevant features are extracted, the predic 
tive modeler 250 may use these extracted features fortraining 
The specific type of training used may be dependent on the 
implementation of the predictive modeler 250. In some 
embodiments, for example the predictive modeler 250 may 
use a random forest classifier, logistic regression model, neu 
ral network, classification tree, Support vector machine, or 
other mechanism for making determinations intelligently 
based on historical data training One of skill in the art will 
understand how to implement such a predictive modeler 250. 
The predictive modeler 250 may be trained to predict the 

quantity or severity, or both, of incidents of each model 
relevant feature. The training may be based on historic data 
related to, for example, configuration items (e.g., a hardware 
and software items of the servers), performance data, and 
incidents, which may be indicated by tickets. After training, 
the predictive modeler 250 may predict whether a configura 
tion item or other model-relevant feature is problematic or 
unproblematic according to predefined ticket thresholds for 
various ticket severities. In some embodiments, the ticket 
thresholds may vary across the different ticket severities, such 
that a lower threshold is used for more severe tickets. 
The predictive modeler 250 may draw correlations 

between incident data from the ticket database 280 and the 
model-relevant features of the various servers. In some 
embodiments, the predictive modeler 250 may be periodi 
cally or continuously trained as new data is received based on 
new tickets or server changes. 

For example, and not by way of limitation, the predictive 
modeler 250 may recognize that certain combinations of 
hardware and Software, or certain utilizations, often result in 
certain tickets being repeatedly issued across multiple serv 
ers. It will be understood that the types and scopes of corre 
lations that the predictive modeler 250 is capable of making 
may be based, at least in part, on the model-relevant features 
used as well as on the specific implementation of the predic 
tive modeler 250. 

After being trained, the predictive modeler 250 may be 
used to determine which server modifications, i.e., modifica 
tions to model-relevant features, may benefit the various serv 
ers. To this end, the feature selector 255 may select feature 
changes for the servers. The feature selector 255 may select 
potential features for one or more of the servers. Potential 
features for a server may be features that do not currently exist 
in that server but may potentially be incorporated into the 
server. For example, and not by way of limitation, potential 
features may include hardware extensions, hardware 
refreshes, operating system upgrades, or operating system 
refreshes. In some embodiments, the features being selected 
may be model-relevant features, which may be relevant to 
correlations drawn by the predictive modeler 250 during 
training These potential features may include, for example, 
hardware changes, software changes, or utilization changes. 
In some embodiments, feature selection may occur automati 
cally based on Standard protocols. For example, operating 
system upgrades and hardware upgrades may be selected as 
potential features for consideration. For another example, and 
not by way of limitation, a brute force method may be used 
where various hardware and Software changes are selected 
individually, or in combination, for consideration. In some 
other embodiments, however, manual intervention may be 
used to selected potential features for the servers. 

After a set of one or more potential features are selected for 
changing a server, the predictive modeler 250 may predict 
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how such feature modifications are likely to affect future 
tickets related to that server, or how the feature modifications 
may affect other aspects of server operation. 

After a set of one or more potential features are selected for 
a server, those features may be entered into the predictive 
modeler 250, which may output a simulation of the resulting 
server. The simulation may indicate, for example, informa 
tion about predicted ticketing related to the server after the 
selected potential features have been incorporated. This infor 
mation about predicted ticketing may include, for example, 
frequency of tickets, severity of tickets, or indications of 
ongoing issues the server would be likely to experience. In 
Some embodiments, multiple potential features or sets of 
potential features may be modeled and simulated for each 
server, or for each predefined group of servers that are likely 
to be modified together by their owner. Some or all results of 
the simulations may be written back to the primary database 
220 in some embodiments. Potential features leading to suf 
ficient improvement, based on the simulations, may be con 
Verted into actual recommendations. 
The recommendation reporter 270 may output feature 

modification recommendations based on results of the Vari 
ous simulations, where each recommendation includes a set 
of one or more potential features to be incorporated into a 
server. In some embodiments, a recommendation may be 
directed toward a single server or a set of related servers. It 
may be the case that a client having a large quantity of servers 
may not want to be bothered with different recommendations 
for each individual server. Thus, in some embodiments, the 
recommendation reporter 270 may provide group recommen 
dations. In a group recommendation, the recommendation 
reporter 270 may recommend one or more feature modifica 
tions for a set of servers deemed to be similar. For instance, 
the recommendation reporter 270 may suggest that all of a 
client's Windows 98 machines be upgraded to Windows 7. 
Such a recommendation may be made, for instance, if the 
recommendation simulator 260 found that Such an operating 
system upgrade would be worthwhile to some or all Windows 
98 Servers. 

FIG. 3 is a graph illustrating exemplary improvements 
predicted from applying a set of one or more feature modifi 
cations to a server, according to Some embodiments. The 
recommendation simulator 260 may output data of the type 
illustrated in this graph, where predicted improvements from 
various feature modifications are indicated. As shown, in this 
example, the predicted improvements may be applicable to 
the following modifications, where there is an associated 
predicted percentage improvement for each modification: 
operating system refresh, operating system and server refresh 
in combination, virtual machine per server reduction, disk 
capacity increase, operating system refresh and virtual 
machine reduction in combination, operating system refresh 
and disk capacity increase in combination, and overall 
improvement. 
The percentage or degree of predicted improvement may 

be measured in various ways. For instance, in Some embodi 
ments, each server may be considered problematic or non 
problematic, based on the quantity and severity of tickets 
being issued for that server. Predicted improvement may, in 
some embodiments, be expressed as a probability of how 
likely it is that a server may move from a problematic catego 
rization to a non-problematic categorization. Thus, a nine 
percent improvement from an operating system refresh, as 
shown in FIG. 3, may indicate a nine percent chance that an 
operating system refresh as a feature modification may move 
the server into the non-problematic state from the problem 
atic State. In some embodiments, a predetermined percentage 
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8 
or degree of improvement may be required before a feature 
modification, or set offeature modifications, is converted into 
a recommendation and output by the recommendation 
reporter 270. 

FIG. 4 is a flow diagram of a recommendation method 300, 
according to Some embodiments of this disclosure. As shown, 
at 410, various source data may be standardized and stored in 
a primary database 220. At block 420, records of the source 
data may be matched to one another. At block 430, one or 
more features may be extracted from data related to various 
servers. At block 440, a predictive modeler 250 may be 
trained based on the extracted features. At block 450, a set of 
one or more potential feature modifications may be selected 
for a first server. At block 460, the potential feature modifi 
cations may be simulated. At block 470, if the feature modi 
fications are predicted to provide sufficient improvement to 
the server, then Such modifications may be reported to an 
applicable client as server modification recommendations. 

Accordingly, due to various embodiments of the recom 
mendation system 200 and method 300, server modification 
recommendations may be made. If Such recommendations 
are applied by the various clients owning the servers, the 
quantity or severity of issued tickets may be reduced. As a 
result, human intervention may be required less frequently to 
handle ticket issues, and servers may run more efficiently. 
The terminology used herein is for the purpose of describ 

ing particular embodiments only and is not intended to be 
limiting of the invention. As used herein, the singular forms 
“a”, “an and “the are intended to include the plural forms as 
well, unless the context clearly indicates otherwise. It will be 
further understood that the terms “comprises” and/or “com 
prising,” when used in this specification, specify the presence 
of stated features, integers, steps, operations, elements, and/ 
or components, but do not preclude the presence or addition 
of one or more other features, integers, steps, operations, 
elements, components, and/or groups thereof. 
The corresponding structures, materials, acts, and equiva 

lents of all means or step plus function elements in the claims 
below are intended to include any structure, material, or act 
for performing the function in combination with other 
claimed elements as specifically claimed. The description of 
the present invention has been presented for purposes of 
illustration and description, but is not intended to be exhaus 
tive or limited to the invention in the form disclosed. Many 
modifications and variations will be apparent to those of 
ordinary skill in the art without departing from the scope and 
spirit of the invention. The embodiments were chosen and 
described in order to best explain the principles of the inven 
tion and the practical application, and to enable others of 
ordinary skill in the art to understand the invention for various 
embodiments with various modifications as are suited to the 
particular use contemplated. 

Further, as will be appreciated by one skilled in the art, 
aspects of the present invention may be embodied as a system, 
method, or computer program product. Accordingly, aspects 
of the present invention may take the form of an entirely 
hardware embodiment, an entirely software embodiment (in 
cluding firmware, resident software, micro-code, etc.) or an 
embodiment combining software and hardware aspects that 
may all generally be referred to herein as a “circuit,” “mod 
ule' or “system.” Furthermore, aspects of the present inven 
tion may take the form of a computer program product 
embodied in one or more computer readable medium(s) hav 
ing computer readable program code embodied thereon. 
Any combination of one or more computer readable medi 

um(s) may be utilized. The computer readable medium may 
be a computer readable signal medium or a computer read 
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able storage medium. A computer readable storage medium 
may be, for example, but not limited to, an electronic, mag 
netic, optical, electromagnetic, infrared, or semiconductor 
system, apparatus, or device, or any Suitable combination of 
the foregoing. More specific examples (a non-exhaustive list) 
of the computer readable storage medium would include the 
following: an electrical connection having one or more wires, 
a portable computer diskette, a hard disk, a random access 
memory (RAM), a read-only memory (ROM), an erasable 
programmable read-only memory (EPROM or Flash 
memory), an optical fiber, a portable compact disc read-only 
memory (CD-ROM), an optical storage device, a magnetic 
storage device, or any suitable combination of the foregoing. 
In the context of this document, a computer readable storage 
medium may be any tangible medium that can contain, or 
store a program for use by or in connection with an instruction 
execution system, apparatus, or device. 
A computer readable signal medium may include a propa 

gated data signal with computer readable program code 
embodied therein, for example, in baseband or as part of a 
carrier wave. Such a propagated signal may take any of a 
variety of forms, including, but not limited to, electro-mag 
netic, optical, or any Suitable combination thereof. A com 
puter readable signal medium may be any computer readable 
medium that is not a computer readable storage medium and 
that can communicate, propagate, or transport a program for 
use by or in connection with an instruction execution system, 
apparatus, or device. 

Program code embodied on a computer readable medium 
may be transmitted using any appropriate medium, including 
but not limited to wireless, wireline, optical fiber cable, radio 
frequency (RF), etc., or any suitable combination of the fore 
going. 

Computer program code for carrying out operations for 
aspects of the present invention may be written in any com 
bination of one or more programming languages, including 
an object oriented programming language such as Java, 
Smalltalk, C++ or the like and conventional procedural pro 
gramming languages, such as the “C” programming language 
or similar programming languages. The program code may 
execute entirely on the user's computer, partly on the user's 
computer, as a stand-alone software package, partly on the 
user's computer and partly on a remote computer or entirely 
on the remote computer or server. In the latter scenario, the 
remote computer may be connected to the user's computer 
through any type of network, including a local area network 
(LAN) or a wide area network (WAN), or the connection may 
be made to an external computer (for example, through the 
Internet using an Internet Service Provider). 

Aspects of the present invention are described above with 
reference to flowchart illustrations and/or block diagrams of 
methods, apparatus (systems) and computer program prod 
ucts according to embodiments of the invention. It will be 
understood that each block of the flowchart illustrations and/ 
or block diagrams, and combinations of blocks in the flow 
chart illustrations and/or block diagrams, can be imple 
mented by computer program instructions. These computer 
program instructions may be provided to a processor of a 
general purpose computer, special purpose computer, or other 
programmable data processing apparatus to produce a 
machine, such that the instructions, which execute via the 
processor of the computer or other programmable data pro 
cessing apparatus, create means for implementing the func 
tions/acts specified in the flowchart and/or block diagram 
block or blocks. 

These computer program instructions may also be stored in 
a computer readable medium that can direct a computer, other 
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10 
programmable data processing apparatus, or other devices to 
function in a particular manner, such that the instructions 
stored in the computer readable medium produce an article of 
manufacture including instructions which implement the 
function/act specified in the flowchart and/or block diagram 
block or blocks. 
The computer program instructions may also be loaded 

onto a computer, other programmable data processing appa 
ratus, or other devices to cause a series of operational steps to 
be performed on the computer, other programmable appara 
tus or other devices to produce a computer implemented 
process Such that the instructions which execute on the com 
puter or other programmable apparatus provide processes for 
implementing the functions/acts specified in the flowchart 
and/or block diagram block or blocks. 
The flowchart and block diagrams in the Figures illustrate 

the architecture, functionality, and operation of possible 
implementations of systems, methods, and computer pro 
gram products according to various embodiments of the 
present invention. In this regard, each block in the flowchart 
or block diagrams may represent a module, segment, or por 
tion of code, which comprises one or more executable 
instructions for implementing the specified logical func 
tion(s). It should also be noted that, in Some alternative imple 
mentations, the functions noted in the block may occur out of 
the order noted in the figures. For example, two blocks shown 
in Succession may, in fact, be executed Substantially concur 
rently, or the blocks may sometimes be executed in the reverse 
order, depending upon the functionality involved. It will also 
be noted that each block of the block diagrams and/or flow 
chart illustration, and combinations of blocks in the block 
diagrams and/or flowchart illustration, can be implemented 
by special purpose hardware-based systems that perform the 
specified functions or acts, or combinations of special pur 
pose hardware and computer instructions. 
The descriptions of the various embodiments of the present 

invention have been presented for purposes of illustration, but 
are not intended to be exhaustive or limited to the embodi 
ments disclosed. Many modifications and variations will be 
apparent to those of ordinary skill in the art without departing 
from the scope and spirit of the described embodiments. The 
terminology used herein was chosen to best explain the prin 
ciples of the embodiments, the practical application or tech 
nical improvement over technologies found in the market 
place, or to enable others of ordinary skill in the art to 
understand the embodiments disclosed herein. 
What is claimed is: 
1. A computer-implemented method, comprising: 
obtaining incident data for a server, 
obtaining configuration data for the server, wherein the 

configuration data includes information about data asso 
ciated with a set of one or more configuration items of 
the first-server; 

training a predictive modeler, based at least in part on the 
incident data and the configuration data, to predict inci 
dent characteristics of the server; 

selecting a modification to at least one configuration item 
in the set of configuration items; 

generating by a computer processor and using the trained 
predictive modeler, simulation data indicating one or 
more predicted incident characteristics of the server that 
are associated with the modification to the at least one 
configuration item; 

determining, based at least in part on the simulation data, a 
probability that the modification to the at least one con 
figuration item results in a change in a categorization of 
the server from a problematic categorization to a non 
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problematic categorization, wherein the categorization 
of the server is based at least in part on at least one of a 
quantity or a severity of incidents associated with the 
server; 

determining that the probability meets or exceeds a prede 
termined probability; and outputting recommendation 
data indicating that the modification to the at least one 
configuration item is to be made to the server. 

2. The method of claim 1, further comprising: 
obtaining performance data for the server, whereintraining 

the predictive modeler to predict the incident character 
istics is further based at least in part on the performance 
data. 

3. The method of claim 1, wherein the recommendation 
data is first recommendation data, the server is a first server, 
and the configuration data is first configuration data, the 
method further comprising: 

obtaining second configuration data for a second server, 
wherein the second configuration data includes data 
associated with the at least one configuration item; and 

outputting second recommendation data indicating that the 
modification to the at least one configuration item is to 
be made to the second server. 

4. The method of claim 1, wherein training the predictive 
modeler comprises utilizing at least one of a random forests 
model, a logistic regression model, a classification tree, a 
Support vector machine, or a neural network. 

5. The method of claim 1, wherein the data associated with 
the set of one or more configuration items comprises data 
associated with at least one of hardware specifications, user 
applications, enterprise applications, age, size, performance, 
utilization, environment, function, service management sys 
tem, location, or prior modifications to the server. 

6. The method of claim 1, wherein the incident data com 
prises at least one of an identifier of the server, data indicative 
of a category of an incident experienced by the server, a 
narrative description of the incident, data indicative of a fail 
ure class of the incident, data indicative of a severity of the 
incident, a time associated with occurrence of the incident, a 
time associated with resolution of the incident, or data indica 
tive of a resolution result for the incident. 

7. The method of claim 1, wherein the one or more con 
figuration items comprise a first configuration item and a 
second configuration item, and wherein training the predic 
tive modeler to predict incident characteristics of the server 
comprises training the predictive modeler to determine that a 
combination of the first configuration item and the second 
configuration item resulted in at least one incident of the 
incidents associated with the server and resulted in a respec 
tive at least one incident for each of one or more additional 
SWCS. 

8. A system comprising: 
a standardizer configured to obtain incident data for a 

server, wherein the configuration data includes informa 
tion about data associated with a set of one or more 
configuration items of the server; 

a feature selector configured to select a modification to at 
least one configuration item in the set of configuration 
items of the server; 

a predictive modeler configured to be trained based at least 
in part on the incident data and the configuration data to 
predict incident characteristics, wherein the trained pre 
dictive modeler is further configured to: 
generate simulation data indicating one or more pre 

dicted incident characteristics of the server that are 
associated with the modification to the at least one 
configuration item, 
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12 
determine, based at least in part on the simulation data, 

a probability that the modification to the at least one 
configuration item results in a change in a categoriza 
tion of the server from a problematic categorization to 
a non-problematic categorization, 

wherein the categorization of the server is based at least in 
part on at least one of a quantity or a severity of incidents 
associated with the server, and 

determine that the probability meets or exceeds a predeter 
mined probability; and 

a recommendation reporter configured to output recom 
mendation data indicating that the modification is to be 
made to the server. 

9. The system of claim 8, wherein the predictive modeler is 
configured to predict the incident characteristics further 
based at least in part on performance data for the server. 

10. The system of claim 8, wherein the recommendation 
data is first recommendation data, the server is a first server, 
and the configuration data is first configuration data, wherein 
the standardizer is further configured to obtain second con 
figuration data for a second server, the second configuration 
data including data associated with the at least one configu 
ration item, and wherein the recommendation reporter is fur 
ther configured to output second recommendation data indi 
cating that the modification to the at least one configuration 
item is to be made to the second server. 

11. The system of claim 8, wherein the predictive modeler 
is configured to be trained using at least one of a random 
forests model, a logistic regression model, a classification 
tree, a Support vector machine, or a neural network. 

12. The system of claim8, whereinthe data associated with 
the set of one or more configuration items comprises data 
associated with at least one of hardware specifications, user 
applications, enterprise applications, age, size, performance, 
utilization, environment, function, service management sys 
tem, location, or prior modifications to the server. 

13. The system of claim 8, wherein the incident data com 
prises at least one of an identifier of the server, data indicative 
of a category of an incident experienced by the server, a 
narrative description of the incident, data indicative of a fail 
ure class of the incident, data indicative of a severity of the 
incident, a time associated with occurrence of the incident, a 
time associated with resolution of the incident, or data indica 
tive of a resolution result for the incident. 

14. The system of claim 8, wherein the one or more con 
figuration items comprise a first configuration item and a 
second configuration item, and wherein the predictive mod 
eler is trained to determine that a combination of the first 
configuration item and the second configuration item resulted 
in at least one incident of the incidents associated with the 
server and resulted in a respective at least one incident for 
each of one or more additional servers. 

15. A computer program product comprising a non-transi 
tory computer readable storage medium having computer 
readable program code embodied thereon, the computer read 
able program code executable by a processor to perform a 
method comprising: 

obtaining incident data for a server, 
obtaining configuration data for the server, wherein the 

configuration data includes data associated with a set of 
one or more configuration items of the first-server, 

training a predictive modeler, based at least in part on the 
incident data and the configuration data, to predict inci 
dent characteristics of the server; 

selecting a modification to at least one configuration item 
in the set of configuration items; 
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generating, using the trained predictive modeler, simula 
tion data indicating one or more predicted incident char 
acteristics of the server that are associated with the 
modification to the at least one configuration item; 

determining, based at least in part on the simulation data, a 
probability that the modification to the at least one con 
figuration item results in a change in a categorization of 
the server from a problematic categorization to a non 
problematic categorization, wherein the categorization 
of the server is based at least in part on at least one of a 
quantity or severity of incidents associated with the 
server; 

determining that the probability meets or exceeds a prede 
termined probability; and outputting recommendation 
data indicating that the modification to the at least one 
configuration item is to be made to the server. 

16. The computer program product of claim 15, the method 
further comprising: 

obtaining performance data related for the server, wherein 
training the predictive modeler to predict the incident 
characteristics is further based at least in part on the 
performance data. 

17. The computer program product of claim 15, wherein 
the recommendation data is first recommendation data, the 
server is a first server, and the configuration data is first 
configuration data, the method further comprising: 

obtaining second configuration data for the second server, 
wherein the second configuration data includes data 
associated with the at least one configuration item; and 
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outputting second recommendation data indicating that the 

modification to the at least one configuration item is to 
be made to the second server. 

18. The computer program product of claim 15, wherein 
training the predictive modeler comprises utilizing at least 
one of a random forests model, a logistic regression model, a 
classification tree, a Support vector machine, or a neural net 
work. 

19. The computer program product of claim 15, wherein 
the incident data comprises at least one of an identifier of the 
server, data indicative of a category of an incident experi 
enced by the server, a narrative description of the incident, 
data indicative of a failure class of the incident, data indicative 
ofa severity of the incident, a time associated with occurrence 
of the incident, a time associated with resolution of the inci 
dent, or data indicative of a resolution result for the incident. 

20. The computer program product of claim 15, wherein 
the one or more configuration items comprise a first configu 
ration item and a second configuration item, and wherein 
training the predictive modeler to predict incident character 
istics of the server comprises training the predictive modeler 
to determine that a combination of the first configuration item 
and the second configuration item resulted in at least one 
incident of the incidents associated with the server and 
resulted in a respective at least one incident for each of one or 
more additional servers. 
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