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AN IMPROVED ALARM OPERATOR ASSIST METHOD AND
ASSEMBLY

TECHNICAL FIELD

The present invention concerns alarm systems for installations or “plants” that
involve multiple processes which require monitoring and supervision. Such
plants include refineries, reactors, chemical production plants, ships, airplanes,

submarines and facilities such as large hospitals and prisons.

RELATED APPLICATIONS

The present application claims priority from Australian provisional patent
application No. 2016903307 filed 19 August 2017, the content of which is hereby
incorporated in its entirety.

1.0 BACKGROUND ART

Any references to methods, apparatus or documents of the prior art are not to be
taken as constituting any evidence or admission that they formed, or form part of

the common general knowledge.

An Alarm System (AS) for a modern industrial process plant is often large and
complex: even medium scale refineries typically have thousands of alarms (Ref.
12). Designing and operating such alarm systems is a complicated task. Poor
alarm management costs the process industries in excess of $20 billion in
product loss annually, as well as multiple fatalities and environmental harm (Ref.
34).

AS design is also becoming increasingly important in industries such as
healthcare and transportation, as systems become larger and more complex
(Ref. 19). New methods are needed to improve the analysis and design of AS
(Ref. 21).
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The AS management standard ISA18 defines an alarm as “an audible and/or
visible means of indicating to the operator an equipment malfunction, process
deviation, or abnormal condition requiring a response’ (2). The main purpose of
an AS is to assist the plant operators to manage and control operational
anomalies, for safety and efficiency. Alarms originate from many of the plant’s
different systems, including the Basic Plant Control System (BPCS), Safety
Instrumented System (SIS), and equipment and component subsystem
controllers (Ref. 6). A human plant operator is expected to take an action in
response to the alarm, such as diverting flows or disabling equipment. The AS
helps the operator identify and handle abnormal situation and failure events
before they result in a trip or accident. As the number of alarms increases,

management of alarms becomes increasingly complicated.

The AS is responsible for measuring process or safety variables, comparing
them with the normal or safe conditions, and notifying the operator about the
alarm state, so that s/he can take corrective action to return to normal state (Ref.
2). The AS is a semi-automatic control system which demands operator’s
response within a specific timeframe in case of alarm activation (Ref. 14). The
safety and efficiency of the plant depends on the operator’s ability to make timely
and informed decisions, which is affected by the way alarm information is
presented to them (Ref. 38). Other important factors for the safe and efficient
running of the plant include operator workload, training and familiarity with the
process (Ref. 32). A poorly designed AS can confuse or mislead operators into
making poor decisions, which in turn can lead to product loss or accidents (Ref.
11). Good AS design is particularly important during abnormal situations, such as

when equipment fails.

AS design issues include alarm floods, nuisance alarms, and chattering alarms.
Alarm flood occurs when the rate of alarm activation is greater than the ability of
the operator to respond and manage them effectively (Ref. 7). Nuisance alarms
are alarms that occur excessively or unnecessarily and do not return to their
normal state. Chattering alarms occur when an alarm transits very quickly and
repeatedly between the alarm state and the normal state (Ref.24).
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Some of these issues can be resolved by improving the design process. For
example, precise definition of the alarm set-point and alarm offset, based on the
process condition can significantly decrease alarm chattering and nuisance
alarms (Ref.37). Resolving an alarm flood is more complex since it requires
evaluation of the alarms’ functionality in relation to each other, as well as
determining which alarms should be responded to with higher priority (Ref.27).
Analyzing all possible scenarios can be difficult in even a moderate-size plant,
and there is danger of inadvertently deleting or suppressing important alarms
(Ref.6). Tools and techniques are required to rationalize and evaluate alarms, to
maximize safety and maintain plant efficiency. New ways are needed of

displaying alarms to operators (Ref.20).

ISA 18.2 (Ref.2) defines the processes that should be carried out, in terms of an
alarm management lifecycle. Stauffer and others provided useful guidance for
integrating the ISA18.2 processes with the IEC 61511 safety lifecycle (Ref.35),
which in turn provides traceability of AS design requirements to system
documentation such as HAZOP and LOPA studies.

Alarm Rationalization and Justification stages of alarm lifecycle management are
concerned with checking exactly which of the potential alarms identified in the
Identification stage really are needed, and with documenting their motivation and
detailed requirements. Having too many alarms can be almost as bad as not
having enough, because nuisance alarms and — in the worst case — alarm floods,

can severely impact an operator’s ability to control the plant (Ref.9).

Alarm prioritization is an important part of alarm rationalization, concerned with
conveying the significance of alarms to the operator (Ref.13). If the operator does
not respond to the alarms according to their required-response timing and priority
level, an alarm flood may result, leading to loss of control of the plant (Ref.7).
According to EEMUA-191, ten alarms per ten minutes is about the limit of the
operator’s ability to handle alarms safety (Ref.12), so alarm prioritization is
desirable.
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Alarm prioritization is typically based on the severity of the consequences of not
responding to the alarm in a timely manner (Ref.28). This process is very time
consuming as each alarm must be evaluated individually, and it can be difficult to
compare alarms with different consequences, or even a single alarm with
different consequences. Moreover, this practice does not take account of the
likely relative effectiveness of protection layers in reducing incident risk (Ref.25,
26). For example alarms commonly are prioritized based on their severity by
using risk matrix in up to 3-4 categories as ISA 18.2 recommends (Ref.35), but
the problem here is that in each category there are still lots of alarms which
require a better resolution for the operation.

It is an object of the present invention to address one or more of the above
described problems.

2.0 SUMMARY OF THE INVENTION

According to a first aspect of the present invention, there is provided a method
for assisting a human operator to respond to alarm activations of a plurality of
alarms of a plant, the method including:

determining an alarm network model (ANM) for said plant in which the
alarms are identified as causally related nodes;

monitoring the alarms across an electronic data network with a
computational device to detect alarm activations;

operating the computational device to match alarm activations to
predetermined activation paths to failure (APTF) and action scenarios comprising
sequences of said nodes; and

presenting operator assistance information to said operator based on
matches between said monitored alarm activations and matched APTFs and

action scenarios.

The step of presenting operator assistance information to the human operator
may include displaying a directed graph diagram corresponding to the ANM.
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Preferably the method includes presenting recommended action information for
matched action scenarios to assist the operator to avert plant failures associated
with each APTF.

The method preferably includes dynamically prioritizing activated alarms and
presenting a list of the prioritized activated alarms to the human operator.

In one embodiment alarms corresponding to nodes of the ANM that are located
closest to incidents are categorized as being of highest priority for the operator to
address.

The step of dynamically prioritizing activated alarms may further include
identifying second-to-highest priority alarms as being alarms corresponding to
nodes with at least a predetermined number of outgoing links.

It is preferred that the step of presenting a list of the prioritized activated alarms
includes presenting the list ordered by a time-to-respond parameter whereby the

operator can readily determine which alarms require most urgent action.

The method may further include classifying alarms as corresponding to different
alarm systems of the plant. For example, the plant may include Safety
Instrumented System (SIS) alarms and Basic Plant Control System (BPCS)
alarms. Where the alarms are classified as corresponding to different alarm
systems the method preferably presents the diagram of the ANM to the operator

so that the different classification is visually apparent to the operator.

The method preferably includes presenting a piping and instrumentation diagram
(P&ID) of the plant to the operator in conjunction with a diagram of the ANM. For
example, the ANM may be overlaid on the P&ID or alternatively the P&ID and the
diagram of the ANM may be presented side by side.

It is preferred that the method includes updating the ANM in response to
commands from the operator. For example, the method may include updating the
ANM to remove redundant nodes or to add nodes.
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The method may further include storing more than one ANM of the plant wherein

different ANMs correspond to different operating states of the plant.

Preferably the method includes monitoring for alarms that are non-responsive to
operator action and indicating such alarms to the operator as being non-
responding nuisance alarms.

The method may include indicating potentially underway action scenarios to the
operator with an identification of a root cause alarm, possible consequences,
alarms to watch for that may indicate progress of undesired scenarios, root-

cause alarm pathways, and potential root-cause pathways.

It is preferable that the method includes identifying possibly-failed alarms to the

operator.

In some embodiments of the invention the method may include presenting
recommendations for alarms to be shelved to the operator.

According to a second aspect of the present invention there is provided an
assembly for assisting a human operator to respond to alarm activations of a
plurality of alarms of a plant, the assembly comprising:
a computer server in communication with the alarms via an electronic data
network the computer server being arranged to:
maintain a database including an alarm network model (ANM) for said plant
identifying the alarms as causally related nodes;
matching alarm activations to predetermined activation paths to
failure (APTF) and action scenarios comprising sequences of the nodes; and
present operator assistance information based on one or more
series of the APTFs and action scenarios matching the changes in states of the
alarms; and
a human-machine-interface (HMI) in data communication with the
computer server and arranged to display the operator assistance information to
the operator.
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In a preferred embodiment of the invention the computer server is arranged to
render the ANM for display by the HMI as a directed graph diagram including
nodes corresponding to the alarms and incidents, and directed links between the
nodes corresponding to the causal alarm relationships.

Preferably the computer server is further arranged to add or remove alarms to

the alarm network model in response to commands from the HMI.

BRIEF DESCRIPTION OF THE DRAWINGS

Preferred features, embodiments and variations of the invention may be
discerned from the following Detailed Description which provides sufficient
information for those skilled in the art to perform the invention. The Detailed
Description is not to be regarded as limiting the scope of the preceding Summary
of the Invention in any way. The Detailed Description will make reference to a

number of drawings as follows:

Figure 1. is an example of a prior art piping and instrumentation diagram
(P&ID) for a plant assembly including alarms associated with SIS
and BPCS.

Figure 2 is a block diagram of an operator alarm assist assembly according
to a preferred embodiment of the invention, shown in use.

Figure 3 is a diagram representing the Master Alarm Database that is
implemented by a server of the assembly of Figure 2.

Figure 4 is a diagram of an Alarm Network Model (ANM) that is stored in the
MADB of Figure 2 and which corresponds to the plant of the P&ID
of Figure 1.

Figure 5 is a flowchart of the steps of a method according to an aspect of the
present invention for developing an ANM.

Figure 6 is a flowchart of further steps of the method for developing the
ANM.
Figure 7 is a simple P&ID used for explaining the development of an ANM.

Figure 8 is a diagram of an ANM corresponding to the P&ID of Figure 7 and
wherein possible Activation Paths to Failure (APTF) are shown.
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Figure 9

Figure 10
Figure 11
Figure 12
Figure 13
Figure 14
Figure 15
Figure 16
Figure 17
Figure 18

Figure 18A

Figure 18B
Figure 18C

Figure 18D

Figure 18E

Figure 18F

Figure 18G

Figure 19A

Figure 19B

Figure 19C
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is a P&ID of a debutanizer used for explaining the development of a
more complex ANM.

is a first ANM based on the P&ID of Figure 9.

is a second ANM based on the P&ID of Figure 9.

is a flowchart of a process for alarm system implementation
according to an embodiment of the present invention.

is a flowchart of a process for alarm system change management
according to an embodiment of the present invention.

is a P&ID diagram of a prior art Isomerization Unit.

is an ANM for the Isomerization Unit (1U) of Figure 14.

is an alternative and less preferred ANM diagram of the
Isomerization Unit of Figure 14.

is a modified P&ID for the IU of Figure 14 with new alarms shown.

is an ANM for the modified U of Figure 17.

shows the ANM of Figure 18 with unique numbers associated with
each alarm node and an equivalent list of related node numbers.
illustrates an alarm activation sequence of the ANM of Figure 18A.
provides a legend for the alarm symbols and paths (links) that are
used in Figure 18D.

illustrates the state of the ANM of Figure 18B subsequent to
activations of particular alarms.

illustrates a state of the ANM of Figure 18B subsequent to
activation of a further alarm relative to Figure 18D.

illustrates a state of the ANM of Figure 18B subsequent to
activation of a further alarm relative to Figure 18E.

illustrates a state of the ANM of Figure 18B subsequent to
activation of a further alarm relative to Figure 18F.

illustrates a state of the ANM of Figure 18B subsequent to
activation of a further alarm relative to Figure 18G.

illustrates a state of the ANM of Figure 18B subsequent to
activation of a further alarm relative to Figure 19A.

presents the prototype results for the original AS design illustrated
in Figure 14.
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Figure 20 is a dashboard display generated on an HMI according an
embodiment of the present invention.

Figure 21 is a close up of a portion of the dashboard of Figure 20.

Figure 22  is an ANM corresponding to the ANM of Figure 19 but with alarm
activation order labelled.

Figures 22 to 27 are close ups of portions of the dashboard display of Figure 20.

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

Referring initially to Figure 1 there is shown a simplified piping and
instrumentation diagram (“P&ID”) 1 of an isomerization unit (IU), being a portion
of a prior art oil refinery. The raffinate splitter tower (RST) section of the IU is
designed to separate the aromatic components of the hydrocarbon liquid by
heating and distilling the liquid in a process loop. This process loop begins with
boiling the liquid and distilling it through trays located inside the RST. The
separation process is based on discrepancies between the boiling points of the
different components and the process iterates several times to enhance the
quality of the product. The blowdown drum is designed to relieve over-pressure
from the RST and then separate water from hydrocarbon (Ref. 1). At various
stages throughout the IU alarms are fitted relating to various process and
monitoring systems are installed. For example, in Figure 1 there are shown
alarms that relate to the IU’s safety instrumented system, i.e. SIS alarms 2 and
also alarms that relate to its Basic Plant Control System, i.e. BCPS alarms 4.
Other monitoring and supervisory systems may also be present such as a fire

and gas system (FGS) and programmable logic controller (PLC) system.

Referring now to Figure 2, the various alarms 2, 4 generate electrical signals
which may be remotely monitored at an operator Human Machine Interface (HMI)
6, which typically comprises a suitably programmed computer, across a
computer data network 8. In the example that is shown the network 8 is divided
into two portions 8a, 8b which are interconnected by an Object Linking and
Embedding (OLE) for Process Control (OPC) server 10. OLE for Process Control
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(OPC) is a series of standards specifications. The current OPC specifications
form a set of standard OLE/COM interface protocols based upon the functional
requirements of Microsoft Corp’s OLE/COM technology. Such technology defines
standard objects, methods and properties for servers, e.g. server 10, of real-time
information like distributed process systems, programmable logic controllers,
smart field devices and analyzers in order to communicate the information that
such servers contain to standard OLE/COM compliant technologies enabled
devices. The OPC Foundation is the body that maintains the standard.

The Operator HMI devices communicate with a data server across the computer
data network. The data server is programmed to implement and maintain a
Master Alarm Database (MADB) 14 as illustrated in Figure 3. The MADB stores
information about the alarm system of the plant including the location and
attributes 16 of each alarm and also information drawn from documents such as
operation manuals, safety manuals, alarm system philosophy statement, piping
and instrumentation diagrams and HAZOP/HAZID, LOPA/ SIL and CHAZOP

documents.

3. Alarm Network Modelling

MADB 14 also defines and updates an alarm network model (ANM) 18 for the
plant, which in the present case comprises an ANM for the plant 1 of Figure 1

that is being monitored.

3.1 The Alarm Network Model

Figure 4 presents a graphical representation of an ANM generated by server 12
and displayed on the HMI device 6 from the ANM model 18 that is stored in
MADB 14. The ANM consists of nodes (e.g. nodes 20a to 20e) and directed links
(e.g. links 22a to 22d) between the nodes. For simplicity in what follows the term
ANM is overloaded below, to refer to three different things: the network model; a
more detailed data model that will be described below, which also includes
labelled paths through the network; and analysis methods based on the model.
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Figure 5 presents a flowchart 500 that sets forth steps, according to a preferred
embodiment of the present invention for the development of an ANM drawn up
by a human analyst working through the process control logic of the plant. For
example the analyst may refer to the P&ID for guidance, identifying for each
alarm the circumstances that would cause that alarm to activate (e.g. out-of-
normal-range process conditions or equipment failures) and the likely
downstream consequences. Each time a new alarm is identified it gets added to
the ANM as a node.

A link is drawn from one node to another if it is possible that the conditions that
led to activation of the first alarm will be followed by conditions that lead to
activation of the second alarm, if the operator does not take the appropriate and
timely corrective action. For example, if the operator fails to respond to a high
temperature alarm in a reactor column in a timely manner, it is likely that the
pressure in the column will rise and eventually activate the high pressure alarm,
so a link would be drawn between these two alarms. Similarly, a link would be
drawn from an alarm indicating pump failure to a low-flow-rate alarm immediately
downstream from the pump. To avoid generating a spaghetti bowl of links, only
links corresponding to immediate sufficient causes should be included in the
ANM (Refs 16, 29).

The ANM is then extended with nodes and links corresponding to the safety logic
of the plant, as represented by the Safety Instrumented System (SIS), for
example using the PHA/HAZOP and LOPA as guidance (Ref. 33). Links are
drawn from the process variable alarms to the SIS alarms that would be
activated, if the operator did not respond in a timely manner. When the last alarm
before an incident (trip or accident) is reached, a node corresponding to the
incident is added, with a link from the alarm. In the case where failure of the trip
could lead to an accident, the accident type is noted as part of the node, for

reasons that will be explained below.

Ditfferent ANM models may need to be updated for different operating states of
the plant (running, start-up, scheduled shutdown, etc.) since typically the alarm
activation sequences will be different. For example, some alarms may be
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suppressed to avoid alarm floods during scheduled shutdown when the operator
is aware of the state of the plant, or when a particular piece of equipment is
disabled (Ref 21). Where the underlying alarm causation logic is unchanged,
such suppressed alarms will be included in the ANM model with an indication
they are suppressed, to save having to redevelop the ANM just for these cases.

With reference to the flowchart 600 of Figure 6, as part of ANM development the
analyst is required to identify and label particular sequences of nodes, called
Activation Paths to Failure (APTF), that correspond to patterns of alarm
activations that are likely to occur in a system failure scenario situation — typically
scenarios arising from particular initiating events, including equipment or process
failures, leading to a trip or accident. Hazard analysis artefacts such as Event
Trees and Fault Trees may be used as information sources. APTFs will normally
follow links through the ANM model.

The analyst is also required to identify and label particular subsequences of
APTFs as action scenarios, and nominate an associated operator action with
each. Action scenarios will be used to help the operator decide which is the most
appropriate action or actions to take when multiple alarms are activated
simultaneously. As will be explained below, this approach enables the context to
be taken into account when determining how to respond to an alarm: whereas

the traditional approach simply associates a single action with an alarm.

As will be explained, in use APTFs assist the operator to track the sequence of
failures which lead to major Trips/Incidents, and action scenarios assist the
operator in determining the most appropriate action to take. If the operator is able
to make a proper decision and take action at any alarm point the failure progress
can be stopped. In addition the alarm activation sequences are defined for minor
trips to provide an accurate guide for the operators.

In what follows, apart from the example of Figure 8, ANMs are drawn simply as
nodes and links without showing APTFs or action scenarios explicitly.
Nevertheless the APTFs and action scenarios of an ANM are stored as part of
the underlying data structure in the MADB 14. Each APTF is stored with a short
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description of the hazardous cases that gave rise to it and the severity of its
outcomes(s). Each action scenario is stored with a note of the appropriate
corrective action(s) and a timeframe within which the corrective actions should be
taken.

From a mathematical and computer science perspective the ANM may be
thought of as a directed graph. A mathematical formulation for an ANM, or more
strictly for an Alarm Network Diagram, being an ANM without inclusion of action
scenarios such as APTFs, is set out in Appendix A toward the end of this
specification. Once the analyst has constructed the ANM from the P&ID and
other sources describing the design of the plant, the ANM is then stored as an
electronic data structure in the MADB 14. The data structure may comprise
tables and relationships therebetween of a structured query language (SQL)
database. Alternatively, links could be stored against elements in the MADB as a
list of alarms and incidents that link from the given node: for example, nodes 20b
and 20d would be listed against node 20c from Figure 4.

Knowing which APTFs and action scenarios to explore and capture depends on
understanding the design of the plant and the different scenarios that might
eventuate during both normal and abnormal operation. ANM is a failure behavior-
based profile constructed on the causal relationship between failures and the
assigned alarms. By uncovering the patterns and their underlying association
(Ref 8) such as APTF the failure progress can be observed (Ref 29) and required

corrective decision must be implemented.

A medium-sized process unit would typically have of the order of 1000 process
alarms and 100 safety alarms, and say 1500 links and less than 50 APTFs in the
ANM model. Because ANM links are “local’, in the sense that they represent
direct causes, ANM models can be developed unit by unit; indeed, the ANM
network could easily be overlaid over the P&l Diagram sheets, with “transfer

links” between sheets. The method is scalable to large plants.

In one embodiment of the invention, to increase the clarity and to enhance the
visualisation of the ANM, the server is programmed so that nodes are displayed
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14

on the HMI as coloured according to the Layer of Protection (LOP) they come

from (Ref. 33), as follows:

Green (indicated as “grn”) for the process control layer, such as alarms from
the Basic Plant Control system (BPCS), the Distributed Control System
(DCS), PLCs and SCADA systems

Blue (indicated as “blu” or “Iblu”) for alarms from subsystem controllers, such
as pumps and communication subsystems

Orange (indicated as “org”) for alarms from the Safety Instrumented System
(SIS)

Red (indicated as “red”) for incidents, including trips and accidents

Black (indicated as “blk”) for alarms that are suppressed or disabled, for

example because the equipment they protect is disabled (Ref.21)

3.2. Simple worked example

To illustrate the ANM development process, consider the simple drum 24 shown

in Figure 7, used as a reservoir for storing a fluid between different process

cycles in a plant. The fluid is a mixture of liquid and vapor, and is supplied from a

boiler via a pump. The drum includes the following three transmitters as part of
the BPCS:

1. a flow transmitter on its upstream pipe which comprises a Flow Alarm High
(FAH) alarm 26 that activates if fluid inflow exceeds a given operational
threshold;

2. a pressure transmitter located on top of the drum comprising a Pressure
Alarm High (PAH) alarm 28, which activates if too much vapour builds up
within the drum; and

3. a level transmitter on the side of the drum comprising a Level Alarm High
(LAH) alarm 30, which activates if too much liquid accumulates within the

drum.

The drum also has two SIS-related transmitters installed:

1. a pressure transmitter comprising a Pressure Alarm High-High (PAHH)
alarm 32 which activates in the event that the pressure within the drum
exceeds a given safety threshold, and
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2. a level transmitter which comprises a Level Alarm High-High (LAHH)
alarm 34 that activates if the level within the drum exceeds a given safety
threshold.

Suppose hazard analysis yields the following three hazard cases:

HC 1. Drum overfill during normal operation due to a mismatch between the
inflow and outflow rates;

HC 2. Vapor leak due to the boiler at process start-up supplying a fluid mix with
significantly more vapor than usual, and at higher temperature;

HC 3. Drum overfill and/or vapor leak due to the pump at process start-up
supplying a fluid mix with significantly more liquid than usual, and at higher

temperature.

By working through the process cycle for the drum 24, system analysts identify
the following APTFs that would result in the different hazard cases, if the
operator does not take timely and appropriate action:

APTF-1. Drum overfill hazard (HC1): FAH — LAH — LAHH — Spill.

APTF-2. Hot fluid start-up hazard (HC2): FAH — LAH — PAH — PAHH — Leak.
APTF-3. Pump start-up hazard (HC3): Pump rate too high at start-up: FAH —
LAH — PAH — LAHH — Spill.

The following action scenarios would be identified:

AS-1. FAH — LAH — LAHH

Recommended action: Open drain valve and then if required, close the inlet
valve.

AS-2. LAH — PAH — PAHH

Recommended action: Open vent and then if required, close the inlet valve.

Note that action scenario AS-2 covers both APTF-1 and APTF-3.

Figure 8 depicts the ANM that results from the above analysis.
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3.3 ANM Generation: A More Complex Example

A more complex example of an ANM will now be explained with reference to
Figure 9, which is a P&ID diagram of a debutanizer plant 36 (Ref 3).

Figure 10 depicts the ANM model for the normal operating state of the
debutanizer plant of Figure 9. In Figure 10 the low-alarm and high-alarm
networks have been drawn separately for readability. In this example the FA-101
alarms (FAL-101, FALL-101) are included to protect pump P-100, hence the
“reflux pump damaged” node 1001 in the ANM model. It has been assumed that
in some phases of operation, having sufficient reflux is essential for operation of
the Debutanizer Tower (DT), and that if the reflux flow drops too low then the DT
will trip, hence the link from LALL-103 to DT trip 1007 (i.e. “Trip of Debutanizer
Tower”). There are links in both directions between PAHH-104 and LAHH-102
because the alarms could activate in either order, depending on the mixture of
vapor and liquid in the DT. It has also been assumed that the SIS high-high
alarms will trip the DT or Reflux Drum if an operator does not respond in a timely
manner. In keeping with the previously adopted convention the accident type is
included as part of the incident node for the trips.

The following are examples of APTFs for the debutanizer example ANM of
Figure 10:
APTF-1. Low feed flow scenario: FAL-102 — FALL-102 — LAL-102 — LALL-102
— trip DT.
APTF-2. Reboiler fails to heat fluid sufficiently: FAL-100 — FALL-100 —PAL-104
— PALL-104 — trip DT. APTF-3. Protect reflux pump: FAL-101 — FALL-101 —

reflux pump damaged.

ATPFs should also be developed for scenarios such as low flow in the reflux loop

and for various overfill/loverflow scenarios.

The following are examples of corresponding action scenarios:
AS-1: FAL-102 — FALL-102 — LAL-102 — LALL-102
Analyst recommended action: Increase feed flow.
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AS-2: FAL-100 — FALL-100 —PAL-104 — PALL-104
Analyst recommended action: Increase steam flow to reboiler.
AS-3: FAL-101 — FALL-101

Analyst recommended action: Shut down pump P-100.

Note that it may not be possible at design-time (or even perhaps in operation) to
determine the exact sequence in which alarms are likely to activate when
different process flow attributes are involved, such as whether LALL-103 or FAL-
101 will follow LAL-103, due to the range of different scenarios that could arise.
In such cases the convention that LL (/HH) alarms are listed immediately after
the corresponding L (/H) alarms has been adopted, for reasons that will be
explained below. There is no implication that all alarms in the sequence
necessarily activate: for example, activating in APTF-1 above if FAL-102 is not
acted on sufficiently promptly, the DT level may drop sufficiently low to trip the
DT, even without FALL-102. Nor will all alarms necessarily stay activated: for
example, activation of FALL-101 results in suppression of FAL-101 in (Ref.3).

Figure 11 illustrates the ANM model for the state where pump P-100 has been
disabled and the FA-101 alarms have been suppressed. Only the low-alarm
segment is shown, since the high-alarm segment is unchanged. The implicit link
from LAL-103 to LAL-102 has also been “suppressed” because the reflux loop is
effectively disabled.

4. Alarm System analysis using ANM
This section describes the support that ANM provides for the different stages of
the alarm management lifecycle (Ref 2).

4.1. Alarm identification

The alarm identification stage determines whether an alarm might be needed for
a particular process state or equipment failure, to mitigate risk. Figure 6 is a
flowchart of a process according to an embodiment of the present invention for a
human analyst to add and remove alarms to and from the Master Alarm
Database (MADB) and to ensure that there is a sufficient diversity of alarm types.
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ISA18.2 lists a number of useful techniques for identifying alarms, such as
working though the HAZOP (Hazard and Operability) and LOPA (Layer of
Protection Analysis) studies identifying potential alarms. Developing the ANM in
parallel provides a systematic way of capturing the alarms. APTFs provide an
alarm-focused complement to event trees: starting from initiating events such as
equipment failures/shut-downs and abnormal situations, the analyst can work
through the Layers of Protection identified in the event tree, checking that alarms

are present where operator actions are required.

For example, for the Drum example of Figure 7 and 8, a leak detection
subsystem and alarm should be added, as a protection measure between the
spill/leak hazards and an accident. Likewise, for the debutanizer example of
Figures 9-11, the three flow monitors (FA-100/101/102) should also have high
alarms defined, to protect against excess flows.

All APTFs should be checked to ensure they contain sufficient diversity of alarm
types. For example, according to Stauffer's independence principle (Ref 33),
alarms should not all come from the same protection layer, subsystem or
instrument. Similarly, to avoid common-cause process failures such as having a
gas in a pipe when a liquid was expected, the alarms in an APTF should relate to
different flow attributes, such as pressure, temperature, or level. For example, for
the debutanizer case study currently it might be wise to define an alarm for

pressure the reflux loop, in case the condenser fails and the line fills with vapour.

4.2. Alarm rationalization

The Alarm Rationalization and Justification stages of the alarm lifecycle
management are concerned with checking exactly which of the potential alarms
identified in the ldentification stage really are needed, and with documenting their
motivation and detailed requirements. Having too many alarms can be almost as
bad as not having enough, because nuisance alarms and — in the worst case —

alarm floods, can severely impact the operator’s ability to control the plant.
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During or after ANM development, alarm redundancy can be reviewed by
checking if there are any pairs of alarms in the same protection layer that share
the same out-links. This check is illustrated as decision box 603 in the flowchart
600 of Figure 6 for example. If so there may be unnecessary redundancy,
increasing the likelihood of alarm floods and one of them could be removed. The
ANM can thus provide support for systematic alarm rationalization, which can

otherwise be a costly and error-prone exercise.

Conversely, inadvertent alarm suppression has contributed to many accidents. In
the Deepwater Horizon oil spill disaster, which commenced on 20 April 2010 in
the Gulf of Mexico, a warning alarm outside the crew sleeping quarters was
apparently suppressed because nuisance alarms had often interfered with the
crews’ sleep (Ref 33). The alarm process diversity decision box of Figure 6
defines a step at which an analyst can review and then document or modify

redundancies.

4.2.1. Alarm prioritization

Alarm prioritization is an important part of alarm rationalization, concerned with
conveying the significance of alarms to the operator (Ref 13). If the operator does
not respond to the alarms according to their required-response timing and priority
level, an alarm flood may result, leading to loss of control of the plant (Ref 7).
According to EEMUA-191, ten alarms per ten minutes is about the limit of the
operator’s ability to handle alarms safety (Ref 12), so alarm prioritization is

critical.

Alarm prioritization is typically based on the severity of the consequences of not
responding to the alarm in a timely manner (Ref 28). This process is very time
consuming as each alarm must be evaluated individually, and it can be difficult to
compare alarms with different consequences, or even a single alarm with
different consequences. Moreover, this practice does not take account of the
likely relative effectiveness of protection layers in reducing incident risk (Refs 25,
26). For example alarms commonly are prioritized based on their severity by
using risk matrix in up to 3-4 categories as ISA 18.2 recommends (Ref 35), but
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the problem here is that in each category there are still lots of alarms which
require a better resolution for the operation.

Use of an ANM assists the prioritization process by presenting an overview of the
alarms and their relationships. From this overview it is quickly apparent which
nodes might be overloaded. Nodes with higher out-degree (i.e., a high number of
links leaving the node) can be expected to trigger more downstream alarms, and
thus possibly alarm floods, if they are not treated promptly. Such nodes should
be reviewed by the design team to decide whether additional alarms should be
defined, to avoid over-reliance on this alarm. For example, in the Debutanizer
example of Figures 9-11, LAHH-102 (the debutanizer tower high-high level
alarm) has many out-links and is clearly critical. By the time it is activated it might
be too late to control the process. A design team may thus decide it would be
better to add high-flow alarms on the feed lines.

Nodes with high in-degrees, i.e. nodes which receive many directed link ins, or
which are involved in many APTFs, should also be reviewed carefully, for similar
reasons. For example, LAL-102 is involved in all three APTFs in the debutanizer
case study, indicating that non-response has a high number of possible
outcomes. The ANM network model clearly indicates the central place of LAL-
102 in controlling the unit.

APTFs can also assist qualitative analysis of prioritization by indicating what
other alarms stand between the node of interest and hazardous incidents: alarms
with no or few intervening alarms should typically be given high priority. The
alarms with more links are candidate to have higher priority since they link
different APTFs which means the pattern of failure proceeding can be changed at
that points.

Lastly, ANM provides a systematic approach to dynamically prioritize the alarms,
by following the below rules on the ANM: the First category belongs to the alarms
in the ANM which are the closest to the incident which usually contains safety
alarms. The second category is for the alarms with the high number of the
outgoing links. In the case of failure to respond this type of alarms the failure can
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propagate and more alarm can be activated and consequently end in alarm flood.
The third category is for the alarms with more links since this type of alarms
connect more APTFs which can change the pattern of failure proceeding. The
fourth category is for the remained alarms on the APTFS to stop the route ended
to the miss/near miss conditions. The last category is for the remained alarms. At
each category alarms must be organized based on the sequence of activation on

the ANM to stop failures when they are initiated.

4.3. Detailed design and implementation

The alarms on each APTF in the ANM should be designed to avoid common-
cause equipment failures such as all the sensors or transmitters being deployed
on the same SCADA network, or using the same type of technology. For
example, since alarm node LAL-102 (shown in Figures 10, 11) plays such a
critical role in the debutanizer case study, it would be wise to put it on a different
network from the rest of the control layer. More generally, BPCS and SIS alarms
must be completely segregated (Ref 9). For alarms in the BPCS, it is
recommended that high and high-high alarms use different methods for
measuring process variables. For example, in the debutanizer tower, if a contact
sensor such as a displacer is used for the high level alarm, then a non-contact
sensor such as radar or differential pressure could be used for the high-high level

alarm.

4.4, Operator support

Figure 12 presents a flowchart 1200 for the processes that the server 12 (Figure
2) implements to provide a software tool that monitors the alarms, stores and
references the ANM and displays alarm information via a screen of HMI 6 (Figure
2) to provide useful complementary support to the plant operator, to aid situation
awareness. As will be described in more detail, in a preferred embodiment of the
invention the ANM network model is overlaid upon, or displayed side by side with
a P&ID of the plant, with activated and recently deactivated alarm nodes
highlighted. Results from the HAMMLAB study and others indicate that operators
prefer displays that integrate alarms into process monitoring formats (Ref 5).
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The server 12 (Figure 2) is programmed to match activated alarms against
APTFs and action scenarios and show a match if two or more of nodes are
activated. Server 12 then serves pages over computer data network 8 that are
displayed on screens of the HMI 6 to make the operator 7 aware of possible
downstream consequences, i.e. what potential plant failures are anticipated by
the APTFs, and to assist the operator with Cause-Consequence Analysis (CCA)
by identifying which scenario(s) could be underway, even if some of the alarms
have failed along the way. The object of the matching of the activated alarms
against APTFs and action scenarios is simply to identify APTFs that contain two

or more of the activated alarms.

An ANM based alarm alert system may offer a memory of failure management
about the activated, deactivated and responded alarms which provides better
understanding about the progress of an operational failure. The chain of APTFs
provide profiles of failures at different states of operation and so that the operator
is able to check the escalation of an accident (Ref 29). In addition, tracking the
failures in the ANM expands the ability of the operator to detect spurious alarms

(Ref 22) if there is not any activation of the related alarms in the ANM.

As an example, consider the debutanizer plant that was previously discussed
with reference to Figures 9 and 11. The appropriate corrective action for LAL-102
depends on the activation path to that point. The server 12 is programmed to
implement a pattern-matcher that determines which action scenario might be
underway and recommends the appropriate action to the operator, depending on
which alarms preceded LAL-102: increase the feed flow (AS-1); check the
reboiler and increase the flow of LP saturated steam (AS-2); or increase the flow
into the debutanizer from the reflux drum. This example clearly shows that in
general it is not enough to note a single corrective action against each alarm: the
context needs to be taken into account. Suitable formulation of action scenarios

can provide this context.
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4.5. Change management support

Figure 13 presents a flowchart 1300 for alarm system management according to

an embodiment of the present invention.

Failure to manage changes of the AS and poor documentation are two of the
major causes of incidents in AS lifecycle. ANSI/ISA 18.2 introduces 10 phases
for AS lifecycle and management of changes is one of the important phases
which has a great impact on AS performance (Ref 31). During operation,
changes in the AS are typically expensive. They also increase the risk of

incidents, as many incidents occur in the commissioning and start-up (Ref 18).

Therefore, the consequences of changes must be studied before they are
implemented. ANM can assist in this process by enabling the impact of the
changes to be checked in a systematic manner. The impact of the changes can
be checked by assessing how connectivity of the ANM would be affected when
certain alarms are removed, and by rerunning the previously described checks.

As previously discussed, separate ANM models may need to be developed for
different operating states of a plant. Where the change simply results in certain
alarms being disabled, such as when redundant equipment is taken offline, the
corresponding nodes in the ANM network can simply be struck out, as illustrated
in Figure 11. The ANM can quickly be rechecked to see that integrity checks

continue to apply.

ANM contains the failure behavior based profile of the operation (Ref 8). The
failure patterns can be varied in different states of the operation such as Full
operation, half operation or start-up; since process variable maybe varied from
the normal range of operation (e.g. different percentage of vapor and liquid
mixture or variable viscosity) can lead to unusual alarm sequence activation. In
the ANM, some APTFs are for normal operation and the others can be used for
the other states of operation to cover infrequent alarm sequences.
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5. Case Study: BP Texas City Refinery Explosion

This section illustrates hypothetical use of ANM on a well-known case study: the
2005 explosion in the isomerization unit of BP's Texas City refinery which
resulted in 15 deaths, 180 injuries and more than $1.5 billion financial damage.
Investigations revealed that AS failure was one of the major factors contributing
to the accident (Ref 23).

5.1. Background: The BP Texas City isomerization unit design

Figure 14 shows a simplified P&ID for the part of the process involved in the
accident, showing plant components, alarms and their location. The
Isomerization Unit (IU) 1400 was responsible for increasing the octane level of
the gasoline being processed. During process start-up, as a result of an
inaccurate level measurement by a level transmitter, the Raffinate Splitter Tower
(RST) was overfilled. Pressure relief devices opened as a safety measure, but
this in turn led to overfilling of the Blowdown Drum (BDD). Flammable liquid was
released into the air and sewer, which triggered the explosion and subsequent
fire (Refs 1, 17).

The raffinate splitter section of the IU 1400 was designed to separate the
aromatic components of the hydrocarbon liquid by heating and distilling the liquid
in a process loop. This process loop begins with boiling the liquid and distilling it
through the trays located inside the RST. The separation process is based on the
discrepancies between the boiling points of the different components and the
process iterates several times to enhance the quality of the product. The
blowdown drum is designed to relieve over-pressure from the RST and then
separate water from hydrocarbon (Ref 1).

5.2. ANM analysis of the original design

The ANM derived from Figure 14 is set out in Figure 15.

The main APTF which contains the incident is illustrated in the dashed links of
Figure 16, namely:

FAH-01> LAH-01> LAHH-03> PAH-01> LAH-07 > Blowdown Leak/Spill
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According to the accident report (Ref.1), the incident played out as follows, in

terms of alarm activation:

1.

The incident happened because of unintentional over feeding the RST and
failure of the level alarms (LAH and LAHH), so the operator failed to
control the level inside the RST, while the feeding and boiling were not

stopped.

. The RST high-level sensor failed, resulting in LAH-01 being deactivated

early. The high level alarm had been deactivated because the viscosity of
the Raffinate varied with temperature and consequently level

measurement contained error.

The high-high level alarm LAHH-02 also failed, because it was improperly
installed. The contact level switch was not a good selection since poor

installation and calibration can cause the detection failure.

The RST failed to trip, as a result. Also the process control and safety

system were not separated.

The high-pressure alarm PAH-01 activated due to liquid overflowing from
the RST, but the operator misdiagnosed the situation and opened a valve
that resulted in the liquid being diverted into the BDD.

The BDD high-level alarm LAH-05 failed. The level switch during
installation and calibration had been turned and failed to detect high level

point.

The BDD overfilled, which ultimately resulted in the explosion (Ref.10).

This incident shows the importance of the alarm system to interrupt the failures,

and how the failure can progress or hide in the system and without the proper

human intervention lead to an incident. Though, many factors contribute to this

incident, such as safety culture failure, outdated safety systems and cutting costs

which postponed the flare system integration (Refs 10, 15) but alarm system with

some modification with low cost was able to prevent the failure.
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5.3. Proposed design modification

Applying the ANM rules from sections 4.1-4.3 suggests adding 7 alarms to the

IU, underlined in the revised ANM model shown in Figure 18 which is an ANM for

the modified isomerization unit shown in the P&ID of Figure 17. The new links

are shown in light blue on the ANM of Figure 18.

The rationale for the new alarms is as follows:

1.

GDA-01: The rules from NFPA 72 (Ref 4) suggest adding a leak detector
to monitor level of release from BDD, to activate an emergency alarm

when the leak is higher than Lower Explosive Limit (LEL).

FAH-05: The BDD high-level alarm LAH-05 is critical and close to a
hazardous incident. The alarm identification rules in section 4.1 suggest
adding an alarm on the flow diversion from the RST to the BDD to detect
unusual amounts of liquid being diverted to the BDD.

TAH-06 and TAL-06: Temperature transmitter at the lowest tray of the
RST can be used to generate High/Low temperature alarms. High-
temperature alarm shows failure in temperature control and low
temperature alarm indicates that the liquid reached to the tray level which
demands discharge to the heavy raffinate tank and stop feeding.

TAH-01: The temperature transmitter at the highest tray of the RST can be
used for high temperature alarm which can be activated before high
pressure alarm and provide the opportunity for the operator to prevent

high pressure and its consequence release.

FAH-02: To provide a better monitoring of the net flow in the RST, a high
flow alarm is recommended to stop the reboiler pump when the RST high

level alarm is activated.

LAH-08: A high level alarm on the Reflux Drum is required to prevent
release from the Reflux Drum to the BDD. In case of LAH-08 activation
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then operator must transfer excess amount of the process fluid to the RST
(if the high level is not activated) or transfer to the light raffinate tank.

Also, the transmitter for the LAH-01 on the RST should be replaced with a
displacer or radar type, which does not depend on the change of raffinate
viscosity and for the LAHH-03 a level transmitter such as pressure is indicated

rather than a switch.

Figure 18A depicts an enhanced version of the ANM of Figure 18 wherein for
generality, numerals (shown encircled) have been used to identify nodes instead
of alarm labels. The advantage of doing so is that it is easy to add an interface to
read the labelling from the Master Alarm Database (MADB) 14 and return results
as alarm labels. Preferably the ANM links are added as a field in the AMDb so
that the alarm maps to an alarm (/ incident) list. Consequently results can be
returned as simple lists and readily integrated with a graphical user interface
(GUI) running on the Human Machine Interface (HMI) 6 (Fig 2).

Referring now to Figure 18A nodes in the prototype ANM can be numbered (in
circles as shown) and the links represented, and stored in MADB 14, by lists of

related nodes as follows:
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Figure 18B illustrates the alarm activation sequence (6), (7), 2, 21, 18, 23, 9, 5,
(8), 25

It is possible to make a Cause-consequence analysis in ANM as follows:

alarm X leads directly to incident [Y]

¢ Xlinks directly to an incident Y & is activated
root-cause path: [A B C]

® There is a path of activated alarms Ato Bto C
potential root-cause path:[A B C D E] if
C failed

® There is a path of activated alarms with one non-activated (possibly failed)
alarm

alarm X then Y may lead to incident [Y Z]
¢ X has activated; Y has not
® Y is the first node on the path from X to incidents Y, Z

® Y is put on a watch-list

An example of the above is as follows:

-

alarm seguence = [2 21 18 23 @ 5 25]

Activated alarms immedistely before incidents:

1: alarm 25 leads directly to incident [28]
ropt-cause paths:

1z [2s5]

potential root-cause paths:

1:  [21 18 5 8 25] if B failed
Cause-Consequence Analysis of frontier alarms:
1: alarm 2 then & may lead to incident [27]

root-cause paths:
1: [2]
; glarm 5 then 8 may lead o incident [27]
rogt-cause paths:
1: [21 18 §]
potential root-cause paths:
1v [2 8 8] if 6 failed
2:  [23 7 5] if 7 failed
3: alarm 23 then 7 may lead to incident [27]
root-cause paths:
1 [23]

fak
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Figure 18C sets out the legend for the alarm symbols and paths that are used in
Figure 18D which illustrates the prototypes results after activation of FAH-02 and

TAH-01. The cause consequence analysis is as follows:

alarm sequenge = [2 21}
suppressible = [}
possibly fallsd = [}
Cause-Consequence Analysis of frontier
1. alarw 2 then § may Eea\ to incid
raot-cause paths:
1 [z}
21 alarm 21 then 18 may lead to incident [37 38]
root-cause paths:
1; {Eij

Figure 18E shows a subsequent stage after activation of alarm PAH-01. The

cause consequence analysis is as follows:

possibly failed = [8)
Cause-Lonsequence Analysis of frontier alarms:
1: alarm 2 then & may lead to incident [27 28)

[2]

alarm 18 then S may lead to incident [27 28]
~ause paths:

21 18]

rapt-cause paths:

} & 18] if & failed

alarm *8 then & may lsad to incldent [27 28]
root-cause paths:

1 [21 18]

potential root-cause paths:

10 {2 8 18] if § failed

s

P2

503
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Figure 18F shows a subsequent stage after activation of alarm TAL-06. The

cause consequence analysis at this stage is as follows:
alarm seguencs T2 21 18 23}
suprressible
possibly failed = [6 7
Cauze-{onseguence Anal

=

-
i

| %

vsis of Frontisr glarms

10 slarm 2 then & wmay Z‘ad o dncident [37 2
roct-oayse paths
1z {23
2: alarm 18 then § may lead to incident {37
root-cause paths:
1 {21 18}
potential rcwt-aaxwe paths:
1 {2 6 18} if & fa*l¥¢
2 {23 7 18] if 7 failed
2 alarg 18 then & wmay lead to incident {27
root-cause paths:
v {21 18]
potential root-cause paths:
1: 2 8 18] if & fazleé
2 {23 7 18] ¥ 7 failed
4: alarm 22 then 7 may lsad to ineldent {237
ropt-causes paths:
0 {23}

Figure 18G shows a subsequent stage after activation of alarm LAH-08.

Soreh *.7

o5 i

o3
Danad

1

)
«

The

5 cause consequence analysis at this stage is as follows:
alarm ssquence = [23 21 18 233 8}
suppressible = [18]
possibly failed = [§ 7]
Causs-Conseguence Analysis of Frontier alarms:
I: alarm 2 then & may lesad to incidsnt [27 28]
root~cause paths:
33 {33
2: alars 9 then 5 may lsad to incident {27 28]
ragt-cause paths:
i: {21 3% 9}
putential rodtscause paths:
i: {2 & 18 8] 4iF¥ 5 failed
& [23 7 18 3] if 7 falled
37 alars 18 then 5 sey lead to incident {27 28]
soat-Tause pathan
13 {31 i8]
potentisl rogt-sause paths:
b {2 5 18] i & failed
2 {23 7 18] if 7 failed
S0 alarwm 23 then 7 may lsad to incident {27 28]
root-cause paths:
13 {233
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Figure 19A shows a subsequent stage after activation of alarm FAH-05. The
cause consequence analysis at this stage is as follows:

3958

a2
p |

alarm sequence = {2 21 18
suppressible = {2 18]
possibly failed = [& 7]
Cause~Consequence Analysis of frontier alarms:
13 alarm 2 then & may lead to incidsnt [27]
rogt~cause paths:

1 2]

alarm 5 then B may lead to incidesnt [37
root- aavve ?Ethﬁi

s
£
o
Fus
)

Knnsd

& b] 6 %axle&

5 Figure 19B shows a subsequent stage after activation of alarm GDA-01. The

cause consequence analysis at this stage is as follows:

[

alarm segquence = ¥ 21 18 23 8 5 25}

supprassible = {[{% 18]

possibly Failed = [6 7 &)

Sctivated alarms iswmedistely before incidents:

1: alarm 25 leads directly to ingident {[28]
rogt-cause paths:

AN {253

potertial Fﬁut cauyse paths:

i {21 18 5 8 25] if 8§ failed
Cause-Consequence Analysis of frontisr alarms:

¥3

1v alarm 2 then & may lsad to ingident {27]
raot-cauze paths:
1 {23

2: aslarm 5 then & may lsad to incident [27]
rapt-cause paths:

1 {zz 18 5]

potential root-cause paths:
i: f2 6 5] if & failed

21 {23 7 5] i¥ 7 failed

3: slarwm 23 then 7 wmay lead to incident [27}
robt-csuse paths:
1 [221
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Referring now to Figure 19C, the prototype results for the original AS design,
illustrated in Figure 16, can now be viewed as

o

I - &
2oy & 32

4 -> 18

& -3 F IR
7 o~ & 18 37
g -x 28

8 ~» 11 12
13 = 27

S o+ 18 13
iz -5 25
34 o~ 18
5 - &

16 «» 37
17 - &

8 ~-» 8

2@ o~ 27

25 - 7

284 > B

alarm ssquence = [18]
suppressible = []
possibly failed = [}

Lause-Lanseguence Analysis
ad

10 alarm 18 then 8 may ls
ropt-cause paths:
1y [18]

of frontisr alsrms:
o incident [28]
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A side by side comparison of the original AS design with the Modified AS design
is set out in Table 1.

Oviginal A design
larm seguance = [3 2% 18 23 @ 5 25}
. NPRE S 1 a8 = ;'\9 ‘?,‘7“
alarm sequence = [1§] 5Up; eeuabl S s
£ possibly failed = [8 7 8]

suppressible = [ Y
oonibly failed o 11 &ctivated slarms ismediately before wcmm‘t;.
poesiniy o Ry . . . 1: alarm 25 leads dirsctly to incident [23])
Cause-Consequence Analysis of Frontier alarms: PooT-cauLs paths:
. N . R . . o~ AR .
1v alarp 18 then 8 mey lead to incident [2R) 1 1251

h T N .

ropt-cause paths! potentiasl root-cause paths:

1o [i8] i: [21 1% % B & 28]

Lause-Conseguence &nalysis of frontier alarms:
1y alsrm 2 then & may lead to ingig
roct-cause paths:
1 2]
s alarm 5 then & mav lead to incident [37]
roct-cause paths:
t: {21 38 2 58]
©oalars 22 then 7 osay lead to dncldent [27]
root-cause paths:
31 {223

5]

(7%

Table 1 side by side comparison of the original AS design with the Modified AS design
5.4. Operator support using ANM
The server 12 of Figure 2 is programmed to display a graphical representation of
the ANM on HMI device 6 beside a typical P&ID to assist the operator to track
the activated and currently deactivated alarms, to discover that a chain of failures
are following which pattern of activation.

Recosrumended Sction Wrong alarm response in
rcident

| Failed to stop fee i
stop the Feed Punsp or | discharge the RST, because of
charge the BST | fevel alarm os BST bad been

F&H-01 » LAH-01 » LAHH-O3 » Toip /RAT
| Spilt

(]

s

4+

¢ des

top the Fead Parap ang

ol

voiler

FAHOT > EAH-O1 2 EAHH-OT = PAHOE >
5 FAH-0S: LAH- 07> GDADT »Blawdous
L Deeddill

'::ihvge o Slagp Tank

: Sewer was g WORE

ot Stop the Feed Pump

B © action. Uperator falled the
nd Rebotler ;

© teack of fallures to interrapt
| theincident,

Table 2: Alarm Actlvatlon Sequence and Operator Action
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Action scenarios: each alarm activation sequence shows different pattern of
failures which maybe require different operator action, Table 2 shows the

recommended action for different alarm activation sequences.

ANM provides the opportunity to dynamically prioritize the alarms, by following
the rules mentioned on the ANM, the new prioritization is defined for the operator
as shown in Table 3.

T \-—'N.

Table 3: Dynamic Alarm Prioritization
Category 1, contains alarms which are close to the trip/incident condition and
typically include Safety alarms which are the most severe and urgent alarms.
Second category, include alarms which propagate failures. Failing to respond
LAH-01 in this model concludes more alarm activation. In third category, alarms
with more links are considered since they connect to more APTFs. Such as FAH-
05 which merges 3-4 APTFs to one, or PAH-01 connects 3 APTFs to 2 APTFs.
Fourth category is for the alarms are on the APTFs and are not mentioned in the
previous categories. The last category is for the alarms which are not mentioned

in the previous categories.

As can be seen the new APTF for the main path to failure has more variety type
of alarms which reduce the dependency to process variable changes.

0 Original AS: FAH-01> LAH-01> LAHH-03> PAH-01> LAH-07 > Blowdown
Leak/Spill

0 Modified AS: FAH-01 > LAH-01 > LAHH-03 > PAH-01> FAH-05> LAH-07>
GDA-01 > Blowdown Leak/Spill

Indeed safety of the alarm system in the modified AS of Figure 19C is increased
since it has 7 interrupt points compares to the five in the original system. There is
a trade-off between the number of alarms on the APTFs (which demand more
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attention of the operators) and the safety level of the AS. ANM provides the
opportunity to make a compromise.

The ANM of Figure 18 corresponds to the case where new alarms have been
added to the plant as previously described. The ANM of Figure 19A is
supplemented with an indication of alarm activation, such as might occur at a
particular time in plant operation. Seven alarms have activated (indicated by a
small red or yellow solid triangle). The alarm indicated by a small red hollow
triangle is shown as having possibly failed. The three alarms with yellow triangles
are alarms which can be shelved by the operator. The three alarms with a small
red hollow diamond are put on a watch list, to alert the operator that — should the
alarm subsequently activate — that an APTF may be progressing towards an

incident.

The following action scenarios are potentially underway (consecutive nodes in
the action scenario are activated); the activated alarms are shown in bold. The
action scenario numbering in Table 4 is taken from Table 2.

Action Scenario . APTF Description Recommended Action

Overfill leading to splitter Stop the Feed Pump or

. FAH-01 > LAH-01 > LAHH- |
2 FAH-01 > LAH-01 > LAHH-03 trip i discharge the RST

¢ Stop the Feed Pump and :
3 FAH-01 > LAH-01 > PAH-01 : :

leading to release Reboiler
FAH-01 > LAH-01 > LAHH-03 > PAH- overheated splitter Discharge to Slop Tank
5 01> LAH-07 . leading to release of spill and Stop the Feed Pump .
5 from Blowdown Drum and Reboiler :
Table 4

The following action scenario 6 of Table 5 is possibly underway (non-consecutive
nodes in the action scenario are activated, with the intervening node presumed to

have failed):

Action Scenario Description Recommended Action

Overheated Splitter Reduce Reboiler Heating

6 | TAH-06 > TAH-01 > PAH-01
Temperature /Stop

Table 5
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Figure 20 is a screen shot of a “dashboard” page 2000 that is served by server
12 and displayed on a display of HMI 6 to operator 7. The dashboard screen
provides the operator with information about many aspects of the AS

simultaneously.

Figure 21 is a close up of a portion 2100, labelled “Dynamic Alarm Prioritisation”
of the dashboard page 2000. The Dynamic Alarm Prioritisation screen portion
2100 shows the activated alarms in order of dynamic priority and is useful for the
operator to quickly understand what actions must be taken urgently and how
much time is likely to be available to act in order to avert incident escalation.

In Figure 22 there is shown a version of the ANM 2201, which is displayed in a
top right hand portion 2200 of the dashboard screen 2000 of Figure 20, wherein
the activated alarms are shown with a number in black, for ease of reference in
what follows. (These labels would not appear on the actual screen.) The number

indicates temporal ordering of activation (1 = earliest).

Figure 23 is a close up of a portion 2300 of the dashboard 2000 of Figure 20,
which is labelled “APTFs and Action Scenarios”. In the APTFs and Action
Scenarios portion of the dashboard the activated alarms are listed, organised by
the action scenario(s) in which they appear. The recommended action is shown
on the right most column. Isolated alarms (i.e. those not joined to any other
activated alarms) are indicated by a closed folder symbol and simply have their
recommended action, e.g. “Reduce boiler temperature” listed. If they do not
deactivate in response to the operator action, the operator can note them as a
non-responding alarm, indicated by a “prohibited” symbol, and shelve them.

Referring again to Figure 23, potentially underway action scenarios are indicated
by an open folder symbol with the root cause (i.e. the earliest activated alarm in
an APTF — earliest in the sense that no alarm that links to it is activated, e.g.

“LAH-01") identified in the leftmost column adjacent the open folder symbol.

With reference to Figure 25, a “Watch List” is provided on the dashboard, by
which the server brings to the operator’s attention currently non-activated alarms
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that should be monitored, in case they turn into more serious situations. These
alarms are indicated by hollow red diamonds in Figure 19. The Watch List
indicates the possible consequences and number of alarms between the
currently activated alarm and the consequence.

The server may also be programmed to list the possibly underway action
scenarios, in a similar manner to the potentially underway action scenarios, but

with the missing alarm indicated.

The server may also be programmed so that the alarms between root cause and
frontier nodes listed in the “APTFs and Action Scenarios” view can be selected
by the operator as candidates for shelving. Shelved alarms get suppressed from
the other views (e.g. the “Dynamic Alarm Prioritisation” view). Shelving such
alarms allows the operator to focus on the more important alarms. Figure 26

shows the shelvable alarms and the activated alarms they link to.

Appendix A
Z specification for ANM
The following specifies the Alarm Network Diagram (AND) and its associated

functions only (i.e., it does not cover the action scenarios aspect of ANM).

1 The basic network model

1.1 Types
There are two basic types: Ald for alarm IDs and //d for incident IDs.
Nodes can be alarms or incidents:

Node := alarm(Ald) | incident(Ild)

1.2 AND state model
The AND state of a system consists of a finite set of nodes (nodes), directed
links between node s (succ) and a set of activated alarms (active):

_ AND

nodes © F Node

T PO O [ e 2
L FHHEEN ANV 8 Tani suon) & 8 L nodes

active e alwrm{e} € nodes

¥ nodes e i & suse{n}
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We have modelled links using a “successor relation” here (i.e., a mapping succ
from nodes to the set of nodes joined directly to them by out-links) but other

representations are possible.

The invariants say:

1. the network is closed: i.e., all links start and end at nodes

already in the network

2. all activated alarms (or at least, all of the activated alarms that

we're interested in) arenodes in the network
3. there are no self-links

Note that incidents can have out-links.

1.3 Definitions

We write g~ & U alarms o links to alarm &

‘ g b= gloral{ly © sueclalormial}

It follows from the invariant above that — (e ~ a}, for all alary
We overload ~+ to also apply to Iinks from alarn to incidents:

‘ _me Al & H

‘ @ i = dneident (i} € suce{elarmia))
An alarm path is a non-empty sequence of linked alarms:

‘ APath : Fiseq, Ald}

‘ APath = {5 rseny AILIVWG 02 e e sy — 1) s{j3}

1.4 Functions

The SuppressibleAlarms function returns activated alarms that lie between

(different) activated alarms:
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‘ SuppressibleAlorns 1 F Al

-

‘ SuppressibleAlerms 2= {b 2 active | a0 active s o £ 0 A a~s b A b-n 0}

The PossiblyFailedAlarms function returns non-activated alarms that lie
between (different) activated alarms.

‘ FossiblyFaded Alprms 1 F AN

‘ PassiblyFadeddlorms = {b: A\ active | Jo. 0 active g £ 2 A ane B A boa o)

5 The LastAlarms function returns activated alarms that link to incidents, and the

incidents:

‘ FPastAlorms « Ald « I1d

‘ LastAlorms = {{a,2) s Ald 7 Hd | o € active &g~ i}

The FrontierAlarms function returns activated alarms that have non-activated

SUCCESSOrs:

‘ Frontierdiarms - F 414

‘ Frontierdlarms = {a € active | 3h 1 AId Y aotive & g~ b}

10

Note that frontier alarms may appear on the SuppressibleAlarms list.

The ConsequenceAnalysis function looks through all paths from activated
nodes through to incidents, and returns the frontier node, the next (i.e., not
activated) node, and the incident, in that order.

‘ Conseguencednalysis - AN x Ald x [{d)

Conseguencednolysis = Ha,n, Y 0 Ald w Ald « [Hd | v 2 aclive & g~ 1 A
1§, . \
15 3t APath e van{ O active = @ A head t = n Adast§ - 1}

Note that we don’t currently look beyond the first incident when following links
downstream, even though incidents can themselves have further

consequences.
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The Root Cause Analysis function RCA returns all paths of activated nodes
from a root node to a given activated node:

‘ ROA -« Ald « APath

‘ {f( ; — {&ﬁ. 3 I i!h. H .‘gl G L £ /= LR R AN Tan S o Qoteie A B 00 aaiiiie e f) N r"fl}ﬂ} 1".'}

Note that the current specification does not admit incidents as root causes.

The PotentialRCA function is similar to RCA, except that it allows one non-
activated alarm in the root-cause path (which will be one of the possibly failed

alarms):

‘ PotentialRCA AN » AL x AFPaih)

PotentialROCA = {{a, b s} AW 2 AId x APath | & & potive A
Ju,v: APath e s =4 7 {b} v A {a, v} 2 BOA A b~ head v A

e
fast v~ b oA {Instw, uy £ ROAY

2 Relationship to ANM prototype

The “suppressible” and “possibly failed” functions in the HMI return the results of the
SuppressibleAlarms and PossiblyFailedAlarms functions explained above.

The “Cause-Consequence Analysis of frontier alarms” function in the HMI goes
through each of the frontier alarms in turn, using the ConsequenceAnalysis function
above to note the frontier node, the next node (the “then” node) and a list of the
possible incidents that could result. It then uses the RCA and PotentialRCA functions
to list the shortest root-cause paths and potential root-cause paths (if any) to the
frontier node.

The “Activated alarms immediately before incidents” function in the HMI is similar, but
analyses alarms that are linked directly to incidents.
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In compliance with the statute, the invention has been described in language
more or less specific to structural or methodical features. The term “comprises”
and its variations, such as “comprising” and “comprised of” is used throughout in
an inclusive sense and not to the exclusion of any additional features. It is to be
understood that the invention is not limited to specific features shown or
described since the means herein described herein comprises preferred forms of
putting the invention into effect. The invention is, therefore, claimed in any of its
forms or modifications within the proper scope of the appended claims
appropriately interpreted by those skilled in the art.

Features, integers, characteristics, compounds, chemical moieties or groups
described in conjunction with a particular aspect, embodiment or example of the
invention are to be understood to be applicable to any other aspect, embodiment

or example described herein unless incompatible therewith.

Any embodiment of the invention is meant to be illustrative only and is not meant
to be limiting to the invention. Therefore, it should be appreciated that various
other changes and modifications can be made to any embodiment described
without departing from the spirit and scope of the invention.
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CLAIMS:

1. A method for assisting a human operator to respond to alarm
activations of a plurality of alarms of a plant, the method including:
determining an alarm network model (ANM) for said plant in which the
alarms are identified as causally related nodes and storing the ANM in an
electronic database;

monitoring the alarms across an electronic data network with a
computational device to detect alarm activations;

operating the computational device to match alarm activations to
predetermined activation paths to failure (APTF) and action scenarios
comprising sequences of said nodes of the ANM; and

presenting operator assistance information to said operator with a
human machine interface (HMI) under control of the computational device,
based on matches between said monitored alarm activations and matched
APTFs and action scenarios.

2. A method according to claim 1, wherein the step of presenting operator
assistance information to the human operator includes displaying a directed
graph diagram corresponding to the ANM.

3. A method according to claim 1, wherein recommended action
information for matched action scenarios is presented to assist the operator to
avert plant failures associated with each APTF.

4. A method according to any one of claims 1 to 3 including dynamically
prioritizing activated alarms and presenting a list of the prioritized activated

alarms to the human operator.

5. A method according to any one of claims 3 to 4, wherein alarms
corresponding to nodes of the ANM that are located closest to an incident are
categorized as being of highest priority for the operator to address.



WO 2018/032061 46 PCT/AU2017/050884

6. A method according to claim 5, including identifying second-to-highest
priority alarms as being alarms corresponding to nodes with at least a

predetermined number of outgoing links.

7. A method according to any one of claims 5 to 6, wherein the step of
presenting a list of the prioritized activated alarms includes presenting the list
ordered by a time-to-respond parameter whereby the operator can readily

determine which alarms require most urgent action.

8. A method according to any one of claims 1 to 7 including classifying

alarms as corresponding to different alarm systems of the plant.

9. A method according to claim 8, including presenting a diagram of the
ANM to the operator wherein different classifications of alarms are visually

apparent to the operator.

10. A method according to any one of claims 1 to 9 including presenting a
piping and instrumentation diagram (P&ID) of the plant to the operator in
conjunction with a diagram of the ANM.

11. A method according to any one of claims 1 to 10 including updating the
ANM in response to commands from the operator.

12. A method according to any one of claims 1 to 11 including storing more
than one ANM of the plant wherein different ANMs correspond to different

operating states of the plant.

13. A method according to any one of claims 1 to 12 including determining
alarms that are non-responsive to operator action and indicating such alarms

to the operator as being non-responding nuisance alarms.

14. A method according to any one of claims 1 to 13 including indicating
potentially underway action scenarios to the operator with an identification of a

root cause alarm.
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15. A method according to any one of claims 1 to 14 including identifying
failed alarms to the operator.

16. A method according to any one of claims 1 to 15 including presenting
recommendations for alarms to be shelved to the operator.

17. A method according to any one of the preceding claims including
numbering the nodes and storing the numbers in association with labels of the

alarms.

18. A method according to claim 17 including representing links of the ANM

on the HMI as lists of related nodes.

19.  An assembly for assisting a human operator to respond to alarm
activations of a plurality of alarms of a plant, the assembly comprising:
a computer server in communication with the alarms via an electronic
data network the computer server being arranged to:
maintain a database including an alarm network model (ANM)
for said plant identifying the alarms as causally related nodes;
match alarm activations to predetermined activation paths to
failure (APTF) and action scenarios comprising sequences of the
nodes; and
present operator assistance information based on one or more
series of the APTFs and action scenarios matching the changes in
states of the alarms; and
a human-machine-interface (HMI) in data communication with the
computer server and arranged to display the operator assistance information

to the operator.

20. An assembly according to claim 19, wherein the computer server is
arranged to render the ANM for display by the HMI as a directed graph
diagram including nodes corresponding to the alarms and directed links
between the nodes corresponding to the causal alarm relationships.
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21. An assembly according to claim 19, wherein the computer server is
arranged to associate a unique number with each node and to present all or

portions of the ANM as one or more lists of related nodes.

22.  An assembly according to claim 20 or claim 21, wherein the computer
server is further arranged to add or remove alarms to and from the alarm

network model (ANM) in response to commands from the HMI.
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