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(57) Abstract: Methods and systems for processing incoming data in real-time are described herein. The incoming data is processed
in real-time to generate data records that may be improved over time, for example, by automatically correcting inaccurate data in the

records. In some embodiments, when data is received, a real-time process is initially performed on the received data under a first time

constraint to produce first data for a data record. Subsequently, one or more non-real-time processes are then performed on the received
data under a second time constraint to produce second data for the data record. The second data may be used to update the data record,
for example, to correct any inaccuracy caused by the real-time process of the received data. Preferably, the second time constraint is
longer than the first time constraint.
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SELF-HEALING REAL-TIME DATA PROCESSING

BACKGROUND
[0001] The present specification generally relates to real-time processing of data to
generate data records for storage, and more specifically to providing a processing mechanism that

automatically corrects inaccuracies in data records, in various embodiments.

Related Art

[0002] Enterprise servers are often required to process data related to hundreds of
millions of events (e.g., login attempts, payment transactions, etc.) each day. The event data is
often required to be processed in real-time (e.g., with a short latency requirement, such as less
than one second) such that the servers can operate and/or react by relying on data that accurately
represents the current condition. Due to stringent timing requirements, high processing load, and
a variety of other reasons, such as data packet drops, unstable database performance for real time
processing, data writing conflicts that could not be resolved within a short latency requirement,
data corruption, etc., it is common that a typical enterprise server would fail to process one or
more events in real-time, and as a result, quality of the resulting data records suffer. To further
exacerbate the problem, if a real-time processing application of the enterprise server crashes or
the data storage runs out of memory while processing the event data in real-time, a portion of the
data might be lost and become unrecoverable. Thus, there is a need for improved real-time data

processing systems and methods.

SUMMARY

[0003] The present disclosure describes methods and systems for processing incoming
data in real-time to generate data records and automatically improving the quality of the
generated data records over time. In some embodiments, when data is received, a real-time
process is initially performed on the received data under a first time constraint to produce first
data for a data record. Subsequently, one or more non-real-time processes may then be
performed on the received data under a second time constraint to produce second data for the

data record. The second data may be used to update the data record, for example, to correct any
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inaccuracy caused by the real-time process of the received data. In various instances, the second
time constraint is longer (e.g. more relaxed) than the first time constraint.

[0004] Data for real-time processing may be any type of data, including event data
associated with one or more events. Examples of event data that may require an enterprise server
to process in real-time include log-in attempt data and transaction data such as payment
transaction data. These types of data may require real-time processing because of their time-
sensitive nature, as subsequent actions performed by the enterprise server may depend on the
previously occurred events. Note that “real-time” processing may generally refer, in various
embodiments, to rapid processing of data to meet a service level agreement (SLA) or other
specified short-term time constraint, which may be on the order of milliseconds, or seconds (e.g.
1, 5, 10) in various embodiments.

[0005] According to various embodiments of the disclosure, data generated by processing
received event data may be stored in a data structure that enables the non-real-time process to
correct any data inaccuracies in the generated data. An example of such a data structure is a
sliding window data structure. A sliding window data structure includes one or more data
buckets. Each data bucket includes multiple slots, where each slot corresponds to a distinct time
frame. In some of these embodiments, the received event data associated with the one or more
events includes timestamps that indicate when the one or more events occurred. When the event
data is received, the real-time process according to various embodiments of the disclosure derive
a data value from the event data and update the data in a slot corresponding to the timestamp of
the event data. Since the real-time process has to process the event data under a tight time
constraint, the slot that is being updated usually corresponds a time frame including a current
time. The tight time constraint under which the real-time process has to process the event data
may cause inaccurate data being written (or updated) into the slot.

[0006] As such, the same event data may also be processed by one or more non-real-time
processes under a more relaxed (longer) time constraint. In some embodiments, the one or more
non-real-time processes perform substantially identical operations as the real-time process. Due
to the longer time constraint, the data generated by a non-real-time process processing the event
data has a higher quality than the data generated by the real-time process in various embodiments.
In some embodiments, the data generated by the non-real-time process may be used to update

(e.g. correct) the data values in the corresponding slots in the sliding window data structure. In
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some embodiments, the non-real-time process may wait until the data value in a slot is matured
before updating and/or correcting the data value in the slot. The data value in the slot is matured
when the data value is no longer updatable by the real-time process because the corresponding
time frame of the slot is beyond the tight time constraint with respect to the current time.
Therefore, the non-real-time process that updates and/or corrects the data values ensures that
even though the initial data values generated by the real-time process may not be accurate, the
inaccuracies are corrected by the non-real-time process. Thus, the quality of the data records is

improved over time.

BRIEF DESCRIPTION OF THE FIGURES

[0007] FIG. 1 is a block diagram illustrating a system for self-correcting data records
generated from real-time processing of incoming data according to an embodiment of the present
disclosure;

[0008] FIG. 2 is a flowchart showing a method for self-correcting data records generated
from real-time processing of incoming data according to an embodiment of the present disclosure;
[0009] FIG. 3 illustrates an example data flow of a system for performing self-correction
of data records generated by real-time processing of incoming data according to an embodiments
of the present disclosure; and

[00010] FIGS. 4A-4F illustrate snapshots of event data within a sliding window data
structure at different time frames according to an embodiment of the present disclosure.

[00011] FIG. 5 is a block diagram of a system for implementing a device according to an
embodiment of the present disclosure.

[00012] Embodiments of the present disclosure and their advantages are best understood
by referring to the detailed description that follows. It should be appreciated that like reference
numerals are used to identify like elements illustrated in one or more of the figures, wherein
showings therein are for purposes of illustrating embodiments of the present disclosure and not

for purposes of limiting the same.

DETAILED DESCRIPTION
[00013] The present disclosure describes methods and systems for processing incoming

data in real-time to generate data records and automatically improving the quality of the
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generated data records over time. As mentioned above, when processing a large volume of data
in real-time with a short latency requirement, the quality of the resulting data records may suffer
due to various technical shortcomings. The disclosed methods and systems provide a self-
correction mechanism that automatically improves the quality of the resulting data records over
time, for example, by automatically correcting inaccurate data in the records, without impeding
the operations of the real-time data processing. Thus, the disclosed methods and systems
advantageously improve the quality of the resulting data records without reducing the
performance of the real-time processing operations on incoming data.

[00014] In some embodiments, when data (e.g., event data) is received, a real-time process
is initially performed on the received data under a first time constraint (e.g., one second, several
seconds, etc.) to produce first data for a data record. Subsequently, one or more non-real-time
processes may then be performed on the received data under a second time constraint (e.g., five
minutes, fifteen minutes, etc.) to produce second data for the data record. The second data may
be used to update the data record, for example, to correct any inaccuracy caused by the real-time
process of the received data. In various instances, the second time constraint is longer (e.g. more
relaxed) than the first time constraint.

[00015] Data for real-time processing may be any type of data, including event data
associated with one or more events. Examples of event data that may require an enterprise server
to process in real-time include data associated with transactional actions related to (e.g.,
performed on) one or more user accounts such as data associated with a login attempt with a user
account, data associated with a payment transaction with a user account, data associated with a
fund transfer transaction with a user account, data associated with a purchase of a good or service
using a user account. These types of data may require real-time processing (e.g., require
extremely short latency such as seconds or milliseconds, etc.) because of their time-sensitive
nature, as subsequent actions performed by the enterprise server may depend on the previously
occurred events (e.g., an event that occurred a second or a few seconds prior to the subsequent
action). Note that “real-time” processing may generally refer, in various embodiments, to rapid
processing of data to meet a service level agreement (SLA) or other specified short-term time
constraint, which may be on the order of milliseconds, or seconds (e.g. 1, 5, 10) in various
embodiments. For example, the enterprise server may implement a policy of locking a user

account after five consecutive failed log-in attempts. In this example, whether to grant access to
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the user account may depend on how many consecutive failed log-in attempts have occurred
prior to the present log-in attempt.

[00016] According to various embodiments of the disclosure, data generated by processing
received event data may be stored in a data structure that enables the non-real-time process to
correct any data inaccuracies in the generated data. An example of such a data structure is a
sliding window data structure. A sliding window data structure includes one or more data
buckets. Each data bucket includes multiple slots, where each slot corresponds to a distinct time
frame. In some of these embodiments, the received event data associated with the one or more
events includes timestamps that indicate when the one or more events occurred. When the event
data is received, the real-time process according to various embodiments of the disclosure derive
a data value from the event data and update the data in a slot corresponding to the timestamp of
the event data. In some embodiments, updating may include replacing an existing data in the slot
with the derived data value. In other embodiments, updating the data may include creating a new
data record for the received event data and inserting the derived data value in a slot of the newly
created data record. Since the real-time process has to process the event data under a tight time
constraint (e.g., within seconds), the slot that is being updated usually corresponds a time frame
including a current time. As discussed above, the tight time constraint under which the real-time
process has to process the event data may cause inaccurate data being written (or updated) into
the slot. For example, some event data may fail to be processed and/or data may fail to be
updated in the slots because of insufficient processing power to process the large volume of event
data within the tight time constraint, data writing conflicts that could not be resolved within the
tight time constraint, data storage instability, data corruption, or any other technical shortcoming.
[00017] As such, it has been contemplated that the same event data may also be processed
by one or more non-real-time processes under a more relaxed (longer) time constraint. In some
embodiments, the one or more non-real-time processes perform substantially identical operations
as the real-time process. Due to the longer time constraint, the data generated by a non-real-time
process processing the event data in various embodiments has a higher quality (e.g., more
accurate) than the data generated by the real-time process. In some embodiments, the data
generated by the non-real-time process may be used to update (e.g., correct) the data values in the
corresponding slots in the sliding window data structure. In some embodiments, the non-real-

time process may wait until the data value in a slot 1s matured before updating and/or correcting
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the data value in the slot. The data value in the slot is matured when the data value is no longer
updatable by the real-time process because the corresponding time frame of the slot is beyond the
tight time constraint with respect to the current time. Therefore, the non-real-time process that
updates and/or corrects the data values ensures that even though the initial data values generated
by the real-time process may not be accurate, the inaccuracies are corrected by the non-real-time
process. Thus, the quality of the data records is improved over time.

[00018] FIG. 1 shows one embodiment of a block diagram of a network-based system 100
adapted to perform self-correction of data records generated by real-time processing of data (e.g.,
event data) received over a network 160. As shown, system 100 may comprise or implement a
plurality of servers and/or software components that operate to perform various methodologies in
accordance with the described embodiments. Exemplary servers may include, for example,
stand-alone and enterprise-class servers operating a server OS such as a MICROSOFT® OS, a
UNIX® OS, a LINUX® OS, or other suitable server-based OS. It can be appreciated that the
servers illustrated in FIG. 1 may be deployed in other ways and that the operations performed
and/or the services provided by such servers may be combined or separated for a given
implementation and may be performed by a greater number or fewer number of servers. One or
more servers may be operated and/or maintained by the same or different entities.

[00019] As shown in FIG. 1, the system 100 includes a user device 112 (e.g., a smartphone,
a desktop computer, a laptop computer, a tablet, etc.), a merchant server 122, and a service
provider server 102 (e.g., a network server device) in communication over the network 160. The
network 160, in one embodiment, may be implemented as a single network or a combination of
multiple networks. For example, in various embodiments, the network 160 may include the
Internet and/or one or more intranets, landline networks, wireless networks, and/or other
appropriate types of communication networks. In another example, the network 160 may
comprise a wireless telecommunications network (e.g., cellular phone network) adapted to
communicate with other communication networks, such as the Internet.

[00020] The user device 120, in one embodiment, may be utilized by a user to interact
with the merchant server 122 and/or the service provider server 102 over the network 160. For
example, the user may use the user device 112 to log in to a user account to conduct account
services or conduct financial transactions (e.g., account transfers or payments) with the service

provider server 102. Similarly, a merchant associated with the merchant server 122 may use the
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merchant server 122 to log in to a merchant account to conduct account services or conduct
financial transactions (e.g., payment transactions) with the service provider server 102. The user
device 112, in various embodiments, may be implemented using any appropriate combination of
hardware and/or software configured for wired and/or wireless communication over the network
160. In various implementations, the user device 112 may include at least one of a wireless
cellular phone, wearable computing device, PC, laptop, etc.

[00021] The user device 112, in one embodiment, includes a user interface application 114,
which may be utilized by the user to conduct transactions (e.g., shopping, purchasing, bidding,
etc.) with the service provider server 102 over the network 160. In one aspect, purchase
expenses may be directly and/or automatically debited from an account related to the user via the
user interface application 114.

[00022] In one implementation, the user interface application 114 includes a software
program, such as a graphical user interface (GUI), executable by a processor that is configured to
interface and communicate with the service provider server 102 via the network 160. In another
implementation, the user interface application 114 includes a browser module that provides a
network interface to browse information available over the network 160. For example, the user
interface application 114 may be implemented, in part, as a web browser to view information
available over the network 160.

[00023] The user device 112, in various embodiments, may include other applications 116
as may be desired in one or more embodiments of the present disclosure to provide additional
features available to the user. In one example, such other applications 116 may include security
applications for implementing client-side security features, programmatic client applications for
interfacing with appropriate application programming interfaces (APIs) over the network 160,
and/or various other types of generally known programs and/or software applications. In still
other examples, the other applications 116 may interface with the user interface application 114
for improved efficiency and convenience.

[00024] The user device 112, in one embodiment, may include at least one user identifier
118, which may be implemented, for example, as operating system registry entries, cookies
associated with the user interface application 114, identifiers associated with hardware of the user
device 112 (e.g., a media control access (MAC) address), or various other appropriate identifiers.

The user identifier 118 may include one or more attributes related to the user of the user device
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112, such as personal information related to the user (e.g., one or more user names, passwords,
photograph images, biometric IDs, addresses, phone numbers, social security number, etc.) and
banking information and/or funding sources (e.g., one or more banking institutions, credit card
issuers, user account numbers, security data and information, etc.). In various implementations,
the user identifier 118 may be passed with a user login request to the service provider server 102
via the network 160, and the user identifier 118 may be used by the service provider server 102
to associate the user with a particular user account maintained by the service provider server 102.
[00025] In various implementations, the user is able to input data and information into an
input component (e.g., a keyboard) of the user device 112 to provide user information with a
transaction request, such as a fund transfer request. The user information may include user
identification information.

[00026] User device 112, in various embodiments, include a location component 120
configured to determine, track, monitor, and/or provide an instant geographical location of user
device 112. In one implementation, the geographical location may include GPS coordinates, zip-
code information, area-code information, street address information, and/or various other
generally known types of location information. In one example, the location information may be
directly entered into user device 112 by the user via a user input component, such as a keyboard,
touch display, and/or voice recognition microphone. In another example, the location
information may be automatically obtained and/or provided by the user device 112 via an internal
or external monitoring component that utilizes a global positioning system (GPS), which uses
satellite-based positioning, and/or assisted GPS (A-GPS), which uses cell tower information to
improve reliability and accuracy of GPS-based positioning. In other embodiments, the location
information may be automatically obtained without the use of GPS. In some instances, cell
signals or wireless signals are used. For example, location information may be obtained by
checking in using user device 112 via a check-in device at a location, such as a beacon. This
helps to save battery life and to allow for better indoor location where GPS typically does not
work.

[00027] Even though only one user device 112 is shown in Fig. 1, it has been
contemplated that one or more user devices (each similar to user device 112) may be
communicatively coupled with the service provider server 102 via the network 160 within the

system 100.
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[00028] The merchant servers 122, in various embodiments, may be maintained by a
business entity (or in some cases, by a partner of a business entity that processes transactions on
behalf of business entity). Examples of businesses entities include merchant sites, resource
information sites, utility sites, real estate management sites, social networking sites, etc., which
offer various items for purchase and process payments for the purchases. The merchant server
122 may include a merchant database 124 for identifying available items, which may be made
available to the user device 112 for viewing and purchase by the user.

[00029] The merchant server 122, in one embodiment, may include a marketplace
application 126, which may be configured to provide information over the network 160 to the
user interface application 114 of the user device 112. For example, the user of the user device
112 may interact with the marketplace application 124 through the user interface application 114
over the network 160 to search and view various items available for purchase in the merchant
database 124.

[00030] The merchant server 122, in one embodiment, may include at least one merchant
identifier 128, which may be included as part of the one or more items made available for
purchase so that, e.g., particular items are associated with the particular merchants. In one
implementation, the merchant identifier 128 may include one or more attributes and/or
parameters related to the merchant, such as business and banking information. The merchant
identifier 286 may include attributes related to the merchant server 122, such as identification
information (e.g., a serial number, a location address, GPS coordinates, a network identification
number, etc.).

[00031] A merchant may also use the merchant server 122 to communicate with the
service provider server 102 over network 160. For example, the merchant may use the merchant
server 122 to communicate with the service provider server 102 in the course of various services
offered by the service provider to a merchant, such as payment intermediary between customers
of the merchant and the merchant itself. For example, the merchant server 122 may use an
application programming interface (API) that allows it to offer sale of goods in which customers
are allowed to make payment through the service provider server 102, while the user may have
an account with the service provider server that allows the user to use the service provider server
102 for making payments to merchants that allow use of authentication, authorization, and

payment services of the service provider as a payment intermediary. The merchant may also

-



WO 2019/033397 PCT/CN2017/098075

have an account with the service provider server 102. Even though only one merchant server 122
is shown in Fig. 1, it has been contemplated that one or more merchant servers (each similar to
merchant server 122) may be communicatively coupled with the service provider server 102 via
the network 160 in the system 100.

[00032] The service provider server 102, in one embodiment, may be maintained by a
transaction processing entity or an online service provider, which may provide processing for
financial transactions and/or information transactions between the user of user device 112 and
one or more merchants. As such, the service provider server 102 includes a service application
108, which may be adapted to interact with the user device 112 and/or the merchant server 122
over the network 160 to facilitate the searching, selection, purchase, and/or payment of items by
the users from one or more merchants. In one example, the service provider server 102 may be
provided by PayPal®, Inc., eBay® of San Jose, California, USA, and/or one or more financial
institutions or a respective intermediary that may provide multiple point of sale devices at various
locations to facilitate transaction routings between merchants and, for example, financial
institutions.

[00033] The service application 108, in one embodiment, may include a payment
processing application (not shown) for processing purchases and/or payments for financial
transactions between a user and a merchant. In one implementation, the payment processing
application assists with resolving financial transactions through validation, delivery, and
settlement. As such, the service application 108 in conjunction with the payment processing
application settles indebtedness between a user and a merchant, wherein accounts may be directly
and/or automatically debited and/or credited of monetary funds in a manner as accepted by the
banking industry.

[00034] In various embodiments, the service processing application 108 also includes a
data processing module 104 for processing incoming data received via the network 160. As
discussed above, in the course of providing services to users and merchants, incoming data may
be received at the service provider server 102. The incoming data may include event data
associated with one or more events. For example, when a user logins (or attempts to login) to a
user account via the user device 112 over the network 160, event data associated with the login
event is received at the service provider server 102. In another example, a merchant may use the

merchant server 122 to request for a payment to be processed, and event data associated with the
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payment process request is received at the service provider server 102. The incoming data may
be serialized to form a stream of data to be processed by the service provider server 102. The
data processing module 104 is configured to then process the incoming data using the techniques
described herein according to various embodiments of the disclosure. While the data processing
module 104 is shown to be included within the service processing app 108, it has been
contemplated that a portion of or the entire data processing module 104 may alternatively be
implemented as a stand-alone component outside of the service processing app108.

[00035] The service provider server 102, in one embodiment, may be configured to
maintain one or more user accounts and merchant accounts in an account database 110, each of
which may include account information associated with one or more individual users (e.g., the
user associated with user device 112) and merchants. For example, account information may
include private financial information of users and merchants, such as one or more account
numbers, passwords, credit card information, banking information, digital wallets used, or other
types of financial information, which may be used to facilitate financial transactions between the
users and merchants. In certain embodiments, account information also includes user purchase
profile information such as account funding options and payment options associated with the user,
payment information, receipts, and other information collected in response to completed funding
and/or payment transactions.

[00036] User purchase profile information may be compiled or determined in any suitable
way. In some instances, some information is solicited when a user first registers with a service
provider. The information might include demographic information, a survey of purchase
interests, and/or a survey of past purchases. In other instances, information may be obtained
from other databases. In certain instances, information about the user and products purchased are
collected as the user shops and purchases various items.

[00037] In one implementation, a user may have identity attributes stored with the service
provider server 102, and the user may have credentials to authenticate or verify identity with the
service provider server 102. User attributes may include personal information, banking
information and/or funding sources. In various aspects, the user attributes may be passed to the
service provider server 102 as part of a login, search, selection, purchase, and/or payment request,
and the user attributes may be utilized by the service provider server 102 to associate the user

with one or more particular user accounts maintained by the service provider server 102.
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[00038] Referring now to FIG. 2, a process 200 for processing data is illustrated according
to an embodiment of the disclosure. In some embodiments, the process 200 may be performed
by the data processing module 104. As discussed above, in the course of providing services to
users and merchants, or any other entities that may interact with the service provider server 102,
the service provider server 102 may continuously receive incoming data (in block 205) from the
user device 112, the merchant device 122, and/or any other devices that communicate with the
service provider server 102 via the network 160. The incoming data may include event data
associated with one or more events, such as transactional actions related to a user account. For
example, when a user logins (or attempts to login) to a user account via the user device 112 over
the network 160, event data associated with the login event is received at the service provider
server 102. In another example, a merchant may use the merchant server 122 to request for a
payment to be processed, and event data associated with the payment process request is received
at the service provider server 102.

[00039] The incoming data from the various devices may be transmitted to the service
provider server 102 at different times. The incoming data may already include a timestamp that
indicates when the associated event occurs. Alternatively, if the incoming data does not have
timestamp information, the service provider server 102 may be configured to append a timestamp
indicating a time when the associated event occurs to the data. Furthermore, as data associated
with different events may be received continuously over time, the incoming data may be
serialized, for example, by the service provider server 102, to form a stream of serialized data to
be processed.

[00040] Referring to Fig. 3, which is a block diagram of a system 300 for processing event
data. The system 300 may be implemented by the data processing module 104 of the service
provider server 102. As shown, event data associated with one or more events from one or more
devices over a network may be serialized into a stream of event data and distributed to various
processes by a real-time event messaging bus 302. Via the real-time event messaging bus, the
event data may be distributed to different processing modules (such as real-time processing
module 304, near-real-time processing module 306, and offline batch processing module 306) for
processing the event data. For example, the real-time processing module 304 may process (in
block 210) the event data under a first time constraint. In some embodiments, the first time

constraint is a tight constraint that provides a small time window (e.g., a second, several seconds,

-12-



WO 2019/033397 PCT/CN2017/098075

etc.) within which to process the event data. In some embodiments, due to the first time
constraint, the real-time processing module 304 may first determine whether the received event
data has expired under the first time constraint (e.g., a time period indicated by the first time
constraint has passed based on a determined current time from a time indicated by the timestamp
of the event data). In other words, the real-time processing module 304 determines whether it is
too late for the real-time processing module 304 to process the event data. If it is determined that
the event data has expired, the real-time processing module 304 may disregard the event data,
and move on to process subsequent event data. On the other hand, if it is determined that the
event data has not expired, the real-time processing module 304 may process the event data as
described herein.

[00041] According to various embodiments of the disclosure, processing the event data
related to an event may include generating data for a data record associated with the event and
updating the data record with the generated data. In some embodiments, updating the data record
may include determining if a data record associated with the event exists in the database 310. If
such a data record exists in the database 310, the data record may be retrieved and updated. If
such a data record does not exist, a new data record may be created for the event, and the
generated data may be inserted in the newly created data record. For example, the event may
include a log-in attempt for a particular user account. In this example, the real-time processing
module 304 may perform at least an operation of generating an updated value for the data record
that keeps track of the number of log-in attempts for the particular user account, for example, by
incrementing the existing value by one. In another example where the event data is related to a
payment transaction event, the real-time process 304 may perform the operations of crediting an
amount to an account of a receiver (adding the amount to an existing amount in a data record
associated with the account of the receiver), debiting the amount from an account of a giver
(subtracting the amount from an existing amount in a data record associated with the account of
the giver), incrementing an existing value of a data record representing a number of transactions
for the receiver by one, and/or incrementing an existing value of a data record representing a
number of transactions for the giver by one. Different data operations may be performed by the
real-time processing module 304 for event data associated with different events or event types.
[00042] As discussed above, a specific data structure as metadata for the data record may

be used in order to implement the self-correcting mechanism for processing event data. One
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example data structure that can used to enable the self-correcting mechanism is a sliding window
data structure. A sliding window data structure may include one or more data buckets. Each
bucket includes multiple data slots and corresponds to a different time granularity. For example,
the data record for tracking the number of log-in attempts for the particular user account may
include three data buckets — an hourly data bucket, a daily data bucket, and a yearly data bucket.
The hourly data bucket may include sixty slots, each slot representing a distinct minute interval
within an hour. The daily data bucket may include twenty-four slots, each slot representing a
distinct hour interval within a day. The yearly data bucket may include three hundred and sixty-
five slots, each representing a distinct day interval within a year. The data value within each slot
in a data bucket represents the value generated from the one or more events that occur within the
corresponding time interval. As shown in Fig. 3, the data records are stored in data storage 310.
The data storage 310 may be implemented using one of many types of database (e.g., Oracle®
database, Aerospike® database, etc.) that support the sliding window data structure. The data
records stored in the data storage 310 may be accessed and/or consumed by other applications,
such as the service processing app 108.

[00043] Fig. 4A illustrates a snapshot of an example daily bucket 402 for the log-in
attempts data record. As shown, the daily bucket 402 includes many slots, such as slots 404, 406,
and 408. Fach slot represents a distinct hour within a day. For example, the slot 404 represents
the “11:00-12:00” hour, the slot 406 represents the “12:00-13:00” hour, and the slot 408
represents the “13:00-14:00” hour. Specifically, Fig. 4A illustrates a snapshot of the daily bucket
402 at the time 11:59. As shown by the daily bucket 402, there have been two login attempts
made for the user account within the hour 11:00-12:00. Since this is a snapshot of the bucket 402
at 11:59, the data values in slots 406 and 408, representing the hours of 12:00-13:00 and 13:00-
14:00 are ‘0.”

[00044] As event data associated with one or more login events is received at the service
provider server 102, the event data is distributed to the data processing module 104, and
particularly to the real-time data processing module 304 via the real-time event messaging bus
302. The real-time processing module 304 is configured to then process the incoming event data
and update the data record associated with login events of the user account. Particularly, the real-
time processing module 304 according to various embodiments of the disclosure is configured to

update the data buckets, including the daily bucket 402 of the login event data record.
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[00045] In a given example, event data related to four login attempts for the user account
occur at 12:01, 12:10, 12:59, and 13:01, respectively, is received. In response to receiving the
event data related to the 12:01 login attempt, the real-time processing module 304 is configured
to update the data value in the slot 406, corresponding to the hour of 12:00-13:00. Fig. 4B
illustrates a snapshot of the daily bucket 402 at 12:02, after the 12:01 login event has been
processed by the real-time processing module 304. As shown, the data value in the slot 406 has
been updated from ‘0’ to 1’ by the real-time processing module 304.

[00046] In response to receiving the event data related to the 12:10 login attempt, the real-
time processing module 304 is configured to update the data value in the slot 406, corresponding
to the hour of 12:00-13:00. Fig. 4C illustrates a snapshot of the daily bucket 402 at 12:11, after
the 12:10 login event has been processed by the real-time processing module 304. As shown, the
data value in the slot 406 has been updated from ‘1’ to ‘2’ by the real-time processing module
304.

[00047] In response to receiving the event data related to the 12:59 login attempt, the real-
time processing module 304 is configured to update the data value in the slot 406, corresponding
to the hour of 12:00-13:00. Fig. 4D illustrates a snapshot of the daily bucket 402 at 13:00, after
the 12:59 login event has been processed by the real-time processing module 304. As shown, the
data value in the slot 406 has been updated from ‘2’ to ‘3’ by the real-time processing module
304.

[00048] In response to receiving the event data related to the 13:01 login attempt, the real-
time processing module 304 is configured to update the data value in the slot 408, corresponding
to the hour of 13:00-14:00. Fig. 4E illustrates a snapshot of the daily bucket 402 at 13:02, after
the 13:01 login event has been processed by the real-time processing module 304. As shown, the
data value in the slot 408 has been updated from ‘0’ to ‘1’ by the real-time processing module
304. It 1s noted that even though only the daily bucket 402 is shown to be updated by the real-
time processing module 304, the other buckets (e.g., the hourly bucket and the yearly bucket)
corresponding to the login attempts data record may also be updated by the real-time processing
module 304.

[00049] Referring back to Fig. 2, in addition to processing the event data under the first
time constraint, in block, the event data is also distributed to a near-real-time processing module

306 for processing the event data under a second time constraint (in block 215). As discussed
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above, the second time constraint may be longer (e.g., more relaxed) than the first time constraint.
For example, the latency requirement for processing event data by the near-real-time processing
module 306 may be in minutes (e.g., 1 minute, 5 minutes, 15 minutes, etc.) instead of seconds. It
is noted that due to the more relaxed time constraint, the data produced by the near-real-time
processing module 306 may be more accurate (e.g., of higher quality) than the data produced by
the real-time processing module 304. As such, the data produced by the near-real-time
processing module 306 may be used by the data processing module 104 to update (e.g., overwrite)
the data record, for example, to correct any data inaccuracy caused by the real-time processing
module 304. In some embodiments, due to the second time constraint, the near-real-time
processing module 306 may first determine whether the received event data has expired under the
second time constraint (e.g., a time period indicated by the second time constraint has passed
(based on a determined current time) from a time indicated by the timestamp of the event data).
In other words, the near-real-time processing module 306 determines whether it is too late for the
near-real-time processing module 306 to process the event data. If it is determined that the event
data has expired, the near-real-time processing module 306 may disregard the event data, and
move on to process subsequent event data. On the other hand, if it is determined that the event
data has not expired, the near-real-time processing module 304 may process the event data as
described herein.

[00050] According to an embodiment of the disclosure, the operation(s) that the near-real-
time processing module 306 performs on the event data may be substantially identical to the
operation(s) performed by the real-time processing module 304. In addition, the near-real-time
processing module 306 may perform processing of the event data in parallel with the real-time
processing module and access the same data records as the real-time processing module.
Accordingly, the near-real-time processing module 306 may run in the background and update
the data value of a slot only when the data value is matured to avoid updating the same slot at the
same time as the real-time processing module 304. In some embodiments, determining whether
the data value of a slot is matured is based on a current time, the time interval corresponding to
the slot, and the first time constraint. The data value is matured when the real-time processing
module 304 will no longer update the data value in the slot. In some embodiments, determining
whether the data value of a slot is matured may be based on a current time and the time constraint

of the other data processing module. For example, if the first time constraint associated with the
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real-time processing module 304 is five seconds, then the data value of a slot is matured for the
near-real-time processing module 306 five seconds after the slot is expired (that is, when the
current time is five seconds after the corresponding time interval of the slot has ended).
Referring back to the daily bucket 402, the data value in the slot 404 is matured for the near-real-
time processing module 306 five seconds after 12:00 on a given day.

[00051] In the example given above, the near-real-time processing module 306 may have
completed processing the 12:01 and 12:10 login events at 12:30. However, since the real-time
processing module 304 may still update the data value of the slot 406 based on potential events
that occur between 12:30 and 13:00 (see Fig. 4C), the near-real-time processing module 306 may
store a copy of the processed data (e.g., in a buffer or a temporary storage) and wait until the data
value in the slot 406 is matured before updating the data value in the slot 406. On the other hand,
since the data value in the slot 404 is already matured at 12:10, the near-real-time processing
module 306 may compare the data value in the slot 404 with the data generated by the near-real-
time processing module based on events that occur between 11:00 and 12:00, and replace (e.g.,
overwrite) the data value in the slot 404 with the generated data.

[00052] At 13:02, the data value of the slot 406 is matured for the near-real-time
processing module 306, and the near-real-time processing module 306 may at this time update
the data value with the data it generated based on events that occur between 12:00 and 13:00. As
mentioned above, the data generated by the real-time processing module 304 may be inaccurate
due to a variety of reasons. For example, event data associated with an event may be dropped,
due to the fact that the event data has expired for the real-time processing module 304 by the time
that the real-time processing module 304 begins to process the event data. Fig. 4F illustrates
another example snapshot of the daily bucket 402 at 13:02, before the near-real-time processing
module 306 updates the data value for the slot 406. As shown, the data value in the slot 406 is
inaccurate (showing a data value of ‘2’ when three login attempts have occurred within the hour
of 12:00 to 13:00), which may be caused by the real-time processing module 304 failing to
process one of the events that occurred between 12:00 and 13:00. At this time, the near-real-time
processing module 306 may update the data value of the slot 406 to ‘3,” for example, via the data
recovery messaging bus 312. Although not shown here, the near-real-time processing module
306 may also update the corresponding slots in the other data buckets (e.g., the hourly bucket and

the yearly bucket) when the corresponding data values are matured.
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[00053] It has been contemplated that while the near-real-time processing module 306 may
produce data records that are more accurate (e.g., of higher quality) than the data records
produced by the real-time processing module 304, it might not be completely accurate still, due
to the time constraint and/or other reasons. As such, the event data may also be distributed to an
offline batch processing module 308 for processing under a third time constraint (in block 220 of
Fig. 2). The third time constraint is longer (e.g., more relaxed) than the first time constraint and
the second time constraint. For example, the third time constraint may be in days (e.g., 2 days, 5
days, etc.). Furthermore, the event data related to events that occurred within a time period (e.g.,
within several hours, within a day, etc.) may be compiled in a batch before being distributed to
and then processed by the offline batch processing module 308. According to various
embodiments of the disclosure, the operation(s) performed by the offline batch processing
module 308 may be substantially identical to the operation(s) performed by the near-real-time
processing module 306 and the operation(s) performed by the real-time processing module 304,
The offline batch processing module 308 may run offline, and in a process that is separate from
the real-time processing module 304 and the near-real-time processing module 306. One of the
advantages of the offline batch processing module 308 running offline separate from the other
online processing modules 304 and 306 is that in the event the online data processing portion of
the data processing module 104 crashes, the offline batch processing module 308 may still
recover the data by processing the event data offline.

[00054] Similar to the near-real-time processing module 306, the offline batch processing
module 308 may process the event data to generate data values for the corresponding data record,
and update (e.g., overwrite) the data record with the generated data values, for example, via the
data recovery messaging bus 312. In some embodiments, the offline batch processing module
308 may update the data value of a slot in a data bucket when the data value is matured for the
offline batch processing module 308 (that is, when the data value is no longer updatable by the
near-real-time processing module 306 because the corresponding time frame of the slot is beyond
the second time constraint with respect to the current time). For example, if the second time
constraint associated with the near-real-time processing module 306 is five minutes, then the data
value of a slot is matured for the offline batch processing module 308 five minutes after the slot
is expired (i.e., when the current time is five minutes after the corresponding time interval of the

slot has ended). Referring back to the daily bucket 402, the data value in the slot 404 is matured
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for the offline batch processing module 308 five minutes after 12:00 on a given day. The
resulting data record after updated (e.g., overwritten) by the near-real-time processing module
306 and the offline batch processing module 308 has more accurate data (e.g., of higher quality)
than the data record prepared by only the real-time processing module 304. While only the
generation and correction of data values for the data record associated with login attempts are
illustrated in the example given above, similar processes may be applied to generate and/or
correct data values for other data records (e.g., payment transactions data records, login attempts
of other user accounts) as well to achieve the same benefits. The data records may then be
accessible and/or consumed by other applications such as the service processing app 108.
Furthermore, the data processing module 104 according to various embodiments of the disclosure
may generate a summary data value for the data record by combining the data values in the slots
of the buckets before providing the summary data value to the data consumers. For example, the
data processing module 104, based on a request by the data consumer, may compute a total login
attempts number within an hour, within a day, within a year, etc. based on the data values stored
in the slots of the buckets. The summary data value may be dynamically generated based on the
updated data values in the slots of the buckets, such that while a less-than-accurate summary data
value may be generated at a given time, a more accurate summary data value may be generated at
a later time after the data values in the slots of the buckets are updated (e.g., corrected) by the
near-real-time processing module 306 and/or the offline batch processing module 308.

[00055] FIG. 5 is a block diagram of a computer system 500 suitable for implementing one
or more embodiments of the present disclosure, including the user device 112, the merchant
server 122, and the service provider server 102. In various implementations, the user device 112
may include a mobile cellular phone, personal computer (PC), laptop, wearable computing
device, etc. adapted for wireless communication, and each of the merchant server 122 and the
service provider server 102 may include a network computing device, such as a server. Thus, it
should be appreciated that the devices 112, 122, and 102 may be implemented as computer
system 500 in a manner as follows.

[00056] Computer system 500 includes a bus 512 or other communication mechanism for
communicating information data, signals, and information between various components of
computer system 500. Components include an input/output (I/O) component 504 that processes a

user (i.e, sender, recipient, service provider) action, such as selecting keys from a
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keypad/keyboard, selecting one or more buttons or links, etc., and sends a corresponding signal
to bus 512. I/O component 504 may also include an output component, such as a display 502 and
a cursor control 508 (such as a keyboard, keypad, mouse, etc.). The display 502 may be
configured to present a login page for logging into a user account or a checkout page for
purchasing an item from a merchant associated with the merchant server 122. An optional audio
input/output component 506 may also be included to allow a user to use voice for inputting
information by converting audio signals. Audio I/O component 506 may allow the user to hear
audio. A transceiver or network interface 520 transmits and receives signals between computer
system 500 and other devices, such as another user device, a merchant server, or a service
provider server via network 522. In one embodiment, the transmission is wireless, although
other transmission mediums and methods may also be suitable. A processor 514, which can be a
micro-controller, digital signal processor (DSP), or other processing component, processes these
various signals, such as for display on computer system 500 or transmission to other devices via
a communication link 524. Processor 514 may also control transmission of information, such as
cookies or IP addresses, to other devices.

[00057] Components of computer system 500 also include a system memory component
510 (e.g.,, RAM), a static storage component 516 (e.g., ROM), and/or a disk drive 518 (e.g., a
solid state drive, a hard drive). Computer system 500 performs specific operations by processor
514 and other components by executing one or more sequences of instructions contained in
system memory component 510. For example, processor 514 can receive purchase requests from
a merchant, process the purchase requests, assess a user’s purchase profile, increase a user’s
conversion rate, identify digital wallets of a user, determine which digital wallets are most
applicable to a user and should be recommended, and provide merchants with the recommended
digital wallets. Logic may be encoded in a computer readable medium, which may refer to any
medium that participates in providing instructions to processor 514 for execution. Such a
medium may take many forms, including but not limited to, non-volatile media, volatile media,
and transmission media. In various implementations, non-volatile media includes optical or
magnetic disks, volatile media includes dynamic memory, such as system memory component
510, and transmission media includes coaxial cables, copper wire, and fiber optics, including
wires that comprise bus 512. In one embodiment, the logic is encoded in non-transitory

computer readable medium. In one example, transmission media may take the form of acoustic
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or light waves, such as those generated during radio wave, optical, and infrared data
communications.

[00058] Some common forms of computer readable media includes, for example, floppy
disk, flexible disk, hard disk, magnetic tape, any other magnetic medium, CD-ROM, any other
optical medium, punch cards, paper tape, any other physical medium with patterns of holes,
RAM, PROM, EPROM, FLASH-EPROM, any other memory chip or cartridge, or any other
medium from which a computer is adapted to read.

[00059] In various embodiments of the present disclosure, execution of instruction
sequences to practice the present disclosure may be performed by computer system 400. In
various other embodiments of the present disclosure, a plurality of computer systems 400
coupled by communication link 524 to the network (e.g., such as a LAN, WLAN, PTSN, and/or
various other wired or wireless networks, including telecommunications, mobile, and cellular
phone networks) may perform instruction sequences to practice the present disclosure in
coordination with one another.

[00060] In view of the present disclosure, it will be appreciated that various methods and
systems have been described according to one or more embodiments for facilitating a digital
wallet transaction.

[00061] Where applicable, various embodiments provided by the present disclosure may
be implemented using hardware, software, or combinations of hardware and software. Also,
where applicable, the various hardware components and/or software components set forth herein
may be combined into composite components comprising software, hardware, and/or both
without departing from the spirit of the present disclosure. Where applicable, the various
hardware components and/or software components set forth herein may be separated into sub-
components comprising software, hardware, or both without departing from the scope of the
present disclosure. In addition, where applicable, it is contemplated that software components
may be implemented as hardware components and vice-versa.

[00062] Software in accordance with the present disclosure, such as program code and/or
data, may be stored on one or more computer readable mediums. It is also contemplated that
software identified herein may be implemented using one or more general purpose or specific

purpose computers and/or computer systems, networked and/or otherwise. Where applicable, the
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ordering of various steps described herein may be changed, combined into composite steps,
and/or separated into sub-steps to provide features described herein.

[00063] The various features and steps described herein may be implemented as systems
comprising one or more memories storing various information described herein and one or more
processors coupled to the one or more memories and a network, wherein the one or more
processors are operable to perform steps as described herein, as non-transitory machine-readable
medium comprising a plurality of machine-readable instructions which, when executed by one or
more processors, are adapted to cause the one or more processors to perform a method
comprising steps described herein, and methods performed by one or more devices, such as a

hardware processor, user device, server, and other devices described herein.
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WHAT IS CLAIMED IS:

1. A system for processing event data, comprising:
a non-transitory memory; and
one or more hardware processors coupled to the non-transitory memory and configured to
read instructions from the non-transitory memory to cause the system to perform operations
comprising;
receiving event data associated with one or more transactional actions related a
user account,
processing the event data under a first time constraint to update a data record
associated with the one or more events;
determining whether the data record is mature under the first time constraint based
on a current time and the first time constraint; and
in response to a determination that the data record is mature under the first time
constraint, processing the event data under the second time constraint to further update

the data record, wherein the second time constraint is longer than the first time constraint.

2. The system of claim 1, wherein processing the event data under the first time
constraint to update the data record comprises changing a value in an existing data record or

creating a new data record for the received event data.

3. The system of claim 1, wherein the event data comprises a timestamp representing
at time at which the one or more transactional actions occurred, wherein processing the event
data under the first time constraint comprises:

determining whether the event data has expired under the first time constraint based on
the current time, the timestamp of the event data, and the first time constraint;

updating the data record in response to a determination that the event data has not expired;
and

disregarding the event data in response to a determination that the event data has expired.

4. The system of claim 1, wherein the event data comprises a timestamp representing
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a time at which the one or more transactional actions occurred, and wherein the data record

comprises a plurality of data value slots corresponding to different time intervals.

5. The system of claim 4, wherein processing the event data under the first time
constraint comprises:

determining, from the plurality of data value slots, a first data value slot corresponding to
the one or more events based on the timestamp of the one or more events; and

updating a data value of the first data value slot.

6. The system of claim 4, wherein processing the event data under the second time
constraint comprises:

determining, from the plurality of data value slots, a first data value slot corresponding to
the one or more events based on the timestamp of the one or more events; and

updating a data value of the first data value slot.

7. The system of claim 6, wherein determining whether the data record is mature
under the first time constraint comprises:

determining a mature time for the first data value slot based on the time interval
corresponding to the first data value slot and the first time constraint; and

determining when the current time has passed the mature time.

8. The system of claim 4, wherein the operations further comprise generating a
summary data value for the data record based on the data values in the plurality of data value

slots.

9. The system of claim 1, wherein the operations further comprise subsequent to
processing event data under the second time constraint, processing the event data under a third
time constraint to further update the data record, wherein the third time constraint is longer than

the second time constraint.
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10. The system of claim 9, wherein processing the event data under the first time
constraint is performed in an online environment and processing the event data under the third

time constraint is performed in an offline environment.

11. The system of claim 1, wherein the one or more events comprise at least one of a

login event or a transaction event.

12. A method for processing event data, comprising:

receiving, by one or more hardware processors, event data associated with one or more
events,

processing, by the one or more hardware processors, the event data under a first time
constraint to update a data record associated with the one or more events; and

subsequent to processing event data under the first time constraint, processing, the event
data under a second time constraint to further update the data record, wherein the second time

constraint is longer than the first time constraint.

13. The method of claim 12, wherein the event data of the one or more events

comprises a timestamp representing a time at which the one or more events occurred.

14. The method of claim 13, wherein the data record comprises a plurality of data

value slots corresponding to different time intervals.

15. The method of claim 14, wherein processing the event data under the first time
constraint comprises:

determining, from the plurality of data value slots, a first data value slot corresponding to
the one or more events based on the timestamp of the one or more events; and

updating a data value of the first data value slot.

16. The method of claim 14, wherein processing the event data under the second time

constraint comprises:
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determining, from the plurality of data value slots, a first data value slot corresponding to
the one or more events based on the timestamp of the one or more events; and

updating a data value of the first data value slot.

17. A non-transitory machine-readable medium having stored thereon machine-
readable instructions executable to cause a machine to perform operations comprising:

receiving event data associated with one or more events;

processing the event data under a first time constraint to update a data record associated
with the one or more events; and

subsequent to processing event data under the first time constraint, processing the event
data under a second time constraint to further update the data record, wherein the second time

constraint is longer than the first time constraint.

18. The non-transitory machine-readable medium of claim 17, wherein processing the
event data under the first time constraint to update the data record comprises changing a value in

an existing data record or creating a new data record for the received event data.

19. The non-transitory machine-readable medium of claim 17, wherein the event data
of the one or more events comprises a timestamp representing a time at which the one or more
events occurred, and wherein the data record comprises a plurality of data value slots

corresponding to different time intervals.

20. The non-transitory machine-readable medium of claim 19, wherein processing the
event data under the first time constraint comprises:

determining, from the plurality of data value slots, a first data value slot corresponding to
the one or more events based on the timestamp of the one or more events; and

updating a data value of the first data value slot.

-26-



PCT/CN2017/098075

WO 2019/033397

1/6

Z1 Jaunuep| Jueysiap

921
ucieaddy aneiciadie

71 9SBUEIE( JUBLDION

Z2 L JBAISS WBLOISI

[
suoduwIo UoRI0T

L1 Isiiusp

SE1 suonesyddy BUYIo

i1 ddy eosusiul 18sn

T 901A8(] 4880

L aunbig

9§ MIOMIBN

T 9SBaRIE(] SWN0OY

0L oAlag GoMA

¥0F enpop
Buissanscld 8180

801
ddy Buissentid eoiaiseg

Z01
ISAIBS JOPIALI BDIAIBS

001




WO 2019/033397 PCT/CN2017/098075
2/6

200 \

[ start ]

Y

205 ~ . ) .
Receive event data associated with one or more events
\ 4
210 ~ i , .
Process the event data under a first ime constraint to
produce a result set
\ 4
215 N Process the svent dala under a second time constraint to
update the result set
\ 4
220 Ny Process the event data under a third time consfraint io

further update the result set

end

Figure 2



PCT/CN2017/098075

WO 2019/033397

3/6

SIBLLUNSUOY)
pIR(] JUSAT

A

oot

¢ anbig

qor 80€ @inpow
A Buisssooid |
IBAODSY (e dores [
1918ESI(] s1ousdeug SUILO
{
Sy eyt [Py S
A 4
< sng Buibessepy Aisacney Bl
aimaa(l

SpI008Y BIR(]

‘ N

45

$0E 2INPOW
BuISsa00id
Bl -[B8Y

80¢€ SINPOW

Bu1ss800id
SUH L dwing sbessep
-jeay-ieeN SUlPC-O-suliuQ

F -z

& A

BUHEO

SUNUE)

208

sng Buibessap JUeAT aW-Bayy

‘|
gleq] usAg




WO 2019/033397

4/6

PCT/CN2017/098075

404 406 408
NN \
402 ~
Slot index 11:00- | 12:00- | 13:00-
12:00 | 13:00 [ 14:00
Value 2 b 0
Figure 4A
404 408 408
402 ~
Slot index 11:00- | 12:00- | 13:00-
12:00 | 13:00 114:00
Value 2 1 0
Figure 4B
404 408 408
\ \
402 ~
Slot index 11:00- | 12:00- | 13:00-
12:00 | 13:00 |14:00
Value 2 2 4]
Figure 4C
404 406 408
\
402 ~
Slot index 11:00- § 12:00- | 13:00-
12:00 | 13:00 | 14:00
Value P 3 0

Figure 4D



WO 2019/033397 PCT/CN2017/098075
5/6

404 406 408
\ \

402 <
Slot index 11:00- | 12:00- | 13:00-
12:00 113:00 | 14:00
Value 2 3 1
Figure 4E
404 406 408
402 ~
Slot index 11:00- | 12:00- | 13:00-
12:00 113:00 | 14:00
Value 2 2 1

Figure 4F



PCT/CN2017/098075

WO 2019/033397

6/6

\ 4

806
{007 J08INT

. ._ 84§ (O] opny

G asnBig
Ze5
YIOMIBN Of
4 PEE MUl UOHEDIUMLWIND
\
D26 soepeul
MIDMIBN ¥1G 10888204d
-\ 2/
A
Z15 sng
-\ -\ J- N
A A A
818 sAuC s g1g sbeing 018 Aowep

J N

8¢S 1ndy;

_ __ 208 Aeidsig

AN

00%



INTERNATIONAL SEARCH REPORT International application No.
PCT/CN2017/098075

A. CLASSIFICATION OF SUBJECT MATTER
GO6F 17/30(2006.01)i

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

GO6F G06Q

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

EPODOC, WPI, CNKI, CNPAT, IEEE: first time constraint, first time period, second time constraint, second time period, longer,
exceed, real time, process

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category™ Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

X US 2002107777 A1 (LANE, THOMAS P. ET AL.) 08 August 2002 (2002-08-08) 1-20
description, paragraphs [0141]-[0143], claims 4-6, figure 10

A US 6832187 B1 (HEWLETT-PACKARD DEVELOPMENT COMPANY, L.P.) 14 December 1-20
2004 (2004-12-14)
the whole document

A CN 104239019 A (HUAWEI TECHNOLOGIES CO., LTD. ET AL.) 24 December 2014 1-20
(2014-12-24)
the whole document

A CN 102682399 A (HUANG, H.) 19 September 2012 (2012-09-19) 1-20
the whole document

DFurther documents are listed in the continuation of Box C. See patent family annex.

*  Special categories of cited documents: “1  later docume_nt publi_shed_ after the ir}terpational _filing date or priority
wan definine th | fth hichi idered date and not in conflict with the application but cited to understand the
A ocument defining the general state of the art which 1s not considere principle or theory underlying the invention
to be of particular relevance g . . .
. . - . . . “X” document of particular relevance; the claimed invention cannot be
E” ecarlier application or patent but published on or after the international considered novel or cannot be considered to involve an inventive step
filing date ) o ) o when the document is taken alone
“L” document which may throw doubts on priority claim(s) or which is «y* document of particular relevance; the claimed invention cannot be
cited to establish the publication date of another citation or other considered to involve an inventive step when the document is
special reason (as specified) combined with one or more other such documents, such combination
«“0” document referring to an oral disclosure, use, exhibition or other being obvious to a person skilled in the art
means «&” document member of the same patent family

«p” document published prior to the international filing date but later than
the priority date claimed

Date of the actual completion of the international search Date of mailing of the international search report
09 May 2018 24 May 2018
Name and mailing address of the ISA/CN Authorized officer
STATE INTELLECTUAL PROPERTY OFFICE OF THE
P.R.CHINA
6, Xitucheng Rd., Jimen Bridge, Haidian District, Beijing ZHAO,Zhimin
100088
China
Facsimile No. (86-10)62019451 Telephone No. 86-(10)-53961446

Form PCT/ISA/210 (second sheet) (January 2015)



INTERNATIONAL SEARCH REPORT International application No.

Information on patent family members

PCT/CN2017/098075
. Patc.ant document Publication date Patent family member(s) Publication date
cited in search report (day/month/year) (day/month/year)
us 2002107777 Al 08 August 2002 None
usS 6832187 Bl 14 December 2004 None
CN 104239019 A 24 December 2014 CN 104239019 B 03 November 2017
CN 102682399 A 19 September 2012 HK 1175567 A0 05 July 2013

Form PCT/ISA/210 (patent family annex) (January 2015)



	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - claims
	Page 26 - claims
	Page 27 - claims
	Page 28 - claims
	Page 29 - drawings
	Page 30 - drawings
	Page 31 - drawings
	Page 32 - drawings
	Page 33 - drawings
	Page 34 - drawings
	Page 35 - wo-search-report
	Page 36 - wo-search-report

