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(57) ABSTRACT 

Disclosed are a method and program for controlling commu 
nication of the target apparatus, specifically, blocking the 
communication of the target apparatus immediately and cer 
tainly in case where illegal connection to the target apparatus 
is detected in the network arranged one or more Layer-2 
Switches. The network monitoring manager H carries out 
blocking communication of the target apparatus immediately 
and certainly by detecting automatically the Layer-2 Switch 
port connected to the communication apparatus, that is iden 
tified as the target apparatus including illegal connection, 
based on the MvP table, and blocking the communication of 
the target apparatus by administratively disabling the Layer-2 
Switch port connected to the target apparatus, in case where 
the network monitoring manager H detects illegal connection 
to the communication apparatus in the network. 

8 Claims, 5 Drawing Sheets 
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METHOD AND A PROGRAM FOR 
CONTROLLING COMMUNICATION OF 

TARGET APPARATUS 

TECHNICAL FIELD 

The present invention relates to a method and a program for 
controlling communication of a target apparatus based on 
port information of one or more Layer-2 Switches connected 
to communication apparatuses in a network. 

BACKGROUND TECHNOLOGY 

Recently, with increasing scale and complexity of net 
works, network Security has become an indispensable task 
and a lot of research and development on technologies to 
prevent unauthorized access is being carried out. 

For instance, “Patent document 1 discloses an access con 
trol apparatus, which blocks the communication by transmit 
ting false ARP (Address Resolution Protocol) response 
packet if the communication between nodes that are not per 
mitted according to the access policy is detected. Especially 
the access control apparatus controls “permitted” or “not 
permitted communication between nodes independent of 
hardware or software even when the ARP-table of the unau 
thorized node has been configured statically. 

“Patent document 2 discloses a system for preventing 
illegal connections, which prevents connections to private 
servers and other nodes in the same Subnet from an unautho 
rized node not permitted based on an approval list and prevent 
connections to the external network via routers etc from the 
unauthorized node based on the approval list, by registering 
the MAC addresses of nodes permitted to access the network 
to the approval list and transmitting ARP packets with a false 
MAC-address to the unauthorized node. 

“Patent document 3’ discloses an apparatus for preventing 
illegal connections, which prevents unauthorized network 
access by transmitting ARP-request packets Successively to 
all registered nodes, judging whether the profile of the node 
has been already registered based on the ARP-reply packet 
received from the node in response to the ARP-request 
packet, and transmitting disturb-messages which shows that 
the node includes multiple profiles in a case where it isjudged 
that the node has not been registered. 

“Patent document 4 discloses network map creating 
method, which detects the inter connections of the OSI Ref 
erence Model Layer-2 switches (inter-switch connections) 
and the connections of computers to the OSI Reference 
Model Layer-2 switches (switch-terminal connections) in the 
network in which there are one or more OSI Reference Model 
layer-2 Switches using a new algorithm. Especially the new 
algorithm shows the method of generating MVP table as map 
ping table with MAC address and port information of Layer-2 
Switches based on port information of Layer-2 Switches col 
lected by network monitoring manager and detecting connec 
tions of Layer-2Switches and connections of computers to the 
Layer-2 switches in the network. The inventor of this inven 
tion is “Keeni, Glenn Mansfield’ that is the same as the 
inventor in the present application. Likewise, the assignee of 
this invention is “CYBER SOLUTIONS INC. that is the 
same as the assignee in the present application. 
Patent document 1 Japanese Patent Laid-Open No. 2004 
185498 
Patent document 2 Japanese Patent Laid-Open No. 2005 
O797O6 
Patent document 3 Japanese Patent Laid-Open No. 2005 
198090 
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2 
Patent document 4 Japanese Patent Laid-Open No. 2007 
514811 

DISCLOSURE OF THE INVENTION 

Problem to be Solved by the Invention 

However, in these invention described in patent document 
1-3, there are unsolvable problems shown below. 
(i) It is difficult to block communication of the target appa 
ratus with multiple IP addresses immediately and certainly, 
because blocking communication of the target apparatus 
using IP address. 
(ii) It is impossible to block communication of the target 
apparatus immediately and certainly, because the ARP table 
of the target apparatus is overwritten with the latest data 
(correct ARP-reply packet) received after receiving the false 
ARP-reply packet transmitted to block communication of the 
target apparatus due to delay in network. 
(iii) It is impossible to block communication of the target 
apparatus immediately and certainly, because the target appa 
ratus can transmit data to other apparatus without generating 
an ARP-request packet in case where the ARP-table of the 
target apparatus has been set statically to change from "not 
permitted” to “permitted”. 

Meanwhile, Layer-2 switch as one of the apparatus which 
relays packets in network judges the forwarding address 
using the destination MAC address contained in a packet. 
Therefore, it is a positive method to detect the Layer-2 switch 
port connected to the target apparatus and to disable the 
Layer-2 Switch port connected to the target apparatus in order 
to block communication of the target apparatus with multiple 
IP addresses immediately and certainly. 
The present invention proposes a method and a program for 

detecting the Layer-2 Switch port connected to the target 
apparatuses in network using the MvP table described in 
patent document 4, and blocking the communication of the 
target apparatus by administratively disabling the Layer-2 
Switch port connected to the said target apparatus. 

That is, the present invention provides the method and the 
program for controlling communication of the target appara 
tus, specifically, blocking the communication of the target 
apparatus immediately and certainly in case where illegal 
connection to the target apparatus is detected in the network 
arranged one or more Layer-2 Switches, and unblocking the 
communication of the target apparatus in case where the 
communication of the Layer-2 Switch port connected to the 
said target apparatus has been blocked. 

Means to Solve the Problem 

In one embodiment, a method for blocking communication 
ofa target apparatus based on port information of one or more 
Layer-2Switches connected to communication apparatuses in 
a network includes: 

a first step of generating a MvP table consisting of a map 
ping table M1 and a mapping table M2 based on management 
information collected from the Layer-2 switches by network 
monitoring manager, 

wherein said mapping table M1 provides a mapping 
between MAC address M(Ci) of the target apparatus Ci 
(1sistotal number of communication apparatuses in net 
work) and port information set Row{M(Ci)} of Layer-2 
switches S (1 sistotal number of Layer-2 switches) that 
detected said MAC address M(Ci), and 
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said mapping table M2 provides a mapping between MAC 
address M(S) of Layer-2 switches Sand port information set 
Row{M(S) of Layer-2 switches Sthat detected said MAC 
address M(S); 

a second step of normalizing the MvP table, 
wherein, if the same port is seen in both the port informa 

tion set Row{M(Ci) of the mapping table M1 and the port 
information set Row{M (S) of the mapping table M2, the 
MvP table is normalized by deleting elements of ports P(Sn) 
(1snstotal number of ports of Layer-2 switches S) corre 
sponding to the same port from the port information set 
Row{M(S) of the mapping table M2; 

a third step of identifying the Layer-2 Switch port con 
nected to said target apparatus Ci based on the MvP table 
normalized in the second step; 

a fourth step of blocking the communication of said target 
apparatus Ciby administratively disabling the Layer-2 Switch 
port connected to said target apparatus Ci based on the 
Layer-2 switch port identified in the third step. 

In another embodiment, the third step includes: 
(1) Identifying the Layer-2 switches S as the Layer-2 

Switch connected to the communication apparatus Ci in case 
where the port information set Row{M(Sj)} of the mapping 
table M2 is empty; 

(2) Identifying the port P(Sn) as the port connected to the 
communication apparatus Ci in the case where the element of 
the port P(Sn) corresponding to the port of the Layer-2 
switches Sidentified in (1) is seen in the port information set 
Row{M(Ci)} of the mapping table M1. 

In a further embodiment, the method according further 
includes: 

a fifth step of unblocking the communication of said target 
apparatus Ciby administratively enabling the Layer-2 Switch 
port connected to said target apparatus Ci, in case where the 
Layer-2 Switch port connected to said target apparatus Ci has 
been disabled. 

Another embodiment includes a computer program 
embodied on a non-transitory computer readable medium of 
network monitoring manager to execute processes for block 
ing communication of a target apparatus based on port infor 
mation of one or more Layer-2 Switches connected to com 
munication apparatuses in a network, comprising of 

a first executable process for generating a MvP table con 
sisting of a mapping table M1 and a mapping table M2 based 
on management information collected from the Layer-2 
Switches by network monitoring manager, 

wherein said mapping table M1 provides a mapping table 
between MAC address M(Ci) of the target apparatus Ci 
(1sistotal number of communication apparatuses in net 
work) and port information set Row{M(Ci)} of Layer-2 
switches S (1 sistotal number of Layer-2 switches) that 
detected said MAC address M(Ci), and 

said mapping table M2 provides a mapping table between 
MAC address M(S) of Layer-2 switches S and port infor 
mation set Row{M(Sj)} of Layer-2 switches Sthat detected 
said MAC address M(S); 

a second executable process for normalizing the MVP 
table, 

wherein, if the same port is seen in both the port informa 
tion set Row{M(Ci) of the mapping table M1 and the port 
information set Row{M(Sj)} of the mapping table M2, nor 
malizing the MvP table by deleting elements of ports P(Sn) 
(1snstotal number of ports of Layer-2 switches S) corre 
sponding to the same port from the port information set 
Row{M(S) of the mapping table M2; 
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4 
a third executable process for identifying the Layer-2 

Switch port connected to said target apparatus Cibased on the 
MvP table normalized in the second executable process; 

a fourth executable process for blocking the communica 
tion of said target apparatus Ci by administratively disabling 
the Layer-2 Switch port connected to said target apparatus Ci 
based on the Layer-2 switch port identified in the third execut 
able process. 

Further the third executable process can include: 
(1) Identifying the Layer-2 switches S as the Layer-2 

Switch connected to the communication apparatus Ci in case 
where the port information set Row{M(Sj)} of the mapping 
table M2 is empty; 

(2) Identifying the port P(Sn) as the port connected to the 
communication apparatus Ci in the case where the element of 
the port P(Sn) corresponding to the port of the Layer-2 
switches Sidentified in (1) is seen in the port information set 
Row{M(Ci)} of the mapping table M1. 

Additionally, the computer program can include: 
a fifth executable process for unblocking the communica 

tion of said target apparatus Ci by administratively enabling 
the Layer-2 Switch port connected to said target apparatus Ci. 
in case where the Layer-2 Switch port connected to said target 
apparatus Ci has been disabled. 

Effect of the Invention 

The method produces the effect of being able to carry out 
detecting automatically the Layer-2 Switches ports connected 
to communication apparatuses, and being able to carry out 
blocking communication of the target apparatus immediately 
and certainly by administratively disabling the Layer-2 
Switch port connected to the target apparatus in case where 
illegal connection to the target apparatus is detected in the 
network. Therefore, the invention produces the effect of 
improving operational efficiency of network management, 
and being able to strengthen security in the network. 
The embodiments produce the effect of being able to carry 

out detecting easily the Layer-2 Switches ports connected to 
communication apparatuses in the network. 
The method can also produce the effect of being able to 

carry out unblocking the communication of the target appa 
ratus immediately and certainly by administratively enabling 
the Layer-2 Switch port connected to the target apparatus, for 
example, after an investigation into the cause of the illegal 
connection to the target apparatus is completed and an appro 
priate treatment according to the investigation result is com 
pleted, in case where the Layer-2 switch port connected to the 
target apparatus has been disabled. 

BRIEF DESCRIPTION OF DRAWINGS 

FIG. 1 shows an example of network configuration for 
carrying out “Execution Example 1 of the present invention. 

FIG. 2 shows an example of controlling to block commu 
nication of the target apparatus C4 in the network configura 
tion that is shown in FIG. 1. 

FIG. 3 shows an example of network configuration for 
carrying out “Execution Example 2 of the present invention. 

FIG. 4 shows an example of controlling to block commu 
nication of the target apparatus C4 in the network configura 
tion that is shown in FIG. 2. 

FIG. 5 shows an example of network configuration for 
carrying out “Execution Example 3 of the present invention. 

EXPLANATION OF CODESUSED IN THE 
DIAGRAMS 

H Network monitoring manager 
S1-S3 Layer-2 switch 
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SX Non-intelligent Hub 
C1-C6 Communication apparatus 

BEST MODE FOR CARRYING OUT THE 
INVENTION 

In the following, the prototype embodying best mode of the 
present invention is described with reference to diagrams. 
However, the present invention is not limited to this proto 
type. 

1. Execution Example 1 

The method and the program for carrying out “Execution 
Example 1 of the present invention are concretely explained 
with reference to the network configuration shown in FIG.1. 
FIG. 1 shows an example of the network configuration of the 
present invention, proposing the method and the program for 
controlling the communication of the target apparatus, spe 
cifically, blocking and unblocking the communication of the 
target apparatus. 
As shown in FIG. 1, network monitoring manager H in 

which SNMP (Simple Network Management Protocol) man 
ager is implemented, Layer-2 switches S1, S2, S3 in which 
SNMP agent is implemented, communication apparatus C1 
connected to Layer-2 Switch S1, communication apparatuses 
C2, C3 connected to Layer-2 switch S2, communication 
apparatuses C4, C5, C6 connected to Layer-2 switch S3 exist 
in the network. Also, nth port of Layer-2 switches S (1ss3) 
is described as P(Sn) (1snstotal number of port of Layer-2 
switches S). 
The port P(S1,15) of Layer-2 switch S1 is connected to the 

port P(S2.1) of Layer-2 switch S2. Similarly, the port P(S2, 
14) of Layer-2 switch S2 is connected to the port P(S3.1) of 
Layer-2 switch S3. 
The network monitoring manager H carries out blocking 

communication of the target apparatus Ci immediately and 
certainly by detecting automatically the Layer-2 Switch port 
connected to the communication apparatus Ci, that is identi 
fied as the target apparatus including illegal connection, 
based on the MvP table, and blocking the communication of 
the target apparatus Ci by administratively disabling the 
Layer-2 Switch port connected to the target apparatus Ci, in 
case where the network monitoring manager H detects illegal 
connection to the communication apparatus Ci in the net 
work. 

For example, the network monitoring manager H detects 
the following illegal connections to the communication appa 
ratus Ci, and identifies the communication apparatus Cias the 
target apparatus. 
(i) Detecting that “not permitted MAC address or IP address 
included in packets transmitted from the communication 
apparatus Ci exists in the network. 
(ii) Detecting that the amount of traffic of the communication 
apparatus Cimonitored by the network monitoring manager 
H reaches a pre-specified threshold. 
(iii) Detecting that packets transmitted from the communica 
tion apparatus Ci not permitted based on an access policy 
exist in the network. 

In addition, we omit describing about the method of detect 
ing the said illegal connection to the communication appara 
tus Ci from the specification of the present invention. 

The network monitoring manager H carries out blocking 
the communication of the target apparatus Ci immediately 
and certainly by identifying the communication apparatus Ci 
including illegal connection as the target apparatus, detecting 
the Layer-2 Switch port connected to the target apparatus Ci 
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6 
based on the MvP table, and blocking the communication of 
the target apparatus Ci by administratively disabling the 
Layer-2 Switch port connected to the target apparatus Ci. 

Next, the method and the program for carrying out “Execu 
tion Example 1 of the present invention are concretely 
explained with reference to the flowchart shown in FIG. 2. 
FIG. 2 shows an example of blocking the communication of 
the target apparatus C4 in case where the network monitoring 
manager H detects the illegal connection to the communica 
tion apparatus C4, and identifies the communication appara 
tus C4 as the target apparatus. 

In step S01, the MvP table consisting of the mapping table 
M1 and the mapping table M2 based on management infor 
mation collected from Layer-2 switches S by the network 
monitoring manager H is generated, wherein the mapping 
table M1 provides a mapping between MAC address M(C4) 
of the communication apparatus C4 and port information set 
Row{M(C4) of Layer-2 switches S (1sjs3) that detected 
the said MAC address M(C4), and the mapping table M2 
provides a mapping between MAC address M(S) of Layer-2 
switches Sand port information set Row{M(Sj)} of Layer-2 
switches Sthat detected the said MAC address M(S). 
As shown in FIG. 2, the mapping table M1 provides a 

mapping between MAC address M(C4) of the communica 
tion apparatus C4 and port information set Row{M(C4)}={P 
(S1,15), P(S2.14), P(S3.2)}. 

Also, the mapping table M2 provides 
a mapping between MAC address M(S1) of Layer-2 switch 

S1 and port information set Row M(S1)}={P(S2,1), P(S3, 
1)}, 

a mapping between MAC address M(S2) of Layer-2switch 
S2 and port information set Row M(S2)}={P(S1.15), P(S3, 
1)}, and 

a mapping between MAC address M(S3) of Layer-2 switch 
S3 and port information set Row M(S3)=P(S1.15), P(S2, 
14)}. 

In addition, the network monitoring manager H collects the 
port information of Layer-2 Switch S by making a request 
with IP address to Layer-2 switch Sin which SNMP agent is 
implemented, receiving SNMP management information 
(MIB1 specified in RFC 1156, MIB2 specified in RFC 1213, 
and IF-MIB specified in RFC2863) from Layer-2 switch S. 
and detecting MAC address included in header of packets that 
have passed through arbitrary ports P(Sn) of Layer-2 switch 
S based on the SNMP management information. 

In addition, in case where the network monitoring manager 
H has not stored the IP address of Layer-2 switch S, the 
network monitoring manager H makes a request with IP 
address to all elements whose IP address is stored in the 
network monitoring manager H, receives SNMP manage 
ment information from the elements in which SNMP agent is 
implemented, and detects the IP address of Layer-2 switch Si 
based on the SNMP management information. 

Next, In step S02, in case where the same port information 
is seen in both the port information set Row M(C4) of the 
mapping table M1 and the port information set Row{M(Si)} 
of the mapping table M2, the MvP table is normalized by 
deleting elements of ports P(Sn) corresponding to said port 
information from the port information set Row{M(S) of the 
mapping table M2. 

In step S02, normalizing process is performed as follows. 
Anything is not deleted from the port information set Row{M 
(S1) of the mapping table M2, because the same port infor 
mation is not seen in both the port information set Row{M 
(C4) of the mapping table M1 and the port information set 
Row{M(S1) of the mapping table M2. 
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Also, the element of port P(S1.15) is deleted from the port 
information set Row M(S2) of the mapping table M2, 
because the element of the same port P(S1.15) is seen in both 
the port information set Row{M(C4) of the mapping table 
M1 and the port information set Row{M(S2)} of the mapping 5 
table M2. 

Also, the elements of port P(S1,15) and P(S2.14) are 
deleted from the port information set Row{M(S3)} of the 
mapping table M2, because the elements of the same port 
P(S1.15) and P(S2.14) are seen in both the port information 10 
set Row{M(C4) of the mapping table M1 and the port infor 
mation set Row{M(S3) of the mapping table M2. 
As shown in FIG. 2, the port information set Row{M(S3)} 

of the mapping table M2 is empty by normalizing process 
described above. 15 

Next, In step S03, the Layer-2 switch S3 is identified as the 
Layer-2 Switch connected to the communication apparatus 
C4 because the port information set Row{M(S3) of the 
mapping table M2 is empty. Also, the port P(S3.2) is identi 
fied as the port connected to the communication apparatus C4 20 
because the element of port P(S3.2) corresponding to the port 
information of the Layer-2 switches S3 identified above is 
seen in the port information set Row M(C4) of the mapping 
table M1. 

Next, In step S04, the port P(S3.2) identified in step S03 is 25 
changed into disable state by administratively disabling the 
Layer-2 switch port P(S3.2) connected to the communication 
apparatus C4. For example, the network monitoring manager 
H executes the command for disabling the Layer-2 switch 
port P(S3.2). Thereby the communication of the communi- 30 
cation apparatus C4 is blocked. 
As clarified above, the method and the program for carry 

ing out “Execution Example 1 of the present invention is 
able to carry out detecting automatically the port information 
of Layer-2 Switch connected to the communication apparatus 35 
that is identified as the target apparatus including illegal con 
nection, and to carryout blocking communication of the target 
apparatus immediately and certainly by executing the step 
S01-S04 described above in case where illegal connection to 
the communication apparatus is detected in the network. 40 

In addition, in case where an investigation into the cause of 
the illegal connection to the target apparatus is completed and 
an appropriate treatment according to the investigation result 
is completed, the communication blocked State of the target 
apparatus that has been changed by executing the step S01- 45 
S04 described above must be removed. In this case, the 
blocked State of the target apparatus is removed by executing 
the step S05 instead of S04, wherein the command for dis 
abling the Layer-2 switch port is executed in the step S05. 

In addition, it is possible to execute the above steps by 50 
executing the computer program on the computer processor 
of the network monitoring manager H. 

2. Execution Example 2 
55 

The method and the program for carrying out “Execution 
Example 2 of the present invention are concretely explained 
with reference to the network configuration shown in FIG. 3. 
FIG. 3 shows an example of network configuration of the 
present invention, proposing the method and the program for 60 
controlling the communication of the target apparatus, spe 
cifically, blocking and unblocking the communication of the 
target apparatus, in case where a non-intelligent Hub that is 
not corresponding to SNMP exists in the network. 
As shown in FIG.3, the port P(S1.15) of Layer-2 switch S1 65 

is connected to the port P(SX.1) of non-intelligent Hub SX. 
Similarly, the port P(SX.16) of non-intelligent Hub SX is 

8 
connected to the port P(S2.1) of Layer-2 switch S2. Similarly, 
the port P(SX.14) of non-intelligent Hub SX is connected to 
the port P(S3,1) of Layer-2 switch S3. 

In this case, it is possible to carry out detecting automati 
cally the Layer-2 Switches ports connected to communication 
apparatuses Ci and to carry out blocking communication of 
the target apparatus Ci immediately and certainly by basically 
executing steps described in FIG. 2. 

Next, the method and the program for carrying out “Execu 
tion Example 2 of the present invention are concretely 
explained with reference to the flowchart shown in FIG. 4. 
FIG. 4 shows an example of blocking the communication of 
the target apparatus C4 in case where the network monitoring 
manager H detects the illegal connection to the communica 
tion apparatus C4, and identifies the communication appara 
tus C4 as the target apparatus. 

In step S01, MvP table consisting of the mapping table M1 
and the mapping table M2 based on management information 
collected from Layer-2 switches S by the network monitor 
ing manager H is generated. Here, a mapping table of non 
intelligent Hub SX is not generated in the MvP table because 
the network monitoring manager H cannot receive manage 
ment information from non-intelligent Hub SX in which 
SNMP agent is not implemented. 
As shown in FIG. 4, the mapping table M1 provides a 

mapping between MAC address M(C4) of the communica 
tion apparatus C4 and port information set Row{M(C4)}={P 
(S1,15), P(S21), P(S3.2)}. 

Also, the mapping table M2 provides 
a mapping between MAC address M(S1) of Layer-2 switch 

S1 and port information set Row{M(S1)}={P(S2.1), 
P(S3,1)}, 

a mapping between MAC address M(S2) of Layer-2 switch 
S2 and port information set Row M(S2)}={P(S1,15), P(S3, 
1)}, and 

a mapping between MAC address M(S3) of Layer-2 switch 
S3 and port information set Row M(S3)=P(S1,15), P(S2, 
1)}. 

Next, In step S02, in case where the same port information 
is seen in both the port information set Row M(C4) of the 
mapping table M1 and the port information set Row{M(Si)} 
of the mapping table M2, the MvP table is normalized by 
deleting elements P(Sn) corresponding to the said port infor 
mation from the port information set Row{M(Sj)} of the 
mapping table M2. 

In step S02, normalizing process is performed as follows. 
The element of port P(S2.1) is deleted from the port informa 
tion set Row{M(S1)} of the mapping table M2, because the 
element of the same port P(S2.1) is seen in both the port 
information set Row M(C4) of the mapping table M1 and 
the port information set Row{M(S1) of the mapping table 
M2. 

Also, the element of port P(S1.15) is deleted from the port 
information set Row{M(S2) of the mapping table M2, 
because the element of the same port information P(S1.15) is 
seen in both the port information set Row{M(C4) of the 
mapping table M1 and the port information set Row{M(S2)} 
of the mapping table M2. 

Also, the elements of port P(S1,15) and P(S2.1) are deleted 
from the port information set Row{M(S3) of the mapping 
table M2, because the elements of the same port P(S1.15) and 
P(S2.1) are seen in both the port information set Row{M 
(C4) of the mapping table M1 and the port information set 
Row{M(S3) of the mapping table M2. 
As shown in FIG.4, the port information set Row M(S3)} 

of the mapping table M2 is empty by normalizing process 
described above. 
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Next, In step S03, the Layer-2 switch S3 is identified as the 
Layer-2 Switch connected to the communication apparatus 
C4 because the port information set Row{M(S3) of the 
mapping table M2 is empty. Also, the port P(S3.2) is identi 
fied as the port connected to the communication apparatus C4 5 
because the element of port P(S3.2) corresponding to the port 
information of the Layer-2 switches S3 identified above is 
seen in the port information set Row M(C4) of the mapping 
table M1. 

Next, In step S04, the port P(S3.2) identified in step S03 is 10 
changed into disable state by administratively disabling the 
Layer-2 switch port P(S3.2) connected to the communication 
apparatus C4. For example, the network monitoring manager 
H executes the command for disabling the Layer-2 switch 
port P(S3.2). Thereby communication of the communication 15 
apparatus C4 is blocked. 
AS clarified above, in the network configuration including 

one or more non-intelligent Hub that is not corresponding to 
SNMP, the method and the program for carrying out “Execu 
tion Example 2 of the present invention is able to carry out 20 
detecting automatically the port information of Layer-2 
Switch connected to the communication apparatus that is 
identified as the target apparatus including illegal connection, 
and to carry out blocking communication of the target appa 
ratus immediately and certainly by executing the step S01- 25 
S04 described above in case where illegal connection to the 
communication apparatus is detected in the network. 

3. Execution Example 3 
30 

The method and the program for carrying out “Execution 
Example 3 of the present invention are concretely explained 
with reference to the network configuration shown in FIG. 5. 
FIG. 5 shows an example of network configuration of the 
present invention, proposing the method and the program for 35 
controlling the communication of the target apparatus, spe 
cifically, blocking and unblocking the communication of the 
target apparatus, in case where a non-intelligent Hub that is 
not corresponding to SNMP exists in the network. 
As shown in FIG. 5, the port P(S1.15) of Layer-2 switch S1 40 

is connected to the port P(S2.1) of Layer-2 switch S2. Simi 
larly, the port P(S2.14) of Layer-2 switch S2 is connected to 
the port P(S3.1) of Layer-2 switch S3. Similarly, the port 
P(S3.2) of Layer-2 switch S3 is connected the port P(SX.1) of 
non-intelligent Hub SX. 45 

In this case, it is possible to carry out detecting automati 
cally the Layer-2 Switches ports connected to target appara 
tuses Ci and to carry out blocking communication of the 
target apparatus Ci immediately and certainly by executing 
the step described in FIG. 2 or FIG. 4. 50 

That is, in the network configuration shown as FIG. 5, the 
method and the program for carrying out “Execution 
Example 3 of the present invention is able to carry out 
detecting automatically the Layer-2 switch port P(S3.2) con 
nected to the communication apparatus C4 that is identified as 55 
the target apparatus including illegal connections, and to 
carry out blocking communication of the target apparatus C4 
immediately and certainly by administratively disabling the 
Layer-2 switch port P(S3.2). In this case, the communication 
that has passed through ports of non-intelligent Hub SX is 60 
completely blocked by administratively disabling the Layer-2 
switch port P(S3.2). 

INDUSTRIAL APPLICABILITY 
65 

This invention is able to apply technology for immediately 
and certainly blocking communication of the communication 

10 
apparatus in case where illegal connection to the communi 
cation apparatus is detected in the network arranged one or 
more Layer-2 Switches. 
What is claimed is: 
1. A method for blocking communication of a target appa 

ratus based on port information of one or more Layer-2 
Switches connected to communication apparatuses in a net 
work, comprising of 

a first step of generating a MvP table consisting of a map 
ping table M1 and a mapping table M2 based on man 
agement information collected from the Layer-2 
Switches by network monitoring manager, 

wherein said mapping table M1 provides a mapping 
between MAC address M(Ci) of the target apparatus Ci 
(1sistotal number of communication apparatuses in net 
work) and port information set Row{M(Ci)} of Layer-2 
switches S(1 sistotal number of Layer-2 switches) that 
detected said MAC address M(Ci), and 

said mapping table M2 provides a mapping between MAC 
address M(S) of Layer-2 switches Sand port informa 
tion set Row{M(Sj)} of Layer-2 switches S that 
detected said MAC address M(S); 

a second step of normalizing the MvP table, 
wherein, if the same port is seen in both the port informa 

tion set Row{M(Ci)} of the mapping table M1 and the 
port information set Row{M(Sj)} of the mapping table 
M2, the MvP table is normalized by deleting elements of 
ports P(Sn) (1snstotal number of ports of Layer-2 
Switches S) corresponding to the same port from the 
port information set Row{M(Sj)} of the mapping table 
M2: 

a third step of identifying the Layer-2 switch port con 
nected to said target apparatus Cibased on the MvP table 
normalized in the second step; 

a fourth step of blocking the communication of said target 
apparatus Ci by administratively disabling the Layer-2 
Switch port connected to said target apparatus Cibased 
on the Layer-2 switch port identified in the third step. 

2. The method according to claim 1, wherein the third step 
comprises of: 

(1) Identifying the Layer-2 switches S as the Layer-2 
Switch connected to the communication apparatus Ci in 
case where the port information set Row M(S) of the 
mapping table M2 is empty; 

(2) Identifying the port P(Sn) as the port connected to the 
communication apparatus Ci in the case where the ele 
ment of the port P(Sn) corresponding to the port of the 
Layer-2 switches S identified in (1) is seen in the port 
information set Row{M(Ci) of the mapping table M1. 

3. The method according to claim 2, further comprising of: 
a fifth step of unblocking the communication of said target 

apparatus Ci by administratively enabling the Layer-2 
Switch port connected to said target apparatus Ci, in case 
where the Layer-2 Switch port connected to said target 
apparatus Ci has been disabled. 

4. The method according to claim 1, further comprising of: 
a fifth step of unblocking the communication of said target 

apparatus Ci by administratively enabling the Layer-2 
Switch port connected to said target apparatus Ci, in case 
where the Layer-2 Switch port connected to said target 
apparatus Ci has been disabled. 

5. A computer program embodied on a non-transitory com 
puter readable medium of network monitoring manager to 
execute processes for blocking communication of a target 
apparatus based on port information of one or more Layer-2 
Switches connected to communication apparatuses in a net 
work, comprising of 
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a first executable process for generating a MvP table con- abling the Layer-2 switch port connected to said target 
sisting of a mapping table M1 and a mapping table M2 apparatus Cibased on the Layer-2 switch port identified 
based on management information collected from the in the third executable process. 
Layer-2 switches by network monitoring manager, 6. The computer program according to claim 5, wherein the 

wherein said mapping table M1 provides a mapping 5 third executable process comprises of: 
between MAC address M(Ci) of the target apparatus Ci (1) Identifying the Layer-2 switches Si as the Layer-2 
(1 sistotal number of communication apparatuses in net- switch connected to the communication apparatus Ci in 
work) and port information set Row{M(Ci)} of Layer-2 CaSC where the port information set Row{M(Sj)} of the 
Switches S(1sjstotal number of Layer-2 switches) that mapping table M2 is empty; 
detected said MAC address M(Ci), and 10 (2) Identifying the port P(Sn) as the port connected to the 

mmunication apparatus Ci in the case where the ele said mapping table M2 provides a mapping between MAC COL1Ca pp. 
address M(S) of Layer-2 switches Sand port informa- ment of the port P(Sj.n) corresponding to the port of the 

- - Layer-2 switches S identified in (1) is seen in the port t t Row M(Si) of Laver-2 switches Si that Layer-4 - p lef dssity Bd. MS). Sw1tches SJ tha information set Row{M(Ci)} of the mapping table M1. 
a second executable process for normalizing the MvP 7. The computer program according to claim 6, further 

table comprising of: 
wherein if the same port is seen in both the port informa- a fifth executable process for unblocking the communica 

tion set Row{M(Ci)} of the mapping table M1 and the tion of said target apparatus Ci by administratively 
port information set Row{M(S)} of the mapping table enabling the Layer-2 switch port connected to said target 
M2, the MvP table is normalized by deleting elements of apparatus Ci. in case where the Layer-2 switch port 
ports P(Sj.n) (1snstotal number of ports of Layer-2 connected to said target apparatus Ci has been disabled. 
Switches Sj) corresponding to the same port from the 8. The sputer program according to claim 5, further 
port information set Row{M(Sj)}: compr1S1ng of: - 

a third executable process for identifying the Layer-2 al fifth executable process for unblocking the communica 
switch port connected to said target apparatus Ci based tion of said target apparatus Ci by administratively 
on the MvP table normalized in the second executable enabling the Layer-2 switch port connected to said target 
process: apparatus Ci, in case where the Layer-2 switch port 

a fourth executable process for blocking the communica- connected to said target apparatus Ci has been disabled. 
tion of said target apparatus Ci by administratively dis- ck k < k cic 


