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(57) Abstract: An apparatus in one embodiment handles service requests over a network, wherein the network utilizes a protocol.
In this aspect, the apparatus includes: a) a network subsystem for receiving and transmitting network service requests using the
network protocol; and b) a service subsystem, coupled to the network subsystem, for satisfying the network service requests. Also
in this aspect, at least one of the network subsystem and the service subsystem is hardware-implemented; the other of the network
subsystem and the service subsystem may optionally be hardware-accelerated. A variety of related embodiments are also provided,

including file servers and web servers.
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Apparatus and Method for Hardware Implementation or
Acceleration of Operating System Funclions
Technigal Fie

The present invention relates to operating system functions and

hardware implementation or acceleration of such functions.
Background Art

Operating systems in computers enable the computers to communicate
with external resources. The 0pe:£ﬁng system typically handles direct control of
items associated with computer uszge including keyboard, display, disk storage,
network faclities, printers, modems, etc. The operating system in 2 computer is
typically designed to cause the central processing unit (CPU) to performs tasks
including the managing of local and network file systems, memory, peripheral
device drivers, and processes including application processes. Placing -
resporsibility for all of these functions on the CPU imposes significant
processing burdens on it, particularly when the operating system is
sophisticated, as, for example, in the case of Windows NT (availzble from
Microsoft Corporation, Redmend, Washington), Unix (available from many
sowrcss, including from SCO Software, Santa Cruz, Californiz, and, in a version
called "Linux", from Red Hat Software, Cambridge, Massachusetts), and
NetWare (available from Novell, Provo, Utah). The more the burden is placed
on the CPU to run processes other than those assodated with applications, the

less CPU time is available ¢o run applications with the result that performance of

 the applications may be degraded. In addition, the throughput of devices

external to the CPU is subject to the limitations imposed by the CPU when the
operating system places responsibility for managing these devices on the CPU.
Furthermore, reliability of the overall software-hardware system, including the
CPU, running the operating system, in association with the devices, will
depend, among other things, on the operating system. Owing to the inherent
complexity of the operating system, unforeseen conditions may arise which may

undermine stability of the overall software-hardware system.
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Summarv of the Inventon

Certain aspects of the present invention enumerated in this summary are
the subjects of other applications filed on the same date herewith, In one aspect
of the invention, there is provided an apparatus for handling sarvice requests
over a netwark, wherein the network utilizes a protocol. In thgs aspect, the
apparatus includes:

a. a network subsystam for receiving and transmitting
network service requests using the network protocol; and
o b. a service subsystem, coupled to the network
subsystem, for satisfying the network service raguests.

Also in this aspect, at least one of the network subsystern and the service
subsystem is hardware-implemented; the other of the network subsystem and
the service subsystem may optonally be hardware-accelerated. Alternatively, or
in addition, the service subsystem may be hardware-accaleratad.

In a related embodiment, the service requests include one of reading and
writing data to long-term electronic storage; optionally, the network subsystem
is hardware-accelerated. Also, optionally, the long‘term storage is network disk
storage accessible to computers over the network. Alternatively, the long-term
storage is local disk storage that is 2ccessible to a local computer but not to any

other computers over the network. Alsc optionally, the long-term storage may

be associated with the provision of E-Mail service over the network; or it ma
P 4

provide access to web pages over the network.

Similarly, the service requests may involve access of data in a storage
system, and the sarvice subsystem may include a hardware-implementad
module for managing storage of the data in the storaga system. Thus in one
embodiment, such apparatus is a file server, wherein the data in the storage
system are arranged in files, the service requests may involve requests for files
in the storage system, and the service subsystem also includes a hardware-
implemented module for managing a file system assocated with the storage
system.

In another related aspect, aspect the protocol includes a fiie system



10

20

WO 01/28179 PCT/EP00/10277

protocel, and the file system protocol defines operations including file read and
file write. The apparatus may be a web server, wherein the data in the storage
system may include web pages, and the service requests may involve requests
for web pages in the storage syster. Similarly the protocol may include IP. Ina
further related aspect, the storage system has a storage protocol and the service
subsystem includes a hardware-implemented module for interfacing with the
storage system.’

In another aspect, a subsystem for receiving and transmitting data overa
netwatk, the netwark using a protoccl having at least one of layers 3and 4. In -
this aspect, the subsystem includes:

a receiver that receives encapsulated data from the network and de-
encapsulates such data in accordance with the protocol; and

a transmitter that encapsulates data in accordance with the protocol and
transmits the encapsulates data over the network.

At least one of the receiver and the transmitier is hardware-implemented;
alternatively, or in addition, at least one of the receiver and the transmitter is
hardware-accelerated. In a further embodiment, the network uses the TCP/IP
pretocol. In a related embodiment, the data are received over the network in
packets, each packet having a protocol header, and the subsystem aso includes
a connection identifier that determines a unique connection from information
contained within the protocol header of each packet received by the receiver. In
another related embodiment, encapsulated data are associated with a network
connection, and the subsystem further includes a memory region, associated
with the network connection, that stores the state of the connection.

In another related aspect, there is provided a service subsystem for
interfacing a storage arrangement with a network over which may be generated
a storage access request. The service subsystem of this aspect includes:

a. a service module that receives network service
requests and fulfills such service requests and in doing so may issuc data
storage access requests;

b.  afile system module, coupled to the service module,

-3-
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that receives data storage access requests from the service module and fulfills
such storage access requests and in doing $0 may issue storage arrangement

access requests; and
c a storage module, coupled to the file system module,

that receives storage arrangement access requests from the file systam module
and controls the storage arrangement to fuliill such storage arrangement access
requests.

. Atleastone of the modules is hardware-implemented; alternatively, or in
addition, at least one of the modules is hardware-accelerated. In a related
embodiment, the service module includes:

L a receive control engine that receives network
service requests, determines whether such requests are appropriate, and if so,
responds if information is available, and otherwise issues a data storage access
request; and

ii. a transmit control engine that generates
network service responses based on instructions from the receive control engine,
and, in the event that there is a data storage access Tesponse to the data storage
access request, processes the data storage access 1eSponse.

Atleast one of the engines is hardware-implemented; alternatively, or in
addition, at least one of the engines is hardware-accelerated. In other related
embodiments, the servica subsystem is integrated directly in the motherboard
of a computer or integrated into an adapter card that may be plugged into a
computer.

In another aspect, there is provided a service module that receives
network service requests and fulfills such service requests. The service module
includes:

a. a receivé control engine that receives network service
requests, determines whether such requests are appropriate, and if so, responds
if information is available, and otherwise issues a data storage access request;
and

b.  atransmit control engine that generates network



WO 01/28179 PCT/EP00/10277

10

20

service responses based on instructions from the receive control engine, and, in
the event that there is a data storage access response to the data storage access
request, procasses the data storage 2ccess résponse,

At least one of the engines is hardwara-implemented; alternatively, or in
addition at least one of the engines is hardware-accelerated. In related
embodiments, the network service requests are in the CIFS protocol, the SMB
protocol, the ETTP protocol, the NFS protocol, the FCP. protocol, or the SMTP
protocol. In a further related embodiment, the service module includes an
authentication éngine that determines whether a network request received by
the receiver has been issued from a source having authority to issue the request. -
In yat a further embodiment, the authentication engine determinies whether a
network request received by the receiver has been issued from a source having
authority to perform the operation requested. Also, the service module may be
integrated directly in the motherboard of a computer or integrated into an
adapter card that may be plugged into a computer.

In another aspect, there is provided a file system module that recaives
data storage access requests and fulfills such data storage access requests. The
file system module includes:

a receiver that receives and interprets such data storage access requests
and in doing 5o may issue storage device access requests; and

a transmitter, coupled to the receiver, that constructs and issues data

torage access responses, wherein such responses indude information when
appropriate based on responses to the storage device access requests.

At least one of the receiver and fhe fransmitter is hardware-implemented;
alternatively, or in addition, at least one of the receiver and the transmitter is
hardware-accelerated. In a further embodiment, the storage device access
raquests are consistent with the protocol used by a storage devica to which the
module may be coupled. In yet further embodiments, the protocol is NTES,
EIPFS, FAT, FAT16, or FAT32. In another related embodiment, the file system
module also includes a file table cache, coupled to the receiver, that stores 2

teble defining the physical location of files in 2 storage device to which the
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module may be coupled. In various embodiments, the protecel does not require
files to be placed in consecutive physical locations in a storage device. In other
embodiments, the file system moedule is integrated directly m the motherboard
of a computer or into an adapter card that may be plugged nto a computer.

In another aspect, there is provided a storage module that receives
storage device access reqﬁe_sts from a request source and communicates with a
storage device controller to fulfill such storage access requests. The storage
module includes

a. a storage device request interface that receives such
storage device access requests and translates them into a format suitable for the
torage device controller; and
b. a storage device acknowledge interface that takes the
responses from the storage device controller and translates such responses into a
format suitable for the request source.

At least one of the storage device request interface and the storage device
acknowledge interface is hardware-implemented; alternatively, or in addition,
at Jeast one of the storage device request interface and the storage device
acknowledge interface is hardware-accelerated. In a further cmbodiment, the
storzge module also includes a cache controller that maintains a local copy of a
partion of data contained on the storage device to 2llow fast-read access to the
portion of data. In other related embodiments, the storage device request
intarface and the storage device acknowledge interface are coupled toa port;
and the port permits comumunication with the storage device controller over a
fiber-optic channel or utilizing a SCSI-related protocol. In further embodiments,
the storage module is integrated directly in the motherboard of a computer or
integrated into an adapter card that may be plugged into a computer.

In another aspect, there is provided a system for interfacing a storage
arrangement with a line on which may be placed a storage access request. The
system in this aspect includes:

a.  aservice receive block, coupled to the storage

arrangement, that processes the storage access request, generates where
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necessary an access to the storage arrange=ient, and causes the generation of a
response;

b. a file table cache, coupled to the receive block, that
stores a table defining the physical location of files in the storage arrangement;
and

c. a service transmit block, coupled to the servica
receive block, for transmitting the response.

“ Atleast one of the service receive block and the service ransmit block is
hardware-implemented; alternatively, or in addition, at least one of the service
receive block and the service transmit bleck is hardware-accelerated. In a further.
embodiment, the system also includes responsa information memory, coupled
to each of the service receive block and the service transmit block, which
memory stores information present in a header associated the request, which
information is used by the service transmit block in constructing the response.
In another related embodiment, the storage access request is a network request.
In yet another embodiment, the starage access request is a generated by a local
processor to which the line is coupled.

In another aspect, there is provided a process for handling storage access
requests from multiple clients. The process includes:

testing for receipt of a storaga access request from any of the clients; and

testing for completion of access to storage pursuant to any pen&ing
request.

In this embodiment, testing for receipt of a storage access request and
testing for complén’cm of access to storage are periormed in a number of threads
independent of the number of clients. In a further embodiment, the process also
includes, conditioned on a positive determination from testing for receipt of a
request, processing the request that gave rise to the positive determination and
initiating storage access pursuant to such request. In a related embodiment, the
process also includes, conditioned on a positive determination from testing for
completion of access to storage pursuant to a pending request, sending a reply

to the client issuing such pending request. In yet another related embodiment,

-7-
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the number of threads is fewer than three. In fact the entire process may be
embodied in a single thread.

In another aspect, there is provided a scalable apparatus for handling
service requests over a network, wherein the network utilizes a protocol. The
apparatus of this aspect includes:

a first plurality of network subsystems for receiving and fransmitting
network service reciuests using the network protocol; and

:=a second plurality of sexvice subsystems, for satisfying the network
service requests.
Each one of the network subsystems and the service subsystems being one of
hardware-implemented or hardware-accelerated. In addition, the apparatus
includes an interconnect coupling each of the first plurality of network
subsystems ta each of the second plurality of service subsystems. In a related
embodiments, the interconnect is a switch or the interconnect is a bus.

In a related aspect, there is provided a scalable service subsystem for
interfacing a storage arrangement with a network over which may be generated
a storage access request. The service subsystem includes:

a first plurality of service modules that receive network service requests
and fulfill such service requests and in doing so may issue data storage access
requests; and
_ a second plurality of file system modules that receive data storage access
requests and fulfill such storage access requests and in doing so may issue
storage arrangement access requests;

Fach one of the service modules and the file system modules is one of hardware-
implemented or hardware-accelerated. The service subsystem also includes an
interconnect coupling each of the first plurality of service modules to each of

the second plurality of file system modules. In related embodiments, the

_ interconnect is a switch or the interconnectis abus.Ina further embodiment,

the scalable service subsystem includes 2 third plurality of storage modules that
receive storage arrangement access raquests controls the storage arrangement to

fulfill such storage arrangement access requests, and each one of the storage

2
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modules is one of hardware-implemented or hardware-accelerated; also the
service subsystem includes a second interconnect coupling each of the file
system modules to each of the storage modules. Similarly, in related
embodiments, each of the interconnect and the second mterconnect is a switch
or each of the interconnect and the second interconnect is a bus.

Brief Description of the Drawings

The foregoing features of the invention will be more readily understood
by reference to the following detailed description, taken with reference to the
accori‘{panying drawings, in which:

Fig. 1 is a schematic representation of an embodiment of the present
invention configured to provide network services, such as 2 file server or a web
server;

Fig. 2 is a block diagram of the embodiment illustrated in Fig. 1;

Fig. 3 is a block diagram of the embodiment configured as a file server;

Fig. 4is a block diagram of the embodiment configured as a web server;

Fig. 5 is the network subsystem of the embodiments of Figs. 2-4;

Fig. 6 is a block diagram of the network subsystem of Fig. 5;

Fig. 7 ia a block diagram of the receive module of the network subsystem
of Fig. 6; '

Fig. 8 is a block diagram of the transmit module of the network
subsystem of Fig. 6; '

Fig. 9 is 2 block diagram illustrating use of the netwark subsystem of Fig.
5 as a network interface adaptor for use with a network node, such asa
workstation or server; _

Fig. 10 is a block diagram of 2 hardware-implementad combination of the
SMB service module 33 and file system module 34 of Fig. 3 for use inan
embodiment such as llustrated in Fig- 3;

Fig. 11 is a block diagram of a hardware-accelerated combination of the
SMB service module 33 and file system module 34 of Fig. 3 foruseinan
embodiment such as illustrated in Fig. 3;

Fig. 12A is a block dizgram of a hardware-implemented service module

5-
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such as item 33 or 43 in Fig. 3 or Fig. 4 respectively;

Fig. 12B is a block diagram of a hardware-implemented file module such
as item 34 or 44 in Fig. 3 or Fig. 4 respectively;

Fig. 12C is a detailed block diagram of the hardware-implemented
service subsystem of Fig. 10, which provides a combined service module and file
module;

Fig. 13 is a detailed block diagram of the hardware-accelerated service
subsystem of Fig. 11;

i-'ig. 14 is a flow chart representing a typical prior art approach,

implemented in software, for handling multiple service requests as multiple

Fig. 15 is a flow chart showing the handling of multiple service requests,
for use in connection with the service subsystem of Fig. 2 and, for examgle, the
embodiments of Figs. 12 and 13;

Fig. 16 is a block diagram illustrating use of a file system module, such as
{llustrated in Fig. 3, in connection with 2 computer system having file storage;

Fig. 17A is a block diagram of data flow in the storage module of Fig. 3;

Fig. 17B is a block diagram of control flow in the storage module of Fig. 3;

Fig. 18 is a block diagram illustrating use of a storage module, such as
illustrated in Fig. 3, in connection with 2 computer system having file storage.

Fig. 19 is a block diagram illustrating scalability of embodiments of the
presant invention, and, in particular, an embodiment wherein a plurality of
netwark subsystems and service subsystems are employed utilizing expansion
switches for communication among ports of successive subsystems and/or
modules.

For the purpase of the present description and the accompanying claims,
the following terms shall have the indicatad meanings unless the context
otherwise requires:

A "hardware-implemented" subsystem means a subsystem wherein

major subsystem functions are performed in dedicated hardware that operates

-10-



WO 01/28179 PCT/EP00/10277

10

20

outside the immediate control of a software program. Note that such a
subsystem may interact with a processor that is under software control, but the
subsystem itself is not immediately controlled by software. "Major" functions are
the ones most frequently used.

A "hardware-accelerated" subsystem means one wherein major
subsystem functions are carried out using a dedicated processor and dedicated
memory, and, additionally (or alternatively), special purpose hardware; that is,
the dedicated processor and memory are distinct from any central processor
unit kCPLD and memory associated with the CPU.

"TCP/TP" are the protocols defined, among other places, on the web site
of the Internet Engineering Task Force, at www.ietf.org , which is hereby
incorparated herein by reference. "IP" is the Internet Protocol, defined at the
same location.

A "file" is a logical association of data.

A protocol "header” is information in a format specified by the protocol
for transport of data associated with the user of the protocol.

A "SCSI-related" protocol includes SCSL SCSI-2, SCSI-3, Wide SCS], Fast
SCSJ, Fast Wide SCSI, Ultra SCS], Ultra2 SCSI, Wide Ultra2 SCSI, or any similar
or successor protocol. SCST rafers to “Small Computer System Interface”, which
is a standard for parallel connection of computer peripherals in accordance with
the American National Standards Institute (ANSI), having a web URL address
at www.ansi.org. ,

Reference to "layers 3 and 4" means layers 3 and 4 in the Open System
Interconnection ("OSI") seven-layer model , which is an ISO standard. The ISO
(Interagonal Organization for Standardization) has a web URL address at
www.iso.ch. |

Fig. 1is a schematic reprcsenfation of an embodiment of the present
invention configurad to handle service requests over a network. Thus this
embodiment includes configurations in which there is provided a file server ora
web server. The embodiment 11 of the present invention is coupled to the

network 10 via the network interface 13. The network 10 may include, for

-11-
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example, communications links to a plurality of workstations. The embodiment
11 here is also coupled to a plurality of storage devices 12 via storage
interconnect 14. The embodiment 11 may be hardware implemented or

hardware accelerated (or utilize a combination of hardware implementation and

w

hardware acceleration).
Fig. 2 is a block diagram of the embodiment illustrated in Fig. 1. The
' network subsystem 21 receives and transmits network service requests and
responses. The network subsystem 21 is coupled to the service subsystem 22,
which satisfies the network service requests. The netwaork subsystem 21, the
10 service subsystem 22, or both subsystems may be either hardware implemented

or hardware accelerated.
Fig. 3 is a block diagram of the embodiment of Fig. 1, more particularly

configured as a file server. The network subsystem 31 receives and transmits
network service requests and responses. The network subsystem 311is coupled
to the service subsystem 32 The service subsystem includes three modules: the
service module 33, the file system module 34, and the storage module 35. The

service module 33 analyzes network secvice requests passed to the service

-
(1]

subsystem 32 and issues, when appropriate, a corresponding storage access
request. The network service request may be conveyed in any of a variety of

20 protecols, such as CIFS, SMB, NFS, or FCP. The service module 33 is coupled to
the file system module 54. If the network service request involves a storagé
access request, the file system module 34 converts requests far access to storage
by converting the request into a format consistent with the file storage protocol
(for example, HTFS, NTFS, FAT, FATIS, or FAT32) utilized by the storage

25  medium. The storage module 35 converts the output of the file system module
34 into a format (such as SCST) consistent with the bus requirements for directly
accessing the storage medium to which the service subsystem 32 may be
connected. ‘

Fig. 4 is similar to Fig. 3, and is a block diagram of the embodiment of
30  Fig. 1 configured as a web server. The network subsystem 41 receives and

transmits network service requests and responses. The network subsystem 41 is

-12-



10

5

30

WO 01/28179 PCT/EP00/10277

coupled to the service subsystem 42. The service sﬁbsystem includes three
modules: the service module 43, the file system module 44, and the storage
module 45. The service module 43 analyzes network service raquests passed to
the service subsystem 32 and issues, when appropriate, a corresponding storage
access request. Here, the network service requests is typically in the HTTP
protocol. The service module 43 is coupled to the file system module 44, which
is coupled to the storage module 45; the file system module 44 and the storage
module 45 operate in a manner similar to the corresponding modules 34 and 35
described above in connecton with Fig. 3. |

Fig. 5 is the network subsystem and service subsystem of the
embodiments of Figs. 24. The network subsystem 51 receives encapsulated data
from the network receive interface 54 and de-encapsulates the data in
accordance with the TCP/IP or other protocol bus 53. The network subsystem
51 is also coupled to the PCT bus 53 to provide to a local processar (which is also
coupled to the PCI bus) to access data over the network. The network subsystem
51 also transmits the data to the service subsystem 52, and the data to be
transmittad may come from the network receive interface 54 or the local
processor via the PCI bus 53. The service subsystem 52, in tum, operates in a
manner similar to the service subsystems 22, 32, and 42 Figs.2,3,and 4
respectively.

Fig. 6 is a detailed block diagram of the network subsystem 51 of Fig. .
The ne‘work subsystem of Fig. 6 includes a receiver module 614 (which includes
a receiver 601, receive buffer memory 603, and receive control memory 604) and
a trangmitter module 613 (which includes transmitter 602, transmit buffer
memory 605, 2nd transmit control memory 606). The processor 611 is uscd by
both the receiver module 614 and the transmitter module 613. The receiver 601
recsives and interprets encapsulated data from the network receive interface
607. The receiver 601 de-encapsulates the data using conirol information
contained in the receive conirol memory 604 and transmit control memory 606
and stores the de-encapsulated data in the receive buffer memory 603, from

where it is either retzieved by the processor 611 via PCIbus 613 or oufput to the

13-
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receive fast path interface 608. Memory 612 is used by processor 611 for storage
of data and instructons.

The transmitter 602 accepts transmit requests from trarsmit fast path
intarface 610 or from the processor 611 via PCIbus 613. The transmitter 602

. stores the data in transmit buffer memory 605. The transmitter 602 encapsulates
the transmit data using control information contained in the transmit control
memory 606 and transmits the encapsulated data over the network via the
network transmit interface 609.

Fig. 7 is a block diagram of the receive module 614 of the network
subsystem of Fig. 6. Packets are received by the receive engine 701 from the
network receive interfaca 607. The receive engine 701 analyzes the packets and
deterrnines whether the packet contains an error, is a TCP/IP packet, or is not a
TCP/IP packet. A packet is determined to beornottobea TCP/IP packet by
examination of the network protocol headers contained in the packet. If the
packet contains an error then it is dropped.

If the packet is not a TCP/IP packet then the packet is stored in the
reccive buffer memory 603 via the recaive buffer memory arbiter 709. An
indicetion that a packet has been received is written into the processor event
queue 702. The processor 713 can then retrieve the packet from the receive
buffer memory 603 using the PCI bus 704 and the receive PCI interface block
703. -

If the packet is a TCP/IP packet then the receive engine 701 uses a hash
table contained in the receive control memory 604 to attempt to resolve the
network addresses and port numbers contained within the protocol headers in
the packet into a number which uniquely identifies the connection to which this
packet belongs, i.e., the connection identification. If this is 2 new connection
identification, then the packet is stored in the receive buffer memory 603 via the
receive buffer memory arbiter 708. An indication thata packet has been
received is written into the processor event queue 702. The processor 713 can
then retrieve the packet from the receive buffer memory 603 using the PCI bus
704 and the receive PCI intarface block 703. The processor can then establish 2

14
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new connection if required as spedified in the TCP/IP protocol, or it can take
other appropriate action. '

If the connection identification already exists, then the receive engine 701
uses this connection identification as an index into a table of data which contains
information about the state of each connection. This information is called the
"ICP control block” ("TCB"). The TCB for each connection is stored in the
transmit control memory 606. The recetve engine 701 accesses the TCB for this
connecton via the receiver TCB access interface 710. It then processes this packet
according to the TCP/IP protocol and adds the resulting bytes to the received
byte sizeam for this connection in the receive buffer memory 603. If data on this
connection is destined for the processor 713 then an indication that some bytes
have been received is written into the processor event queue 702. The processor
can then retrieve the bytes from the receive buffer memory €03 using the PCI bus
704 and the receive PCI interface block 703. If data on this connection is destined
for the fast path interface 608, then an indication that some bytes have been
received is written into the fast path event queue 705. The receive DMA engine
706 will then retrieve the bytes from the receive buffer memory 603 and output
them to the fast path interface 608.

Some packets received by the receive engine 701 may be fragments of IP
packets. If this is the case then the fragments are first reassembled in the recejve
buffer memory 603. When a complete IP packet has been reassembled, the normal
packet processing is then applied as described above. |

According to the TCP protacol, a connection can exist in a number of
different states, including SYN_SENT, SYN_RECEIVED and ESTABLISHED.
Wehn a network node wishes to establish 2 connection to the network subsystern,
it first tranemits a TCP/IP packet with the SYN flag set. This packet is retrieved by
the processor 713 since it will have a new connection identification. The processor
713 will then perform all required initialization including setting the connection
state in the TCB for this connection to SYN_RECEIVED. The transition from
SYN_RECEIVED to ESTABLISHED is performned by the receive engine 701 in
accordance with the TCP/IP protocol. When the processor 713 wiched to establish
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a connection to a network node via the network subsystem, it first performs all
required initialization including setting the connection state in the TC® for this
connection to SYN_SENT. It then transmits a TCP/IP packet with the SYN flag
set. The transition from SYN_SENT to ESTABLISHED is performed by the raceive
engine 701 in accordance with the TCP/IP protocal.

If a packet is received which has a SYN flag or FIN flag or RST flag set in
the protocol header, and if this requires action by the processor 713, then the
receiye engine 701 will notify the processor of this event by writing an entry into
the processor event queue 702. The processor 713 can then take the appropriate
action as required by the TCP/IP protocol.

As a result of applying the TCP /IP protocol to the received packet it is
possible that one or more packets should now be transmitted on this connection.
For example, an acknowledgment of the received data may need to be transmitted,
or the received packet may indicate an increased window size thus allowing more
data to be transmitted on this connection if such data is available for transmission.
The receive engine 701 achieves this by modifying the TCB accordingly and then
requesting a transmit attempt by writing the connection identification into the
transmit queue 802 in Fig. 8 via the receiver transmit queue request interface 711.

Received data is stored in discrete units (buffers) within the receive buffer
memory 603. As soon s all the data within a buffer has been either retrieved by
the processor 713 or outputted to the fast path interface 608 then the buffer can be
freed, i.e., it can then be reused to store new data. A similar system operates for
the transmit buffer memory 605, however, in the transmit case, the buffer can only
be freed when all the data within it has been fully acknowledged, using the

~ TCP/IP protocol, by the network node which is receiving the ransmitting data.

When the protocol header of the packet indicates that transmitted data has been
acknowledged, then the receive engine 701 indicates this to the free transmit
buffers block 803 in Fig. 8 via the receiver free transmit buffers request interface
712. | '

Additionally, it is possible for the receive engine 701 to process the upper
layer protocol (ULP) that runs on top of TCP/1P as well as TCP/IP itself. In this
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case, event queue entries are written into the processor event queue 702 and the
fast path event queue 705 only when a complete ULP protocol data unit (PDU) has
been received; only complete ULP PDUs are received by the processor 713 and
outputted to the fast path interface 608. An example of 2 ULP is NetBIOS. The
enabling of ULP processing may be made on a per-connection basis; i.e.,, some
connections may have ULP processing enabled, and others may not.

Fig. 8 is a block diagram of the transmit module 613 of the network
subsystem of Fig. 6. Data to be transmitted over the network using TCP/IP is
inputtad to the transmit DMA engine 807. This data is either input from the
transmit fast path interface 610 or from the processor 713 via PCI bus 704 and the
transmit PCT interface 808. In each case, the connection identification determining
which TCP/IP cannection should be used to transmit the data is also input. As
mentioned above, cach connection has an associated TCB which contains
information about the stzte of the connection.

The transmit DMA engine stores the data in the transmit buffer memory
605, adding the inputted bytes to the stored byte stream for this connection. At the
end of the input it modifies the TCB for the connection accordingly and it also
writes the connection identification into the transmit queue 802.

The transmit queue 802 accepts transmit requests in the form of connécﬁon
identifications from three sources: the received transmit queue request interface
711, the timer functians block 806, and the transmit DMA engine 807. As the
requests are received they aze placed in a queue. Whenever the queue is not
empty, a transmit request for the connection identification at the front of the queue
is passed to the transmit engine 801. When the fransmit engine 801 has completed
processing the transmit request this connection identification is removed from the
front of the queue and the process repeats.
| The transmit engine 801 accepts transmit requests from the fransmit queue
802. For each request the transmit engine 801 applies the TCP/IP pr&bcol to the
connection and transmit packets as required. In order to da this it accesses the
TCB for the connecton in the transmit control memory 606, via the transmit

control memory arbiter §03, and it retrieves the stored byte stzeam for the
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connection from the transmit buffer memory 605 via the transmit buffer memory
arbiter 804.

The stored byte siream for a connection is stored in discrete units (buffers)
within the transmit buffer memory 605. As mentioned above, each buffer can only
be freed when all the data within it has been fully acknowledged, using the
TCP/IP protocol, by the network node which is receiving the transmitting data.
When the protocol header of the packet indicates that transmitted data has been
acknowledged then the receive engine 701 indicates this to the free transmit buffers
block 805 via the receiver free transmit buffers request interface 712. The free
transmit buffers block 805 will then free all buffers which have been fully
acknowledged and these buffers can then be reused to store new data.

TCP/IP has a number of timer functions which require certain operations to
be performed at regular intervals if certain conditions are met. These functions are
implemented by the dmer functons block 806. At regular intervals the timer
functions block 806 accesses the TCBs for each connection via the transmit control
memory arbiter 803. If any operation needs to be performed for a particular
connection, then the TCB for that connection is modified accordingly and the
connection identification is written to the transmit queue 802.

Additionally it is possible for the transmit DMA engine 807 to process the
upper layer protocol that runs on top of TCP/IP. In this case, only complete ULP
protocol data units are inputted to the transmit DMA engine 807, either from the
processor 713 or from the transmit fast path interface 610. The transmit DMA
engine 807 then attaches the ULP header at the front of the PDU and adds the "pre-
pended” ULP header and the inputted bytes to the stored byte stream for the
connection. As discussed in connection with Fig. 7 above, an example of a ULP is
NetBIOS. The enabling of ULP processing may be made on 2 per-connection basis;
Le., some connections may have ULP processing enabled, and others may not.

If the processor 713 wishes to transmit a raw packet, i.e., to transmit data
without the hardware’s automatic transmission of the data using TCP/IP, then
when the precessor 713 inputs the data to the transmit DMA engine 807 it uses a

spedal connection identification. This special connecon identification causes the

-18-



WO 01/28179 PCT/EP00/10277

10

20

30

transmit engine 801 to transmit raw packets, exactly as input to the transmit DMA
engine 807 by the processor 713.

Fig. 9 is a block diagram illustrating use of the network subsystem of Fig.5
as a network interface adaptor for use with a network node, such as a workstation
or server. In this embodiment, the network subsystem 901 is integrated into an
adapter card 900 that is plugged into a computer. The adaptor card 900 is coupled
to the network via the network interface 904. The adaptor card 900 s also coupled
to the'computer’s microprocessor 910 via the PCI bus 907 and the PCI bridge 912.
The PCI bus 907 may also be used by the computer to access »periphera.l devices
such as video system 913. The receive module 902 and transmit module 903
operate in a manner similar to the receive module 614 and transmit module 613 of
Fig. 6. Alternately or in addition, the adaptor card 900 may be connected, via
single protocol fast receive pipe 906 and single protocol fast transmit pipe 908, to a
service module comparable to any of items 22, 32, 42, or 52 of Figs. 2,3,4,0r §
respectively, for providing rapid access to a storage arrangement by a remote node
on the network or by the microprocessor 910.

Fig. 10 is a block diagram of a hardware-implemented combination of the
SMB service module 33 and file system module 34 of Fig. 3 for use in an
embodiment such as illustrated in Fig. 3.In the embodiment of Fig. 10, SMB
requests are received on the input 105 to the service receive block 101. Ultimately
processing by this embodiment results in transmission of a corresponding SMB
respo*nsé over the output 106. A part of this response includes a header. To
produce the output header, the input header is stored in SMB response
information memory 103. The block 101 processes the SMB request and generates
a response. Depending on the nature of the request, the block 101 may access the
file table cache 104 and issue a disk access request; otherwise the response will be
relayed directly the transmit block 102. The service transmit block 102 transmits
the response, gencrated by block 101, over the output 106. In the event that a disk
access request has been issued by block 103, then upon receipt over line 108 of a
disk response, the transmit block 102 issues the appropriate SMB response over

line 106. Both the receive and transmit modules 101 and 102 are optionally in
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communication with the host system over PCI bus 109. Such conimunication,
when provided, permits a host system to communicate directly with the
embodiment instead of over a network, so as to give the host system rapid,
hardwarc-implemented file system accesses, outside the purview of a traditional
operating system.

Fig. 11 is a block diagram of a hardware-accelerated combination of the
SMB service module 33 and file system module 34 of Fig. 3 for use in an
embodiment such as illustrated in Fig. 3. The operation is analogous to that
described above in connection with Fig. 10 with respect to similarly numbered
biocks and lines 105, 107, 108, and 106. However, the dedicated file system
processor 110, in cooperation with dedicated memory 111 operating over
dedicated bus 112 contro] the processes of blocks 101 and 102. Additionally these
items provide flexibility in handling of such processes, since they can be
reconfigured in software.

Fig. 12A is a block diagram of 2 hardware-implemented service module
such as item 33 or 43 in Fig. 3 or Fig. 4 respectively. The service module 1200
receives network service requests, fulfills such service requests, and may issue data
storage access requests. The service module 1200 includes a receiver 1201 coupled
to a transmitter 1202 and a data storage access interfaca 1203, which is also coupled
to both the receiver 1201 and the transmitter 12€2. The receiver 1201 receives and
interprets network service requests. On receipt of a service request, the receiver
1201 either passes the request to the data storage access interface 1203 or passes
information fulfilling the network service request to the transmitter 1202. If the
raquest is passed to the data storage access interface 1203, the data étoxage access
interface 1203 constructs and issues data storage access requests. The data storage
access interface 1203 also receives replies to the data storage access requests and
extracts information required to fulfill the original network service request. The
information is then passed to the transmitter 1202. The transmittar 1202 processes
information passed to it from the recejver 1201 or the data storage access interface
1203 and constructs and issues network service replies.

Fig. 12B is 2 block diagram of a hardware-implemented file module such as
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item 34 or 44 in Fig. 3 or Fig. 4 respectively. The file system module 1210 receives
data storage access requests, fulfills such data service access requests, and may
issue storage device access requests. The file system module 1210 includes a
receiver 1211 coupled to a tansmitter 1212 and a data storage device access
intarface 1213 which is also coupled to both the receiver 1211 and the transmitter
1212, The receiver 1211 receives and interprets data storage access requests and
either passes the request to the data storage device access interface 1213 or passes
information fulfilling the data storage access request to the transmitter 1212. If the
request is passed to the data storage device access interface 1213, the data storage
device access interface 1213 constructs and issues data storage device access
requests. The data storage device access interface 1213 also receives replies to the
data storage device access requests and extracts information required to fulfill the
original data storage access request. The information is then passed to the
transmitter 1212. The transmitter 1212 processes information passed to it from the
receiver 1211 or the data storage device access intezface module 1213 and
constructs and issues data storage access replies.

Fig. 12C s a detailed block diagram of the hardware-implemented service
subsystem of Fig. 10, which provides a combined service module and file module.
Dashed line 129 in Fig. 12C shows the division between functions of this
implementation. To the left of line 129 is the service module portiory to the right of
line 129 is the file system module pordon. (Tt will be understocd, however, that the
double-headed arrow connecting the SMB reccive control engine 121 and the SMB
transmit control engine 122 properly provides two-way communication between
the engines 121 and 122 for each of the service module portion and the file system
module pertion.) |

In Eig. 12C, SMB frames are réceived from the network subsystem via the
network receive interface 121f and are passed to the SME frame interpretation
engine 121b. Here the frame is znalyzed and a number of tasks are performed. The
first section of the header is copied to the SMB response info control 123, which
stores relevant information on 2 per connection basis in the SMB response info

memory 103. The complete frame is written into buffers in the receive buifer
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memory 121c and the receive control memory 1214 is updated. Relevant parts of
the SMB frame header are passed to the SMB receive control engine 121.

The SMB receive control engine 121 of Fig. 12C parses the information from
the header and, where appropriate, requests file access permission from the
authentification engine 124. For SMB frames where a file access has been requested,
the SMB receive control engine 121 extracts cither file path informaton or the file
identification from the SMB frame header and requests the MFT control engine 125
for the physical location of the required file data.

" The MFT contral engine 125 can queue requests from the SMB receive
control engine 121 and similarly the SMB receive control engine 121 can queue
respenses from the MFT control engine 125. This allows the two engines to operate
asynchronously from each othar and thus allows incoming SMB frames to be
processed while MFT requests are outstanding.

The MFT control engine 125 processes requests from the SMB receive control
engine 121. Typically for SMB OPEN commands, a request will require a disk
access to obtain the necessary physical file location information. Where this is
necessary, the MFT control engine 125 passes a request to the compressed SCSI
frame generation engine 121a which will generate the necessary compressed SCSI
request. The compressed SCSI protocol ("CSP") relates to a data format from which
a SCSI command may be generated in the manner described in connection with Fig.
17A and other figures below. Because compressed SCSI data are not derived from
SCSI but are rather the source from which SCSI data may be derived, we sometimes
refer to compressed SCSI data as “proto-SCSI" data. The relevant proto-SCSI
response will be passed back to the MFT control engine 125, where it will be
processed, the MFT cache 104 will be updated, and the physical file information will
be passed back to the SME receive contzol engine 121.

Typically, for a SMB READ or WRITE command with respect to a recently
accessed small file, the file information will be present in the MFT cache 104.Thus
no disk access will be required.

When the SMB receive control engine 121 has received the response from an

MFT request and a disk access for file data is required, as would be necassary for
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typical READ or WRITE commands, one or ore proto-SCSI requests are passed to
the proto-SCSI frame generation engine 121a.

The proto-SCSI frame generation engine 121a will construct the prota-SCSI
headers and, where necessary, for example, for WRITE commands, program the file
data DMA engine 121e to pull the file data out of the receive buffer memory 121c.
The proto-SCSI frame is then passed to the proto-SCSI module via proto-SCSI
transmit interface 121g. Where no disk access is required, an SMB response request
is paggsgi directly to the SMB transmit control engine 122.

P-zcto-SCSI frames are received from the proto-SCSI module and via proto-
SCSI receive interface 122f are passed to the proto-SCSI frame interpretation engine
122b. Here the frame is analyzed and a number of tasks are performed. MFT
responses are passed back to the MFT control engine 125. All other frames are
written into buffers in the receive buffer memory 121c and the receive control
memory 121d is updated. Relevant parts of the proto-SCSI frame header are passed
to the SMB transmit control engine 122.

Each SMB connection has previously been assigned a unique identification.
All proto-SCSI frames include this identification and the SMB transmit control
engine 122 uses this unique identification to request state information from the SMB
receive control engine 121 and updata this where necessary. When all necessary
information for an SMB response has been received from the proto-SCSI module,
the SMB fransmit control engine 122 passes a request to the SMB frame generation
engine 122a.

The SMB frame gencration engine 122a constructs the SMB response frame
from data contained in the SMB response info memory 103 and file data stored in
the SMB transmit buffer memory 122¢. It then passes the frame to the SMB transmit
interface 106 which in turn forwards it to the network subsystem.

Fig. 13 is a detailed block diagram of the hardware-accelerated service
subsystem of Fig. 11. Incoming SME frames from the IP block are provided over
input 105 are written, via the SMB receive FIFO 1317, into free buffers in the SMB
receive buffer memory 121c. The SMB receive buffer memory 121c includes in one

embodiment a series of raceive buffers that are 2Kb long and thus one SMB frame
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may straddle a number of receive buffers. As frames are written into SMB receive
buffer memory 121¢, SMB receive buffer descriptors are updated in the SMB receive
control memory 121d.

A 32-bit connection identification and a 32-bit frame byte count are passed to
the SMB blo& from the IP block at the start of the frame. These two fields are
written to the fizst two locations of the receive buffer in receive buffer memory 121c.

While the frame is being stored, the SMB header is also written to the SMB
respgf\se info memory 103 for later use by the SMB transmit process. The unique
connection identfication passed to the SMB block by the IP block is used as a
peinter ta the appropriate info field in the SMB response info memory 103. This "
memory is arranged as blocks of 16 words, one block for each unique connection
identification. With a 128Mb SDRAM fitted, this allows 2M connections. At
present just the first 32 bytes of the SMB frame are written o each info field.

When a complete frame has been written to the receive buffer memory 121c,
an SMB buffer locator is written to the SMB receive event queue 1314 and an
interrupt to the host processor 1301 is generated. The SMB buffer locator contains
information pertaining to the SME frame including a buffer pointer and a ‘last’ bit.
The buffer pointer poinus to the buffer in receive buffer memory 121c which
contains the staz of the SMB frame. The ‘Jast’ bit indicates whether this buffer also
contains the end of the SMB frame (i.e., whether the SMB frame is less than 2Kb in
length).

The host processor 1301 can read the SMB buffer locator in the SMB receive
event queue 1314 by reading an appropriate SMB receive event register associated
with the event queue 1314. From the buffer pointer read from the SMP buffer
locator the host processor 1301 can determine the address of the first buffer of the
SMB frame in the receive buffer ﬁemory 121c and can thus read the SMB header
and the first part of the frame.

If the SMB frame is longer than 2Kb and it is necessary to read more than the
first 2Kb of the SMB frame, then the receive buffer descriptor associated with this
receive buffer should be read from the receive control memory 121d. This receive

buffer descriptor will contain a pointer to the next buffer of the SMB frame. This
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next buffer will similarly have a recgive buffer des criptor associated with it unless
the previous buffer’s descriptor contained 2 ‘last’ bit indicating that the receive
buffer it pointed to contained the end of the SMB frame.

After reading the received SMB frame, if none of the data contained withi
the frame is to be used further, then the buffers of the received frame are made
available for use again by writing pointers to them to the receive free buffers queue,
which is contained in the receive buffer control memory 121d, by writing to an
associated recsive return free buffers register.

To transmit a proto-SCSI frame the host processor 1301 firstly obtains a
pointer to a free SMB receive buffer by reading from the receive fetch free buffer
register. This action will pull a pointer to a free buffer from the free buffers queue
contained in the raceive control memory 121d. In this buffer the start of the proto-
SCSI request frame can be constructed.

To request the proto-SCSI transmit entity to transfer the proto-5CSI frame to
the proto-3CSI entity, the host processor 1301 writes a buffer locator and buffer
offset pair to the proto-SCSI transmit event queue 1315 by writing them to the
receive proto-SCSI event register associated with the proto-SCSI transmit event
queue 1315. _

The buffer locator contains a pointer to the buffer containing data for the
proto-SCST frame. The buffer offset contains an offset to the start of the data within
the buffer and a length field. The buffer locator also contains a last bit to indicate
whether further buffer locator /buffer offset pairs will be written to the proto-SCSI
transmit event queue 1315 containing pointers to more data for this proto-SCSI
frame.

_ I the proto-SCSI frame is to include data from another SMB receive buffer,
as would be typical for a SMB WRITE command, then the host processor 1301 must
write another buffer locator /buffer offset pair describing this SMB receive buffer to
the proto-SCSI transmit event queue 1315. If the data to be included in the proto-
SCSI frame straddles more than one SMB receive buffer, then the proto-SCSI
transmit entity can use the buffer pointers in the associated SMB receive buffer

descriptor located in receive control memory 121d to link the data together. If the
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extra data is from a SMB receive frame, then these descriptors will have been filled
in previously by the SMB receive entity.

Because data from SMB receive buffers may be used for more than one
proto-SCSI frame, then freeing up the SMEB receive buffers after they have been
used is not a simple process. SMB receive buffers that contain sections of a received
SMB frame that are not involved in the proto-SCSI transmit can be freed by writing
them back to the free buffers queue contained in the receive control memory via the
assod;;éd receive retum free buffer register. SMB receive buffers that contain data
to be included in proto-SCSI frames can not be freed in the same way as they can
not be freed until the data within them has been transmitted.

So, after the buffer locator/buffer offset pairs to the various proto-SCSI
frames which will contain the SMB data have been written to the proto-SCSI
transmit event queue 1315, pointers to the original SMB receive buffers are also
written to the proto-SCS] transmit event queue 1315. These pointers are marked to
indicate that they are to be freed back to the free buffers queue contained in the
receive cantrel memory. As the proto-SCSI transmit event queue 1515 is handled in
sequence, then the SMB receive buffers will only be freed after any data within
them has been transmitted.

Incoming prote-SCSI frames from the IP block are written, via the proto-SCSI
receive FIFO 1327, into free buffers in the SMB transmit buffer memory 122¢. The
SMB transmit buffers are 2Kb long and thus one proto-SCS] frame may straddle a
rumber of transmit buffers. As frames are written into SMB transmit buffer
memory 122¢, SMB transmit buffer descriptors are updated in the SMB transmit
control memory 122d. _

When 2 completa frame has been written to the SMB transmit buffer memory
122¢, an SMB buffer locator is written to the proto-SCSI receive event queue 1324
and an interrupt to the host processor 1301 is generated. The SMB buffer locator
contains information pertairing to the proto-SCSI frame including a buffer pointer
and a ‘last’ bit. The bugfer pointer points to the buffer in transmit buffer memory
121c which contains the start of the proto-SCSI frame. The “last’ bit indicates
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whether this buffer also contains the end of the proto-SCSI frame (i.e., whether the
frame is less than 2Kb in length).

The host pracessor 1301 car read the buifer locator in the proto-SCSI receive
event queue 1324 by reading an appropriate proto-SCSI receive event register
assodated with the event queue 1324. From the buffer pointer read from the buffer
locator the host processor 1301 can determine the address of the first buffer of the
prot&»SCSI frame in the transmit buffer memory 122c and can thus read the header
and the Rrst part of the frame.

If the proto-SCSI frame is longer than 2Kb and itis necessary to read more
than the first 2Kb of the frame then the transmit descriptor associated with this
transmit buffer should be read from the receive control memory 121d. The
descriptor will contain a pointer to the next buffer of the proto-SCSI frame. This
next buffer will similar]y have a transmit descriptor assodated with it unless the
previous buffer’s descriptor contained a ‘last’ bit indicating that the buffer it
pointed to contained the end of the proto-SCSI frame.

After reading the received proto-SCSI frame, if none of the data contained
within the frame is to be used further, then the buffers of the received frame should
be retumned to the transmit free buffers queue contained in the transmit control
memory 122d by writing to the transmit return free buffers register associated with -
it.

To transmit an SME frame, the host processor first obtains a pointer to a free
SMB transmit buffer in transmit buffer memory 122c¢ from the transmit free buffer
queue contained in the transmit control memory 122d by reading from an
associated register. In this buffer the start of the SMB response frame can be
constructed.

The 32-bit connecton identification and a 32-bit SMB transmit control field
are placed before the SMB frame in the buffer. The SMB transmit control field
includes a 24-bit frame byte count and a pre-pend header bit. If the pre-pend
header bit is set, then after the connection identification and SMB transmit control
field have been passed to the IP block then the SMB header storad in the response
info memory 103 will be automatically inserted.
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To request the SMB transmit entity to ansfer the SME frame to the SMB
entity, the host processor 1301 writes a buffer locator and buffer offset pair to the
SME transmit event queue 1325 by writing them to an associated transmit SMB
transmit event registar.

The buffer locator contains a pointer to the buffer containing data for the
SMB frame. The buffer offset contains an offset to the start of the data within the
buffer and a length field. The buffer locator zlso contains a last bit to indicate
whether further buffer locator/buffer offset pairs will be written containing
pointers to more data for this SMB frame.

If the SMB frame is to include data from another SMB transmit buffer in
buffer memory 122¢, then the host processor 1301 must write another buffer
locator/buffer offset pair describing this SMB transmit buffer to the SMB transmit
event queue 1325. If the data to be included in the SMB frame straddles more than
one SMB transmit buffer, then the SMB transmit entity can use the buffer pointers
in the assodated transmit buffer descriptor to link the data together. If the extra
data is from a proto-SCSI receive frame, then these descriptors will have been filled
in previously by the proto-SCSI receive entity.

Because data from SMB transmit buffers in transmit buffer memory 122¢ may
be used for mare than one SMB frame, then freeing up the SMB transmit buffers
after they have been used is not a simple process. SMB transmit buffers that contain
sections of a received proto-SCSI frame that are not involved in the SMB transmit
can be freed by wri‘dng them back to the transmit free buffers queue contained in
the transmit control memory via the associated transmit return free buffers register.
SMB transmit huffors that contain data to be included in SMB frames cannot be
freed in the same way, as they cannot be freed until the data within them has been
transmitted.

So, after the buffer locator/buffer offset pairs to the various SMB frames
which will contain the proto-SCSI data have been written to the SMB transmit event
queue 1325, pointers to the original SMB transmit buffers are also written to the
SMB transmit event queue 1325. These pointers are marked to indicate that they are
to be freed back to the transmit free buffers queue. As the SMB transmit event
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queue 1325 is handled in sequence, then the SMB transmit buffers will only be freed
after arty data within them has been transmitted.

Fig. 14 is a flow chart representing a typical prior art approach, implemented
in software, for handling multiple service requests as multiple threads. Ina
traditional multiple-threaded architecture there is typically at least one thread to
service each client. Threads are started and ended as clients attach and detach from
the server. Each client may have a thread on the server to handle service requests
and a thread to handle disk requests. The service process 1400 includes a repeated
loop in which there is testing for the presence of a client connection request in box
1401; if the test is in the affirmative, the process initiates in box 1402, the client
process 1430. When the client process 1430 requires disk access in box 1435, it first
requests the appropriate disk process to access the disk and then sleeps in box 1436
until the disk access completes. The disk process 1402 then wakes up the client
process 1430 to allow it to send the reply in box 1437 to the client issuing the service
request. Thus there are at least two process switches for each dient request
requiring disk access. Implementing these multiple threaded processes in hardware
poses problems because normally, they are handled by a multi-tasking operating
system.

Fig. 15 is a flow chart showing the handling of multiple service requests ina
single threa d, for use in connection with the service ;ubsystem of Fig. 2 and, for
example, the embodiments of Figs. 12 and 13. In the single-threaded architecture
one service process 1500 handles requests from multple clients in a single thread
and one disk process 1502 handles all the requests from the service process 1500.
The prior art approach of using a separate process for each client making a request
has been eliminated and its function has been here handled by the single service |
process 1500. Additonally, these two processes, the service process and the disk
process, may be contained within the same thread, as illustrated, or may be shared
between two separate threads to facilitate load balancing.

The single-threaded service procass of Fig. 15 can have disk requests from

_ multiple clients outstanding simultaneously. The single thread includes a main

loop with two tests. The first test in box 1501 is whether a request has been received
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from a client. The second test in box 1508 1s whether a previously initiated disk
access request has been completed. In consequence, as a disk accéss has been
determined in box 1508 to have been completed, the service process in box 1507
will send the appropriate reply back to the client. Once the service process 1500 has
handled a disk access request via box 1501 and caused the request to be processed
in box 1502, and caused, in box 1504, the initiation of a disk access, the service
pracess is free to handle another request from another client via box 1501 without
having to stop and wait for the previous disk access to complete. Upona
determination in box 1508 that the disk access has been completed, the disk process
in box 1507 will inform the service process of the result and the service process will
send the response to the client. Thus the service and disk procasses will be
constantly running as long as there arc requests being sent from clients.

Fig. 16 is a block diagram illustrating use of a file system module, such as
lustrated in Fig. 3, in connection with a computer system having file storage. (An
implementation analogous to that of Fig. 16 may be used to provide a storage
module, such as illustrated in Fig. 3, in connection with a computer system having
file storage.) In this embodiment, the file system module 1601 is integrated into a
computer system, which includes microprocessor 1605, memory 1606, and a
peripheral device, such as video 1609, as well as disk drive 1610, accessed via a disk
subsystem 1602, which is here a conventional disk drive controller. The file system
module 1601 is coupled to the disk subsystem 1602. The file system module 1601 is
also coupled to the computer multiprocessor 1605 and the computer memory 1606
via the PCI bridge 1604 over the PCI bus 1607. The PCl bus 1607 also couples the
microprocessor 1605 to the computer peripheral device 1609. The receive engine
1610 of the file system module processes disk access requests from the
microprocessor 1605 in a manner similar to that described above with respect to
Figs. 10,11, 12B, and 13. Also the transmit engine 1611 provides responses to such
disk access requests in 2 manner similar to that described above with respect to
Figs. 10, 11, 12B, and 13.

Fig, 17A is a block diagram of data flow in the stcrage module of Fig. 3. It
should be noted that while in Figs. 17A and 17B a Tachyon XL fiber optic channel
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controller, available from Hewlett Packard Co., Palo Alto, California, has been used
as the I/O device, embodiments of the present invention may equally use other I/O
devices. Proto-SCSI requests are received over the proto-SCSI input 1700 by the
proto-SCSI request processor 1702. The information relating to this request is
stored in a SEST information table, and if this is a WRITE request, then the WRITE
data, which are also provided over the prote-SCSI input 1700, are stored in the
WRITE buffer memory 1736.

S‘I"f\'e exchange request (ERQ) generator 1716 takes the information from the
WRITE buffer memory 1736. If all the buffers to be written are currently cached, or
the data to be written completely fill the buffers to be written, then the WRITE can :
be performed immediately. The data to be written are copied from WRITE buffer
memory 1736 to the appropriate areas in the cache memory 1740. The Fiber
Channel I/O controller 1720 is then configured to write the data to the appropriate
region of disk storage that is in communication with the controller 1720. Otherwise
a READ from the disk must be done before the WRITE to obtain the required data
from the appropriate disk.

The proto-SCSI acknowledge generator 1730 is responsible for generating
the proto-SCSLresponses. There are three possible sources which can generate
proto-SCSI responses, each of which supplies a SEST index:  the processor 1738,
Fiber Channel I/O controller 1720, and the cache memory 1740. For all transfers an -
identification which allows the proto-SCSI request to be tied up with the
ackmowledge, along with status information, are returned the proto-SCSI
acknowledge interface 1734.

Fig. 17B is a detailed block diagram shoufing contrel flow in the storage
module of Fig. 3. When the proto-SCSI requests are received over the proto-SCSI

~ input 1700 by the proto-SCSI request processor 1702, it is assigned a unique

identifier (called the SEST index). The information relating to this request is stored
in a SEST information table, and if this is a WRITE request then the WRITE data
which is also provided on the proto-SCSI input 1700 is stored in the WRITE buffer
memory 1736. The SEST index is then written into the proto-5CSI request queuez
1704.
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The cache controller 1706 takes entries out of the prote-SCSI request queue
1704 and the used buffer queue 1708. When an entry is taken out of the proto-SCSI
request queue 1704 the information relating to this SEST index is read out of the
SEST information table. The cache controller 1706 then works out which disk blocks
are required for this transfer and translates this into cache buffer locations using a
hash lookup of the disk block number and the disk device to be accessed. If any of
the buffers in the write buffer memory 1736 required for this transfer are currently
being used by other transfers, then the SEST index is put into the outstanding
request queue 1710 awaiting completion of the other transfers. Otherwise if this is a
READ transfer and all of the required buffers are in the cache then the SEST index ig
put into ¢he cached READ queue 1712. Otherwise the SEST index is written into the
storage request queue 1714. A possible enhancement to this algorithm is to allow
multiple READs of the same buffer to be in progress provided that the buffer is
currently cached.

Whan an entry is taken out of the used buffer queue 1708, a check is made as

o whether any requests were waiting for this buffer to become available. This is

done by searching through the outstanding request queue, starting with the oldest
requests. If a request is found which was waiting for this buffer to become available
then the buffer is allocated to that request. If the request now has al] the buffers
required for this transfer, then the SEST index is written into the storage request
queue 1714 and this request is removed from the outstanding request queue 1710.
Otherwise the request is left in the outstanding request queue 1710.

The exchange request (ERQ) generator 1716 takes entries out of the storage
request queue 1714 and the partial WRITE queue 1718. When a SEST index is read
out of either queue then the information relating to this SEST index is read out of
the SEST information table. If it is a READ transfer then the Fiber Channel I/0
controller 1720 is configured to read the data from the appropriate disk. Ifitisa
WRITE transfer and all the buffers to be written are currently cached, or the data to
be written completely fills the buffers to be written, then the WRITE can be
performed immediately. The data to be written is copied from WRITE buffer
memory 1736 to the appropriate areas in the cache buffers. The Fiber Charnel I/O
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controller 1720 is then configured to write the data to the approPriaté disk.
Otherwise, as mentioned above with respect to Fig. 17A, we need to do 2 READ
from the disk before we do a WRITE an initiate 2 READ of the required data from
the appropriate disk.

The IMQ processor 1722 takes messages from the inbound message queue
1724. This is a queue of transfers which the Fiber Channel I/0 controller 1720 has
completed or transfers which have encountered a problem. If there wasa problem
with the Fiber Channal transfer then the IMQ processor 1722 will pass the message
on to the processor via the processor message queue 1726 to allow it to do the
appropriate error recovery. If the transfer was acceptable, then the SEST
information is read out for this SEST index. If this transfer was a READ transfer at
the start of a WRITE transfer, then the SEST index is written into the partial WRITE
queue 1718. Otherwise it is written into the storage acknowledge queue 1728,

As mentioned with respect to Fig. 17A, the proto-SCSI acknowledge
generator 1730 is responsible for generating the proto-SCSI responses. Again, there
are three possible sources which can generate proto-SCSI responses, each of which
supplies a SEST index.

The processor acknowledge queue 1732 is used by the processor 1738 to pass
requests which generated errors and which had to be sorted out by the processor
1738 back to the hardware once they have been sorted out. The storage
acknowledge queue 1728 is used to pass back Fiber Channel requests which have
campleted normally. The cached READ queue 1712 is used to pass back requests
where all the READ data required is already in the cache and so no Fiber Channel
accesses are required.

When there is an entry in any of these queues the SEST index is read out.
The SEST information for this index is then read. For all transfers an identification
which allows the proto-SCS] request to be tied up with the acknowledge, along
with status informaton, are returned a&oss the proto-SCSI acknowledge interface
1754. For a READ the read data is also retumed across the proto-SCSI acknowledge

interface 1734.
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Once the proto-SCSI transfer has been compléfed. the add;esses of all the
buffers associated with this transfer are written into the used buffer queue 1708, |
Any WRITE buffer memory used in this transfer is also retumned to the pool of free
WRITE buffer memory.

Fig. 18 is ablock diagram illustrating usc of a storage module, such as
illustrated in Fig. 3, in connection with a computer system having file storage. Here
the storage module 1801 acts as a fiber channel host bus adapter and driver for the
computer system, which includes miczoprocessor 1802, memory 1803, a peripheral
device, such as a video system 1805, and storage devicss 1809, 1810, and 1811. The
storage module 1801 is coupled to the microprocessor 1802 and the computer
memory 1803 via the PCI bridge 1804 over PCl bus 1807. The storage module 1801
receives requests from the PCI bus and processes the requests in the manner
described above with respect to Figs. 17A and 17B. The storage module 1801
accesses the storage devices 1809, 1810, and 1811 via the storage device access
interface 1808.

Fig. 19 is a block diagram illustrating scalability of embodiments of the
present invention, and, in particular, an embodiment wherein 2 plurality of
network subsystems and service subsystems are employed utilizing expansion
switches for establishing communication among ports of successive subsystems
and/or modules. To allow extra network connections, to increase the bandwidth
capabilities of the unit, and to support a larger number of storage elements, in this
embodiment, expansion switches 1901, 1902, 1903 are used to interface a number of
moedules together. The expansion switch routes any connection from a module on
one side of the expansion switch to any module on the other side. The expansion
switch is non-blocking, and may be controlled by an intelligent expansion switch
control module that takes in a number of inputs and decides upon the best route for
a particular connection.

In the embodiment of Fig. 19, the overall system shown utilizes a plurality of
network subsystems shown in column 1921 including network subsystem 1904 and
similar subsystems 1908 and 1912. The are also a plurality of service subsystems,
which are here realized as a combination of file access modules (in column1922), file
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system modules (in column 1923), and storage mocules (in column 1924). Between
each column of modules (and between the network subsystems column and the file
access modules column) is a switch arrangement, implemented as the file access
protocol expansion switch 1901, the storage access expansion switch 1902, and the
proto-SCSI protacol expansion switch 1903. At the file access protocol level, the
expansion switch 1901 dynamically allocates incoming network connections from
the network subsystem 1904 to particular file access modules 1905 depending on
criteria'sﬁ\\"dudjng the exdsting workload of each of the file access modules 1305.

At the storage access protocol level, the expansion switch 1902 dynamically
allocates incoming file access connections from the file access modules 1905 to
particular file system modules 1906 depending on criteria including the existing
workload of the file system modules 1906.

At the proto-SCSI protocol level, the expansion switch 1903 dynamically
allocates incoming file system connections to particular storage modules 1907
depending on criteria including the physical location of the storage element.

Alternatively, the itams 1901, 1902, and 1903 may be implemented as buses,
in which case each module in a column accepting an input signal communicates
with other modules in the column ‘o prevent duplicate processing of the signal,
thereby freeing the other modules to handle other signals. Regardless whether the
iterns 1901, 1902, and 1903 are realized as buses or switches, it is within the scape of
the present invention to track the signal processing path through the system, so that
when a response to a file request is involved, the appropriate header information
from the corresponding request is available to permit convenient formatting of the

response header.
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Claims:

1. Apparatus for handling service requests over a network, wherein the
network utilizes a protocol, the apparatus comprising:

a. a network subsystem for receiving and transmitting network service
requests using the network protocol; and

b.  aservice subsystem, coupled to the network subsystem, for satisfying
the network service requests;
whereiri at least one of the network subsystem and the service subsystem is
hardware-implemented.
2. Apparatus for handling service requests over 2 network, wherein the
network utilizes a protocol, the apparatus comprising:

a. a network subsystem for receiving and transmitting network service
requests using the network protocol; and

b. a service subsystam, coupled to the network subsystem, for satisfying
the network service requests
wherein one of the network subsystem and the service subsystem is hardware-
implemented and the other of the network subsystem and the service subsystem is
hardware accelerated.
3. Apparatus for handling service requests over a network, wherein the
network utilizes a protocol, the apparatus comprising:

a.  ahardware-implementad network subsystem for receiving and

transmitting network service requests using the network protocol; and

b.  ahardware-implemented service subsystem, coupled to the network
subsystem, for satisfying the network service requests.
4. Apparatus for handling sarvice requests over a network, wherein the
network utilizes 2 protocol, the apparatus comprising:

a. a network subsystem for receiving and transmitting network service

requests using the network protocol; and
b. 2 hardware-accelerated service subsystem, coupled to the network

subsystem, for satisfying the network service requests.
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5. Apparatus for handling service requests over a network, wherein the
network utilizes a protocol, the apparatus comprising:

a. a hardware-accelerated network subsystem for receiving and
transmitting network service requests using the network protccol; and

b. a service subsystem, coupled to the network subsystem, for satisfying
the network service requests;
wherein the service requests include one of reading and wrifing data to long-term
electroriic sto rage.
6. Apparatus according to any of claims 1 th.rough 4, wherein the service
requests include one of reading and writing data to long-term electronic storage.
7. Apparatus according to any of claims 5 or 6, wherein the long-term storage
is network disk storage accessible to computers over the netwark.
8. Apparatus according to any of claims 5 or 6, wherein the long-term storage
is local disk storage that is accessible to a local computer but not to any other
computers over the network.
S. Apparatus according to any of claims 5 or 6, wherein the long-term storage
is assodiated with the provision of E-Mail service over the network.
10.  Apparatus according to any of claims 5 or 6, wherein the long-term storage
provides access to web pages over the network.
11.  Apparatus according to any of claims 1 through 5, wherein the service

requssts may involve access of data in a storage system, and the service subsystermn

also includes a hardware-implemented module for managing storage of the data in

the storage system.

12.  Apparatus according to claim 11, such apparatus being a file server, wherein
the data in the storage system are arranged in files, the service requests may involve
requests for files in the storage system, and the service subsystem also includes a
hardware-implemented module for managing 2 file system associated with the
storage system.

13.  Apparatus according to claim 12, wherein the protocol includes a file system
protacol, and the file system protocol defining operations including file read and

file write.
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14.  Apparatus according to claim 11, such apparatus being a 'Néb server,
wherein the data in the storage system may include web pages, and the service
requests may involve requests for web pages in the storage system.
15.  Apparatus according to any of claims 1,2, 3,4, 5, 11, 12, or 14, wherein the
protocol includes IP.
16.  Apparatus 5ccording to any of claims 11 or 12, wherein the storage system
has a storage protocol and the service subsystem includes a ha:dwa.re-implemenféd
module for interfacmg with the storage system.
17. A subsystem for receiving and transmitting data overa network, the
network using a protocol having at least one of layers 3 and 4, the subsystem
comprising:

a. a receiver that receives encapsulated data from the network and de-
encapsulates such data in accordance with the protocol and

b. a transmitter that encapsulates data in accordance with the protocol
and transmits the encapsulates data over the network;
wherein at least one of the receiver and the transmitter is hardware-implemented.
18. A subsystem for receiving and transmitting data over a network, the
network using a protocol having at least one of layers 3 and 4, the subsystem
comprising:

a a receiver that receives encapsulated data from the network and de-
encapsulatés such data in accordance with the protocol; and

b. a transmitter that encapsulates data in accordance with the protacol
and transmits the encapsulates data over the network: |
wherein at least one of the receiver and the transmitter is hardware-accelerated.
19. A subsystem according to any of claims 17 or 16, wherein the protocol is
ICP/1P.
20. A subsystem according to claim 19, wherein the data are received over the

network in packets, each packet having a protocol header, the subsystem further

comprising:
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a connection identifjer that determines a unique connection from
information contained within the protocol header of each packet received by the
receiver.

21. A subsystem according to any of claims 19 thraugh 20, wherein encapsulated
data are assodated with a network connection, the subsystem further comprising:

a memory region, assocdated with the network connection, that stores the
state of the connection.

22. A service subsystam for interfacing a storage arrangement with a network
over which may be generated a storage access request, the subsystem comprising:

a. a service module that receives network service requests and fulfills
such service requests and in doing so may issuc data storage access requests;

b. a file system module, coupled to the service module, that receives
data storage access requests from the service module and fulfills such storage access
requests and in doing so may issue storage arrangement access requests;

c. a storage module, coupled to the file system module, that receives
storage arrangement access requests from the file system module and controls the
storage arrangement to fulfill such storage arrangement access requests;
wherein at least one of the modules is hardware-implemented.

25. A service subsystem for interfacing a storage system with a network over
which may be generated a storage access request, the subsystem comprising:

a. a service module that receives network service requests and fulfills
such service requests and in doing so may issue data storage access requests;

b.  afile system module, coupled to the service module, that receives
data storage access requests from the service module and fulfills such storage access
requests and in doing so may issue storage arrangement access requests;

¢ a storage module, coupled to the file system module, that receives
storage arrangement access requests from the file system module and controls the
storage arrangement to fulfill such storage arrangement access requests;
wherein at least one of the modules is hardware-accelerated.

24. A service subsystem according to any of claims 22 and 22, wherein the

service module includes:
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i a receive control engine that receives network service requests,
determines whether such requests are appropriate, and if so, responds if
information is available, and otherwise issues a data storage access request; and

fi.  atransmit control engine that generates network service
responses based on instructions from the recaive control engine, and, in the event
that there is a data storage access response to the data storage accass request,
processes the data storage access response;

““wherein at least one of the engines is hardware-implemented.
25. A service subsystem according to any of dlaims 22 and 23, wherein the
service module includes: |

i a receive control engine that receives network service requests,
determines whether such requests are appropriate, and if so, responds if
information is available, and otherwise issues a data storage access request; and

ii.  atransmit control engine that generates network service
responses based on instructions from the receive control engine, and, in the event
that there is a data storage access response to the data storage access request,
processes the data storage access response;

wherein at least one of the engines is hardware-accelerated.

26. A service subsystem according to any of claims 22 and 23, wherein the
service subsystem is integrated directly in the motherboard of a computer.

27. A service subsystem according to any of claims 22 and 23, wherein the
sarvice subsystem is integrated into an adapter card that may be plﬁgged into a
computer.

28. A service module that receives network service requests and fulfills such
service requests, such module comprising:

2. a receive control engine that receives network service requests, -
determines whether such requests are appropriate, and if so, responds if
information is available, and otherwise issues a data storage access request; and

b. a transmit control engine that generates network service responses

based on instructions from the receive control engine, and, in the event that there is
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a data storage access response to the data storage access request, processes the data
storage access Iesponse;

wherein at least one of the engines is hardware-implemented.

29. A service module that receives network service requests and fulfills such
service requests, such module comprising:

a.  areceive control engine that receives network service requests,
determines whether such requests are appropriate and if so, responds if information
is available, and otherwise issues a data storage access request; and

b.  atransmit control engine that generates network service respenses
based on instructions from the receive control engine, and, in the event that there is
a data storage access respornse to the data storage access request, processes the data
storage access response;

wherein at least one of the engines is hardware-accelerated.

30. A service module according to any of claims 28 or 29, wherein the network
service requests are in the CIFS pratocol.

31. A service module according to any of claims 23 or 29, wherein the network
service requests are in the SMB protocol.

32. A service module according to any of claims 28 or 29, wherein the network
service requests are in the HTTP protocol.

35. A service module according to any of claims 28 or 29, wherein the network
service requests are in the NFS protocol.

34. A service module according to any of claims 28 or 29, wherein the network
service requests are in the FTP protacol.

35.  Aservice module according to any of claims 28 or 29, wherein the network
service raquests are in the SMTP protocol.

36.  Aservice module according to any of claims 28 or 25, further comprising:

an authentication engine that determines whether a network request
received by the receiver has been issued from a source having authority to issue the
request.

37. A service module according to any of claims 28 through 36, wherein the

authentication engine determines whether a network request received by the
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receiver has been issued from a source having authority to pc:fdrm the operation
requested.

38. A service module according to any of claims 28 through37 wherein the
service module is integrated directly in the motherboard of a computer.

39. A service module according to any of claims 28 through 37 wherein the
service module is integrated into an adapter card that may be plugged into a
computer. ' '

4. Afile system module that receives data storage access requests and fulfills
such data storage access requests, the module comprising:

a. a receiver that receives and interprets such data storage access
requests and in doing so may issue storage device access requests;

b. a transmitter, coupled to the receiver, that constructs and issues data
storage access responses, wherein such responses incdlude information when
appropriate based on responses to the storage device access requests;
wherein at least one of the receiver and the transmitter is hardware-implemented.
41. A file system module that receives data storage access requests and fulfills
such data storage access requests, the module comprising:

a. a receiver that receives and interprets such data storage access
requcsts.and in doing so may issue storage device access requests;

. b. a transmitter, coupled to the receiver, that constructs and issues data
storage access responses, wherein such responses include information when
appropriate based on responses to the storage device access requests; |
wherein at least one of the receiver and the transmitter is hardware-accelerated.
42, A file system module according to any of claims 40 or 41, wherein the
storage device access requests are consistent with the protocol used by a storage
device to which the module may be coupled.

43. A file system module according to claim 42, wherein the protocol is NTFS.
4. Afile system module according to claim 42, wherein the protocol is HPFS.
45. A file system module according to claim 42, wherein the protocol is FAT.
46. A file system module according to claim 42, wherein the protocol is FAT16.
47. A file system module according to claim 42, wherein the protocol is FAT32.
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48. A file system module aczording to claim 42, further compn'sing-.
file table cache, coupled to the receiver, that stores a table defining the physical
location of files in a storage device to which the module may be Eoupled.
49. A file system module according to claim 48, wherein the protocol does not
require files to be placed in consecutive physical locations in a storage device.
S0. A file system module according to claim 42, wherein the file system module
is integrated directly in the motherboard of a computer.
5. A file system module according to claim 42, wherein the file system module
is integrated into an adapter card that may be plugged into a computer.
52. A storage module that receives storage device access requests from a request
source and communicates with a storage device controller to fulfill such storage
access requests, the module comprising:

a. a storage device request interface that recaives such storage device
access requests and translates them into a format suitable for the storage device

controller; and
b.  astorage device acknowledge interface that takes the responses from

the storage device controller and translates such responses into a format suitable for
the request source;

wherein at least one of the storage device request interface and the storage device
admowledge interface is hardware-implemented.

53.  Astorage module that receives storage device access requests from a request
source and communicates with a storage device controller for a storage device to
fulfill such storage access requests, the module comprising:

a. a storage device request interface that receives such storage device
access requests and translates them into a format suitable for the storage device
controller; and

b.  astorage device acknowledge interface that takes the responses from
the storage device controller and translates such responses into a format suitable for
the request source;
wherein at least one of the storage device request interface and the storage device

acknowledge interface is hardware-accelerated.
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54. A storage module according to any of claims 52 or 53, further comprising:

a cache controller that maintains a local copy of a portion of data contained on the
storage device to allow fast-read access to the portion of data.

55.  Astorage module according to any of claims 52 or 53, wherein the storage
device request interface and the storage device admowledge interface are coupled
to a port permitting communication with the storage device controller over a fiber-
optic channel.

56. ‘-’A storage module according to any of claims 52 or 53, wherein the storage
device request interface and the storage device acknowledge interface are coupled
to a port permitting communication with the storage device controller utilizing a
SCSI-related protocol

§7.  Astorage module according to any of claims 52 or 33, wherein the storage
module is integrated directly in the motherboard of a computer.

58. A storage module according to any of claims 52 or 53, wherein the storage
module is integrated into an adapter card that may be plugged into a computer.
59. A system for interfacing a storage arrangement with a line on which may be
placed a storage access request, the system comprising:

a. a service receive block, coupled to the storage arrangement, that
processes the storage access request, generates where neceassary an access to the
storage arrangement, and causes the generation of a response;

b. a file tabie cache, coupled to the receive block, that stores a table
defining the physical location of files in the storage arrangement;

¢ a service transmit block, coupled to the service receive block, for
transmitting the response; '
wherein at least one of the service receive block and the service transmit block is
hardware-implemented.

60. A system for interfacing a storage exrangement with a line on which may be
placed a storage access request, the system comprising:

a. a service receive block, coupled to the storage arrangement, that

processes the storage access request, and generates where necessary an access to the

storage arrangement;
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b.  afile table cache, coupled to the receive black, thatstores a table
defining the physical location of files in the storage arrangement;

C. a service transmit block, coupled to the service receive block and to
the storage arrangement, for constructing and transmitting a response;
wherein at least one of the service receive block and the service transmit block is
hardware-accelerated.
61. A system according to any of claims 59 or 60, further comprising:
responise information memory, coupled to each of the service receive block and the
service transmit block, which memory stores information present in a header
associated the request, which information is used by the service transmit block in
constructing the response.
62. A system according to any of claims 59 or 60, wherein the storage access
request is a network request.
63. A system according to any of claims 59 or 60, wherein the storage access
raquest is a generated by a local procassor to which the line is coupled.
64. A process for handling storage access requests from multiple clients, the

Pprocess comprising:

a. testing for receipt of a storage access request from any of the dients;
and

b. testing for completion of access to storage pursuant to any pending
request;

wherein testing for receipt of a storage access requeast and testing for completion of
access to storage are performed in a number of threads independent of the number
of clients.

65. A process according to claim 64, wherein the process also includes,
cenditioned on a positive determination from testing for receipt of a request, - |
processing the request that gave rise to the positive determination and initiating
storage access pursuant to such request.

66. A process according to any of claims 64 or 65, wherein the process also

includes, conditioned on a positive determination from testing for completion of
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access to storage pursuant to a pending request, sending a reply to the client
issuing such pending request.

67. A process according to any of claims 64, 65, or €6, wherein the number of
threads is fewer than three.

68. A process according to claim 67, wherein the number of threads is one.

69.  Scalable apparatus for handling service requests over a network, wherein

the network utilizes a protocol, the apparatus comprising:

d"  afirst plurality of network subsystems for receiving and transmitting
network service requests using the network protocol;

b.  asecond plurality of service subsystems, for saisfying the netwark
service requests;
each one of the network subsystems and the service subsystems being one of
hardware-implemented or hardware-accelerated; and

c an interconnect coupling each of the first plurality of network
subsystems to each of the second plurality of service subsystems.

70.  Apparatus zccording to claim 69, wherein the interconnect is a switch.

71.  Apparatus according to claim 69, wherein the interconnect is a bgs.

72. A scalable service subsystem for intexfacing a storage arrangement with a
network over which may be generated a storage access request, the subsystem
comprising:

a.  afirst plurality of service modules that receive network service |
requests and fulfill such service requests and in doi.ng so may issue data storage
access requests;

b.  asecond plurality of file system modules that receive data storage
access requests and fulfill such storage access requests and in doing so may issue-
storage arrangement accass requests;
each one of the service modules and the file system modules being one of
hardware-implementad or hardware-acceleraled; and

c. an interconnect coupling each of the first plurality of service modules

to each of the second plurality of file system modules,
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73.  Ascalable service subsystem zccording to claim 72, wherein the interconnect
is a switch.

74, Ascalable service subsystem according to claim 72, wherein the interconnect
is a bus.

75. A scalable service subsystem according to claim 72, further comprising:

d.  athird plurality of storage modules that receive storage arrangement
access requests controls the storage arrangement to fulfill such storage arrangement
access requests;
each one of the storage modules being one of hardware-implemented or hardware-
accelerated;

e.  esecond interconnect coupling each of the file system modules to
each of the storage modules.

76. A scalable service subsyster according to claim 72, wherein each of the
interconnect and the second interconnect is a switch.
77.  Ascalable service subsystem according to claim 72, wherein each of the

interconnect and the second interconnect is a bus.

-47-
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