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(57) Abstract: Method for queueing packets, each
packet of said packets comprising timing information
representing a remaining time until a deadline associ-
ated with delivery at its destination; said system com-
prising: N queues (511 to 515), each queue thereof be-
ing contigured for buffering at least one packet, said N
queues having a cyclic order; said method comprising:
keeping track of a pointer (503), initially pointing to a
queue of said N queues; afterwards, repeatedly incre-
menting said pointer over said N queues, according to
said cyclic order, after each passing of a scheduling in-
terval S; enqueueing each packet of said packets in a
queue of said N queues, that queue differing from the
queue to which said pointer is pointing, based on said
packet's timing information and taking into account
said cyclic order; and dequeucing enqueued packets
from said N queues, while prioritizing dequeueing from
the queue to which said pointer is pointing. This helps
to prevent that an urgent packet arriving in a busy
queue to which the pointer is pointing might get stuck
in that queue after the pointer increments to the next
queue. The queuing system (103) comprises and en-
queuing module (502) for enqeuing (503) each packet
of said packets (501) in a queue of said plurality of N
queues (511 to 515). A dequeuing module dequeues
(504) the enqueued packets from the queues (511 to

512), while prioritizing dequeuing from the queue (511) to which said pointer is pointing. Preferably, each packet's remaining time
falls within a pre-determined permissible time range R, and said scheduling interval S represents an amount of time essentially equal
to said time range R divided by N-1. In this manner, the permissible time range for the packets can be covered etfectively by the
queues excluding the queue to which the pointer is pointing. Explicit timing information in packets may be used to indicate a dead -
line associated with the packet, i.c., by when a packet needs to be delivered to the destination.
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Methods, queueing system, network element and network system for queueing and

processing of packets

Field of the Invention

The field of the invention relates to queueing and processing packets in packet-switched networks.
Particular embodiments relate to a method and computer program product for queueing packets, a
method and computer program product for processing packets, a queueing system for queueing

packets, a network element for processing packets and a network system for processing packets.

Background

More and more low-latency services are emerging over the Internet and IP (Internet Protocol)
networks in general. Examples are interactive video applications, augmented reality, online
gaming, future tactile internet applications using haptic or haptic-visual feedback and control, etc.
These require data packets to be delivered within a specific time interval (i.e. before a specific
deadline), lest they suffer (severe) quality of service degradation. Required maximum latencies
reported in the literature range from 150 ms for audio, 50 ms for online gaming, and below 25 ms

or even as low as 5 ms or lower for tactile applications.

Current IP networking uses a mechanism of classification, queueing, and scheduling which does
not explicitly handle timing (latency) constraints, but at most operates at “best effort with some
priorities”. Queueing delays in network elements are variable, and packet marking/drop
probabilities depend on queue lengths, which can easily cause a time-critical packet to be dropped
while there are less time-critical packets queued for further processing. The dropped packets either
need to be retransmitted by the source (adding extra delay) or are simply lost in the
communication. End-to-end (multi-hop) latencies can easily vary over tens to even hundreds of

milliseconds.

Known approaches use relative priorities, but these are limited and require inefficient computation,

or waste resources.

United States Patent Application US20140185628, titled “Deadline aware queue management”,
discusses packet delivery deadlines, and describes traffic characteristics comprising deadline state
information. The method uses (one or more) traffic characteristics to determine a priority of the
packet, and selects a queue based on this priority. There are three queues corresponding to three

priority classes: behind-schedule, on-schedule, and ahead-of-schedule. The classification is done
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by comparing the packet’s deadline state information with an expected time to destination for the

packet’s destination.

However, the method can be ineffective, and generally wastes resources, introduces overhead and

is inefficient.

Summary

It is an object of embodiments of the present invention to allow effective and efficient processing
of packets in packet-switched networks. Additional objects of embodiments of the present

invention are to reduce resource under-utilization and to reduce overhead.

According to a first aspect of the invention, there is provided a method for queueing packets in a
queueing system at a network element in a packet-switched network (i.e. a packet switching
communication network, e.g. an IP network), wherein each packet of said packets is sent from a
source in said packet-switched network to a destination in said packet-switched network via said
network element, wherein each packet of said packets comprises timing information representing a
remaining time until a deadline associated with delivery of said packet at its destination; wherein
said queueing system comprises: a plurality of N queues, wherein each queue of said plurality of N
queues is configured for buffering at least one packet of said packets, and wherein said plurality of
N queues has a cyclic order; wherein said method comprises: keeping track of a pointer, wherein at
a first point in time said pointer points to a queue of said plurality of N queues; after a second point
in time succeeding said first point in time, repeatedly incrementing said pointer over said plurality
of N queues, according to said cyclic order of said plurality of N queues, after each passing of a
scheduling interval S, wherein said scheduling interval S represents an amount of time; enqueueing
each packet of said packets in a queue of said plurality of N queues, wherein that queue differs
from the queue of said plurality of N queues to which said pointer is pointing, based on said
packet’s timing information and taking into account said cyclic order of said plurality of N queues;
and dequeueing enqueued packets from said plurality of N queues, while prioritizing dequeueing

from the queue of said plurality of N queues to which said pointer is pointing.

In this manner, embodiments of the invention allow faster (i.e. more efficient) packet processing
for packets or packet flows that are time-sensitive, using techniques that can advantageously be
implemented in hardware, exploiting the efficiency of pointer arithmetic manipulation in hardware.
The embodiment also allows for bigger buffers in the network, in order to prevent loss without an
additional latency penalty for the low-latency traffic. Also, the embodiment makes possible better

time-controlled packet delivery for time-sensitive services, by using a mechanism that can be
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implemented in router hardware for fast and efficient execution. Moreover, the method
embodiment reduces overhead and increases efficiency, since packets may readily be classified
based on their timing information without necessarily having to estimate times to destination and
without necessarily requiring further comparison with the estimated times to destination.

In particular, each packet is added to one of the N queues except the queue to which the pointer is
pointing, according to the urgency of its remaining time, and meanwhile packets are dequeued
from the queue to which the pointer is pointing, and (if feasible) from the following queues. This
allows to queue packets in a time-sensitive manner, since packets that are already present in the
queue to which the pointer is pointing are likely to be dequeued during the corresponding
scheduling interval S, and urgent packets arriving during that scheduling interval S will likely be
dequeued in one of the following scheduling intervals. This helps to prevent that an urgent packet
arriving in a busy queue to which the pointer is pointing might get stuck in that queue after the
pointer increments to the next queue, thereby reducing resource under-utilization. Also,
embodiments of the invention generally reduce resource under-utilization by making better use of
the available queueing space in the queues, since not all traffic of a given urgency is enqueued in a
same queue but it gets spread over multiple queues. In addition, by not necessarily enqueueing all
traffic of a given urgency in a same queue, the method is more effective, since traffic in other
(especially less urgent) queues is more likely to be scheduled in a definite number of scheduling

intervals, even if new urgent traffic keeps arriving.

Further, the embodiments are suitable for interactive video, gaming, voice traffic, tactile
applications, lower priority traffic, such as software updates, email, file transfer, and in datacenters

for applications that have deadline constraints.

In an embodiment, prioritizing dequeueing from the queue of said plurality of N queues to which
said pointer is pointing comprises: dequeueing enqueued packets from the queue of said plurality
of N queues to which said pointer is pointing, if the queue of said plurality of N queues to which
said pointer is pointing contains any enqueued packets; and progressively attempting to dequeue
enqueued packets from the next queues of said plurality of N queues according to said cyclic order
of said plurality of N queues following the queue of said plurality of N queues to which said
pointer is pointing, if the queue of said plurality of N queues to which said pointer is pointing is

empty.

In this manner, urgent traffic is prioritized over less urgent traffic, while available capacity is

utilized in order to dequeue packets from less-urgent queues (the first queue following the queue to
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which the pointer points, then the second, then the third and so on) if there are no packets in the

more urgent queue or queues.

In an embodiment, enqueueing each packet of said packets in a queue of said plurality of N queues
comprises: enqueueing said packet in the i-th queue of said plurality of N queues, wherein the
queue to which said pointer is pointing is excluded, wherein i is counted one-based according to
said cyclic order of said plurality of N queues starting from the queue following the queue to which
said pointer is pointing, if the remaining time represented by the timing information of said packet
exceeds a lower threshold and is inferior or equal to an upper threshold, wherein said lower
threshold is equal or essentially equal to S*(i-1) and said upper threshold is equal or essentially

equal to S*i.

In this manner, arriving packets are enqueued in a fair manner that utilizes available resources

effectively.

In an embodiment, said timing information of a packet is indicated in a header field of said packet,

preferably in a header field meant for identifying differentiated services for said packet.

In this manner, packets’ timing information is readily retrievable.

In an embodiment, said timing information of a packet is indicated using B bits, where B is less

than or equal to 6.

In this manner, packets’ timing information readily fits in space that is typically easily available in

packets, especially in IP packets, in particular IPv4 packets.

In an embodiment, each packet’s remaining time falls within a pre-determined permissible time
range R; and
wherein said scheduling interval S represents an amount of time equal or essentially equal to said

pre-determined permissible time range R divided by N-1.

In this manner, the permissible time range for the packets can be covered effectively by the queues

excluding the queue to which the pointer is pointing.

In an embodiment, said method comprises dynamic adjustment of said queueing system by:

monitoring at least one buffering parameter of said queueing system, wherein said at least one
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buffering parameter comprises any one or more of the following: a number of filling levels of said
plurality of N queues; and a number of packet drops in said queueing system; calculating a new
scheduling interval S’ for replacing said scheduling interval S, based on said at least one buffering
parameter; calculating a new number N’ for replacing said number N of said plurality of N queues,
based on said at least one buffering parameter; and adapting said queueing system according to

said new scheduling interval S’ and said new number N’.

In this manner, the method allows to make efficient use of resources under changing conditions.

According to another aspect of the invention, there is provided a method for processing packets in
a network element in a packet-switched communication network, wherein each packet of said
packets is sent from a source in said packet-switched network to a destination in said packet-
switched network via said network element, wherein each packet of said packets comprises timing
information representing a remaining time until a deadline associated with delivery of said packet
at its destination. Said method comprises: receiving each packet of said packets; associating each
packet of said packets with an arrival timestamp from a clock; queueing of each packet of said
packets according to any one of the methods of the previous claims, wherein said queueing
comprises dequeueing packets; associating each dequeued packet with a departure timestamp from
said clock; and dispatching each dequeued packet from said network element, based on a

difference between its departure timestamp and its arrival timestamp.

In this manner, by using explicit timing information and by queueing in a time-sensitive manner,
and by taking into account the time taken for processing, the method allows to control latency

more effectively.

The skilled person will understand that the hereinabove described considerations and advantages
with respect to the method for queueing packets also apply for embodiments of the method for

processing packets, mutatis mutandis.

In an embodiment, said dispatching comprises: determining whether or not said dequeued packet
has missed its deadline, based on comparing the timing information of said dequeued packet with
said difference; and if it is determined that said dequeued packet has not missed its deadline,
updating the timing information of said dequeued packet based on said difference and transmitting
said dequeued packet to its destination; and if it is determined that said dequeued packet has
missed its deadline, dropping said dequeued packet or transmitting said dequeued packet towards

its destination in a best-effort manner.
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In this manner, packets that have missed their deadline (or that are very likely to miss their
deadline) can be dispatched (e.g. dropped or transmitted), depending on required or desired policy

and on available resources.

In an embodiment, said method comprises: estimating a packet delivery time for delivering a
packet to its destination; and updating the timing information of said packet, by subtracting said

estimated packet delivery time from said packet’s remaining time.

In this manner, the method can take into account the time a packet would further require to reach

its destination when processing that packet.

According to another aspect of the invention, there is provided a queueing system for queueing
packets at a network element in a packet-switched network, wherein each packet of said packets is
sent from a source in said packet-switched network to a destination in said packet-switched
network via said network element, wherein each packet of said packets comprises timing
information representing a remaining time until a deadline associated with delivery of said packet
at its destination. Said queueing system comprises: a plurality of N queues, wherein each queue of
said plurality of N queues is configured for buffering at least one packet of said packets, and
wherein said plurality of N queues has a cyclic order; a pointer, wherein at a first point in time said
pointer points to a queue of said plurality of N queues; a scheduler configured for, after a second
point in time succeeding said first point in time, repeatedly incrementing said pointer over said
plurality of N queues, according to said cyclic order of said plurality of N queues, after each
passing of a scheduling interval S, wherein said scheduling interval S represents an amount of
time; an enqueueing module configured for enqueucing each packet of said packets in a queue of
said plurality of N queues, wherein that queue differs from the queue of said plurality of N queues
to which said pointer is pointing, based on said packet’s timing information and taking into account
said cyclic order of said plurality of N queues; and a dequeueing module configured for
dequeueing enqueued packets from said plurality of N queues, while prioritizing dequeueing from

the queue of said plurality of N queues to which said pointer is pointing.

The skilled person will understand that the hereinabove described considerations and advantages
also apply for embodiments of the queueing system, mutatis mutandis. In particular, the skilled
person will understand how to perform the steps of the applicable method embodiments described

hereinabove to the elements and modules of the queueing system.
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According to another aspect of the invention, there is provided a network element for processing
packets in a packet-switched communication network, wherein each packet of said packets is sent
from a source in said packet-switched network to a destination in said packet-switched network via
said network element, wherein each packet of said packets comprises timing information
representing a remaining time until a deadline associated with delivery of said packet at its
destination. Said network element comprises: a clock; an input module; a queueing system; and an
output module. The input module is configured for: receiving each packet of said packets; and
associating each packet of said packets with an arrival timestamp from said clock. The queueing
system is configured for queueing each packet of said packets according to claim 12, and in
particular for dequeueing packets. The output module is configured for: associating each dequeued
packet with a departure timestamp from said clock; and dispatching each dequeued packet from
said network element, based on a difference between its departure timestamp and its arrival

timestamp.

The skilled person will understand that the hereinabove described considerations and advantages
also apply for embodiments of the network element, mutatis mutandis. In particular, the skilled
person will understand how to perform the steps of the applicable method embodiments described

hereinabove to the elements and modules of the network element.

In a further developed embodiment, said clock is configured for generating timestamps that have a
time granularity that is less than the time granularity used for specifying the remaining time of said

packets.

In an embodiment, said output module is configured for: determining whether or not said dequeued
packet has missed its deadline, based on comparing the timing information of said dequeued packet
with said difference; and if it is determined that said dequeued packet has not missed its deadline,
updating the timing information of said dequeued packet based on said difference and transmitting
said dequeued packet to its destination; and if it is determined that said dequeued packet has
missed its deadline, dropping said dequeued packet or transmitting said dequeued packet towards

its destination in a best-effort manner.

According to another aspect of the invention, there is provided a network system for processing of
packets. Said network system comprises at least two network elements according to any of the
claims 12-13, wherein said at least two network elements are communicatively coupled to each
other, and wherein said at least two network elements are configured for processing packets whose

remaining times fall within a same pre-determined permissible time range R. In a preferred
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embodiment, said at least two network elements are configured for processing packets whose

remaining times are specified using a same time granularity TU.

In this manner, a network system of multiple network elements using the same or compatible
timing information settings may cooperate (thereby forming a domain) in order to more efficiently

deliver packets across a packet-switched network.

The skilled person will understand that the hereinabove described considerations and advantages

also apply for embodiments of the network system, mutatis mutandis.
According to another aspect of the invention, there is provided a computer program product
comprising computer-executable instructions for performing a method when the program is run on

a computer, the method comprising the steps of any one of the methods described hereinabove.

The skilled person will understand that the hereinabove described considerations and advantages

also apply for embodiments of the computer program product, mutatis mutandis.

Brief Description of the Figures

The accompanying drawings are used to illustrate presently preferred non-limiting exemplary
embodiments according to the present invention. The above and other advantages of the features of
embodiments according to the invention and objects of the invention will become more apparent
and the invention will be better understood from the following detailed description when read in
conjunction with the accompanying drawings, in which:

Figure 1 illustrates schematically an embodiment of a queueing system according to the present
invention;

Figure 2A illustrates schematically an embodiment of a network element according to the present
invention;

Figure 2B illustrates schematically another embodiment of a network element according to the
present invention; and

Figure 3 illustrates schematically two embodiments of a network system according to the present

invention.

Description of Embodiments

More and more low-latency services are emerging over the Internet and IP (Internet Protocol)
networks in general. Examples are interactive video applications, augmented reality, online

gaming, future tactile internet applications using haptic or haptic-visual feedback and control, etc.
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These require data packets to be delivered within a specific time interval (i.e. before a specific
deadline), lest they suffer (severe) quality of service degradation. Required maximum latencies
reported in the literature range from 150 ms for audio, 50 ms for online gaming, and below 25 ms

or even as low as 5 ms or lower for tactile applications.

Current IP networking uses a mechanism of classification, queueing, and scheduling which does
not explicitly handle timing (latency) constraints, but at most operates at “‘best effort with some
priorities”. Queueing delays in network elements are variable, and packet marking/drop
probabilities depend on queue lengths, which can easily cause a time-critical packet to be dropped
while there are less time-critical packets queued for further processing. The dropped packets either
need to be retransmitted by the source (adding extra delay) or are simply lost in the
communication. End-to-end (multi-hop) latencies can easily vary over tens to even hundreds of

milliseconds.

Currently, latency control is attempted using relative priorities, but this has several drawbacks.
Differentiated services (DiffServ) is a networking architecture that specifies a simple, scalable and
coarse-grained mechanism for classifying and managing network traffic and providing quality of
service (QoS) on IP networks. DiffServ uses a 6-bit differentiated services code point (DSCP) in
the 8-bit Differentiated services Field (DS field) in the IPv4 header for packet classification
purposes. DiffServ operates on the principle of traffic classification, where each data packet is
placed into a traffic class. Each router on the network is configured to differentiate traffic based on
its class. Each traffic class can be managed differently, which aims to ensure preferential treatment

for higher-priority traffic on the network.

However, DiffServ requires that packets (or packet flows) are positioned relatively to each other
(e.g. packet A belongs to class 1, while packet B belongs to class 2), and uses coarse-grained
classes. While this architecture might work for simple traffic classes (e.g. one class for VoIP
(Voice over IP), another for IPTV (Internet Protocol Television), and all other traffic in a best-
effort class), the variety of expected applications (and associated variety of latency requirements)
cannot be served adequately. In addition, within a class, there is no differentiation between

different flows or packets of a flow. All packets are treated equally.

Even in today’s (simple) video applications, an explicit specification and control of the latency
would provide benefits. For example, in IPTV, a channel-change requires packets from the new
channel stream to be delivered very fast to the end-user to provide a good quality of experience.

For another example, in HyperText Transfer Protocol (HTTP) streaming, adaptive or not, some
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packets are delivered into a client buffer that still holds many seconds of buffered video while
other packets are delivered into a client buffer that is near to depletion (hence about to freeze the

picture for the end-user).

Existing solutions either provision the (managed) service in a separate DiffServ (logical) network
in such a way that other services do not interfere with the service (e.g. VoIP, IPTV), or have no

solution at all (e.g. HT'TP streaming at best effort).

It is possible to imagine systems in which certain packets are delivered over a higher-priority (i.e.
lower-latency) DiffServ class, but then it may be problematic to decide which packets belong to
which class, as an application would only be able to rate its own packets relative to each other, but

not in relation to packets from other users or streams.

Embodiments according to the present invention use explicit timing information in packets (in
particular data packets, such as IP packets) to indicate a deadline associated with the packet — that

is, by when a packet needs to be delivered to the destination.

To this end, the present subject-matter pertains to a method for queueing packets in a queueing
system at a network element in a packet-switched network (i.e. a packet switching communication
network, e.g. an IP network), wherein each packet of said packets is sent from a source in said
packet-switched network to a destination in said packet-switched network via said network
element, wherein each packet of said packets comprises timing information representing a
remaining time until a deadline associated with delivery of said packet at its destination; wherein
said queueing system comprises: a plurality of N queues, wherein each queue of said plurality of N
queues is configured for buffering at least one packet of said packets, and wherein said plurality of
N queues has a cyclic order; wherein said method comprises: keeping track of a pointer, wherein at
a first point in time said pointer points to a queue of said plurality of N queues; after a second point
in time succeeding said first point in time, repeatedly incrementing said pointer over said plurality
of N queues, according to said cyclic order of said plurality of N queues, after each passing of a
scheduling interval S, wherein said scheduling interval S represents an amount of time; enqueueing
each packet of said packets in a queue of said plurality of N queues, wherein that queue differs
from the queue of said plurality of N queues to which said pointer is pointing, based on said
packet’s timing information and taking into account said cyclic order of said plurality of N queues;
and dequeueing enqueued packets from said plurality of N queues, while prioritizing dequeueing

from the queue of said plurality of N queues to which said pointer is pointing.
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The timing information can be specified in TimeUnits (TU, e.g. 1 TU =1 ms) and may be included
in the packet header, for example using a number of B bits (e.g. B = 12 bits), forming the TI (Time
Indicator in TimeUnits) and TIS (TimeIndicator in seconds, with TIS =TI * TU). This allows
timing specifications in the range [0, ((2*B) -1)*TU], with granularity TU. These values may have
been pre-determined — that is, agreed on in advance — or they may be determined dynamically. A
value of 0 may mean that no time remains (i.e. that the deadline has been missed), or a value of 0
may be used as a convention to indicate that the packet has no associated timing constraint. In the
latter case, the packet may still be delivered at best-effort. This may then result in an actual range

[TU, (2"B) -1)*TU].

Embodiments of the invention may use the following example marking scheme, using the DSCP
bits in an IPv4 header (or the traffic class in an IPv6 header). In an exemplary embodiment, the 6-
bit DSCP field can be used as a combination of
1) (optionally) P bits to mark the traffic class (just as in traditional DiffServ), in which case
separate TimeServ system can be run per traffic class. If P =0, all traffic belongs to one
class.

2) B (= 6-P) bits to mark the timing information to deliver this packet to the destination.

For instance, using the O value as a convention as described above, P=2 might indicate four traffic
classes, with e.g.
1 in class 0x01: B=4 and TU = 5 ms allowing time specifications in the range [5 ms, 75
ms] with granularity 5 ms;
(ii) in class 0x02: B=4 and TU = 100 ms, allowing time specifications in the range [100
ms, 1500 ms] with granularity 100 ms; and

(iii) in class 0x03: no TimeServ.

Alternatively a packet header option could be used to provide any required range and granularity,
depending on the number of bits B used for the header option. In some embodiments, a number of
flow label bits in the IPv6 header can be redefined and used. For example, using ten of the twenty
flow label bits, with TU = 1 ms, allows time specifications in the range [1 ms, 1023 ms] with a

granularity of 1 ms (again using the optional convention of the value 0 as described above).

Applications can use this marking scheme to clearly (via an absolute metric) specify by when a
packet should be delivered to the destination (e.g. “This packet must be delivered to the other side
within M ms”). The network system, network elements therein, and queueing systems therein can

compare requirements for different packets (or flows) by direct comparison of the timing
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information and treat the packets in the network in an apt way. It is noted that two packets can
always be compared to each other based on their required delivery time (in other words, on the
remaining time until their respective deadlines), within the granularity TU used in the time coding

scheme described above.

As indicated above, in certain embodiments according to the present invention, a time specification
of 0 means that best effort should be used. This is an optional convention. In other embodiments,
the time specification 0 may effectively mean that no time is left, and thus that the packet has
missed its associated deadline. Timeouts can be treated with different alternative options. Packets
that time out from a non-zero value to zero can either be dropped or can fall back to be treated at
best effort. If the zero value is not used as a best-effort indication (for instance, if other bits are
used to classify best effort), the range can be extended from, for example, [1 ms, 1023 ms] to [1ms,
1024ms], where 0 means 1 ms and 1023 means 1024 ms. In this case, packets that time out from 1
ms (value 0) can be dropped or can optionally be remarked to another class using classification

bits, such as the above described P bits.

Figure 1 illustrates schematically an embodiment of a queueing system 103. In queueing system
103, a cyclically-ordered plurality of queues 511-515 is used (five queues are shown, but it will be
understood that another number of queues can be used, typically depending on hardware costs).
Generally speaking, N queues are provided, and each queue can be denoted as Q[i], with i from 0
to N-1. The queues 511-515 are cyclically ordered in that, when a pointer (not shown) to the last of
the queues (here queue 515) is incremented, the pointer is set to the first of the queues (here queue
511). Another name for this configuration is round-robin. The skilled person is aware of how to use

modulo-based schemes to achieve this effect.

The queueing system 103 of Figure 1 is dynamic, in that incoming packets 501 can be enqueued
503 (i.e. buffered) in one of multiple queues 511-515. The dynamicity comes from choosing in
which queue 511-515 to enqueue the incoming packet 501. Further dynamicity comes from
dequeueing 504 packets from the multiple queues 511-515, for further transmission 506 (or for

dropping, not shown).

In particular, the queueing system 103 may be initialized at a first point in time with the pointer
pointing to a pre-defined or to a random queue, say queue 511. For the operation of the queueing

system 103 it does not matter which queue is initially pointed to.
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The queueing system 103 also comprises a scheduler (not shown) that is configured for, after a
second point in time succeeding said first point in time, repeatedly incrementing said pointer over
the queues 511-515, according to their cyclic order, after each passing of a scheduling interval S,
wherein said scheduling interval S represents an amount of time. In other words, every scheduling

interval S, the next queue of the queues 511-515 is pointed to.

The queueing system 103 also comprises an enqueueing module 502 that is configured for
enqueueing 503 each packet of said packets 501 in a queue of said plurality of N queues 511-515.
The enqueueing 503 is done in the N-1 other queues than the queue pointed to by the pointer.
Suppose that the pointer in Figure 1 is currently pointing to queue 511. Then each packet 501 is
enqueued 503 in one of the other queues 512-515, based on that packet’s 501 timing information
and taking into account the cyclic order of the queues. In other words, the other N-1 queues 512-
515 are used to enqueue 503 the packet 501 depending on how much remaining time it has to reach
its destination. If the packet 501 is very urgent, it may be enqueued 503 in the next queue 512
following the queue 511 to which the pointer is pointing. If the packet 501 is less urgent, it may be
enqueued 503 in one of the further queues 513-515. In this manner, the queues 512-515 cover the

range of the remaining times of all incoming packets 501.

It is noted that arriving packets 501 are not enqueued 503 in the queue 511 to which the pointer is
pointing. For this reason, very urgent packets 501 run no risk of being enqueued 503 in queue 511
just before the pointer is incremented to point to the next queue 512, and of having to remain
buffered in that queue 511 until after their deadline has been missed, but are enqueued 503 in the

next queue 512 or one of the further queues 513-515 depending on their urgency.

The queueing system 103 also comprises a dequeueing module 505 that is configured for
dequeueing 504 the enqueued packets from the queues 511-512, while prioritizing dequeueing
from the queue 511 to which said pointer is pointing. In other words, the dequeueing module 505,
during a given scheduling interval, prioritizes the dequeueing 504 of packets from the queue 511 to
which the pointer is pointing, and thereby is most likely to dequeue 504 the most urgent packets. If
no very urgent packets are enqueued or buffered in that queue 511, the dequeueing module 505
may attempt to dequeue packets from the next queue 512, to make more efficient use of resources.
If the next queue 512 also or no longer contains any packets, the dequeueing module 512 may
progress to the next queue 513 and attempt to dequeue packets from that queue 513. This shows
that packets may be dequeued 503 from further queues 512-513 according to the cyclic order
during the same scheduling interval. If no packets are buffered (anymore) in the next queue 513,

the dequeueing module 505 may progress even further to the next queue 514, and so on. If a packet
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would meanwhile be enqueued in an earlier queue (for example, in queue 512 while the
dequeueing module 505 is dequeueing from queue 513, while the pointer is still pointing to queue
511), the dequeueing module 505 may be notified thereof and first dequeue that packet before
continuing to dequeue the further queue 513. Alternatively, the dequeueing module 505 may
simply progress through all queues 512-515 (i.e. excluding queue 511, in which no new packets are

enqueued during that scheduling interval) in a round-robin manner, for ease of implementation.

In an exemplary embodiment, the following values hold:

- Choose G such that the scheduling granularity S = (2*G)*TU. E.g. if TU =5 ms, G =1 would
make S = 10 ms; another example: if TU = 1 ms, G=3 would make S = 8 ms.

- The number of queues N needed = (2°B)/(2*"G) +1 =2"B-G)+ 1.Eg. TU=5ms,B=4,G=1
then N =9; in the other example: TU =1 ms, B =10, G =3 then N = 129,

In that embodiment, each arriving packet is put in a queue according to its TI value: Q[(i+z)
modulo NJ holds all packets with S*(i-1)< TIS <= S*(i), for 1 <=1i <= N-1, where 7 is initially 0,
but gets updated by the scheduler as described below. The skilled person will understand that z
may be implemented as a pointer. The dequeueing module may perform strict priority scheduling
on the set of queues, serving packet from Q[z] if it is not empty, else serving packets from Q[z+1],
and so on (where the addition operation ‘+’ is executed modulo N). At the end of each interval S, z
is incremented by 1 modulo N. Note that Q[z] is not filled anymore with new packets because i
starts from 1 (i.e. the queue to which pointer z is pointing is excluded). It only contains packets that

were not scheduled during the previous interval and need to be sent with first priority.

The queueing system 103 can use a scheduling granularity S, treating all packets i and j with ITISi
— TISjl < S without distinction (i.e. the system would treat them in the same FIFO queue).

The system can be made adaptive by monitoring the filling levels of the queues, as well as the
number of discarded or dropped packets in Q[z], and adapt S (and/or other parameters like N)
online to use a different granularity (thereby making the tradeoff of using more queues to work
with a finer time granularity and drop less packets unnecessarily, versus using less queues when it

is possible.)

Figure 2A illustrates schematically an embodiment of a network element according to the present
invention. In particular, Figure 2A shows a network element, such as a router 100, a switch, etc.
The router 100 comprises a (preferably monotonic) clock 105 that can output a timestamp, an input
module 101, a routing module 102 (or switching module, etc.), a queueing system 103, and an

output module 104. Packets from a source (not shown) are received 121 at the router 100 in the
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input module 101, and are eventually transmitted 122 from the output module 104 to their
destination (not shown), or dropped. Figure 2A further shows that the clock 105 can provide its

timestamp to the input module 101 and the output module 104.

Nevertheless, the skilled person will understand that the structural lay-out presented in Figure 2A
is only one possible structural lay-out for achieving a certain behavior, and that other structural lay-

outs may also be found to be at least functionally equivalent.

The network element (here a router) 100 is suitable for processing packets in a packet-switched
communication network. Each packet of said packets is sent from a source in said packet-switched
network to a destination in said packet-switched network via said network element 100. Each
packet of said packets comprises timing information representing a remaining time until a deadline
associated with delivery of said packet at its destination.

The input module 101 is configured for: receiving 121 each packet of said packets; and associating
each packet of said packets with an arrival timestamp from said clock 105.

The routing module 102 is optional, and may be configured to perform the typical routing tasks of
a router 100.

The queueing system 103 is configured for queueing each packet of said packets as described
above with respect to Figure 1. In particular, the queueing system 103 may be configured for
dequeueing packets and providing these to the output module 104.

The output module 104 is configured for: associating each dequeued packet with a departure
timestamp from said clock 105; and dispatching 122 each dequeued packet from said network

element, based on a difference between its departure timestamp and its arrival timestamp.

In further developed embodiments, the output module 104 is configured for: determining whether
or not said dequeued packet has missed its deadline, based on comparing the timing information of
said dequeued packet with said difference. If the output module 104 determines that said dequeued
packet has not missed its deadline, it may update the timing information of said dequeued packet
based on said difference and transmit 122 said dequeued packet to its destination. If the output
module 104 determines that said dequeued packet has missed its deadline, it may drop said
dequeued packet or transmit 122 said dequeued packet towards its destination in a best-effort

manner.

In an exemplary embodiment, the router 100 is configured to perform the following operations:

- An incoming packet is received 121.
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- A timestamp T'S_in generated by clock 105 is associated with the incoming packet. The
granularity of the timestamp is preferably <="TU.

- The packet is classified by the routing module 102 in a queueing system 103 at the correct
outgoing link (selected as in traditional IP routing or switching), using the TT header field.

- Packets are scheduled (i.e. dispatched) from the queueing system 103 for transmission 122 on the
outgoing link. At that time, another timestamp TS_now is generated by clock 105 and that
timestamp TS_now is used by the output module 104 to update the TI header with the value: TI &
TI — (TS_now — TS_in), preferably rounded to the granularity of TU. This subtracts the amount of
time that the packet was being processed or queued in the (queueing system 103 of the) network
element (router 100) from the TI value. Also, this adapts the time left for the packet to be delivered
to the destination.

- Optionally, the T1 can be further reduced by the (estimated) transmission time to reach the next
TimeServ element. The skilled person will appreciate that this further reduction is especially
advantageous if this value is comparable to the value of TI in order of magnitude.

- In case T1 > 0, the packet is to be sent out 122 by the output module 104. In case TI <=0 the
packet delivery time has expired and the packet is dropped (by the output module 104). Dropping
may be optional and the decision whether or not to drop can be driven by an indication in the

packet.

Figure 2B illustrates schematically another embodiment of a network element according to the
present invention. In particular, Figure 2B shows a network element, such as a router 100, a switch,
etc. The router 100 comprises a (preferably monotonic) clock 105 that can output a timestamp, an
input module 101, a routing module 102 (or switching module, etc.), a queueing system 103, and
an output module 104. This embodiment of the router 100 may operate in the same manner as the

embodiment of the router 100 described with respect to Figure 2A.

The router 100 of Figure 2B further comprises an optional input control module 106, an optional
queue optimizer 107, and an optional output control module 108. The input control module 106
may be configured to control a pre-determined policy for the settings used by the network element
100. In particular, the input control module 106 may verify and even enforce that incoming packets
use a compliant timing information specification. The queue optimizer 107 may be configured to
optimize the queued packets in one or more of the queues of the queueing system 103 in order to
improve further processing and/or delivery, preferably of the queues to which the pointer is not
pointing. The output control module 108 may be configured to control the timing information of
each packet in function of the required timing information settings for a neighbouring network

element or network system, if that neighbouring network element or network system uses different
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(incompatible) timing information settings, for example by translating, for each packet prepared for
transmission, said timing information of said packet based on store timing information settings for
that neighbouring network element or network system. The translating may comprise recalculating
the timing granularity, and/or re-indicating the timing information if that is stored in a different

place or manner.

Figure 3 illustrates schematically two embodiments of a network system according to the present
invention, namely a first system 300A and a second system 300B, which are situated in a packet-
switched communication network. The first 300A and second 300B system are shown as
intermediate between a source S and a destination D (directly or indirectly via one or more other
intermediate network elements), and the first 300A and second 300B system are communicatively
linked 302 to each other. Nevertheless, the skilled person will understand that three, four or more

systems may also be provided, or that even one single system may be provided.

The first system 300A comprises a number of network elements 301 as described above. The
second system 300B also comprises a number of network elements 303 as described above. In
Figure 3, four network elements are shown for each system, but it will be understood that less or
more than four network elements may be used for each system, and that the number of network
elements for each system is independent from the number of network elements for other systems in

the same network.

A group of communicatively coupled network elements, such as routers and/or switches, that
implement the same or at least a compatible coding scheme and TU size, and use the same policies
of operating on them, comprises what may be called a “TimeServ domain’, since internally
compatible timing scheduling is performed, in analogy with the ‘DiffServ domain’ for priority
scheduling. For convenience of naming, each system in Figure 3 may therefore be called a
“TimeServ domain’, since it operates internally based on pre-agreed timing parameters (i.e. time

coding schemes).

Network elements at the boundary of TimeServ domains can map or re-mark (i.e. translate)
between the time coding schemes in both domains (and possible the used field in the packet header
if they should be different). This functionality is represented schematically in Figure 3 using block
118, which may be a module comprised at one of the network elements 301 that is situated at the
boundary of its respective TimeServ domain, or which may a separate network element situated at

that boundary. The role of block 118 is to map or re-mark the timing information, from the first
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system 300A to the second system 300B. Re-marking is preferably done such that the TI in the

new domain <= the TI in the old domain.

A companion policy system may allow the operator to specify policies or quota to encourage end-
users and applications to mark packets truthfully, and not more urgent than their policy or
subscription allows. For example, an IPTV subscriber would be allowed have a certain fraction of
very urgent packets to be delivered for the purpose of changing channels (so as to quickly receive
packets of the new channel), but in general would have transmission time values of, say, 500 ms or
more, and use buffering when viewing a channel in steady-state. A monitoring and policing
function at the TimeServ ingress points may be required to enforce these policies. Such a
monitoring and policing function is shown schematically by blocks 116A and 116B, for the first
system 300A and the second system 300B respectively. These blocks 116A and 116B may be
modules comprised at one, some or all of the network elements 301 and 303 that are situated in the
respective systems 300A and 300B, or they may be separate network elements enforcing policy for

the entire TimeServ domain.

In the present specification ‘equal or essentially equal’ may mean ‘exactly equal in a mathematical
sense, or equal to some appreciably small difference’, in accordance with common computer

engineering practice, e.g. due to rounding needs.

A person of skill in the art would readily recognize that steps of various above-described methods
can be performed by programmed computers. Herein, some embodiments are also intended to
cover program storage devices, e.g. digital data storage media, which are machine or computer
readable and encode machine-executable or computer-executable programs of instructions,
wherein said instructions perform some or all of the steps of said above-described methods. The
program storage devices may be, e.g. digital memories, magnetic storage media such as magnetic
disks and magnetic tapes, hard drives, or optically readable digital data storage media. The
embodiments are also intended to cover computers programmed to perform said steps of the above-

described methods.

The description and drawings merely illustrate the principles of the invention. It will thus be
appreciated that those skilled in the art will be able to devise various arrangements that, although
not explicitly described or shown herein, embody the principles of the invention and are included
within its spirit and scope. Furthermore, all examples recited herein are principally intended
expressly to be only for pedagogical purposes to aid the reader in understanding the principles of

the invention and the concepts contributed by the inventor(s) to furthering the art, and are to be
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construed as being without limitation to such specifically recited examples and conditions.
Moreover, all statements herein reciting principles, aspects, and embodiments of the invention, as

well as specific examples thereof, are intended to encompass equivalents thereof.

The functions of the various elements shown in the figures, including any functional blocks
labelled as “processors”, may be provided through the use of dedicated hardware as well as
hardware capable of executing software in association with appropriate software. When provided
by a processor, the functions may be provided by a single dedicated processor, by a single shared
processor, or by a plurality of individual processors, some of which may be shared. Moreover,
explicit use of the term “processor” or “controller” should not be construed to refer exclusively to
hardware capable of executing software, and may implicitly include, without limitation, digital
signal processor (DSP) hardware, network processor, application specific integrated circuit
(ASIC), field programmable gate array (FPGA), read only memory (ROM) for storing software,
random access memory (RAM), and non volatile storage. Other hardware, conventional and/or
custom, may also be included. Similarly, any switches shown in the figures are conceptual only.
Their function may be carried out through the operation of program logic, through dedicated logic,
through the interaction of program control and dedicated logic, or even manually, the particular

technique being selectable by the implementer as more specifically understood from the context.

It should be appreciated by those skilled in the art that any block diagrams herein represent
conceptual views of illustrative circuitry embodying the principles of the invention. Similarly, it
will be appreciated that any flow charts, flow diagrams, state transition diagrams, pseudo code, and
the like represent various processes which may be substantially represented in computer readable

medium and so executed by a computer.

Whilst the principles of the invention have been set out above in connection with specific
embodiments, it is to be understood that this description is merely made by way of example and

not as a limitation of the scope of protection which is determined by the appended claims.
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Claims

1. A method for queueing packets in a queueing system at a network element in a packet-switched
network,

wherein each packet of said packets is sent from a source in said packet-switched network to a
destination in said packet-switched network via said network element,

wherein each packet of said packets comprises timing information representing a remaining time
until a deadline associated with delivery of said packet at its destination;

wherein said queueing system comprises:

- a plurality of N queues, wherein each queue of said plurality of N queues is configured for
buffering at least one packet of said packets, and wherein said plurality of N queues has a cyclic
order;

wherein said method comprises:

- keeping track of a pointer, wherein at a first point in time said pointer points to a queue of said
plurality of N queues;

- after a second point in time succeeding said first point in time, repeatedly incrementing said
pointer over said plurality of N queues, according to said cyclic order of said plurality of N queues,
after each passing of a scheduling interval S, wherein said scheduling interval S represents an
amount of time;

- enqueueing each packet of said packets in a queue of said plurality of N queues, wherein that
queue differs from the queue of said plurality of N queues to which said pointer is pointing, based
on said packet’s timing information and taking into account said cyclic order of said plurality of N
queues; and

- dequeueing enqueued packets from said plurality of N queues, while prioritizing dequeueing from

the queue of said plurality of N queues to which said pointer is pointing.

2. The method of claim 1, wherein prioritizing dequeueing from the queue of said plurality of N
queues to which said pointer is pointing comprises:

- dequeueing enqueued packets from the queue of said plurality of N queues to which said pointer
is pointing, if the queue of said plurality of N queues to which said pointer is pointing contains any
enqueued packets; and

- progressively attempting to dequeue enqueued packets from the next queues of said plurality of N
queues according to said cyclic order of said plurality of N queues following the queue of said
plurality of N queues to which said pointer is pointing, if the queue of said plurality of N queues to

which said pointer is pointing is empty.
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3. The method of any previous claim, wherein enqueueing each packet of said packets in a queue
of said plurality of N queues comprises:

- enqueueing said packet in the i-th queue of said plurality of N queues, wherein the queue to
which said pointer is pointing is excluded, wherein i is counted one-based according to said cyclic
order of said plurality of N queues starting from the queue following the queue to which said
pointer is pointing, if the remaining time represented by the timing information of said packet
exceeds a lower threshold and is inferior or equal to an upper threshold, wherein said lower
threshold is equal or essentially equal to S*(i-1) and said upper threshold is equal or essentially

equal to S*i.

4. The method of any previous claim, wherein said timing information of a packet is indicated in a
header field of said packet, preferably in a header field meant for identifying differentiated services

for said packet.

5. The method of any previous claim, wherein said timing information of a packet is indicated

using B bits, where B is less than or equal to 6.

6. The method of any previous claim, wherein each packet’s remaining time falls within a pre-
determined permissible time range R; and
wherein said scheduling interval S represents an amount of time equal or essentially equal to said

pre-determined permissible time range R divided by N-1.

7. The method of any previous claim, comprising dynamic adjustment of said queueing system by:
- monitoring at least one buffering parameter of said queueing system, wherein said at least one
buffering parameter comprises any one or more of the following: a number of filling levels of said
plurality of N queues; and a number of packet drops in said queueing system;

- calculating a new scheduling interval S’ for replacing said scheduling interval S, based on said at
least one buffering parameter;

- calculating a new number N’ for replacing said number N of said plurality of N queues, based on
said at least one buffering parameter; and

- adapting said queueing system according to said new scheduling interval S’ and said new number

N’

8. A method for processing packets in a network element in a packet-switched communication

network,
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wherein each packet of said packets is sent from a source in said packet-switched network to a
destination in said packet-switched network via said network element,

wherein each packet of said packets comprises timing information representing a remaining time
until a deadline associated with delivery of said packet at its destination;

wherein said method comprises:

- receiving each packet of said packets;

- associating each packet of said packets with an arrival timestamp from a clock;

- queueing of each packet of said packets according to any one of the methods of the previous
claims, wherein said queueing comprises dequeueing packets;

- associating each dequeued packet with a departure timestamp from said clock; and

- dispatching each dequeued packet from said network element, based on a difference between its

departure timestamp and its arrival timestamp.

9. The method of claim 8, wherein said dispatching comprises:

- determining whether or not said dequeued packet has missed its deadline, based on comparing the
timing information of said dequeued packet with said difference; and

- if it is determined that said dequeued packet has not missed its deadline, updating the timing
information of said dequeued packet based on said difference and transmitting said dequeued
packet to its destination; and

- if it is determined that said dequeued packet has missed its deadline, dropping said dequeued

packet or transmitting said dequeued packet towards its destination in a best-effort manner.

10. The method of any of the claims 8-9, comprising:
- estimating a packet delivery time for delivering a packet to its destination; and
- updating the timing information of said packet, by subtracting said estimated packet delivery time

from said packet’s remaining time.

11. A queueing system for queueing packets at a network element in a packet-switched network,
wherein each packet of said packets is sent from a source in said packet-switched network to a
destination in said packet-switched network via said network element,

wherein each packet of said packets comprises timing information representing a remaining time
until a deadline associated with delivery of said packet at its destination;

wherein said queueing system comprises:

- a plurality of N queues, wherein each queue of said plurality of N queues is configured for
buffering at least one packet of said packets, and wherein said plurality of N queues has a cyclic

order;
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- a pointer, wherein at a first point in time said pointer points to a queue of said plurality of N
queues;

- a scheduler configured for, after a second point in time succeeding said first point in time,
repeatedly incrementing said pointer over said plurality of N queues, according to said cyclic order
of said plurality of N queues, after each passing of a scheduling interval S, wherein said scheduling
interval S represents an amount of time;

- an enqueueing module configured for enqueueing each packet of said packets in a queue of said
plurality of N queues, wherein that queue differs from the queue of said plurality of N queues to
which said pointer is pointing, based on said packet’s timing information and taking into account
said cyclic order of said plurality of N queues; and

- a dequeueing module configured for dequeueing enqueued packets from said plurality of N
queues, while prioritizing dequeueing from the queue of said plurality of N queues to which said

pointer is pointing.

12. A network element for processing packets in a packet-switched communication network,
wherein each packet of said packets is sent from a source in said packet-switched network to a
destination in said packet-switched network via said network element,
wherein each packet of said packets comprises timing information representing a remaining time
until a deadline associated with delivery of said packet at its destination;
wherein said network element comprises:
- a clock;
- an input module configured for:

- receiving each packet of said packets; and

- associating each packet of said packets with an arrival timestamp from said clock;
- a queueing system for queueing each packet of said packets according to claim 12, configured for
dequeueing packets;
- an output module configured for:

- associating each dequeued packet with a departure timestamp from said clock; and

- dispatching each dequeued packet from said network element, based on a difference

between its departure timestamp and its arrival timestamp.

13. The method of claim 8, wherein said output module is configured for:
- determining whether or not said dequeued packet has missed its deadline, based on comparing the

timing information of said dequeued packet with said difference; and
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- if it is determined that said dequeued packet has not missed its deadline, updating the timing
information of said dequeued packet based on said difference and transmitting said dequeued
packet to its destination; and

- if it is determined that said dequeued packet has missed its deadline, dropping said dequeued

packet or transmitting said dequeued packet towards its destination in a best-effort manner.

14. A network system for processing of packets;

said network system comprising at least two network elements according to any of the claims 12-
13,

wherein said at least two network elements are communicatively coupled to each other, and
wherein said at least two network elements are configured for processing packets whose remaining

times fall within a same pre-determined permissible time range R.

15. A computer program product comprising computer-executable instructions for performing a
method when the program is run on a computer, the method comprising the steps of any one of the

methods of any of the claims 1-11.
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