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A SYSTEM AND METHOD FOR DETECTING GLOBAL POSITIONING SYSTEM
ANOMALIES

FIELD OF INVENTION
The present invention relates to a Global Positioning System (GPS). More
particularly, the present invention relates to a system and method for detecting

anomalies of a GPS.

BACKGROUND OF THE INVENTION

Global Positioning System (GPS) is a convenient device and useful in
everyday life as it provides the exact position anywhere on the Earth. With a GPS
receiver, people can determine the current location, time and velocity by using a
mobile device. It is also used by civilians as a navigation system, wherein the GPS
receiver provides a result in the form of a geographic position which is longitude and

latitude.

However recently, many GPS spoofing attacks or GPS hackings have been
attempted by people with wrongful intentions. This includes the act of broadcasting
false GPS signals, rebroadcasting real signals captured elsewhere or at a different
time and many others. The purpose of these malicious acts is to allow the hacker to
be granted with access to resources whether for redeeming monetary value or for

breaching security.

As a result of that, many researches have been done to produce devices that
can detect GPS anomalies. An example of an anti-spoofing detection system is
disclosed in a United States Patent Publication No. 2013/0328719 A1, wherein the
anti-spoofing detecting system detects counterfeit position location data that are
transmitted by a counterfeit signal source. This is done through a comparison with
signals from higher reliability sources or by comparison against known transmitter

information. The system then marks inconsistent data based on the comparison.

In another United States Patent Publication No. 2013/0002477 A1, it
discloses a method and system for detecting, identifying and mitigating GPS spoofing
attacks. It provides a collaborative approach through corresponding software analysis

for detecting and mitigating GPS spoofing attacks in an information network. The
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disclosed system utilises a combination of information acquired from a GPS-based
and an inertial navigation system (INS) based devices to accurately detect the

presence of a GPS spoofing signals via binary hypothesis testing process.

Although there are many systems that address the GPS spoofing and hacking
issues, many mobile devices are not designed to be flexible to meet a wide range of
end-user needs. Many mobile devices have limited hardware capability such as a
volatile storage space and processing power. Due to the increasing demand of such
GPS anomaly detection system, there is a need to have a GPS anomaly detection

system that is efficient and deals with the above mentioned constraint. .

SUMMARY OF INVENTION

The present invention relates to a system (1000) and method for detecting
anomalies of a Global Positioning System (GPS) in a mobile device. The system
(1000) comprises of a GPS receiver (200) to provide location information connected
to a processor (100); a memory (300) and a storage (400) to store programs and
data; a clock (500) to provide date and time data; a signal processor (600) to convert
analogue signals to digital signals, wherein the signal processor (600) is connected
to an antenna switch (650); and a Decision Display Module (700) to display a final

result of any detected anomaly.

The system (1000) is characterized in that the processor (100) includes a
Tracking Module (10) to track time, GPS data, telecommunication network signal
data and wireless local area network signal data, wherein these data are stored in
the storage (400); an Application Programming Interface (APl) Module (20) to
synchronise a centralised date and time data with the date and time data of the
mobile device; and an Analysis Module (30) to obtain data snapshots of the mobile
device’s state, analyse the data and detect any potential anomaly of the GPS in the

mobile device.

Preferably, the Analysis Module (30) includes a High Frequency Data
Acquisition component (31) to obtain data snapshots of the state of the mobile
device; a Travel Motion Analyser (32) to calculate the speed between each stored
GPS location data using the GPS coordinates and the centralised date and time

data; a Wifi Displacement Model Analyser (33) used to detect anomaly by performing
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a rule-based correlation between wireless local area network signal strength and
GPS location data; a GSM Location Analyser (34) to detect anomaly by performing a
rule-based correlation between telecommunication network signal data and GPS
location data; a Modal Analysis Logic component (35) to merge the output results
from the Travel Motion Analyser (32), the Wifi Displacement Analyser (33) and the
GSM Location Analyser (34); and an Interface component (36) to send a final result
to the Decision Display Module (700).

Preferably, the data snapshots obtained by the High Frequency Data
Acquisition component (31) include GPS coordinates, telecommunication network

signals, wireless local area network signals and date and time data.

A method for detecting anomalies of a Global Positioning System (GPS) in a
mobile device is characterised by the steps of obtaining data snapshots of the mobile
device’s state at a default interval of 10 minutes; calculating the speed between each
data snapshot by using GPS coordinates, centralised based date and time data and
the mobile device’s date and time data by a Travel Motion Analyser (32); testing the
correlation of each data snapshot by using the GPS coordinates and the wireless
local area network signal data by a Wifi Displacement Model Analyser (33); testing
the correlation of each data snapshot using GPS coordinates and telecommunication
network location by a GSM Location Analyser (34); merging output results from the
Travel Motion Analyser (32), the Wifi Displacement Model Analyser (33) and the
GSM Location Analyser (34) by a Modal Analysis Logic component (35); and sending
the merged output results to a Decision Display Module (700) via an Interface

component (36).

Preferably, the step of calculating the speed between each data snapshot by
the Travel Motion Analyser (32) includes computing distance travelled between two
records in a log file; computing travelling speed by using the computed distance
travelled and time obtained between the two records; determining a travel mode of
the mobile device as a flight mode if the distance travelled is more than or equal to a
predefined distance; determining the travel mode of the mobile device as a normal
mode if the distance travelled is less than the predefined distance; comparing the
computed travelling speed against a pre-set travelling speed limit; triggering a speed

violation if the computed travelling speed limit exceeds the pre-set travelling speed
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limit; comparing the mobile device’s date and time data against the centralised date
and time data if the computed travelling speed does not exceed the pre-set travelling
speed limit; triggering a date and time violation if the date and time data of the mobile
device and the centralised date and time data are not the same; and sending the

computed violation results to the Modal Analysis Logic component (35).

Preferably, the step of testing the correlation of each data snapshot by using
the GPS coordinates and the wireless local area network signal data by the Wifi
Displacement Model Analyser (33) includes obtaining a list of wireless local area
network and location information from previous data snhapshots and current data
shapshots; iterating the wireless local area network list; obtaining the distance
between a previous and current location; determining the changes in the wireless
local area network signal if the distance between the previous and current location is
equal or more than a first predetermined distance; adding the data snapshot in an
abnormal list if the location distance has a change of more than a second
predetermined distance but the wireless local area network signal level has not
changed; adding the data snapshot in a normal list if the location distance has a
change of more than the second predetermined distance and the wireless local area
network signal level has changed; computing the percentage of abnormal wireless
local area network among the total wireless local area network; triggering a wireless
local area network signal violation if the percentage of abnormal wireless local area
network is more than 50%; determining if there is any unusual wireless local area
network signal pattern if the percentage of abnormal wireless local area network is
less than 50%; triggering a wireless local area network signal violation if any anomaly
is detected; and sending the computed violation results to the Modal Analysis Logic

component (35).

Preferably, if the distance between the previous and current location is less
than the first predetermined distance, the steps include determining if a threshold
quantity is exceeded; adding the data snapshot in the abnormal list if a threshold
quantity is exceeded; adding the data snapshot in the normal list is the threshold
quantity is not exceeded; computing the percentage of abnormal wireless local area
network among the total wireless local area network; generating an alert signal if the
percentage is more than 50%; determining if there is any unusual wireless local area

network signal pattern if the percentage of abnormal wireless local area network is
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less than 50%; triggering a wireless local area network signal violation if any anomaly
is detected; and sending the computed violation results to the Modal Analysis Logic

component (35).

Preferably, the step of testing the correlation of each data snapshot using
GPS coordinates and telecommunication network location by a GSM Location
Analyser (34) includes obtaining a current telecommunication network location and a
current GPS discovered location from the data snapshots; obtaining a previous
telecommunication network location and a previous GPS discovered location from
the previous data snapshots; computing a telecommunication network location data;
computing a GPS discovered location data; computing a violation result using a logic
based on the computed values of the telecommunication network location data and
the GPS discovered location data; and sending the computed violation results to the

Modal Analysis Logic component (35).

Preferably, the step of merging output results from the Travel Motion Analyser
(32), the Wifi Displacement Model Analyser (33) and the GSM Location Analyser (34)
by a Modal Analysis Logic component (35) includes obtaining individual binary
results produced by the Travel Motion Analyser (32), the Wifi Displacement Model
Analyser (33) and the GSM Location Analyser (34); multiplying each result with a
weightage based on the type of analysis; computing a total score by summing up all
the scores from the Travel Motion Analyser (32), the Wifi Displacement Model
Analyser (33) and the GSM Location Analyser (34); comparing the total score to a
predefined scoring threshold; merging output results as anomaly if the total score
exceeds the predefined scoring threshold; and merging output results as normal if

the total score is less than the predefined scoring threshold.

BRIEF DESCRIPTION OF THE DRAWINGS
The accompanying drawings, which are incorporated in and constitute a part
of the specification, illustrate embodiments of the invention and, together with the

description, serve to explain the principles of the invention.

FIG. 1 illustrates a block diagram of a system (1000) for detecting anomalies of a
Global Positioning System (GPS) according to an embodiment of the present

invention.
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FIG. 2 illustrates a detailed block diagram of a processor (100) of the system (1000)
of FIG. 1.

FIG. 3 illustrates a flowchart of a method for detecting anomalies of a GPS according

to an embodiment of the present invention.

FIG. 4 illustrates an example of a data snapshot of a mobile device.

FIG. § illustrates a flowchart of the substeps for validating the speed data and the

date and time data of the mobile device by a Travel Motion Analyser (32).

FIG. 6 (a) illustrates an example of speed data anomaly detection by the Travel
Motion Analyser (32)

FIG. 6 (b) illustrates an example of date and time data anomaly detection by the

Travel Motion Analyser (32).

FIG. 7 illustrates a flowchart of the substeps for testing the correlation of data

shapshots by a Wifi Displacement Model Analyser (33).

FIG. 8 (a) illustrates an example of a normal condition for a Wifi signal level unusual

pattern checking.

FIG. 8 (b) illustrates an example of an abnormal condition for a Wifi signal level

unusual pattern checking.

FIG. 9 illustrates a flowchart of the substeps for testing the correlation of data
snapshots by a Global System for Mobile communication (GSM) Location Analyser
(34).

FIG. 10 illustrates an example of a comparison between a normal scenario and an

abnormal scenario of a correlation between GPS coordinates and GSM location data.
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FIG. 11 illustrates a flowchart of the substeps for merging output results by a Modal

Analysis Logic component (35).

FIG. 12 illustrates an example of merging the output results from all analysers for

anomaly detection.

DESCRIPTION OF THE PREFERRED EMBODIMENT

A preferred embodiment of the present invention will be described herein
below with reference to the accompanying drawings. In the following description, well
known functions or constructions are not described in detail since they would obscure

the description with unnecessary detail.

Reference is made initially to FIG. 1, which illustrates a block diagram of a
system (1000) for detecting anomalies of a Global Positioning System (GPS)
according to an embodiment of the present invention. The system (1000) that is
implemented in a mobile device, comprises of a processor (100) which is connected
to a GPS receiver (200) to provide location information; a memory (300) and a
storage (400) to store programs and data; a clock (500) to provide date and time
data; a signal processor (600) to convert analogue signals to digital signals, wherein
the signal processor (600) is connected to an antenna switch (650); and a Decision

Display Module (700) to display a final result of any detected anomaly.

A detailed block diagram of the processor (100) is shown in FIG. 2, wherein
the processor (100) comprises of three modules which are a Tracking Module (10);
an Application Programming Interface (API) Module (20); and an Analysis Module
(30). The Tracking Module (10) is used to track time, GPS data, Global System for
Mobile communication (GSM) signal data and Wifi signal data, wherein these data

are stored in the storage (400).

The API Module (20) is used to synchronise a centralised date and time data
with the date and time data of the mobile device, wherein the APl Module (20)
automatically synchronises the date and time data of the mobile device periodically

using a network time protocol (NTP) server.
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Finally, the Analysis Module (30) is used to obtain data snapshots of the
mobile device’s state, analyse the data and detect any potential anomaly of the GPS
in the mobile device. The Analysis Module (30) further comprises of a High
Frequency Data Acquisition component (31), a Travel Motion Analyser (32), a Wifi
Displacement Model Analyser (33), a GSM Location Analyser (34), a Modal Analysis

Logic component (35) and an Interface component (36).

The High Frequency Data Acquisition component (31), which is connected to
the Tracking Module (10), is used to obtain data snapshots of the state of the mobile
device such as the GPS coordinates, GSM signals, Wifi signals and date and time
data. The High Frequency Data Acquisition component (31) is also connected to the
Travel Motion Analyser (32), the Wifi Displacement Model Analyser (33) and the
GSM Location Analyser (34).

The Travel Motion Analyser (32), which is also connected to the Modal
Analysis Logic component (35), is used to calculate the speed between each stored
GPS location data using the GPS coordinates and the centralised date and time
data. Furthermore, the Travel Motion Analyser (32) detects potential speed anomaly

and date and time data anomaly based on a calculation result.

The Wifi Displacement Model Analyser (33) is used to detect anomaly by
performing a rule-based correlation between Wifi signal strength and GPS location
data. The Wifi Displacement Model Analyser (33) is also connected to the Modal

Analysis Logic component (35).

The GSM Location Analyser (34) detects anomaly by performing a rule-based
correlation between GSM signal data and GPS location data. The GSM Location

Analyser (34) is also connected to the Modal Analysis Logic component (35).

The Modal Analysis Logic component (35) merges the output results from the
Travel Motion Analyser (32), Wifi Displacement Analyser (33) and GSM Location
Analyser (34) before it sends the final result which is an anomaly confidence level
value ranging from 0 to 100 to the Interface component (36). The Interface

component (36) then sends the final result to the Decision Display Module (700).
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Referring now to FIG. 3, it illustrates a flowchart of a method for detecting
anomalies of the GPS according to an embodiment of the present invention. Initially,
the High Frequency Data Acquisition component (31) obtains data snapshots of the
state of the mobile device at a default interval of 10 minutes. The data may include
the GPS coordinates, Wifi signal data, GSM signal data, mobile device’s date and

time data and the centralised based date and time data as in step 2100.

To obtain data snapshots of the state of the mobile device, the High
Frequency Data Acquisition component (31) receives a centralised date and time
data which is stored as a first record. Subsequent records are the calculated records

which are added to the previous record with a default interval of 10 minutes.

An example of a data snapshot of the mobile device is shown in FIG. 4,
wherein the data snapshot has records of the GPS location data; centralised date
and time data; and the date and time data of the mobile device with an interval of 10
minutes. For the centralised date and time data, the High Frequency Data Acquisition
component (31) only reads the first record from the configured NTP server through
the APl Module (20), while the subsequent data is calculated by incrementing 10

minutes interval for each record.

Thereon, as shown in FIG. 3, the Travel Motion Analyser (32) calculates the
speed between each data snapshot as in step 2200 by using GPS coordinate,
centralised date and time data and the mobile device’s date and time data. The
Travel Motion Analyser (32) also determines the travel mode of the mobile device
which can either be a flight mode or a normal mode, besides checking the validity of

the speed data and the validity of the date and time data of the mobile device.

The Wifi Displacement Model Analyser (33) then tests the correlation of each
data snapshot by using the GPS coordinates and the Wifi signal data as in step
2300. Thereon, the GSM Location Analyser (34) tests the correlation of each data

snapshot using GPS coordinates and GSM location data as in step 2400.

Finally, the output results from the Travel Motion Analyser (32), the Wifi
Displacement Model Analyser (33) and the GSM Location Analyser (34) are merged
by the Modal Analysis Logic component (35) and before the Modal Analysis Logic
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component (35) sends the merged output results to the Decision Display Module

(700) via the Interface component (36) as in step 2500.

Reference is now made to FIG. 5 that illustrates a flowchart of the substeps
for the step 2200, wherein the Travel Motion Analyser (32) calculates the speed
between each data snapshot. Initially, if a log file which contains the data snapshot
exists in the storage (400), the Travel Motion Analyser (32) reads the log file in the
mobile device as in steps 2210 to 2220. The record of the log file includes the current
and subsequent records of the centralised and the mobile device’s date and time
data; and the GPS coordinates of the mobile device which is in longitude and

latitude.

Thereon, the Travel Motion Analyser (32) computes the distance travelled
between two records from the log file as in step 2225. By using the computed
distance travelled and time obtained between the two records, the travelling speed is
determined as in step 2230. If the distance travelled is more than or equal to a
predefined distance of x km as in decision 2235, a pre-set travelling speed limit of F
km/H is used as in step 2240, wherein the Travel Motion Analyser (32) determines
the travel mode of the mobile device as a flight mode. Preferably, the predefined

distance is 50 km and preferably, the pre-set travelling speed limit is 920 km/H.

On the other hand, if the distance travelled is less than the predefined
distance, x km, another pre-set travelling speed limit of L km/H is used as in step
2245, wherein the Travel Motion Analyser (32) determines the travel mode of the
mobile device as a normal mode. Preferably, the predefined distance is 50 km and

preferably, the pre-set travelling speed limit is 250 km/H.

Next, the computed travelling speed is checked against the pre-set travelling
speed limit as in decision 2250. If the computed travelling speed exceeds the pre-set
travelling speed limit, a speed violation is triggered with an output result of a value of
“1” as in step 2255. The speed violation output result is then used by the Modal

Analysis Logic component (35) to be merged with other output results.

An example of speed data anomaly detection by the Travel Motion Analyser

(32) is shown in FIG. 6 (a), wherein the Travel Motion Analyser (32) determines a
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travelling speed of a mobile device by using the distance of sibling records. The
Travel Motion Analyser (32) computes the distance travelled between the time data
of 01:20 and 01:30, wherein the location of the mobile device at 01:20 is at Kulim Hi-
Tech Park (KHTP), and wherein the location of the mobile device at 01:30 is at
Technology Park Malaysia (TPM). From the 2 GPS coordinates, the Travel Motion
Analyser (32) computes that the distance travelled is more than 290 km with a
travelling speed of 1740 km/H, wherein the travel mode of the mobile device is
determined as a flight mode. Since the travelling speed exceeds the pre-set travelling

speed limit of 920 km/H, the speed violation is triggered.

On the other hand, if the computed travelling speed does not exceed the pre-
set travelling speed limit, the mobile device’s date and time data is checked against
the centralised date and time data as in step 2255 and decision 2265. If both date
and time data are the same, the Travel Motion Analyser (32) continues reading and
processing the next record until the last record as in decision 2275 and step 2280
before the process repeats from step 2215 which is to read the log file in the mobile

device.

However, if the date and time data of the mobile device and the centralised
date and time data are not the same, the date and time violation is triggered with an
output result of a value of “1” as in step 2275. The time violation output result is then

used by the Modal Analysis component (35) to be merged with other output results.

An example of date and time data anomaly detection by the Travel Motion
Analyser is shown in FIG. 6 (b), wherein the Travel Motion Analyser (32) detects the
date and time data violation by comparing the date and time data of the mobile
device against the centralised date and time data. Since the Travel Motion Analyser
(32) detects the mobile device’s time data which is 02:30 is not synchronised with the

centralised time data which is 01:40, the date and time data violation is triggered.

Referring now to FIG. 7, it illustrates a flowchart of the substeps for step 2300
which is to test the correlation of each data snapshot by using the GPS coordinates
and the Wifi signal data by the Wifi Displacement Model Analyser (33). After the
Travel Motion Analyser (32) checks the validity of the speed data and the validity of

the mobile device’s date and time data, the Wifi Displacement Model Analyser (33)
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reads the list of Wifi networks and location information from the previous data
snapshots and the current data snapshots as in steps 2310 and 2315. Once all the
data is obtained, the Wifi Displacement Model Analyser (33) starts iterating the Wifi
network list as in step 2320. During the iteration, the Wifi Displacement Model
Analyser (33) obtains the distance between a previous and a current location of the

mobile device.

If the distance between the previous and the current location is equal or more
than a first predetermined distance, the Wifi Displacement Model Analyser (33)
determines the changes in the Wifi signal as in decision 2325. Preferably, the first

predetermined distance is 10 meters.

If the Wifi Signal level changes and actual location distant has a change of
more than a second predetermined distance as in decision 2330, no anomaly is
detected and the Wifi Displacement Model Analyser (33) adds the data snapshot in a
normal list as in step 2345. Preferably, the second predetermined distance is 30

meters.

On the other hand, if the location distance has a change of more than the
second predetermined distance but the Wifi signal level has not changed, an
anomaly is detected and the Wifi Displacement Model Analyser (33) adds the data
shapshot in an abnormal list as in step 2340. Preferably, the second predetermined

distance is 30 meters.

On the other hand, if the distance between the previous and the current
location is less than the first predetermined distance as in decision 2325, the Wifi
Displacement Model Analyser (33) determines if there is a new discovered Wifi
network or if a threshold quantity is exceeded as in decision 2335. If the distance
between the previous and the current location is less than the first predetermined
distance and a threshold quantity is not exceeded, which means no new Wifi network
is discovered, no anomaly is detected. Hence, the Wifi Displacement Model Analyser

(33) adds the data snapshot in the normal list as in step 2345.

On the other hand, if the distance between the previous and the current

location is less than the first predetermined distance but a threshold quantity is
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exceeded, which means a new Wifi network is discovered, an anomaly is detected.
Hence, the Wifi Displacement Model Analyser (33) adds the data snapshot in the

abnormal list as in step 2340.

Once the iteration is completed as in decision 2350, the Wifi Displacement
Model Analyser (33) computes the percentage of abnormal Wifi network among the
total Wifi network which comprises of the normal and abnormal Wifi network. If the
percentage is more than 50% as in decision 2355, a Wifi signal violation is triggered,
wherein an alert signal is generated as in step 2365. The output result has a value of
“1”, wherein the violation result is then used by the Modal Analysis Logic component

(35) to be merged with other output results.

However, if the percentage of abnormal Wifi network is less than 50%, the
Wifi Displacement Model Analyser (33) determines if there is any unusual Wifi signal
pattern as in decision 2360 called as Unusual Wifi Signal pattern checking. During
the Unusual Wifi Signal pattern checking, anomaly is detected if the Wifi signal

violates the signal pattern checking.

If no anomaly is detected, a normal signal is generated as in step 2370,
wherein the output result has a value of “0”. On the other hand, if any anomaly is
detected, a Wifi signal violation is triggered, wherein an alert signal is generated as in
step 2365, and wherein the output result has a value of “1”. The violation result is
then used by the Modal Analysis Logic component (35) to be merged with other

output results.

An example of a normal condition for a Wifi signal level unusual pattern
checking is shown in FIG. 8 (a), wherein when the distance is nearer to a Wifi
antenna station, the signal is strong, whereas as the distance gets further, the signal
gets weaker. On the other hand, an example of an abnormal condition for a Wifi
signal level unusual pattern checking is shown in FIG. 8 (b). Since the Wifi signal
strength does not correlate to the distance relative to the Wifi antenna station, the

alert signal is generated.

FIG. 9 illustrates a flowchart of the substeps for step 2400 which is to test the

correlation of each data snapshot by using the GPS coordinates and GSM location
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data by the GSM Location Analyser (34). Besides using a location name that is
identified by using a GSM location, A which is a GSM signal data, the GSM Location
Analyser (34) also uses a GPS discovered location, B that is identified by using the
GPS coordinates from the satellite signal as in step 2410 to provide the current

location of the mobile device.

The GSM Location Analyser (34) obtains a current GSM location, A7 and a
current GPS discovered location, B7 from the data snapshots as in step 2415.
Thereon, the GSM Location Analyser (34) obtains a previous GSM location, A0 and a
previous GPS discovered location, B0 from the previous data snapshots as in step
2420. The GSM location data is computed based on the change in state between A1
and A0 as in step 2425. The computed value, A’ is in a state of true when there is
any changes in the signal received from radio towers. On the other hand, the
computed value, A’ is in a state of false when there is no change in the signal

received from radio towers.

Similarly, the GPS discovered location data is also computed based on the
change in state between B7 and B0. The computed value, B’ is in a state of true
when there is any change in the signal received from radio towers. On the other
hand, the computed value, B’ is in a state of false when there is no change in the

signal received from radio towers.

Based on the computed values of A’ and B’, the GSM Location Analyser (34)
computes a violation result as in decision 2430 using a logic. The logic states that if
A’is true and if B’ is false, it is considered as an abnormal scenario of a correlation
between GSM location data and GPS coordinates. Hence, a violation is triggered.
When the violation is triggered, the final result has a value of “1” as in step 2440. The
GSM Location Analyser (34) then sends the computed violation results to be used

later by the Modal Analysis Logic component (35) to merge the output results.

On the other hand, the logic states that if A’ is true and if B’ is true; or if A’ is
false and if B’ is false; or if A’ is false but if B’ is true; it is considered as a normal
scenario of a correlation between GSM location data and GPS coordinates. Hence,
the violation is not triggered. When the violation is not triggered, the final result has a

value of “0” as in step 2435. The computed violation results are then sent to the
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Modal Analysis Logic component (35) by the GSM Location Analyser (34) to be

merged with the other output results.

FIG. 10 shows an example of a comparison between a normal scenario and
an abnormal scenario of a correlation between GSM location data and GPS
coordinates; wherein 0 represents a normal scenario and 1 represents an abnormal
scenario. From the GSM location data of ‘scenario d’, there is a change between the
current and previous locations which shows that A’ is true. However, as there is no
change in the GPS coordinates, it shows that B’ is false. From the logic, it states that
if A’is true and if B’ is false, it is considered as an abnormal scenario of a correlation
between GSM location data and GPS coordinates. Hence, a violation is triggered

with a final result of a value of “1”

Reference is now made to FIG. 11 which illustrates the substeps of merging
the output results by the Modal Analysis Logic component (35), wherein the output
results are from the Travel Motion Analyser (32), the Wifi Displacement Model
Analyser (33) and the GSM Location Analyser (34). The Modal Analysis Logic
component (35) obtains the individual binary results produced by the Travel Motion
Analyser (32), the Wifi Displacement Model Analyser (33) and the GSM Location
Analyser (34) as in step 2510.

Thereon, the Modal Analysis Logic component (35) multiplies each result with
a weightage based on the type of the analysis as in step 2515. The Modal Analysis
Logic component (35) then computes a total score by summing up all the scores from
all the analysers as in step 2520. The analysers include the Travel Motion Analyser
(32), the Wifi Displacement Model Analyser (33) and the GSM Location Analyser

(34). The total score is compared to a predefined scoring threshold as in step 2525.

If the total score exceeds the predefined scoring threshold as in decision
2530, an anomaly signal is sent to the Interface component (36) as in step 2535. On
the other hand, if the total score is less than the predefined scoring threshold, a
normal signal is sent to the Interface component (36) as in step 2340. Finally, the
analysed result which is either the anomaly signal or the normal signal is sent to the
Decision Display Module (600) as in step 2545.
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FIG. 12 illustrates an example of computing a total score from all analysers
for anomaly detection. As the nature of a GPS reading is accurate up to 10 meters,
the Travel Motion Analyser (32) has the biggest percentage contribution in computing
the total score for anomaly detection, wherein the Travel Motion Analyser (32) has a
weight of 60% whereas the Wifi Displacement Model Analyser (33) and the GSM
Location Analyser (34) contribute a weightage of 20% each to enhance a full system
accuracy of detecting the anomalies of different behaviour. Since the readings for the
Wifi Displacement Model Analyser (33) and the GSM Location Analyser (34) only
change when the resolution of the location data is more than 30 meters, these two

analysers have less accuracy compared to the Travel Motion Analyser (32).

Although GSM and Wifi technology terminologies are used in the description,
such terminologies are intended to refer also to the parallel terms in other network

technologies.

While embodiments of the invention have been illustrated and described, it is
not intended that these embodiments illustrate and describe all possible forms of the
invention. Rather, the words used in the specifications are words of description rather
than limitation and various changes may be made without departing from the scope

of the invention.
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CLAIMS
1. A system (1000) for detecting anomalies of a Global Positioning System
(GPS) in a mobile device comprises of:
a) a GPS receiver (200) to provide location information connected to a
processor (100);
b) a memory (300) and a storage (400) to store programs and data;
c) a clock (500) to provide date and time data;
d) a signal processor (600) to convert analogue signals to digital signals,
wherein the signal processor (600) is connected to an antenna switch
(650); and
e) a Decision Display Module (700) to display a final result of any
detected anomaly,
wherein the system (1000) is characterized in that the processor (100)
includes:

i. a Tracking Module (10) to track time, GPS data,
telecommunication network signal data and wireless local area
network signal data, wherein these data are stored in the storage
(400);

ii. an Application Programming Interface (APl) Module (20) to
synchronise a centralised date and time data with the date and
time data of the mobile device; and

iii. an Analysis Module (30) to obtain data snapshots of the mobile
device’s state, analyse the data and detect any potential anomaly
of the GPS in the mobile device.

2. The system (1000) as claimed in claim 1, wherein the Analysis Module (30)
includes:

a) a High Frequency Data Acquisition component (31) to obtain data
shapshots of the state of the mobile device;

b) a Travel Motion Analyser (32) to calculate the speed between each
stored GPS location data using the GPS coordinates and the
centralised date and time data;

c) a Wifi Displacement Model Analyser (33) used to detect anomaly by
performing a rule-based correlation between wireless local area

network signal strength and GPS location data;
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d) a GSM Location Analyser (34) to detect anomaly by performing a rule-
based correlation between telecommunication network signal data and
GPS location data;

e) a Modal Analysis Logic component (35) to merge the output results
from the Travel Motion Analyser (32), Wifi Displacement Analyser (33)
and GSM Location Analyser (34); and

f) an Interface component (36) to send a final result to the Decision
Display Module (700).

3. The system (1000) as claimed in claim 1, wherein the data snapshots
obtained by the High Frequency Data Acquisition component (31) include
GPS coordinates, telecommunication network signals, wireless local area

network signals and date and time data.

4. A method for detecting anomalies of a Global Positioning System (GPS) in a
mobile device is characterised by the steps of:

a) obtaining data snapshots of the mobile device’s state at a default
interval of 10 minutes;

b) calculating the speed between each data snapshot by using GPS
coordinates, centralised based date and time data and the mobile
device’s date and time data by a Travel Motion Analyser (32);

c) testing the correlation of each data snapshot by using the GPS
coordinates and the wireless local area network signal data by a Wifi
Displacement Model Analyser (33);

d) testing the correlation of each data snapshot using GPS coordinates
and telecommunication network location by a GSM Location Analyser
(34);

e) merging output results from the Travel Motion Analyser (32), the Wifi
Displacement Model Analyser (33) and the GSM Location Analyser
(34) by a Modal Analysis Logic component (35); and

f) sending the merged output results to a Decision Display Module (700)

via an Interface component (36).
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5. The method as claimed in claim 4, wherein the step of calculating the speed
between each data snapshot by the Travel Motion Analyser (32) includes:

a) computing distance travelled between two records in a log file;

b) computing travelling speed by using the computed distance travelled
and time obtained between the two records;

c) determining a travel mode of the mobile device as a flight mode if the
distance travelled is more than or equal to a predefined distance;

d) determining the travel mode of the mobile device as a normal mode if
the distance travelled is less than the predefined distance;

e) comparing the computed travelling speed against a pre-set travelling
speed limit;

f) triggering a speed violation if the computed travelling speed limit
exceeds the pre-set travelling speed limit;

g) comparing the mobile device’s date and time data against the
centralised date and time data if the computed travelling speed does
not exceed the pre-set travelling speed limit;

h) triggering a date and time violation if the date and time data of the
mobile device and the centralised date and time data are not the
same; and

i) sending the computed violation results to the Modal Analysis Logic

component (35).

6. The method as claimed in claim 4, wherein the step of testing the correlation
of each data snapshot by using the GPS coordinates and the wireless local
area network signal data by the Wifi Displacement Model Analyser (33)
includes:
a) obtaining a list of wireless local area network and location information
from previous data snapshots and current data snapshots;
b) iterating the wireless local area network list;
c) obtaining the distance between a previous and current location;
d) determining the changes in the wireless local area network signal if
the distance between the previous and current location is equal or

more than a first predetermined distance;
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adding the data snapshot in an abnormal list if the location distance
has a change of more than a second predetermined distance but the
wireless local area network signal level has not changed;

adding the data snapshot in a normal list if the location distance has a
change of more than the second predetermined distance and the
wireless local area network signal level has changed,

computing the percentage of abnormal wireless local area network
among the total wireless local area network;

triggering a wireless local area network signal violation if the
percentage of abnormal wireless local area network is more than 50%;
determining if there is any unusual wireless local area network signal
pattern if the percentage of abnormal wireless local area network is
less than 50%;

triggering a wireless local area network signal violation if any anomaly
is detected; and

sending the computed violation results to the Modal Analysis Logic

component (35).

7. The method as claimed in claim 6, wherein if the distance between the

previous and current location is less than the first predetermined distance, the

steps include:

a)
b)

c)

d)

9)

determining if a threshold quantity is exceeded;

adding the data snapshot in the abnormal list if a threshold quantity is
exceeded;

adding the data snapshot in the normal list is the threshold quantity is
not exceeded;

computing the percentage of abnormal wireless local area network
among the total wireless local area network;

generating an alert signal if the percentage is more than 50%;
determining if there is any unusual wireless local area network signal
pattern if the percentage of abnormal wireless local area network is
less than 50%;

triggering a wireless local area network signal violation if any anomaly

is detected; and
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h) sending the computed violation results to the Modal Analysis Logic

component (35).

8. The method as claimed in claim 4, wherein the step of testing the correlation
of each data snapshot using GPS coordinates and telecommunication
network location by a GSM Location Analyser (34) includes:

a) obtaining a current telecommunication network location and a current
GPS discovered location from the data snapshots;

b) obtaining a previous telecommunication network location and a
previous GPS discovered location from the previous data snapshots;

c) computing a telecommunication network location data;

d) computing a GPS discovered location data;

e) computing a violation result using a logic based on the computed
values of the telecommunication network location data and the GPS
discovered location data; and

f) sending the computed violation results to the Modal Analysis Logic

component (35).

9. The method as claimed in claim 4, wherein the step of merging output results
from the Travel Motion Analyser (32), the Wifi Displacement Model Analyser
(33) and the GSM Location Analyser (34) by the Modal Analysis Logic
component (35) includes:

a) obtaining individual binary results produced by the Travel Motion
Analyser (32), the Wifi Displacement Model Analyser (33) and the
GSM Location Analyser (34);

b) multiplying each result with a weightage based on the type of analysis;

c) computing a total score by summing up all the scores from the Travel
Motion Analyser (32), the Wifi Displacement Model Analyser (33) and
the GSM Location Analyser (34);

d) comparing the total score to a predefined scoring threshold;

e) merging output results as anomaly if the total score exceeds the
predefined scoring threshold; and

f) merging output results as normal if the total score is less than the

predefined scoring threshold.
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