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ENCRYPTED PRINTING

BACKGROUND
[0001] in cloud computing, a network of remote servers hosted on the
internet are used to store, manage, and process data. Such a network of
remote servers is often referred to as a cloud.
[0002] Printers accessible by a cloud may include printers with native
support for connecting to cloud print services. Other printers accessible
by the cloud may be accessible through connection to personal
computers or other computing devices connected to the cloud. The
printer to computing device connection may be, for example, a direct
connection, such as via universal serial bus (USB) connection or may be
through a network such as a WiFi network or an Ethernet network.
[0003] Documents printed via cloud computing may be printed on printers
that are geographically distance from a document provider or even an intended
recipient. If printed documents are not quickly retrieved by the intended
recipient or are intercepted by an unintended party, the printed documents
might be copied and disseminated well beyond the intended recipient. If the
printed documents include sensitive or proprietary information, such

unauthorized access to printed documents can result in a significant breach of
desired confidentiality.

BRIEF DESCRIPTION OF DRAWINGS
[0004] Figure 1 is a simplified block diagram of a system that provides
encrypted printing in accordance with an implementation.
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[0005] Figure 2 is a simplified flowchart that describes encryption of a
document before the document is printed in accordance with an implementation.
[0006] Figure 3 is a simplified flowchart that describes decryption of a
document before the document is printed in accordance with an implementation.

DETAILED DESCRIPTION
[0007] Document confidentiality is protected by encrypting a document after
printing is initiated. The encrypted version of the document is printed. An
intended recipient can obtain a copy of the original document by first scanning
the printed encrypted document and providing authentication verifying the
recipient’s rights to the document. Then the scanned encrypted document is
decrypted to obtain the original document, which is then printed out. Below is
further described how such an encrypted printing scheme can be implemented
in a cloud computing environment. This is meant to be exemplary as the
techniques disclosed herein can be used to protect the confidentiality of print
jobs in any printing environment.
[0008] Figure 1 is a simplified block diagram showing a cloud 20 composed
of a network of remote servers, hosted on the Internet, that are used to
store, manage, and process data. An interface 21 provides an on-ramp
from a document provider 12 to cloud 20 and provides an off-ramp from
cloud 20 to document provider 12. An interface 25 provides an off-ramp
from cloud 20 to a printer 14 and an on-ramp from printer 14 to cloud 20.
[0009] A user 11 is shown to have potential interactions with document
provider 12, printer 14 and an elecironic print (e-print} center 13.
[0010] Within cloud 20, located on and implemented by one or more
servers, are job management services 22, imaging services 23 and
rendering servicaes 24.
[0011] Figure 2 is a simplified flowchart that describes encryption of a
document before the document is printed. In a block 31 a user coordinates with
a document provider 12. For example, the coordination can include notification
from document provider 12 to user 11 that a printed document is forth coming.
For example, document provider 12 may be a bank or some other institution
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whom user 11 has registered with using the session initiation protocol (SIP).
For example, document provider 12 might agree to send the encrypted SIP pin
to user 11 within a document to be printed out on a printer identified by user 11,
e.g., printer 14.

[0012] Additionally, or instead, the coordination can be accomplished by
user 11 authorizing document provider 12 to print an encrypted document on
printer 14. For example, this can be done through user 11 registering with e-
print center 13 to take ownership of printer 14 and whitelisting document
provider 12 so that document provider 12 is permitted to print an encrypted
document on printer 14.

[0013] In ablock 32, printer 14 is set in an encrypted print mode. This can be
done, for example, as a result of user 11, directly or through e-print center 13,
claiming printer 14 and setting printer 14 in encrypted mode. Alternatively,
printer 14 can be set in an encrypted print mode by document provider 12, or by
some other entity. For example, printer 14 might routinely enter encrypted
mode when printing documents received from document provider 12 if, for
example, document provider 12 was identified as a service provider that
required encrypted printing.

[0014] In a block 33, document provider 12 submits a print job that includes
the document to be encrypted and printed. Cloud 20 receives the print job via
interface 21, which serves as an in-ramp to cloud 20. Cloud 20 could also
receive documents from document provider 12 by other means, for example, by
encapsulation within an e-mail.

[0015] In a block 34, interface 21 pushes the print job to job management
services 22. In a block 35, job management services 22 pushes the print job to
imaging services 23.

[0016] In a block 36, image services 23 encrypts the document to produce an
encrypted document. For example, the document can be encrypted using any
standard or non-standard encryption technique.

[0017] In ablock 37, the encrypted document is sent from imaging services
23 to rendering services 24. Rendering services 24 renders the encrypted
document to produce a rendered encrypted document. In a block 38, cloud
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interface 25, acting as an off ramp, pulls the rendered encrypted document. In
a block 39 the print job, including the rendered encrypted document, is sent
from interface 25 to printer 14. In a block 40, printer 14 prints the rendered
encrypted document to produce a printed encrypted document.

[0018] Figure 3 is a simplified flowchart that describes decryption of a printed
encrypted document in order to produce an unencrypted document that is
printed.

[0019] In ablock 51, user 12 uses a scanner to scan the printed encrypted
document. For example, the scanner is incorporated as part of printer 14.
[0020] In ablock 52, user 12 is verified as having authorization to receive a
print out of the original decrypted version of the scanned encrypted document.
For example this is done by user 12 logging in to e-print center 13 or printer 14
and then presenting a required authorization that certifies user 12 has
permission to have the scanned encrypted document decrypted and printed out.
The log-in may be performed, for example, by the user using a console of
printer 14. Alternatively, the log-in may be performed via an interface for e-print
center 13.

[0021] In some cases, mere identification of the user may be sufficient to
establish the user has a right to have a scanned encrypted document printed
out in decrypted form. In other cases, it may be desirable to establish a
particular user has rights to a particular scanned document, before the
document is to be decrypted and printed out. In this case, it is necessary to
identify the user and in addition ascertain whether the user has rights to obtain a
decrypted print-out of a scanned encrypted document.

[0022] For example, e-print center 13 can check an internal database that
contains electronic copies of printed out encrypted documents along with a list
of those authorized to obtain a decrypted document. E-print center 13 can then
compare the scanned encrypted document with electronic copies of encrypted
documents stored in the internal database to obtain the list of those authorized
to obtain the original document. E-print center 13 can thereby identify user 12
as authorized to print out an unencrypted version of the scanned encrypted
document.
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[0023] Alternatively, e-print center 13 can use other ways to identify user 12
as authorized to obtain the original of the scanned encrypted document. For
example, e-print center 13 can check information encoded on the scanned
document to identify the document and based on stored records for the
document determine which users are authorized to print out an unencrypted
version of the document. Alternatively, e-print center 13 could use other stored
data to determine whether user 12 is authorized to print out an unencrypted
version of the document.

[0024] Alternatively, the choice of encryption scheme could provide security
against an unauthorized user inappropriately obtaining a decrypted version of a
document. This could be implemented, for example, if user identification is
used as part of an encryption key to encrypt a document. In such a case
decryption would only be successful when the correct user identification is
supplied for the decryption. In such a case, the log-in would be sufficient to
identify user 12 as owner of the document.

[0025] In ablock 53, printer 14 submits a print job that includes the encrypted
document that is to be decrypted and printed. Cloud 20 receives the print job
via interface 25, which serves as an in-ramp to cloud 20.

[0026] In a block 54, interface 25 pushes the print job to job management
services 22. In a block 55, job management services 22 pushes the print job to
imaging services 23.

[0027] In a block 56, image services 23 decrypts the encrypted document to
produce a decrypted document.

[0028] In ablock 57, the decrypted document is sent from imaging services
23 to rendering services 24. Rendering services 24 renders the decrypted
document to produce a rendered decrypted document. In a block 58, cloud
interface 25, acting as an off ramp, pulls the rendered decrypted document.
[0029] In a block 59, the print job, including the rendered decrypted
document, is sent from interface 25 to printer 14. In a block 60, printer 14 prints
the rendered decrypted document to produce a printed decrypted document. In
a block 61, document provider 12 is notified that the decrypted document has
been printed. This notification is sent, for example, by e-print center 13 or
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printer 14. Sending the notification is not necessarily implemented for all
embodiments, but can be an additional security measure, for example, when
printing confidential information from a service provider such as a bank, etc.
[0030] The foregoing discussion discloses and describes merely exemplary
methods and embodiments. As will be understood by those familiar with the art,
the disclosed subject matter may be embodied in other specific forms without
departing from the spirit or characteristics thereof. Accordingly, the present
disclosure is intended to be illustrative, but not limiting, of the scope of the
invention, which is set forth in the following claims.
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CLAIMS

What is claimed is:

1. A printing system comprising:

a first service (23) that encrypts a document to produce an encrypted
document;

a second service (24) that renders the encrypted document to produce a
rendered encrypted document;

a printer (14) that prints the rendered encrypted document; and,

a scanning device (14) that scans the encrypted version of the document
to produce a scanned encrypted document;

wherein, upon verification of a user’s right to a decrypted version of the
document, the first service (23) decrypts the scanned encrypted document to
produce a decrypted document, the second service (24) renders the decrypted
document to produce a rendered decrypted document and the printer (14) prints
the rendered decrypted document.

2. A printing system as in claim 1 wherein the first service (23) and the
second service (24) are contained within a cloud (20) composed of remote
servers, hosted on the Internet, used to store, manage, and process data

3. A printing system as in claim 1 additionally comprising:
an electronic print center (13) which verifies the users right to the
decrypted version of the document.

4. A printing system as in claim 1 wherein the printer (14) verifies the
users right to the decrypted version of the document.

5. A printing system as in claim 1 wherein the scanning device (14) is
incorporated with the printer (14).

6. A method for printing a document, comprising:
encrypting (36) the document to produce an encrypted document;
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printing (40) the encrypted document to produce a printed encrypted
document;
scanning (51) the printed encrypted document; and,
upon verification of user access rights to the document:
decrypting (56) the scanned printed encrypted document to
recreate the document, and

printing (60) the recreated document.

7. A method as in claim 6 wherein the encryption of the document and
the decryption of the scanned printed encrypted document are performed within
a cloud (20) composed of remote servears, hosted on the internet, used (o siore,
manage, and process data.

8. A method as in claim 6 wherein verification of user access rights is
performed by an electronic print center (13).

9. A method as in claim 6 wherein verification of user access rights is
performed by a printer (14).

10. A method for using a printing system having a printer (14) and a
scanner, the method comprising:

encrypting (36) a document before it is printed out on the printer (14);

scanning (51) the encrypted document; and

verifying (52) a user’s right to a decrypted version of the document and
in response to successful verification, decrypting (57) the scanned encrypted
document and printing (60) the decrypted document.

11. A method as in claim 10 wherein the encrypting (36) and the
decrypting are performed within a cloud (20) composed of remote servers,
hosted on the Internet, used to store, manage, and process data
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12. A method as in claim 10 wherein the verifying is performed by an
electronic print center (13).

13. A method as in claim 10 wherein the verifying is performed by the
printer (14).

14. A method as in claim 10 wherein the scanner is incorporated with the
printer (14).
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