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(54) Title: CONTROLLING WEB PAGE BEHAVIOUR

(57) Abstract: A method of controlling webpage behaviour on a web enabled
device 3 in order to assist in, for example, collection of monitoring informa-
tion, preserving session context, and improving security. The method in-
cludes monitoring a user interaction with a webpage (step 203), using a client
side module 31 at the web enabled device 3, and determining whether prede-
termined conditions are satisfied (step 204). Where the predetermined condi-
tions are satisfied the further steps below are carried out: capturing details
concerning an intended result of said user interaction (step 205), using the
client side module; at least temporarily preventing occurrence of the intended
result of said user interaction using the client side module (step 206); carry-
ing out additional processing (step 207) using the client side module; determ-
ining a controlled result (step 208), using the client side module, in depend-
ence on said intended result and the additional processing; and causing the
controlled result to occur (step 209). The additional processing might, for ex-
ample, include collecting monitoring information, dynamically re-writing the
URL to allow preservation of session context, or performing in checks or
modifications to improve security.
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Controlling Web Page Behaviour

This invention relates to controlling web page behaviour. In particular
aspects, this invention relates to enhancing the collection of monitoring
information from web pages, allowing session context to be maintained and

providing security features.

There are various web enabled devices currently in use such as general
purpose computers loaded with appropriate browsers and provided with a
connection to the internet, mobile devices such as mobile telephones or
smart phones, game consoles and so on. Further, of course, web content is
made available to each of these types of device by an enormous number of
entities via websites. There has been an increasing desire to monitor
behaviour of websites as perceived by the user and to monitor user
behaviour whilst browsing web pages and websites so that, for example, an
improved experience can be provided to the user and web pages may, for
example, be tailored to a user. At the same time, security and/or privacy

issues are often of concern as web enabled devices are used.

This application is directed to allowing control of web page behaviour with

an eye on the above issues.

At least some of the techniques described in the present application are
particularly relevant where client side page tagging monitoring techniques
are used. Such monitoring techniques are currently used in systems and
services provided by the applicant and described for example in the
applicant’'s previous patent applications such as WO 01/69412, WO
01/69386 and WO 2007/088334.

In using such techniques, it is beneficial for entities if it is possible to
maintain session context with regards to the monitoring information as
users navigate from page to page, and also possibly from domain to
domain, where an entity has one or more websites in different domains. In

practice this is quite common as an entity will often have a “.com” site as
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well as a “.co.uk” site and/or a “.eu” site and so on. In general terms
cookies can be used to maintain session context in such techniques.
However, due to security settings on browsers, as recognised in the
applicant’s existing technology and as explained in the patent applications
above, the use of third party cookies is not practical. Using first party
cookies is more practical but comes with difficulties when one is trying to
maintain session context across domains. The client's existing technology,
as explained in the above applications, provides one technique for dealing
with this issue. At least some aspects of the present invention are aimed at
providing alternative solutions to allow session context to be maintained

between pages and even across domains.

A further issue in the realm of client side page tagging monitoring
techniques is that there is a risk that monitoring data will be lost as a page
transition is experienced at the web enabled device. Again at least some
aspects of the present invention are aimed at alleviating this problem.

However, the usefulness of the present techniques is not limited to the area

of client side page tagging monitoring techniques.

According to a first aspect of the present invention there is provided a
method of controlling webpage behaviour on a web enabled device
comprising the steps of:

monitoring a user interaction with a webpage, using a client side module at
the web enabled device;

determining whether predetermined conditions are satisfied, and where the
predetermined conditions are satisfied, carrying out the further steps of:
capturing details concerning an intended result of said user interaction,
using the client side module;

at least temporarily preventing occurrence of the intended result of said
user interaction using the client side module;

carrying out additional processing using the client side module;
determining a controlled result, using the client side module, in dependence
on said intended result and the additional processing; and

2
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causing the controlled result to occur.

Here the expression intended result is used to refer to a result which the
webpage as delivered to the web enabled device is designed to produce in
response to the respective user interaction in the absence of the client side

module.

The controlled result may be the same as the intended result. The
controlled result may be no action - that is cancelling of the intended resuit.

The controlled result may be a modified result.

The method may comprise the further steps, before the above mentioned
steps, of receiving a webpage at a web enabled device, and calling the
client side module.

The user interaction may be one having an intended result of sending of a
data message from the web enabled device. The data message may
include a request for a new webpage. The data message may comprise a
URL query string.

The user interaction may be one having an intended result of causing a

page transition at the web enabled device.

The user interaction may comprise activating, for example clicking on, a

link. The user interaction may comprise a form post.

The step of carrying out additional processing may comprise introducing a
delay between said user interaction and the step of causing the controlled

result to occur.

The delay can provide time for other actions to be completed. This can be
particularly useful if the intended result of the user interaction comprises a

page transition. Other actions may be completed before the page transition
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is allowed to occur. This can include processing and exporting monitoring

data collected in relation to the current webpage.

The step of carrying out additional processing may comprise carrying out
further processing steps during said delay.

The step of carrying out additional processing may comprise using a timer
to control said delay. The timer may be used to introduce and/or limit the
delay. In some cases the further processing may introduce the delay by the
fact of the further processing being arranged to be executed before the
controlled result. In such a case the timer may be used to limit the delay.

The further processing steps may be carried out asynchronously (in the

sense of independently) to the timer operation.

The additional processing, and where appropriate the further processing
steps, may, for example, comprise any one of or any combination of:
dynamic URL re-writing of a URL for a target page identified in the captured
details concerning the intended result of said user interaction to append
selected parameters;

processing and exporting monitoring data collected during interaction with
the webpage;

verifying whether a target page specified in a page transition identified in
the captured details concerning the intended result of said user interaction
belongs to a predetermined set of valid pages; |

determining whether referrer information held at the web enabled device
should be deleted to prevent onward transmission to a subsequent page.

The selected parameters appended to the URL in the URL re-writing may
be session context parameters for the client side module. These will then
be visible to the web enabled device when the target page is visited. If the
client side module is called whilst the target page is active, the client side
module will be able to pick-up the session context parameters and maintain

session context.

PCT/GB2012/000221
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The step of determining whether predetermined conditions are satisfied
may comprise determining whether the web enabled device supports fail-
safe interaction cancelling. Said predetermined conditions may comprise

support of fail-safe interaction cancelling by the web enabled device.

The step of determining whether predetermined conditions are satisfied
may comprise the steps of the client side module applying a filter to the
user interaction with the webpage and determining whether said user

interaction passes said filtering.

The filter may specify at least one type of interaction which passes the
filter. The filter may specify at least one characteristic of an interaction
which is necessary and/or sufficient for the respective interaction to pass
the filter. The characteristic of an interaction may comprise a characteristic
of an intended result of the interaction.

In one set of embodiments the predetermined conditions may comprise the
user interaction being one having an intended result of causing a page
transition at the web enabled device. The predetermined conditions may
comprise the user interaction being one having an intended result of
causing a page transition to a page in a different domain than the current
page. The predetermined conditions may comprise the user interaction
being one having an intended result of causing a page transition to a page

in one domain from a predetermined set of domains.
The set of domains may be a set of domains controlled by one entity.

The method may comprise the further step of causing the intended result to
occur as the controlled result if at least one of:

the additional processing fails;

the additional processing fails to complete before the end of a delay
allowed by a timer as part of the additional processing;

fail-safe interaction cancelling of the web enabled device is invoked.
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Where the user interaction is the activation of a link, the link activation
event's prevent default method may be invoked to at least temporarily

prevent occurrence of the intended resuit.

Where the user interaction is activation of a submit on a form, the step of at
least temporarily preventing occurrence of the intended result, may
comprise wrapping the form in another object. Alternatively the step may
comprise making use of the fact that the form is wrapped in another object.
In such a case the method may comprise the step of wrapping any form in
the webpage in a respective other object before the step of determining
whether predetermined conditions are satisfied. Here wrapping the form in
another object comprises renaming an original submit function of the form
from an old name to a new name and renaming said other object with the
old name of the original submit function. The additional processing may be
defined within or called from within said other object. The original submit
function may be called as part of the additional processing using the new
name applied in the renaming.

Typically the webpage received will include code which causes calling of
the client side module. Typically the client side module may then be
downloaded onto the web enabled device. In alternatives the client side
module may be resident on the web enabled device. Further in alternatives,
calling of the client side module may be initiated by the web enabled device
without the presence of code in the webpage which causes calling of the
client side module.

According to a second aspect of the present invention there is provided a
web enabled device arranged for controlling webpage behaviour on the
web enabled device, the web enabled device being arranged under the
control of software to:

monitor a user interaction with a webpage, using a client side module at the
web enabled device;

PCT/GB2012/000221
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determine whether predetermined conditions are satisfied, and being
arranged, where the predetermined conditions are satisfied, to:

capture details concerning an intended result of said user interaction, using
the client side module;

at least temporarily prevent occurrence of the intended result of said user
interaction using the client side module;

carry out additional processing using the client side module;

determine a controlled result, using the client side module, in dependence
on said intended result and the additional processing; and

cause the controlled result to occur.

According to a third aspect of the present invention there is provided a
method of collecting client side webpage monitoring information at a web
enabled device comprising the steps of:

monitoring user interactions with a webpage and collecting manitoring
information, using a client side module at the web enabled device;
sending data representative of said monitoring information from the web
enabled device to a server;

determining whether an intended result of a monitored user interaction
comprises a page transition, and where the intended result of the
monitored user interaction comprises a page transition, carrying out the
further steps of:

capturing details concerning the intended result of said monitored user
interaction, using the client side module;

at least temporarily preventing occurrence of the intended result of said
monitored user interaction using the client side module;

carrying out additional processing using the client side module;
determining a controlled result, using the client side module, in dependence
on said intended result and the additional processing; and

causing the controiled result to occur, wherein

said additional processing comprises using a timer to introduce a delay
between said user interaction and the step of causing the controlled result

to occur.
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Depending on the implementation the timer may introduce and/or limit the
delay. This can allow time (where necessary) for processing of and/or
export from the web enabled device of the data representative of said
monitoring information before the page transition occurs, and/or prevent too
large a delay being incurred.

According to a fourth aspect of the present invention there is provided a
web enabled device arranged for collecting client side webpage monitoring
information, the web enabled device being arranged under the control of
software to:

monitor user interactions with a webpage and collect monitoring
information, using a client side module at the web enabled device;

send data representative of said monitoring information from the web
enabled device to a server;

determine whether an intended result of a monitored user interaction
comprises a page transition, and being arranged, where the intended result
of the monitored user interaction comprises a page transition, to:

capture details concerning the intended result of said monitored user
interaction, using the client side module;

at least temporarily prevent occurrence of the intended result of said
monitored user interaction using the client side module;

carry out additional processing using the client side module;

determine a controlled result, using the client side module, in dependence
on said intended result and the additional processing; and

cause the controlled result to occur, wherein

said additional processing comprises using a timer to control a delay
between said user interaction and the controlled result being caused to

oCCur.

According to a fifth aspect of the present invention there is provided a
method of collecting client side webpage monitoring information at a web
enabled device comprising the steps of:

monitoring user interactions with a webpage and collecting monitoring

information, using a client side module at the web enabled device;
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sending data representative of said monitoring information from the web
enabled device to a server,

determining whether predetermined conditions are satisfied in respect of a
monitored user interaction, and where the predetermined conditions are
satisfied, carrying out the further steps of:

capturing details concerning an intended result of said monitored user
interaction, using the client side module;

at least temporarily preventing occurrence of the intended result of said
monitored user interaction using the client side module;

carrying out additional processing using the client side module;
determining a controlled result, using the client side module, in dependence
on said intended result and the additional processing; and

causing the controlled result to occur.

According to a sixth aspect of the present invention there is provided a
method of maintaining session context on a web enabled device
comprising the steps of:

monitoring a user interaction with a webpage, using the client side module
on the web enabled device;

determining whether an intended result of the monitored user interaction
comprises a page transition to a target page, and where the intended result
of the monitored user interaction comprises a page transition, carrying out
the further steps of:

capturing details concerning the intended result of said user interaction
including a URL for the target page, using the client side module;

at least temporarily preventing occurrence of the intended result of said
user interaction using the client side module;

carrying out additional processing using the client side module,

determining a controlled result, using the client side module, in dependence
on said intended result and the additional processing; and

causing the controlled result to occur, wherein

the additional processing comprises dynamic URL re-writing of the URL for

the target page identified in the captured details concerning the intended
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appended session context parameters; and

said controlled result comprises requesting the target page using the re-
written URL.

The session context parameters can then be seen by the web enabled
device when the target page is active in the device, which means that

session context may be maintained.

According to a seventh aspect of the present invention there is provided a
web enabled device arranged for maintaining session context, the web
enabled device being arranged under the control of software to:

monitor a user interaction with a webpage, using a client side module at the
web enabled device;

determine whether an intended result of the monitored user interaction
comprises a page transition to a target page, and being arranged, where
the intended result of the monitored user interaction comprises a page
transition, to:

capture details concerning the intended result of said user interaction
including a URL for the target page, using the client side module;

at least temporarily prevent occurrence of the intended result of said user
interaction using the client side module;

carry out additional processing using the client side module;

determine a controlled result, using the client side module, in dependence
on said intended result and the additional processing; and

cause the controlled result to occur, wherein

the additional proéessing comprises dynamic URL re-writing of the URL for
the target page identified in the captured details concerning the intended
result of said user interaction to provide a re-written URL including
appended session context parameters; and

said controlled result comprises requesting the target page using the re-
written URL.

10



WO 2012/120257 PCT/GB2012/000221

10

15

20

25

30

According to an eighth aspect of the present invention there is provided a
method of maintaining session context on a web enabled device
comprising the steps of: _

monitoring a user interaction with a webpage, using a client side module at
the web enabled device;

determining whether predetermined conditions are satisfied, and where the
predetermined conditions are satisfied, carrying out the further steps of:
capturing details concerning an intended result of said user interaction,
using the client side module;

at least temporarily preventing occurrence of the intended result of said
user interaction using the client side module;

carrying out additional processing using the client side module;
determining a controlled result, using the client side module, in dependence
on said intended result and the additional processing; and

causing the controlled result to occur, wherein

the predetermined conditions comprise the user interaction being one
having an intended result of causing a page transition to a target page at
the web enabled device;

the additional processing comprises dynamic URL re-writing of a URL for
the target page to provide a re-written URL including append session
context parameters; and

said controlled result comprises requesting the target page using the re-
written URL.

According to a ninth aspect of the present invention there is provided a
security method for a web enabled device comprising the steps of:
monitoring a user interaction with a webpage, using a client side module at
the web enabled device,

determining whether an intended result of the monitored user interaction
comprises a page transition to a target page, and where the intended result
of the monitored user interaction comprises a page transition, carrying out
the further steps of:

capturing details concerning the intended result of said user interaction,
using the client side module;

11
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at least temporarily preventing occurrence of the intended result of said
user interaction using the client side module;

carrying out additional processing using the client side module;

determining a controlled result, using the client side module, in dependence
on said intended result and the additional processing; and

causing the controlled result to occur, wherein

the controlled resuit comprises one of:

requesting the target page whilst suppressing referrer information; and
cancelling the page request.

According to a tenth aspect of the present invention there is provided a
web enabled device arranged for providing security, the web enabled
device being arranged under the control of software to:

monitor a user interaction with a webpage, using a client side module at the
web enabled device;

determine whether an intended result of the monitored user interaction
comprises a page transition to a target page, and being arranged, where
the intended result of the monitored user interaction comprises a page
transition, to:

capture details concerning the intended result of said user interaction,
using the client side module;

at least temporarily prevent occurrence of the intended result of said user
interaction using the client side module;

carry out additional processing using the client side module;

determine a controlled result, using the client side module, in dependence
on said intended result and the additional processing; and

cause the controlled result to occur, wherein

the controlled result comprises one of:

requesting the target page whilst suppressing referrer information; and
cancelling the page request.

According to another aspect of the present invention there is provided a
computer program comprising code portions which when loaded and run on

a web enabled device cause the web enabled device to execute any one of

12
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the methods defined above and/or cause the web enabled device to

constitute any one of the web enabled devices defined above.

According to a further aspect of the present invention there is provided a
machine readable medium carrying a computer program comprising code
portions which when loaded and run on a web enabled device cause the
web enabléd device to execute any one of the methods defined above
and/or cause the web enabled device to constitute any one of the web

enabled devices defined above.

According to another aspect of the present invention there is provided a
method of controlling webpage behaviour on a web enabled device
comprising the steps of:

monitoring a user interaction with a Webpage, using a client side module
running on the web enabled device;

determining whether predetermined conditions are satisfied, and where the
predetermined conditions are satisfied, carrying out the further steps of:
capturing details concerning an intended result of said user interaction,
using the client side module, the intended result being an intended resulting
operation of the web enabled device;

cancelling occurrence of the intended result of said user interaction using
the client side module;

carrying out additional processing using the client side module;
determining a controlled result, using the client side module, in dependence
on said intended result and the additional processing; and

causing the controlled result to occur, wherein,

the predetermined conditions comprise the user interaction being one
having an intended result of causing a page transition at the web enabled
device, and

the controlled result is a controlled resulting operation of the web enabled
device and comprises one of:

i} no action in response to the user interaction;

i) a regeneration of the intended result; and

13
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iif) a modified result which is a modified resulting operation of the web

enabled device.

According to another aspect of the present invention there is provided a
web enabled device arranged for controlling webpage behaviour on the
web enabled device, the web enabled device being arranged under the
control of software to:

monitor a user interaction with a webpage, using a client side module
running on the web enabled device;

determine whether predetermined conditions are satisfied, and being
arranged, where the predetermined conditions are satisfied, to:

capture details concerning an intended result of said user interaction, using
the client side module, the intended result being an intended resulting
operation of the web enabled device;

cancel occurrence of the intended result of said user interaction using the
client side module;

carry out additional processing using the client side module;

determine a controlled result, using the client side module, in dependence
on said intended result and the additional processing; and

cause the controlled result to occur,wherein,

the predetermined conditions comprise the user interaction being one
having an intended result of causing a page transition at the web enabled
device, and ‘

the controlled result is a controlled resulting operation of the web enabled
device and comprises one of;

i) no action in response to the user interaction;

ii) a regeneration of the intended result; and

iil) a modified result which is a modified resulting operation of the web

enabled device.
This provides an opportunity for desired operations to be carried out before

a page transition occurs in a controlled way that does not rely merely on

undesirably spinning the browser/CPU for a period to buy some time. This

14
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can help ensure that performance of the device and/or power consumption
are not adversely affected.

Note that, in general terms and with the necessary modifications in
wording, all of the further features defined above following the first aspect
of the invention are applicable as further features of all of the other aspects
of the invention defined above. These further features are not restated after
each aspect of the invention merely for the sake of brevity.

Embodiments of the present invention will now be described, by way of

example only, with reference to the accompanying drawings in which:

Figure 1 schematically shows the architecture of a website monitoring
system for monitoring the behaviour of web pages on one or more web

enabled device;

Figure 2 shows a flow chart showing a method of controlling webpage

behaviour on a web enabled device;

Figure 3 shows a flow chart illustrating a particular implementation of the
method illustrated in Figure 2 used for enhancing collection of monitoring

data from a web enabled device;

Figure 4 shows a flow chart illustrating another particular implementation of
the method illustrated in Figure 2 used for enabling session context to be
maintained using URL re-writing; and

Figure 5 shows a flow chart illustrating another particular implementation of
the method illustrated in Figure 2 used for enabling session context to be

maintained using URL re-writing.

Figure 1 schematically shows the basic general architecture used in a client
side page tagging webpage manitoring system. The system comprises one
or more web server 1, one or more collection server 2 for collecting the

15
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monitoring information, and any number of web enabled devices 3 all of
which may communicate with one another via the internet. In Figure 1 two
example web enabled devices 3 are shown. First there is a mobile device
such as a mobile phone which is web enabled, for example, by including an
embedded browser or “app” or similar. Second there is a general purpose
computer 3 which is web enabled by virtue of having loaded onto it a web
browser and appropriate software far connecting to the Internet.

In client side page tagging monitoring techniques, where an entity with a
website wishes their webpages/website to be monitored they include an
appropriate tag on each webpage to be monitored. When such a webpage
is delivered to a web enabled device 3 the tag in the page causes a
monitoring application, or client side module 31, to be called by the
webpage. This client side module 31 may then perform the necessary
steps to monitor the behaviour of the webpage as perceived by the user
and user interactions and collect monitoring information. Furthermore the
client side module 31 may be arranged to send the monitoring information

back to the collection server 2.

The client side module 31 may be delivered from the collection server 2 (or
web server 1) to the web enabled device 3 when it is called by the page or
alternatively the client side module 31 might be resident on the web
enabled device.

Further note that whilst the web server 1 and collection server 2 are shown
separately in Figure 1 this is not essential. That is to say the web server 1
and the collection server 2 can be the same machine and/or controlled by
the same entity although this is not the normal architecture used.

The architecture and techniques described above in relation to Figure 1 are
already known and used by the applicant amongst others and the
applicant’s version of these techniques are described in more detail in the
applicant’s earlier patent applications such as WO 01/69412, WO 01/69386
and WO 2007/088334.

16
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In the embodiments of the present invention described below the above
described architecture is used, as is the basic technique of providing client
side tagged web pages. However in the present embodiments further
functionality is provided by the client side module 31 and this is of particular

interest and described in more detaii below.

Figure 2 schematically shows a method for controlling webpage behaviour

on a web enabled device 3.

In step 201 a webpage is received at the web enabled device 3. In the
present embodiment, for the methods to function the webpage must include
a tag to call the client side module 31. If not the current method will stop.
Assuming that there is such a tag, then the following steps of the method

can be carried out.

In step 202 the client side module 31 is called by the web page. Then in
step 203 the client side module 31 is used to monitor user interactions with
the webpage. In the present embodiment then, whilst this is not essential,
the client side module 31 will also carry out the basic function of collecting
monitoring information based on user interactions and submitting this back

to the collection server 2.

In step 204 it is determined whether predetermined conditions are satisfied
at the time when a particular user interaction with the web page is
monitored. If the predetermined conditions are satisfied at that stage, the

further steps of the method of the present embodiment may be carried out.

Thus if the predetermined conditions are satisfied in respect of a monitored
user interaction, then in step 205 details of an intended result of that user

interaction are captured.

Then in step 206 the intended resuit of that user interaction is stopped or at

least delayed.
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Following this, in step 207, the client side module 31 carries out additional

processing.

Then in step 208 a controlled result is determined in dependence on the
additional processing and the original intended result as captured in step
205.

After this, in step 209, the controlled result is caused to occur by the client
side module 31.

Note that in the present embodiment all of steps 203 to 209 are carried out
by the client side module 31. On the other hand, the initial steps 201 and
202 are carried out by other software provided on the web enabled device
3 such as browser software or similar. Further whilst the client side module
is arranged to cause the controlied result to occur, in step 209, then actual
execution of the controlled result will again most likely be carried out by
other software provided at the web enabled device 3 such as, for example,
browser software.

The predetermined conditions tested against in step 204 may take various
different forms. As an example one of the predetermined conditions may be
that the web enabled device 3 supports fail-safe interaction cancelling. As
another example, then most likely, the user interactions will be filtered such
that steps 205 to 209 are only executed when the user interaction has one

or more particular characteristics.

Most typically, and in the case of the present embodiment, a predetermined
condition in step 204 is that the user interaction is one which has an
intended result of causing a page transition (i.e. will cause the web enabled
device to navigate to a new page). That is to say steps 205-209 will only be
executed if the user interaction being considered at that time is one which

will cause a page transition.
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Furthermore in such a situation then step 205 includes capturing a URL

(uniform resource locator) of a target page of the page transition. In such a
case the intended result comprises navigation to a target page having that
URL. However by virtue of the client side module 31 executing steps 205-

209 a different controlled result may be achieved.

For example the controlled result might be navigation to the original target
page but after some delay introduced by the additional processing in step
207, or might be navigation to a different page or cancellation of the
navigation, or navigation to the target page but with referrer information
deleted, or navigation to the target page but with a modified URL query

string.

Which of these results occurs is determined by the additional processing

carried out in step 207.

As is well understood, in this context, “referrer information” is information
available within the web enabled device visible to code executing in the

web enabled device, typically the web browser.

Thus in general terms, the result of use of the method described above in
relation to Figure 2 (or a device controlled by software to execute the
method) may be one or more of: improved security, improved collection of

monitoring data, the ability to maintain session context and so on.

Different techniques may be used to stop or at least delay the intended
result in step 206 depending on the user interaction being considered at
that time and also the underlying technology of the web enabled device and

its browser or similar software.
In some instances, for example, in the case of Internet Explorer (RTM)

browsers, if the monitored event is link activation (for example a click on a

link) then the event's prevent default method may be invoked.
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In other instances where the monitored user interaction, which has
triggered the performance of steps 205 to 209, is the activation of a submit
function on a form then a form wrapping technique may be used. This may
rely on the form wrapping technique having been carried out by the client
side module 31 for all forms in the webpage before step 204 or may take
place in respect of the particular form after step 204.

In a form wrapping technique, the submit function of the form is wrapped in
another object. This is achieved by renaming an ariginal submit function of
the form from an old name to a new name and renaming said other object
with the old name of the original submit function. Then the additional
processing in step 207 may be defined within or called from within said
other object. Furthermore, the original submit function may be called as
part of the additional processing using the new name applied in the

renaming.

It will be appreciated that in the case of other monitored user interactions
which trigger the execution of steps 205-209 and/or in web enabled devices -
3 using different underlying technology, other techniques may be available
for stopping or at least delaying the intended result of the user interaction in
step 206.

At the present time three different partiéular implementations of the method
described above in relation to Figure 2/a web enabled device 3 arranged
under the control of software for carrying out the method described above
in Figure 2 are considered of particular interest:

1) Enhancing the collection of monitoring information by introducing a delay
before a page transition during which delay, monitoring data may be

processed and exported to the collection server 2.

2) Preserving session context as a web enabled device 3 navigates from

one page to another page (and possibly to another domain) using URL re-
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writing to generate a URL query string which includes session context

parameters.

3) Providing security functions by controlling to which pages a user may
navigate from a current page and/or controlling the onward transmission of

referrer information at a page transition.

Each of these different techniques is most relevant when a page transition
occurs and each may be implemented in respect of monitored interactions
which are link activations or form submit actions amongst other things.

These particular implementations are described in more detail below.

Figure 3 shows a flow chart illustrating a method for enhancing the
collection of monitoring information as mentioned in 1) above. The basic
process of steps in this implementation is the same as steps 201 to 209
shown in Figure 2 but the core part of the method is shown in more detail in

the flow chart of Figure 3.

Thus some of the steps shown in Figure 2 are broken down into multiple
sub steps in Figure 3 and where appropriate these sub steps will be
indicated using the same step number given in Figure 2 but with a letter

suffix.

Thus in step 2044, there is a user interaction with a webpage on the web
enabled device 3. In step 204b a determination is made as to whether the
interaction is of interest. If not the process ends. If the interaction is of
interest then in step 204c¢ a determination is made as to whether the web
enabled device 3 supports fail-safe interaction cancelling. If not the process
stops but if so the process continues. As noted in Figure 3, this step of
checking for fail-safe interaction cancelling is optional.

In step 205/206 the interaction is recorded and the result of it is cancelled.
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Then, in this embodiment, in step 207a a timer function is initiated. At this
point the process branches. In step 207b further processing is carried out.
In this embodiment this comprises ensuring that the monitoring information
collected during the time when the present webpage was active in the web

enabled device 3 is sent to the collection server 2.

Step 207b may optionally also include further aspects of additional
processing. Thus for example URL re-writing or security aspects may also
be implemented, as will be described in more detail below in respect of the
other implementations. If the processing in step 207b completes, it cancels
the timer and in step 208/209 the appropriate controlled result is
determined and caused to occur without further delay.

In step 207¢ a determination is made at the end of the timer period as to
whether the timer has been cancelled by the successful completion of step
207b. If so nothing is to be done since the process has already completed.
However if the timer has not been cancelled then in step 208/209 the

appropriate controlled result is determined and caused to occur.

In the current simple case the controlled result is just a replaying of the
original interaction and result. That is, here, the controlled result is the
same as the intended result, but delayed. The timer is used to control the
delay between the user interaction and the intended result, i.e. to ensure
the delay is not too great. In other implementations the timer may be used
to active introduce a delay, with the data export functionality running
entirely separately and perhaps outside the control of the additional

processing/the present client side module.

Figure 4 shows a flow chart illustrating the URL re-writing process
mentioned in 2) above in more detail. Again some of initial steps as shown
in Figure 2 are omitted from Figure 4 and some of the steps shown in
Figure 2 are shown broken down into sub steps in Figure 4 and labelled

accordingly.
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In step 204a a link is activated by being clicked upon. In step 204b it is
determined whether the interaction is of interest. In practice in the present
embodiment this means determining whether the click will lead to a page
transition. If not the process ends. However assuming that the activation of
the link will lead to a page transition, then in step 204c it is determined
whether the web enabled device 3 supports fail-safe interaction cancelling
(again an optional step). Assuming that fail-safe interaction cancelling is
supported, then in step 205/206 the prevent default method on the click
event object is invoked and the target page URL is recorded. Then in step
207a a timer process is started and the processing branches such that
whilst the timer is running, further processing is carried out in step 207b. In
this case the target URL is re-written to include session context
parameters. If the processing in step 207b completes, it cancels the timer
and in step 208/209 the appropriate controlled result is determined and

caused to occur without further delay.

In step 207¢, a determination is made as to whether the timer has been
cancelled by the successful completion of step 207b. If so nothing is done
as the process has been completed as above. However if the timer has not
been cancelled then in step 208/209 the controlled result is determined and

caused to occur.

In this case the controlled result, assuming that there has been time to
complete its generation, is the creation of a dummy GET form control

including the re-written URL which is then submitted.

The result of this is that the web enabled device 3 requests and has
delivered to it, the original target page, but because the URL query string
has been re-written to include session parameters then the web enabled
device 3 will be able to see these session context parameters and pick

them up when processing the target page.

This means that session context may be maintained where the target page

also serves to call another instance of the same client side module 31. In
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particular session context may be maintained where the user is using his
web enabled device 3 to navigate from a first page belonging to one entity
to a second page belonging to the same entity, and each is appropriately
client side tagged. This can allow generation of a constant stream of
monitoring information across that whole session. Furthermore, because
the session context information is included in the URL query string, session
context can be maintained even when the target page is in a different
domain from the original page. Thus this technique obviates the need for
using cookies to maintain session context and also gets around the
problem of not being able to use third party cookies in practical situations

such that session context may be conveniently maintained across domains.

Note that in the present technique, this URL re-writing is carried out at the
web enabled device 3 and in particular, in this embodiment, is carried out
by the client side module 31 operating on the web enabled device 3. This
means that there is no need for a server to be involved in the URL re-
writing process and the technique is inherently scalable. No modification to
the webpage is required to achieve this result, other than the inclusion of a
tag to call the client side module, as is already commonly done for
interaction monitoring purposes. Further the technique is independent of
the website structure and back end technology which dramatically eases
the process of providing this functionality for a broad range of websites.

Figure 5 shows a similar method for maintaining session context as
described above with reference to Figure 4. However in this instance the
method shows the steps taken where the interaction which triggers the
steps corresponding to step 205 to 209 in Figure 2, is the activation of a

form submit function by a user.

Thus in step 204a a wrapped form submit function receives a submit
initiated by a user. Following this, in step 204c, a determination is made as
to whether the device supports fail-safe interaction cancelling. Assuming
that such fail-safe interaction cancelling is supported, then the method
proceeds to step 205/206 where due to the form wrapping, the original
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intended result is prevented or at least put on hold and details of the
intended result can be captured.

Then the process proceeds in the same fashion as that described above in
respect of Figure 4. A timer is initiated in step 207a and the process
branches with the timer running unless it is cancelled in step 207¢ by the
fail-safe interaction cancelling functionality. In parallel to this, the URL
specified in the form submit is re-written to include session context
parameters in step 207b. Assuming that this action completes during the
time delay allowed by the timer process, then in step 208/209 the controlled
result is determined and caused to occur. In this case this is by invoking the
original submit function from the wrapped form whilst including the re-

written URL in the accompanying page request.

Thus as described above in respect of Figure 4, the net result is that the
session context parameters will be visible to the web enabled device 3
when viewing the target page specified in the original form submit. This in
turn means that a client side module 31 operated whilst the target page is
active, can see the session context parameters so that session context
may be maintained. Further, this may be done irrespective of the domains
of the original page and the target page and without the use of any cookies.

As illustrated above the present methods, as described above with
reference to Figures 2 to 5, may be used as part of a website monitoring
method or system. In such a case, the ability to delay page transitions
whilst collected monitoring information is exported and the ability to
maintain session context as page transitions occur, can enhance the
functionality and effectiveness of the website monitoring method/system in

a particularly neat and efficient way.

As mentioned above a third particular aspect of the present ideas is their
use in providing security functionality. In such methods, besides the nature
of the additional processing 207 the methods are like those of Figures 3, 4
and 5.
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Further, in such a case the additional processing which is carried out in
step 207 of the method claim in Figure 2 may similarly contain the timer
functions illustrated in Figures 3, 4 and 5 as carried out in steps 207a and
207c.

However, when providing security functionality, the further processing
carried out in 207b may include checking to see whether the link or form
which is being activated is a valid link or form for that webpage or, for
example, is requiring a page transition to a page which is specified in a list
of allowed pages and/or domains. A result of this may be allowing the page
transition to occur in step 208/209 if the link/page transition is valid and

preventing it if not.

Similarly or alternatively the further processing in step 207b may be such
as to determine whether referrer information known by code executing
within the page should be removed as part of the page transition. This
might be done on the same basis for all page transitions or may be
selectively done in dependence on whether the page transition to be made
is to a page appearing in an allowed list for example an allowed list of links,

pages, websites, domains or so on.

it will be appreciated that these security aspects of the method as
described above may, where appropriate, be used together with the other
aspects of the ideas described above.

That is to say, in general terms, the enhanced collection process
mentioned under 1) above, the URL re-writing process mentioned under 2)
above, and the security aspects mentioned under 3) above may be used
either in isolation or together with one another in any particular combination

or sub combination.

In a particular implementation, the step of determining whether the

interaction is of interest in step 204b may include the specific test of
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checking whether the interaction is the activation of a link or a form post
and, if not ignoring the interaction. After this, the check may comprise
(where the interaction is a link) the further step of determining whether the
target for the link is within the same browser window/frame/iframe as where
the interaction originated. If not the interaction is then ignored.

Further, in particular implementations of the above methods, the client side
module may be arranged for recording interactions with a webpage and for
later playing out those interactions. This is one way in which details of the

interaction and its intended result can be captured.

In the methods described above, use of a timer process as an optional part
of the process is mentioned. Where such a timer is used, a suitable defauit
timeout period for the timer to run (i.e. a suitable delay) is currently
considered to be 500ms.

As it is believed will be clear from the description above, the timer process
carried out in steps 207a and 207¢ in the above methods is conducted
asynchronously with the further processing carried out in step 207b. That is
to say these processes are independent of one another within the program
flow.

The present embodiments of the invention may be embodied in various
different forms for example: a method, a computer (i.e. web enabled
device) arranged under the control of software, a computer program, a
computer program stored on a machine readable record carrier such as a
disk (hard disc, CD-ROM, DVD-ROM or so on) or memory module, or as

carried on a signal.
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1. A method of controlling webpage behaviour on a web enabled

30

device comprising the steps of:

monitoring a user interaction with a webpage, using a client side moduie
running on the web enabled device;

determining whether predetermined conditions are satisfied, and where the
predetermined conditions are satisfied, carrying out the further steps of:
capturing details concerning an intended result of said user interaction,
using the client side module, the intended result being an intended resulting
operation of the web enabled device;

cancelling occurrence of the intended resuit of said user interaction using
the client side module;

carrying out additional processing using the client side module;
determining a controlied result, using the client side module, in dependence
on said intended result and the additional processing; and

causing the controlled result to occur, wherein,

the predetermined conditions compﬁse the user interaction being one
having an intended result of causing a page transition at the web enabled
device, and

the controlled result is a controlled resulting operation of the web enabled
device and comprises one of:

i) no action in response to the user interaction;

ii) a regeneration of the intended result; and

iii) a modified result which is a modified resulting operation of the web

enabled device.

2. A method according to claim 1 in which the step of carrying out
additional processing comprises introducing a delay between said user

interaction and the step of causing the controlled result to occur.

3. A method according to claim 2 in which the step of carrying out
additional processing comprises carrying out further processing steps

during said delay.
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4. A method according to claim 2 or claim 3 in which the additional

processing comprises using a timer to control said delay.

5. A method according to any preceding claims in which the additional
processing comprises any one of or any combination of;

dynamic URL re-writing of a URL for a target page identified in the captured
details concerning the intended result of said user interaction to append
selected parameters;

processing and exporting monitoring data collected during interaction with
the webpage;

verifying whether a target page specified in a page transition identified in
the captured details concerning the intended result of said user interaction
belongs to a predetermined set of valid pages;

determining whether referrer information held at the web enabled device
should be deleted to prevent onward transmission to a subsequent page.

6. A method according to claim 5 in which there is dynamic URL re-
writing and the selected parameters appended to the URL in the URL re-

writing comprise session context parameters for the client side module.

7. A method according to any preceding claim in which the step of
determining whether predetermined conditions are satisfied comprises
determining whether the web enabled device supports fail-safe interaction

cancelling.

8. A method according to any preceding claim in which the step of
determining whether predetermined conditions are satisfied comprises the
steps of the client side module applying a filter to the user interaction with
the webpage and determining whether said user interaction passes said

filtering.

9. A method according to claim 8 in which the filter specifies at least

one type of interaction which passes the filter and/or the filter specifies at
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least one characteristic of an interaction which is necessary and/or

sufficient for the respective interaction to pass the filter.

10. A method according to claim 9 in which the characteristic of an
interaction comprises a characteristic of an intended result of the

interaction.

11. A method according to any preceding claim in which the method
comprises the further step of causing the intended result to occur as the
controlied result if at least one of:

the additional processing fails;

the additional processing fails to complete before the end of a delay
allowed by a timer as part of the additional processing;

fail-safe interaction cancelling of the web enabled device is invoked.

12. A web enabled device arranged for controlling webpage behaviour
on the web enabled device, the web enabled device being arranged under
the control of software to:

monitor a user interaction with a webpage, using a client side module
running on the web enabled device;

determine whether predetermined conditions are satisfied, and being
arranged, where the predetermined conditions are satisfied, to:

capture details concerning an intended result of said user interaction, using
the client side module, the intended result being an intended resulting
operation of the web enabled device;,

cancel occurrence of the intended result of said user interaction using the
client side module;

carry out additional processing using the client side module;

determine a controlled result, using the client side module, in dependence
on said intended result and the additional processing; and

cause the controlled result to occur,wherein,

the predetermined conditions comprise the user interaction being one
having an intended result of causing a page transition at the web enabled

device, and

30

PCT/GB2012/000221



WO 2012/120257 PCT/GB2012/000221

10

20

25

30

the controlled result is a controlled resulting operation of the web enabled
device and comprises one of:

i) no action in response to the user interaction;

ii) a regeneration of the intended result; and

i) a modified result which is a modified resulting operation of the web

enabled device.

13. A method of collecting client side webpage monitoring information at
a web enabled device comprising the steps of:

monitoring user interactions with a webpage and collecting monitoring
information, using a client side module at the web enabled device;
sending data representative of said monitoring information from the web
enabled device to a server;

determining whether an intended result of a monitored user interaction
comprises a page transition, and where the intended result of the
monitored user interaction comprises a page transition, carrying out the
further steps of:

capturing details concerning the intended result of said monitored user
interaction, using the client side module;

at least temporarily preventing occurrence of the intended result of said
monitored user interaction using the client side module;

carrying out additional processing using the client side module;
determining a controlled result, using the client side module, in dependence
on said intended result and the additional processing; and

causing the controlled result to occur, wherein

said additional processing comprises using a timer to control a delay
between said user interaction and the step of causing the controlled result
to occur.

14. A web enabled device arranged for collecting client side webpage
manitoring information, the web enabled device being arranged under the
control of software to:

monitor user interactions with a webpage and collect monitoring

information, using a client side module at the web enabled device;
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send data representative of said monitoring information from the web
enabled device to a server;

determine whether an intended result of a monitored user interaction
comprises a page transition, and being arranged, where the intended result
of the monitored user interaction comprises a page transition, to:

capture details concerning the intended result of said monitored user
interaction, using the client side module;

at least temporarily prevent occurrence of the intended result of said
monitored user interaction using the client side module;

carry out additional processing using the client side module;

determine a controlled result, using the client side module, in dependence
on said intended result and the additional processing; and

cause the controlled result to occur, wherein

said additional processing comprises using a timer to control a delay
between said user interaction and the controlled result being caused to

occur.

15. A method of maintaining session context on a web enabled device
comprising the steps of:

monitoring a user interaction with a webpage, using the client side module
on the web enabled device,

determining whether an intended resuit of the monitored user interaction
comprises a page transition to a target page, and where the intended result
of the monitored user interaction comprises a page transition, carrying out
the further steps of:

capturing details concerning the intended result of said user interaction
including a URL for the target page; using the client side module;

at least temporarily preventing occurrence of the intended result of said
user interaction using the client side module;

carrying out additional processing using the client side module;

determining a controlled result, using the client side module, in dependence
on said intended result and the additional processing; and

causing the controlled result to occur, wherein
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the additional processing co-mprises dynamic URL re-writing of the URL for
the target page identified in the captured details concerning the intended
result of said user interaction to provide a re-written URL including
appended session context parameters; and

said controlled result comprises requesting the target page using the re-
written URL.

16. A web enabled device arranged for maintaining session context, the:
web enabled device being arranged under the control of software to:
monitor a user interaction with a webpage, using a client side module at the
web enabled device;

determine whether an intended result of the monitored user interaction
comprises a page transition to a target page, and being arranged, where
the intended result of the monitored user interaction comprises a page
transition, to:

capture details concerning the intended result of said user interaction
including a URL for the target page, using the client side module;

at least temporarily prevent occurrence of the intended result of said user
interaction using the client side module;

carry out additional processing using the client side module;

determine a controlled result, using the client side module, in dependence
on said intended result and the additional processing; and

cause the controlled result to occur, wherein

the additional processing comprises dynamic URL re-writing of the URL for
the target page identified in the captured details concerning the intended
result of said user interaction to provide a re-written URL including
appended session context parameters; and

said controlled result comprises requesting the target page using the re-
written URL.

17. A security method for a web enabled device comprising the steps of:
monitoring a user interaction with a webpage, using a client side module at

the web enabled device;
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determining whether an intended result of the monitored user interaction
comprises a page transition to a target page, and where the intended resuit
of the monitored user interaction comprises a page transition, carrying out
the further steps of:

capturing details concerning the intended result of said user interaction,
using the client side module;

at least temporarily preventing occurrence of the intended result of said
user interaction using the client side module;

carrying out additional processing using the client side module;
determining a controlled result, using the client side module, in dependence
on said intended result and the additional processing; and

causing the controiled result to occur, wherein

the controlled result comprises one of:

requesting the target page whilst suppressing referrer information; and

cancelling the page request.

18. A web enabled device arranged for providing security, the web
enabled device being arranged under the control of software to:

monitor a user interaction with a webpage, using a client side module at the
web enabled device;

determine whether an intended result of the monitored user interaction
comprises a page transition to a target page, and being arranged, where
the intended result of the monitored user interaction comprises a page
transition, to:

capture details concerning the intended result of said user interaction,
using the client side module;

at least temporarily prevent occurrence of the intended result of said user
interaction using the client side module;

carry out additional processing using the client side module;

determine a controlled result, using the client side module, in dependence
on said intended result and the additional processing; and

cause the controlled result to occur, wherein

the controlled result comprises one of:

requesting the target page whilst suppressing referrer information; and
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cancelling the page request.

19. A machine readable medium carrying a computer program
comprising code portions which when loaded and run on a web enabled

S device cause the web enabled device to execute a method according to
any one of claims 1 to 11, 13, 15 and 17 and/or cause the web enabled
device to constitute a web enabled device as claimed in anyone of claims

12, 14, 16 and 18.
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