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CODE FINGERPRINT - BASED PROCESSOR alert software when such malfunctions occur so that correc 
MALFUNCTION DETECTION tive action can be taken before serious damage results . 

In a computing system , it is usually desirable to monitor 
PRIORITY the system periodically to ensure that it is operating within 

5 a given set of bounds or within an expected operating range . 
This application is a continuation of and claims priority Typical parameters that are monitored include utilization , 

from U . S . patent application Ser . No . 14 / 987 , 395 , filed on instruction completion rate , average transaction response 
Jan . 4 , 2016 , the entire contents of which are incorporated time , and other similar rate - based measurements . Such over 

all measurements , however , are not detailed enough to herein by reference . 10 recognize intermittent problems that do not significantly 

BACKGROUND affect averages , and such overall measurements usually do 
not provide enough information about a problem in order to 

The present invention relates generally to computer pro enable a run - time compiler to determine an appropriate 
corrective action . cessors , and more specifically , to code fingerprint - based State - of - the - art processors include performance monitors processor malfunction detection . that are used by run - time compilers to monitor program Computers may have problems now and then . Even the behavior . Such performance monitors provide configurable 

most stable , secure machine is not safe from failing hard counters that can be used to count various events related to 
ware , or disruptions caused by transient external events . The cache behavior , branch prediction behaviors , completion 
computer malfunctions that result when these disruptions 20 rates , etc . A runtime compiler might monitor such counters 
occur may include significant degradations in cache prefetch when a program executes in order to ensure the various 
accuracy and branch prediction accuracy , execution of soft event rates are within normal bounds , but when one of the 
ware paths that are not intended to be followed , and many events deviates from its expected range , no additional infor 
others . mation is immediately available to direct any corrective 

action . This results in the need for additional analysis such 
SUMMARY as determining the rate of occurrence of other events , or 

determining event rates on many small sections of the code 
Embodiments include a method , system , and computer in order to determine the point at which the event rate 

program product for fingerprint - based processor malfunc deviation is occurring . Such measurements are time con 
tion detection . A determination is made whether a fingerprint 30 suming , and the measurements involve timeouts for counts 
is present in software that is currently executing on the to accumulate , counter re - initializations , and other compute 
processor of the computer system . The fingerprint includes intensive operations . 
a representation of a sequence of behavior that occurs on the Embodiments address this problem by monitoring the 
processor while the software is executing , where the finger - value of one or more code fingerprints as execution pro 
print corresponds to a type of malfunction . In response to 35 ceeds . When one of these fingerprints deviates from its 
determining that the fingerprint is not present in the software expected range of values or when its value closely approxi 
currently executing on the processor , monitoring of the mates a fingerprint previously known to be indicative of a 
software executing on the processor to determine whether malfunction , a fingerprint circuit immediately recognizes 
the fingerprint is present continues . In response to determin - that a problem exists , and the problem is related to the type 
ing that the fingerprint is present in the software executing 40 of fingerprint that is out of range or otherwise indicative of 
on the processor , it is determined that the malfunction has a particular malfunction . This detailed information about the 
occurred according to a type of the fingerprint that is present . exact location in the code at which a particular type of 

problem occurred is very useful since it pinpoints the cause 
BRIEF DESCRIPTION OF THE DRAWINGS of the problem much more rapidly and efficiently than 

45 existing methods . 
FIG . 1 depicts a computer system for implementing Now turning to the figures , FIG . 1 depicts a computer 

fingerprint - based processor malfunction detection in accor - system 100 configured to implement fingerprint - based pro 
dance with an embodiment . cessor malfunction detection in accordance with an embodi 

FIG . 2 depicts a fingerprint recognition function of a ment . The computer system 100 includes a processor 101 in 
fingerprint circuit in accordance with an embodiment . 50 communication with a main memory 105 . The processor 101 

FIG . 3 depicts a fingerprint recognition function of the includes one or more cores 102 that execute instructions 
fingerprint circuit in accordance with an embodiment . using cache memory 103 . Computer programs , such as 

FIG . 4 depicts an example fingerprint table according to hypervisor 106 , application 107 , and source code 108 , are 
an embodiment stored in main memory 105 and executed by the processor 

FIG . 5 depicts a flow chart of fingerprint - based processor 55 101 . Any appropriate number of applications may be 
malfunction detection in accordance with an embodiment . executed by a computer system such as computer system 

FIG . 6A depicts an instruction with an example prefix 100 . The computer system 100 may also include source code 
field for a prefix according to an embodiment . 108 that may be compiled by a compiler 120 for execution 

FIG . 6B depicts an instruction with an example suffix field on the processor 101 . The hypervisor 106 , application 107 , 
for a suffix according to an embodiment . 60 source code 108 , and / or any other program stored in main 

FIG . 7 depicts an event rate fingerprint malfunction memory 105 may all be considered software programs , 
detector according to an embodiment . software , code , etc . 

The processor 101 includes one or more fingerprint cir 
DETAILED DESCRIPTION cuits 110 designed to monitor the execution of software 

65 programs ( e . g . , application 107 , hypervisor 106 , source code 
Since relatively harmless malfunctions can cascade into 108 ) on the processor 101 . The fingerprint circuit 110 

major failures , embodiments are configured to immediately includes predefined / specified code fingerprints 125 . The 

CE 
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fingerprint circuit 110 is configured to automatically monitor 2 ) Another code fingerprint 125 may be a data cache hit 
the software program execution of , e . g . , the application 107 , miss sequence that is present when a given instruction is 
in order to recognize the occurrence of a specified finger executed . The given instruction may have a predefined 
print 125 which indicates a potential malfunction . The address ( XYZ ) . As noted above for illustration purposes , the 
fingerprint circuit 110 is also configured to alert the appli - 5 data cache hit miss sequence may be the sequence of cache 
cation program 107 at that point ( i . e . , the segment of code ) hits and misses [ hit , hit , miss , miss , hit , miss , miss ] that 
at which the fingerprint 125 that indicated the malfunction is occurred in load instructions leading up to the instruction at 
recognized by means of an Event - Based Branch ( EBB ) , also address XYZ . In this case , the fingerprint circuit 110 waits 
referred to as a " lightweight interrupt . ” The software pro for execution of the given instruction of the software pro 
gram is therefore able to immediately analyze the code and 10 gram 107 and only checks the fingerprint register 104 at the 
state of the processor at the point at which the malfunction time when the given instruction ( with address XYZ ) 

executes . occurred and rapidly take the necessary corrective action . 3 ) A code fingerprint 125 may be branch prediction hit Various counters and modules may be utilized to count miss sequence for a specific set of branches identified by an 
incoming events and compare against a predefined number 15 instruction prefix . In such an embodiment , branch instruc 
of events to determine when a fingerprint is recognized . The tions have an operand that identifies whether or not they are 
system 100 depicted in FIG . 1 may include a fingerprint to be used in the fingerprint . When a branch with an operand 
recognition function in the fingerprint circuit 110 according indicating that it is part of the fingerprint is executed , either 
to an embodiment for which fingerprints 125 consist of a 1 or a 0 is shifted into a shift register , depending on 
event rates . Examples of such event - rate fingerprints may 20 whether the prediction was a correct prediction or mispre 
include a data cache prefetch miss rate fingerprint 125 , a diction . 
branch miss rate fingerprint 125 , and / or a branch target miss 4 ) Another code fingerprint 125 may be a branch history 
rate fingerprint 125 . It is appreciated that other fingerprints value when a given instruction is executed . In such an 
may also be included in the hardware of the fingerprint embodiment , the fingerprint consists of a sequence of O ' s 
circuits 110 . 25 and l ’ s , where 1 means the branch was taken , and 0 means 

The fingerprint circuit 110 may comprise one or more the branch was not taken . When a branch instruction is 
fingerprint shift registers 104 in some embodiments , and the executed , either a 1 or a 0 is shifted into a shift register , 
fingerprint shift register 104 is used to determine the fin - depending on whether the branch was taken or not taken . 
gerprint 125 of the software code that is currently executing . 5 ) A code fingerprint 125 may be a call signature at a 
Also , the fingerprint circuit 110 includes logic circuits to 30 given instruction , where the call signature is a binary value 
function as discussed herein . In one implementation , the that is a function of the sequence of call and return instruc 
fingerprint circuit 110 may also include firmware , micro - tions that have previously been executed when an instruction 
code , etc . , to execute the functions discussed herein . is executed . 

In one implementation , the fingerprint circuit 110 may 6 ) Another code fingerprint 125 may be the value of come 
monitor execution of the software program 107 in order to 35 from address register ( CFAR ) of the processor 101 at a given 
determine a match to a single specified fingerprint 125 . In instruction , where the CFAR contains the address of the 
response to finding the match , the fingerprint circuit 110 is most - recently executed branch instruction that was taken . 
configured to issue a lightweight interrupt to the application 7 ) There may also be code fingerprints 125 that consist of 
107 indicating that a malfunction has occurred so that it may a set of average performance metrics that are all present at 
immediately take corrective action . 40 a certain point in the program . The set of average perfor 

In another implementation , the fingerprint circuit 110 may mance metrics may include metrics such as average data 
monitor execution of the software program 107 in order to cache hit rate , average branch direction hit rate , average 
determine a match to a combination ( set ) of specified branch target hit rate , rate of taken branches , percent instruc 
fingerprints 125 , such as two or more different specified tions of a certain type , etc . 
fingerprints 125 . In response to finding the match to the 45 In embodiments , it should be appreciated that the finger 
combination of specified fingerprints 125 ( e . g . , two or more print circuit 110 provides the ability to specify a particular 
different specified fingerprints 125 ) , the fingerprint circuit fingerprint 125 , and to continuously monitor execution of a 
110 is configured to issue a lightweight interrupt to the software program while checking if that fingerprint 125 is 
application indicating that the specified combination of recognized . Upon recognition of the fingerprint 125 , the 
fingerprints has been recognized so that the application may 50 fingerprint circuit 110 immediately issues a lightweight 
immediately take corrective action . interrupt so that the application can immediately take cor 

For illustration purposes and not limitation , a few rective action . 
examples of code fingerprints 125 are discussed . FIG . 2 depicts a fingerprint recognition function / detector 

1 ) One code fingerprint 125 may be a data cache hit miss of the fingerprint circuit 110 according to an embodiment . A 
sequence . For example , the data cache hit and miss sequence 55 fingerprint recognition function / detector may include hard 
may be ?hit , hit , miss , miss , hit , miss , miss ] for one code ware that detects , e . g . , a specific sequence of load instruction 
fingerprint 125 . This same data cache hit and miss sequence data cache hits and misses in the shift register . This shift 
may be represented by [ 1100100 ] in the fingerprint shift register is referred to as a fingerprint register 104 in the 
register 104 , where “ l ' represents a hit and ' O ' represents a processor 101 , since the contents of the fingerprint register 
miss . In one implementation , the fingerprint register 104 60 104 represent the actual execution output of the processor 
may store the actual output of the software program 107 101 ( actual fingerprint ) , which is in this case the sequence of 
currently executing on the processor 101 , such that the the most - recent data cache hits and misses . Such a finger 
fingerprint circuit 110 can check the fingerprint shift register print register 104 may be of arbitrary length . In one imple 
104 at any time and recognize when the output of the mentation , either 32 or 64 bits may be suitable for the 
software program 107 in the fingerprint shift register 104 65 fingerprint register 104 . 
matches the data cache hit miss sequence of the fingerprint In FIG . 2 , the sequence of l ’ s and O ' s in the fingerprint 
125 . register 104 may represent the most - recent history of load 
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instruction data cache hits and misses , where a ' O ’ indicates to be included in the generation of the fingerprint 125 and / or 
a data cache miss and a ‘ l ’ indicates a data cache hit . to indicate that the fingerprint 125 is to be sampled at that 
Alternatively , fingerprint register 104 may represent the instruction . 
most - recent history of data cache hits and misses , where a Additionally , a special form of no operation ( nop ) instruc 
' 0 ' indicates a data cache miss and a ' l ' indicates a data 5 tion may be used to identify the instruction at which to 
cache hit . An implementation may have one of these fin - sample the fingerprint . 
gerprint registers 104 for each level of the cache . As shown In FIG . 3 , the fingerprint circuit 110 may include a 
in FIG . 2 , fingerprint register 104 ( that detects branch taken specified fingerprint 125 that is being monitored for and an 
and not taken sequences ) receives input from a cache 103 actual fingerprint ( FPA ) in the fingerprint shift register 104 
( and / or from main memory 105 ) via load instruction indi - 10 that receives the output of the processor 101 ( e . g . , from the 
cator 203 and cache hit indicator 204 . Whenever load cache 103 in this example ) for the software program ( e . g . , 
instruction indicator 203 indicates a load instruction , a ‘ l ’ is software application 107 ) . As execution proceeds , the actual 
input into the fingerprint shift register 104 if the instruction sequence of fingerprint events ( e . g . , load hits and load 
results in a cache hit , and a ' O ' is loaded into the fingerprint misses ) is shifted into the actual fingerprint register 104 . The 
shift register 104 when the instruction results in a cache miss 15 bits of the actual / observed fingerprint in the actual finger 
( i . e . , a load instruction with no cache hit ) . An observed print register 104 are compared against the specified finger 
fingerprint is output on fingerprint output 250 ; the observed print ( FPS ) 125 to find a match . When a match is found , the 
fingerprint gives a snapshot of the cache hit / miss behavior of fingerprint circuit 110 determines that a malfunction is 
the current workload and may be used to identify the recent recognized , and a lightweight interrupt such as an event 
cache hit / miss behavior of load instructions in the workload . 20 based branch ( EBB ) occurs . The EBB handler can then take 
The fingerprint register 104 may be of any appropriate size , the corresponding corrective action . When no match is 
and the observed fingerprint that is output on fingerprint found , the execution continues uninterrupted . 
output 250 may be the entire contents of the fingerprint Optionally , a fingerprint mask register ( FPM ) 310 may be 
register 104 in some embodiments . FIG . 2 is shown for included , and the fingerprint mask register 310 is configured 
illustrative purposes only ; a fingerprint module comprising 25 to turn off certain bits when comparing against the finger 
a shift register may measure any aspect of processor per print register 104 . For example , the fingerprint circuit 110 
formance in various embodiments such as branch prediction may compare every other bit of the actual fingerprint in the 
hits and misses , branches taken and not taken , etc . , where a fingerprint register 104 against the specified fingerprint 125 
1 represents a correctly predicted or taken branch and a 0 based on the mask of the fingerprint mask register 310 . 
represents a mispredicted or not taken branch , respectively . 30 An example scenario is provided below for explanation 
The fingerprint register 104 may also consist of a sequence purposes . In the fingerprint circuit 110 , detection may be 
of multiple registers instead of the single register 104 . For initiated with a function such as the DETECT function 
example , it may consist of the most - recent n values of a below . In DETECT ( FPS , FPM ) , the specified fingerprint 
CFAR or of a call signature register . 125 is the expected cache hit / miss sequence , where a 0 

In some embodiments , the fingerprint circuit 110 may poll 35 corresponds to a miss and a 1 corresponds to a cache hit . The 
such a fingerprint register 104 upon entry to a method or at fingerprint mask register 310 is a bit - for - bit mask on the 
a function call , and a malfunction is recognized if the value specified fingerprint register 104 . The actual fingerprint 
of the actual fingerprint in the fingerprint register 104 is well being monitored ( e . g . , sequence of load hit misses or other 
outside the value of a specified fingerprint 125 that is sequence of events ) is loaded into the actual fingerprint 
expected to be present in normal operation , or that approxi - 40 register 104 during execution of the software on the pro 
mates the expected value of a fingerprint previously known cessor 101 . A mask on the specified fingerprint is loaded into 
to exist when a particular malfunction function occurs . the fingerprint mask ( FPM ) register 310 in order to skip 

FIG . 3 depicts a fingerprint recognition function detector selected load instructions or shorten the specified fingerprint 
of the fingerprint circuit 110 according to an embodiment . 125 to less than the register length . As execution proceeds , 
The fingerprint circuit 110 is configured to automatically 45 the actual sequence of fingerprint events ( load hits / misses , 
detect an arbitrary sequence of events leading up to a etc . ) is shifted into the actual fingerprint register 104 . Each 
specific instruction . The instruction at which to sample the bit of the actual fingerprint register 104 and specified 
fingerprint register 104 may be identified by an instruction fingerprint shift register 104 are continuously monitored 
prefix or suffix , where the prefix or suffix consists of an over the fingerprint mask of the fingerprint mask register 
additional field either at the beginning or end of the instruc - 50 310 ( when utilized ) in one implementation . In another 
tion image ( i . e . , the instruction ) . FIG . 6A depicts an instruc - implementation , the fingerprint shift register 104 begins 
tion 602 with an example prefix field 604 for a prefix ( e . g . , monitoring ( only ) upon execution of certain instructions 
XYZ ) , and FIG . 6B depicts an instruction 606 with an such as instructions containing a prefix and / or suffix as 
example suffix field 608 for a suffix ( e . g . , JKL ) , according to explained earlier . When the actual fingerprint in fingerprint 
an embodiment . In FIGS . 6A and 6B , the prefix and suffix 55 register 104 is equal to the expected fingerprint 125 over the 
may be bits added to the beginning or end of the instruction mask , the expected fingerprint 125 has been recognized and 
images 602 , 606 . Most instructions have an opcode field and a malfunction is determined to be present . 
one or more operand fields . In the example instructions 602 , An embodiment may contain multiple sets of fingerprint 
606 , the instruction opcode is in the OPCODE field opcode , functions / detectors , such as one set of data cache hit and 
the destination register number ( # ) is in the RT field , and the 60 miss functions / detectors for each cache level , another set of 
source register number ( # ) is in the RA field , and the DI field fingerprint functions / detectors for sequences of branch 
is an input variable . The prefix field 604 is an additional field direction hits and misses , and a set functions / detectors of 
added before the instruction image , while the suffix field 608 branch target hits and misses , a set of fingerprint functions / 
is an additional field appended to the end of the instruction detectors for sequences of branch instructions taken and 
image to indicate that the instruction has a suffix field 608 . 65 not / taken , etc . 
The prefix field 604 and the suffix field 608 can be set to a FIG . 7 depicts an embodiment of an event rate fingerprint 
value to indicate either that the behavior of the instruction is malfunction detector 700 , which is included in the finger 
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print circuit 110 in FIG . 1 , that detects malfunctions based Table 165 may also have multiple entries for a given 
when a data cache hit rate is within a given range . Event rate address , where recognition of any of the expected finger 
fingerprint malfunction detector 700 comprises a load miss prints at that address indicates a malfunction . Similarly , 
counter 701 that counts load misses that occur in cache 103 table 165 may have multiple entries for a given instruction , 
of processor 101 . The event rate fingerprint malfunction 5 where a malfunction is indicated only when none of the 
detector is initialized with a target load miss rate 703 , and a expected fingerprints exist at that address . 
tolerance 702 that gives a range of acceptable load miss Some embodiments that use fingerprints based on sequen 
rates . Adder 704 adds the tolerance 702 to the value of the tial behavior ( i . e . , data cache hit / miss sequences ) recognize 
load miss counter 701 , and outputs the sum to less than a " fuzzy ” match with an expected fingerprint by determining 
determination module 707 . Subtractor 705 subtracts the 10 if the hamming distance between the existing and expected 
tolerance 702 from the value of the load miss counter 701 , fingerprints is less than a certain value . If the hamming 
and outputs the difference to more than determination mod - distance between the expected and actual fingerprints ( i . e . , 
ule 706 . Less than determination module 707 and more than the actual value in the actual fingerprint register 104 and the 
determination module 706 determine whether the load miss corresponding expected fingerprint 125 ) is greater than a 
counter 701 is within the tolerance 702 of the target load 15 threshold value , a lightweight interrupt such as the EBB is 
miss rate 703 . If it is determined by less than determination caused . 
module 707 that the load miss counter 701 plus the tolerance For example , the expected fingerprint 125 of a nested 8 
702 is less than the target load miss rate 703 ( i . e . , is iteration loop may be a sequence of data cache hit and 
significantly below the normal range ) , or if it is determined misses , where a “ 1 ” indicates a data cache hit and a “ O ” 
by more than determination module 706 that the load miss 20 indicates a miss , such as the following . 
counter 701 minus the tolerance 702 is more than the target 111111110111111110111111110 
load miss rate 703 ( i . e . , significantly above the normal If a sudden load is placed on another thread sharing the 
range ) , then OR gate 708 outputs a signal , and a fingerprint cache 103 and / or if the cache 103 begins to malfunction , 
indicating a malfunction is recognized . The signal from OR however , the following sequence , which indicates an exces 
gate 708 , gated by the output of AND gate 712 when the 25 sive number misses in the loop , may occur and be recog 
total load counter 910 reaches its maximum value ( e . g . all nized by the fingerprint circuit 110 . 
“ 1 ” s ) as indicated by MAX indicator 713 , causes an EBB , 11110001010100011101010001010 
which transfers control to an EBB handler that takes nec - When the actual and expected fingerprints differ by so 
essary corrective action in response to the malfunction that large an amount to cause the hamming distance between the 
was detected . The interval over which the load miss rate is 30 actual and expected fingerprints 125 to go above a threshold , 
determined is based on receipt of wrap indicator 712 , which the fingerprint circuit 110 is configured to cause a light 
is output from minimum value indicator 711 whenever the weight interrupt to application 107 . The lightweight inter 
total load counter 710 reaches its minimum value ( i . e . zero ) . rupt occurs ( immediately ) when the fingerprint is recog 
For example , the total load counter 710 may be an 8 - bit nized . Since the application 107 is alerted by an EBB at the 
counter that wraps every 256 load instructions , in which case 35 time the fingerprint is recognized , the EBB handler can 
the target load miss rate 703 and tolerance 702 may be access table 165 to determine the type of fingerprint that was 
specified in terms of load instruction prefetch misses per 256 recognized . This immediate access to information about the 
load instructions . Total load counter 710 also resets load type of fingerprint and thus the corresponding malfunction 
miss counter 701 via wrap indicator 712 whenever the total are beneficial in identifying specific malfunctions quickly . 
load counter 710 reaches its minimum value ( i . e . zero ) , as 40 Without such immediate and specific information from 
detected by minimum value indicator 711 . FIG . 7 is shown embodiments , state - of - the - art run - time software would need 
for illustrative purposes only ; an event rate fingerprint to use performance monitor counters to identify the type of 
malfunction detector such as is shown in FIG . 7 may problem , which is a time - consuming and inexact procedure . 
monitor any appropriate processor parameter and may , in Also , since the information provided by the performance 
some embodiments , simultaneously monitor multiple pro - 45 monitor counters is not as detailed as that given by the 
cessor parameters . fingerprint 125 ( footprint ) and does not contain any infor 

FIG . 4 depicts an example fingerprint table 165 utilized mation about exactly when the malfunction was indicated , 
with one or more expected fingerprints 125 according to an embodiments significantly shorten the time required to 
embodiment . In row 1 , the fingerprint table 165 may have determine the specific correction that is needed . 
address 1 ( corresponding to an arbitrary instruction ( i . e . 50 Various embodiments include a fingerprint recognition 
“ instruction 1 ) in memory 105 ) in the first column and the function , or fingerprint module . There may be a respective 
expected fingerprint _ 1 125 , to be checked for at instruction fingerprint recognition function for each type of fingerprint 
1 , in the second column . Similarly , in row 2 , the fingerprint being detected . Each type of fingerprint 125 and / or each 
table 165 may have address 2 ( corresponding to instruction combination of fingerprints 125 is indicative of a malfunc 
2 in memory 105 ) in the first column and the expected 55 tion in the processor 101 , software , and / or other hardware of 
fingerprint _ 2 125 in the second column , and so on . the computer system 100 . As detected by the fingerprint 

The fingerprint circuit 110 is configured to compare the circuits 110 , the following scenarios are examples of fin 
actual fingerprint in the actual fingerprint register 104 with gerprints 125 that may be indicative of a malfunction . It 
the expected fingerprint 125 whenever the instruction ( e . g . , should be appreciated that the list is not intended to be all 
instruction 1 , instruction 2 , instruction , 3 and so forth ) at one 60 inclusive : 
of the addresses ( e . g . , address 1 , address 2 , address 3 , and so 1 ) A branch prediction hit miss fingerprint that exists at 
forth ) in the fingerprint table 165 is executed by the pro - the end of a loop , where the hamming distance between the 
cessor 101 . When a match is found between the value in the expected and actual fingerprints is greater than half the 
actual fingerprint register 104 and the expected fingerprint length of the fingerprint . For example , an expected branch 
125 , the fingerprint circuit 110 is configured to determine 65 prediction hit / miss fingerprint at the end of an 8 iteration 
that a malfunction has occurred and issue a lightweight loop may be expected to be “ 111111110111111110 ” repre 
interrupt to application 107 . senting branch prediction hits for branches returning to the 
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beginning of the loop , followed by a miss for the branch that identify a cache malfunction . Another fingerprint 125 may 
occurs after the last iteration . If the hamming distance identify a register malfunction . One fingerprint 125 may 
between the actual fingerprint is more than , for example , 8 , identify a main memory malfunction . 
a malfunction is detected . At block 515 , the fingerprint circuit 110 is configured to , 

2 ) A data cache hit / miss sequences that exist at an 5 in response to determining that the expected fingerprint 125 
instruction that reads an array . Such a sequence might be is not present in the software currently executing on the 
expected to have a data cache hit sequence of almost all hits processor 101 , continue monitoring the software executing 
if the data is stored sequentially . For this case , the expected on the processor 101 to determine whether the expected 
fingerprint might simply be a string of “ 1 ” ' s representing fingerprint 125 is present . 
100 % cache hits . If the hamming distance between the “ all 10 At block 520 , the fingerprint circuit 110 is configured to , 
1s ” fingerprint and the actual fingerprint is over a threshold , in response to determining that the expected fingerprint 125 
then a cache malfunction is indicated . In this case , the is present in the software executing on the processor 101 , 
hamming distance between the expected and actual finger - determine that a malfunction has occurred according to a 
print may simply equal to the number of “ Os ” in the actual type of the fingerprint 125 that is present . 
fingerprint . When the number of Os in the actual fingerprint 15 Additionally , the match to the fingerprint 125 ( and / or set 
exceeds a threshold , a malfunction is recognized . of fingerprints ) may be found ( only ) when the rate of a 

3 ) A call signature fingerprint that exists at a call instruc - particular event or set of events ( e . g . cache hit rate , branch 
tion . For example , there may be multiple call signatures prediction hit rate , etc . ) exceeds a particular value or set of 
( fingerprints ) that may exist when a certain function is values . 
called , some of which indicate a particular malfunction . In 20 Technical effects and benefits include improved perfor 
this case those call signatures that indicate a malfunction are mance of a computer processor . It should be appreciated that 
entered in the table 165 for the address of the call instruction . embodiments may continuously monitor one or more code 
When a match occurs and one of the multiple call signatures fingerprints using code fingerprint detection apparatus . Fin 
exists , a malfunction is detected . A configuration such as this gerprint out of range detectors cause a lightweight interrupt 
may be used to ensure that the function is called ( only ) under 25 when any of the observed fingerprints is outside the normal 
the conditions for which the program was designed . The expected value . This enables the runtime environment to 
existence of some other unexpected call signature indicates immediately take corrective action to resolve the problem 
a malfunction since , unless the software encountered an based on the type of fingerprint that was out of range and the 
unknown problem ( e . g . , failure of hardware , previously location in the code where the lightweight trap occurred . 
unknown software bug ) , a malfunction is immediately indi - 30 This significantly decreases the overhead of failure detection 
cated . and resolution beyond what is possible in the state - of - the 

4 ) A fingerprint consisting of a set of average performance art . 
metrics , such as average data cache hit rate , average branch The present invention may be a system , a method , and / or 
direction hit rate , average branch target hit rate , rate of taken a computer program product . The computer program prod 
branches , percent instructions of a certain type etc . , may be 35 uct may include a computer readable storage medium ( or 
used to indicate a serious degradation of system perfor - media ) having computer readable program instructions 
mance . For example , when the expected values of all ( or a thereon for causing a processor to carry out aspects of the 
threshold number of ) metrics in the fingerprint are outside present invention . 
their expected values , a serious problem is likely occurring The computer readable storage medium can be a tangible 
and a malfunction is indicated . 40 device that can retain and store instructions for use by an 

5 ) A CFAR fingerprint that exists at a call instruction . For instruction execution device . The computer readable storage 
example , there may be multiple values of the CFAR that may medium may be , for example , but is not limited to , an 
exist at certain points in a program , some of which indicate electronic storage device , a magnetic storage device , an 
a particular malfunction . In this CFAR values that indicate optical storage device , an electromagnetic storage device , a 
a malfunction are entered in rows of table 165 for the 45 semiconductor storage device , or any suitable combination 
address of the call instruction . When the value of the CFAR of the foregoing . A non - exhaustive list of more specific 
is equal to one of the expected fingerprints for a given examples of the computer readable storage medium includes 
address exists , then a malfunction is detected . A configura - the following : a portable computer diskette , a hard disk , a 
tion such as this may be used to ensure that a program is random access memory ( RAM ) , a read - only memory 
following the execution paths for which it was designed . The 50 ( ROM ) , an erasable programmable read - only memory 
existence of some other unexpected CFAR indicates a mal ( EPROM or Flash memory ) , a static random access memory 
function since , unless the software encountered an unknown ( SRAM ) , a portable compact disc read - only memory ( CD 
problem ( e . g . failure of hardware , previously unknown ROM ) , a digital versatile disk ( DVD ) , a memory stick , a 
software bug ) , such a value would not be present . floppy disk , a mechanically encoded device such as punch 

FIG . 5 is a flow chart of a computer implemented method 55 cards or raised structures in a groove having instructions 
500 for fingerprint - based processor malfunction detection recorded thereon , and any suitable combination of the fore 
via the fingerprint circuit 110 according to an embodiment . going . A computer readable storage medium , as used herein , 

At block 505 , the fingerprint circuit ( s ) 110 is initialized . is not to be construed as being transitory signals per se , such 
At block 510 , the fingerprint circuit 110 is configured to as radio waves or other freely propagating electromagnetic 

in response to detecting execution an instruction containing 60 waves , electromagnetic waves propagating through a wave 
a specified prefix or suffix , determine whether an expected guide or other transmission media ( e . g . , light pulses passing 
fingerprint 125 is present in the output of the software ( e . g . , through a fiber - optic cable ) , or electrical signals transmitted 
hypervisor 106 , application 107 , source code 108 ) that is through a wire . 
currently executing on the processor 101 of the computer Computer readable program instructions described herein 
system 100 , where the expected fingerprint 125 comprises a 65 can be downloaded to respective computing / processing 
representation of a sequence of behavior that corresponds to devices from a computer readable storage medium or to an 
a type of malfunction . For example , one fingerprint 125 may external computer or external storage device via a network , 
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for example , the Internet , a local area network , a wide area apparatus or other device to produce a computer imple 
network and / or a wireless network . The network may com mented process , such that the instructions which execute on 
prise copper transmission cables , optical transmission fibers , the computer , other programmable apparatus , or other 
wireless transmission , routers , firewalls , switches , gateway device implement the functions / acts specified in the flow 
computers and / or edge servers . A network adapter card or 5 chart and / or block diagram block or blocks . 
network interface in each computing processing device The flowchart and block diagrams in the Figures illustrate 
receives computer readable program instructions from the the architecture , functionality , and operation of possible 
network and forwards the computer readable program implementations of systems , methods , and computer pro 
instructions for storage in a computer readable storage gram products according to various embodiments of the 
medium within the respective computing / processing device . 10 present invention . In this regard , each block in the flowchart 

Computer readable program instructions for carrying out or block diagrams may represent a module , segment , or 
operations of the present invention may be assembler portion of instructions , which comprises one or more 
instructions , instruction - set - architecture ( ISA ) instructions , executable instructions for implementing the specified logi 
machine instructions , machine dependent instructions , cal function ( s ) . In some alternative implementations , the 
microcode , firmware instructions , state - setting data , or 15 functions noted in the block may occur out of the order noted 
either source code or object code written in any combination in the figures . For example , two blocks shown in succession 
of one or more programming languages , including an object may , in fact , be executed substantially concurrently , or the 
oriented programming language such as Smalltalk , C + + or blocks may sometimes be executed in the reverse order , 
the like , and conventional procedural programming lan - depending upon the functionality involved . It will also be 
guages , such as the “ C ” programming language or similar 20 noted that each block of the block diagrams and / or flowchart 
programming languages . The computer readable program illustration , and combinations of blocks in the block dia 
instructions may execute entirely on the user ' s computer , grams and / or flowchart illustration , can be implemented by 
partly on the user ' s computer , as a stand - alone software special purpose hardware - based systems that perform the 
package , partly on the user ' s computer and partly on a specified functions or acts or carry out combinations of 
remote computer or entirely on the remote computer or 25 special purpose hardware and computer instructions . 
server . In the latter scenario , the remote computer may be The descriptions of the various embodiments of the 
connected to the user ' s computer through any type of present invention have been presented for purposes of 
network , including a local area network ( LAN ) or a wide illustration , but are not intended to be exhaustive or limited 
area network ( WAN ) , or the connection may be made to an to the embodiments disclosed . Many modifications and 
external computer ( for example , through the Internet using 30 variations will be apparent to those of ordinary skill in the 
an Internet Service Provider ) . In some embodiments , elec - art without departing from the scope and spirit of the 
tronic circuitry including , for example , programmable logic described embodiments . The terminology used herein was 
circuitry , field - programmable gate arrays ( FPGA ) , or pro - chosen to best explain the principles of the embodiments , the 
grammable logic arrays ( PLA ) may execute the computer practical application or technical improvement over tech 
readable program instructions by utilizing state information 35 nologies found in the marketplace , or to enable others of 
of the computer readable program instructions to personalize ordinary skill in the art to understand the embodiments 
the electronic circuitry , in order to perform aspects of the disclosed herein . 
present invention What is claimed is : 

Aspects of the present invention are described herein with 1 . A computer implemented method for fingerprint - based 
reference to flowchart illustrations and / or block diagrams of 40 processor malfunction detection , the method comprising : 
methods , apparatus ( systems ) , and computer program prod recognizing that a predefined prefix is present at a begin 
ucts according to embodiments of the invention . It will be ning of an instruction ; and 
understood that each block of the flowchart illustrations in response to recognizing that the predefined prefix is 
and / or block diagrams , and combinations of blocks in the present at the beginning of the instruction , determining 
flowchart illustrations and / or block diagrams , can be imple - 45 whether a fingerprint is present in software that is 
mented by computer readable program instructions . currently executing on a processor , the fingerprint 

These computer readable program instructions may be comprising a representation of a sequence of behavior 
provided to a processor of a general purpose computer , that occurs on the processor while the software is 
special purpose computer , or other programmable data pro executing . 
cessing apparatus to produce a machine , such that the 50 2 . The method of claim 1 , wherein the predefined prefix 
instructions , which execute via the processor of the com - is in a prefix field . 
puter or other programmable data processing apparatus , 3 . The method of claim 2 , wherein the prefix field is an 
create means for implementing the functions / acts specified additional field added at the beginning of the instruction . 
in the flowchart and / or block diagram block or blocks . These 4 . The method of claim 1 , wherein the predefined prefix 
computer readable program instructions may also be stored 55 is an instruction prefix 
in a computer readable storage medium that can direct a 5 . The method of claim 1 , wherein the fingerprint corre 
computer , a programmable data processing apparatus , and / sponds to a type of malfunction . 
or other devices to function in a particular manner , such that 6 . The method of claim 5 , further comprising in response 
the computer readable storage medium having instructions to determining that the fingerprint is not present in the 
stored therein comprises an article of manufacture including 60 software currently executing on the processor , continuing to 
instructions which implement aspects of the function / act monitor the software executing on the processor to deter 
specified in the flowchart and / or block diagram block or mine whether the fingerprint is present . 
blocks . 7 . The method of claim 5 , further comprising in response 

The computer readable program instructions may also be to determining that the fingerprint is present in the software 
loaded onto a computer , other programmable data process - 65 executing on the processor , determining that the malfunction 
ing apparatus , or other device to cause a series of operational has occurred according to a type of the fingerprint that is 
steps to be performed on the computer , other programmable present . 
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register 

8 . The method of claim 1 , further comprising comparing the software currently executing on the processor , continu 
a value in a fingerprint register to the fingerprint in order to ing to monitor the software executing on the processor to 
determine whether the fingerprint is present in the finger determine whether the fingerprint is present . 
print register . 16 . The method of claim 14 , further comprising in 

9 . The method claim 1 , wherein recognizing that the 5 response to determining that the fingerprint is present in the 
predefined prefix is present at the beginning of the instruc software executing on the processor , determining that the 
tion causes output of the software currently executing on the malfunction has occurred according to a type of the finger 
processor to be placed into a fingerprint register , such that a print that is present . 
value in the fingerprint register is compared to the finger 17 . The method of claim 10 , further comprising compar 
print in order to determine whether the fingerprint is present of 10 ing a value in a fingerprint register to the fingerprint in order 
in the fingerprint register . to determine whether the fingerprint is present in the fin 

10 . A computer implemented method for fingerprint gerprint register . 
based processor malfunction detection , the method compris 18 . The method claim 10 , wherein recognizing that the 
ing : predefined suffix is present at the end of the instruction 

recognizing that a predefined suffix is present at an end of 15 causes output of the software currently executing on the 
an instruction ; and processor to be placed into a fingerprint register , such that a 

in response to recognizing that the predefined suffix is value in the fingerprint register is compared to the finger 
present at the end of the instruction , determining print in order to determine whether the fingerprint is present 
whether a fingerprint is present in software that is in the fingerprint register . 
currently executing on a processor , the fingerprint print 2019 . A computer implemented method for fingerprint 

based processor malfunction detection , the method compris comprising a representation of a sequence of behavior 
that occurs on the processor while the software is ing : 
executing . recognizing that an additional field is present in an 

11 . The method of claim 10 , wherein the predefined suffix instruction ; and 
is in a suffix field . in response to recognizing that the additional is present in 

12 . The method of claim 11 , wherein the suffix field is an the instruction , determining whether a fingerprint is 
additional field added at the end of the instruction . present in software that is currently executing on a 

13 . The method of claim 10 , wherein the predefined suffix processor , the fingerprint comprising a representation 
of a sequence of behavior that occurs on the processor is an instruction suffix . 

14 . The method of claim 10 , wherein the fingerprint 30 while the software is executing . 
corresponds to a type of malfunction . 20 . The method of claim 19 , wherein the additional field 

15 . The method of claim 14 , further comprising in has been added to the beginning or end of the instruction . 
response to determining that the fingerprint is not present in * * * * * 


