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(57) Abrege(suite)/Abstract(continued):

methods can, In one embodiment, securely deploy an image having an operating system and enable secure receipt of an update
for the operating system, both via a network susceptible to malicious communication. They can also, In another embodiment,

enable a bare computer added to a network to have an operating system deployed to it and updated via the network before the
bare computer Is subjected to malicious code communicated over the network.
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ABSTRACT

Systems and/or methods that enable secure

pr—

deployment and/or receipt of an operating system and updates

for the operating system to a bare computer across a network

susceptible to malicious communication are described. These

systems and/or methods can, in one embodiment, securely

deploy an image having an operating system and enable secure

receipt of an update for the operating system, both via a

network susceptible to malicious communication. They can

also, in another embodiment, enable a bare computer added to

a network to have an operating system deployed to 1t and

updated via the network before the bare computer 1is

subjected to malicious code communicated over the network.
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Deploying and Receiving Software Over a Network Susceptible

to Malicious Communication
TECHNICAL FIELD

This invention relates to deploying and receiving

software over a network.
BACKGROUND

One of the qguilckest and easiest ways to add a new,
bare server (a server not having an operating system) to a
network is to plug it into the network and use a deployment
server on the network to deploy an image of the operating
system to the bare server. The bare server can save this
image to 1its hard disk drive or equivalent storage and then
reboot. Once 1t reboots, it can be running with the newly

deployed operating system.

Operating systems deployed to bare servers with an

image are often out of date, however; they need current

updates to be optimally secure. A server with an out-of-

date operating system, 1f it 1s linked to the network, can
acqulire these updates through the network, usually from an

Internet site or an i1ntranet server having current updates.

But the network, even 1f 1t is an intranet, may be

susceptible to malicious communication, such as a virus oOr

other network-based attack. Because of this, the server

often cannot acquire these updates before being attacked by

malicious code via the network. In the amount of time

between when the server 1s first running with i1ts operating

system on the network and when 1t has downloaded and
installed current updates, malicious code like a virus or
Trojan horse can attack the server. This is a real danger,

as many malicious programs take less than a second to
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corrupt a server running an out-of-date operating system.

The MS Blaster virus, for instance, can corrupt a server

without an appropriate software update within tenths of a

second.

To partially combat this problem, a bare server
can be connected to a deployment server without being
connected to a network, such as by manually plugging a cable
into both servers. Through this cable, the deployment
server can deploy an image having an operating system to the
bare server. The server can then be rebooted with the
operating system. Once this 1s done, updates can be

installed, usually by hand with compact disks, to make the

operating system optimally secure. Once updated, the server
can then be plugged into the network. This partial solution
may reduce the server’s vulnerability to attack, but it 1is
time consuming. An information technology specialist can
spend many hours connecting bare servers directly to a
deployment server, deploying 1mages, 1nstalling updates,
disconnecting the servers from the deployment server, and

then connecting them to the network.

Also to partially combat this problem, the
operating system and updates can be manually 1nstalled on a
bare server, usually with many compact disks, prior to

connecting the server to the network. Manually installing

an operating system and updates, however, 1s also time

consuming and tedious; it can takes hours for each server.

There 1i1s, therefore, a need for a secure way to
deploy an operating system and updates to a server over a

network that is susceptible to malicious communication.
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SUMMARY

According to one aspect of the present invention,
there is provided a method comprising: receiving, by a
deployment server, a locked image having an operating system
and security settings, the security settings beilng
configured to prohibit unsolicited communication via a
network that is susceptible to malicious communication from
other than a secure source or via a secure port, the
security settings including a setting prohibiting
communication with any port other than a port used by the
deployment server; editing, by the deployment server, the
security settings of the locked image to further configure
the security settings; and securely deploying, by the
deployment server, the locked image to a bare computer via

the network.

According to another aspect of the present
invention, there is provided a system comprising at least
one processor, and one or more computer-readable storage
media having processor-executable instructions stored
thereon that are capable of being executed by the at least
one processor, the processor-executable instructions adapted
to direct the at least one processor to configure a computer
to receive the locked image and to deploy the locked 1image,

by performing the method as described above or below.

According to still another aspect of the present
inventibn, there is provided a method comprising: receiving,
by a bare computer, a locked 1mage having an operating
system and security settings via a network susceptible to
malicious communication, the security settings beilng

configured to effectively prohibit unsolicited and
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potentially malicious communication from other than a secure
source, the security settings including a setting
prohibiting communication with any port other than a port
used by the secure source, the security settings of the
locked image further having been edited by a deployment
server after creation of the locked image to further
configure the security settings; booting, by the bare
computer, the locked image, effective to run the operating
system at the security settings; receiving, by the bare
computer, an update to the operating system from the secure
source; and applying, by the bare computer, the update to

the operating system.

According to yet another aspect of the present
invention, there 1s provided a system comprising at least
one processor, and one or more computer-readable storage
media having processor-executable instructions stored
thereon that are capable 0of belng executed by the at least
one processor, the processor-executable instructions adapted
to direct the at least one processor to configure a computer
to receive the locked image, boot the locked image, receive
the update and apply the update, by performing the method as

described above or below.

According to a further aspect of the present
invention, there 1is provided a method comprising: securely
deploying, by a deployment server, a locked image to a
computer .over a network susceptible to malicious
communication, the locked 1mage having one or more security
settings being configured to prohibit unsolicited
communication via the network from other than a secure

source or via a secure port, the security settings including

3a
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a setting prohibiting communication with any port other than
a port used by the deployment server, the security settings
of the locked image further having been edited by the
deployment server after creation of the locked 1mage to
further configure the security settings; 1nstructing, by the
deployment server, the computer to boot the locked image;
instructing, by the deployment server, the computer to

solicit communication to receive a software update;

r

o

acelving, by the deployment server, from the computer an
indication that the software update has been received; and
instructing, by the deployment server, the computer to
permit potentially malicious communication over the network
wherein potentially malicious communication comprises

unsolicited communication.

According to yet a further aspect of the present
invention, there is provided a system comprising at least
one processor, and one or more computer-readable storage
media having processor-executable instructions stored
thereon that are capable of being executed by the at least
one processor, the processor-executable instructions adapted
to direct the at least one processor to configure a computer
to deploy the locked image and to instruct the computer of

the method as described above or below.

According to still a further aspect of the present
invention, there is provided a method comprising: securely
receiving a locked image having an operating system via a
network susceptible to malicious communication, the locked
image having one or more security settings being configured

to effectively prohibit unsolicited communication via the

network from other than a secure source oOr via a secure

3b
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port, the security settings including a setting prohibiting
communication with any port other than a port used by the
secure source, the security settings of the locked image
further having been edited by a deployment server after
creation of the locked image to further configure the
security settings; booting the locked 1mage; receiving
instruction from the secure source(s) or via the secure
port(s); following the instruction to securely receive a
software update via the network; applying the software
update effective to improve the security of the operating
system; and permitting potentially malicious communication
via the network wherein potentially malicious communication

comprises unsolicited communication.

According to another aspect of the present
invention, there is provided a system comprising at least
one processor, and one or more computer-readable storage
media having processor-executable i1nstructions stored
thereon that are capable of being executed by the at least
one processor, the processor-executable instructions adapted
to direct the at least one processor to configure a computer
to receive the locked image, boot the locked image, receive
instructioh, and follow the instruction, by performing the

method as described above or below.

According to yet another aspect of the present
invention, there is provided a method comprising: editing an
image having an operating system by adding or altering
security settings in the 1mage effective to prohibit
unsolicited communication via a network susceptible to
malicious communication other than from a secure source or

via a secure port; and securely deploying the edited image

3C
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to a bare computer via the network, wherein deploying the
edited image to the bare computer via the network includes
instructing the bare server to alter security settings to

permit communication with at least one trustworthy source.

According to another aspect of the present
invention, there i1s provided a method comprising: editing an
image having an operating system to alter a security setting
for the purpose of prohibiting unsolicited communication via
a network susceptible to malicious communication other than
from a secure source or via a secure port; securely
deploying the edited image to a computer over a network
susceptible to maliclous communication; instructing the
computer to boot the edited image; 1nstructing the computer
to solicit communication to receive a software update;
receiving from the computer an indication that the software
update has been received; and instructing the computer to
alter the security setting to permit potentially malicious

communication over the network.

According to stilll another aspect of the present
invention, there 1is provided a method comprising: enabling a
bare computer capable of communicating through a network
that i1s susceptible to malicious communication to request
and receive an operating system and security settings via
the network, whereby the security settings are configured to
instruct the bare computer to effectively prohibit receiving
potentially malicious communicatlion other than from a secure
source via the network, wherein potentially malicious
communications comprises unsoliclited communications;
enabling the bare computer to recelve, prior to the bare

computer being subjected to potentially malicious

3d
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communication via the network, an update to the operating
system via the network; enabling the bare computer, without
user 1interaction, to commence potentially malicious
communication over the network after the bare computer has

applied the update to the operating system.

According to yet another aspect of the present
invention, there is provided a method comprising: enabling a
bare computer to request an operating system through a
network susceptible to malicious communication; enabling the
bare computer to automatically receive, through the network
susceptible to malicious communication, the operating system
and instructions, the 1nstructions directing the bare
computer to run in a secure mode that effectively prohibits
the computer from receiving malicious communications via the
network, wherein malicious communications comprises
unsolicited communications; enabling the bare computer to
automatically communicate via the network that the operating
system has been installed; enabling the bare computer to
automatically receive, through the network susceptible to
malicious communication, an update to the operating system;
enabling the bare computer to automatically apply the update
prior to the bare computer being subjected to potentially
malicious communication via the network; enabling the bare
computer to automatically communicate via the network that
the update to the operating system has been installed; and
enabling the bare computer to automatically terminate the
secure mode without user interaction and commence
potentially malicious communication over the network after
the bare computer has applied the update to the operating

system.

3e
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According to a further aspect of the present
invention, there is provided a method comprising: enabling a
bare computer capable of communicating through a network
that i1s susceptible to potentially malicious communication
to request and receive an operating system and configured
security settings via the network; enabling the bare
computer to boot the operating system effective to run the
operating system in a secure mode based on the configured
security settings, wherein the secure mode effectively
prohibits the bare computer from receiving unsolicited and
potentially malicious communication via the network;
enabling the bare computer to receive instructions via the
network to securely receive an update to the operating
system; enabling the bare computer to receive and 1nstall
the update to the operating system via the network; enabling
the bare computer to communicate via the network that the
update to the operating system has been installed; and
enabling the bare computer to terminate the secure mode
without user interaction and commence potentially malicious
communicétion over the network after the bare computer has

applied the update to the operating system.

According to yet a further aspect of the present
invention, there is provided a method comprising: receiving,
by a deployment server, an image having an operating system
from a reference computer; 1f the received image is not
locked, automatically locking, by the deployment server, the
received image by editing the image’s security settings to
add or turn on a firewall to prohibit unsolicited
communications, the firewall prohibiting communication with

any port other than the port used by the deployment server;

3f
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securely deploying the locked image to a computer over a
network susceptible to malicious communication; instructing,
by the deployment server, the computer to boot the locked
image; instructing, by the deployment server, the computer
to solicit communication to receive a software update;
receiving, by the deployment server, from the computer an
indication that the software update has been successfully
applied; and instructing, by the deployment server, the
computer to permit potentially malicious communication over

the network by opening ports of the firewall after having

received the indication.

According to still a further aspect of the present
invention, there is provided the method as described above
or below, further comprising the following steps performed
by the computer: securely receiving the locked image having
the operating system via the network susceptible to
malicious communication; booting the locked i1mage, the
locked image having security settings effective to prohibit
unsolicited communication other than from one or more secure
sources Or via one or more secure ports; recelving
instruction from the secure source(s) or via the secure
port(s); following the instruction to securely receive a
software update via the network; applying the software
update effective to improve the security of the operating
system; and permitting potentially malicious communication

via the network.

According to another aspect of the present
invention, there is provided one or more computer-readable
storage media having computer-—-executable i1nstructions stored
thereon that, when executed by a processor cause the

processor to perform the method as described above or below.
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According to yet another aspect of the present
invention, there is provided a system comprising one oOr more
computer-readable storage medla having computer-executable
instructions stored thereon that, when executed by a

5 processor cause the processor to perform the method as

described above or below.

Systems and/or methods (“tools”) that enable
secure deployment and/or receipt of an operating system and
updates for the operating system to a bare computer across a

10 network are described. In one embodiment, for instance, the
tools securely deploy an image having an operating system
and enable secure receipt of an update for the operating
system, both via a network that 1s susceptible to malicious
communication. In a second embodiment, for example, the

15 tools deploy to a computer across a network an operating
system that, when run by the computer, prohibits the
computer from receiving malicious and/or unsolicited
communications via the network. In a third embodiment, for
instance, the tools enable a bare computer added to a

20 network to have an operating system deployed to 1t and
updated via the network before the bare computer 1is

subjected to malicious code communicated over the network.
BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 illustrates an exemplary architecture
25 having exemplary servers, a network susceptible to malicious

communication, and bare computers.

Fig. 2 sets forth a flow diagram of an exemplary
process for creating a locked image having an operating

system,

3h
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Fig. 3 sets forth a flow diagram of an exemplary
process for deploying and receiving a locked image and
updates via a network susceptible to malicious

communication.

31
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The same numbers are used throughout the

disclosure and figures to reference like components and

features.

DETAILED DESCRIPTION

An Exemplary Architecture

Referring to Figure 1, an exemplary architecture
100 is shown having a reference server 102, a deployment
server 104, an update server 106, and a server rack 108.
The reference server, deployment server, and update server
are shown as three separate servers, though they can Dbe
combined into one or more servers 1n any combination. The
deployment server comprises computer-readable media capable
of performing one or more of the processes described below.
These media can comprise a deployment application 110 and a
locking application 112, for instance. The locking

application is shown as part of the deployment application,

though each can be separate or combined. The update server

also comprises computer-readable media, here capable of

deploying software patches, fixes, and the like, such as to

for improving 1ts

Ll

update an out-of-date operating system

operation, e.g., 1ts security capabilities.

Three exemplary bare computers are also shown, a
bare server 114 in rack 108, a bare stand—alone server 116,
and a bare desktop 118. Each of the bare computers has a
software or hardware application sufflicient to enable the

bare computer to request, receive, and follow basic

instructions, such as from the deployment application 110.

The architecture 100 communicates across a network
120. The network is a communication network susceptible to

malicious communication, such as network-based attacks.
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This network can comprise an intranet in communication with

an lnsecure source, such as the Internet or a corrupted

computer within the intranet capable of sending malicious

code across the network.
Building a Locked Image

Referring to Figure 2, an exemplary process 200
for building a locked image 1s shown. Thilis process 1s
illustrated as a series of blocks representing individual
operations or acts performed by deployment server 104, such
as with locking application 112. This and other processes

described herein may be Implemented 1n any suitable

hardware, software, firmware, or combination thereof. In

y—

the case of software and firmware, these processes represent

.

sets of operations implemented as computer-executable

instructions.

At block 202, deployment server 104, using locking
application 112, instructs reference server 102 to prohibit
communications with untrustworthy sources but permit

communication with at least one trustworthy source, such as

the deployment server. The prohibited communications can
comprise all communications that are not solicited by the
reference server or all communications, solicited or not

(other than those permitted from the trustworthy source).

In one embodiment, the locking application
selectively prohibits communication by instructing the
reference server to enable a firewall prohibiting

communication with any port other than the port used by the

deployment server. In another embodiment, the locking

application does so by 1nstructing the reference server to
enable one or more protocols, such as IPSec ("Internet

Protocol Security”), which can prohibit communication with
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any computer other than the deployment server (and, 1n some

cases, update server 106). In both embodiments, the
reference server 1s 1nstructed to alter 1ts settings to

operate securely but permit communication with at least one

trustworthy source.

These settings are stored in the memory of the

—

reference server. Because of this, an i1mage of the

reference server’s memory can comprise the operating system
and these settlings. A bare computer booting up this image
can run the operating system having these settings, thereby
prohibiting potentially dangerous communications but
permitting communicatlion with a trustworthy source. If the
bare computer that is to receive the image 1s a desktop or
other non-server computer, the reference server can be a

reference desktop or other non-server reference computer.

At block 204, deployment server 104 receives an
image having an operating system. In one embodiment, the
deployment server performs blocks 204 and 206 and in another
embodiment performs blocks 202 and 204, as set described
below. This image can be received from the reference server
of Figure 1 or another reference computer (not shown). If
the 1mage 1s locked, such as resulting from the actions of
block 202, the deployment server does not proceed to block
2006. If the image 1s not locked, the deployment server
proceeds to block 206. In another embodiment, the
deployment server waits to lock the image until after the
image has been saved to the bare server but before the bare

server reboots (not shown).

At block 200, the deployment server, through
locking application 112, edits an i1mage having an operating

system. This editing can comprise locking the image by
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altering a security setting to prohibit unsolicited

communications except from at least one trustworthy source,
such as deployment server 104. The prohibited
communications can comprise all communications that are not
solicited by the computer running the operating system or
all communications, solicited or not (other than those
permitted from the trustworthy source). The locking
application can do so by editing the i1mage’s securilty
setting(s) to add or turn on a firewall like the firewall
described in block 202. The locking application can also do
so, for i1nstance, by editing the i1mage’s securlty setting(s)
to comprise IPSec protocols, such as those described 1in
block 202. Thus, the locking application locks the i1mage to
prohibit potentially dangerous communications by a computer
running the software in the image but permit communicatlon

wlith a trustworthy source.
Deploying a Locked Image and Updating an Operating System

Referring to Figure 3, an exemplary process 300
for securely deploying, via a network susceptible to

malicious communication, an 1mage having an operating system

and enabling secure receipt of an update for the operating

system 1s shown. This process 1s 1lllustrated as a series of
blocks representing individual operations or acts performed
by deployment server 104, such as with deploying application
110. An exemplary process 302 for securely receiving the

locked i1mage and updates to the operating system 1s also

shown. Process 302 1s 1llustrated as a series of blocks

representing operations or acts performed by or to bare

server 114.

At block 304, a bare computer 1s connected to

network 120. In the ongoing embodiment, bare serxrver 114 1s
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plugged into the network via rack 108, though other bare
computers can 1nstead be connected to the network, such as

stand—-alone server 116 or desktop 118.

At block 306, the bare server communicates across

the network, requesting an operating system. Without an
operating system, the bare server often is not yet

vulnerable to malicious code on the network.

At block 308, deployment server 104 receives the
request for an operating system. At block 310, the
deployment server, through deployment application 110,
securely deploys a locked image having an operating system

to the bare server. At this block, the deployment server

can, 1in some embodiments, also deploy software updates. The

locked i1mage can be the result of the process 200. In the
ongoing embodiment, the locked image i1s one that, when run
by the bare server (which will then no longer be bare), will
not permit receipt of unsolicited communication from any
source other than the deployment server or any port other

than the port used by the deployment server.

At block 312, the bare server securely receives
the locked image via the network and saves it to memory. By
securely receiving the locked image, the bare server can
receilve the locked image without its being subject to
malicious communication during transmission. Secure

communication of this locked i1mage can also prohibit it from

being intercepted or monitored by a third party. In one
embodiment, the bare server also receives updates with or as
part of the locked image. At block 314, the bare server
communicates that 1t has received the locked image. At
block 316, the deployment server receives the communication

from the bare server indicating that it has received the
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locked 1mage. At block 318, the deployment server, through

the deployment application, 1nstructs the bare server to

boot the locked 1image.

At block 320, the bare server reboots, thereby
running the i1mage with the operating system and 1ts secure
settings. The bare server, now no longer bare as 1t has an
operating system, 1S running 1n a secure mode. The bare
server, because of settings and/or software in the image,
can prohibit untrustworthy or potentially malicious
communications. The bare server can operate securely even
though it i1s connected to network 120 and potentially 1is
operating with an out-of-date operating system that could
otherwise be vulnerable to malicious communication sent over

the network.

At block 322, bare server 114 i1nforms the

deployment server that the operating system 1s running

and/or that the boot was successful.

At block 324, deployment server 104 receives this
information. At block 326, the deployment server, through
deployment application 110, i1nstructs the bare server to
securely receive and/or install updates. In the ongoing

embodiment, the deployment server instructs the bare server

to l1nitiate communication with update server 106. In
another embodiment, the deployment server securely sends
updates to the bare server’s operating system and instructs
1t to add these updates without use of a separate update
source like the update server. In still another embodiment,

the updates are received along with or as part of the image

recelved at block 312 and sent at block 310. In this

embodiment, the deployment server 1nstructs the bare server

to install the already received updates. The updates
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received 1in any of these embodiments can be effective to
update the operating system or other software on the bare
server, and can comprise software patches, fixes, and the
like. These updates can improve resistance to various

malicious code later received by the bare server, described

1in greater detail below.

At block 328, the bare server receives the

instruction to securely receive updates. In the ongoilng

embodiment, the bare server receives the 1nstruction from

the deployment server.

At block 330, the bare server 1nitiates secure
communication to securely receive updates. In the ongoing
embodiment, the bare server solicits communication from
update server 106. The bare serxver’s security settings are
configured to prevent receipt of unsolicited communication,
but the bare server i1s permitted to solicit communication
from the update server. By so doing, updates and other
information from the solicited update server can be received
by the bare server running the operating system. Other,
unsolicited information, can be refused by the bare server
because of its security settings, thereby protecting the
bare server from unsolicited, malicious code while enabling

the bare server to receive updates.

At block 332, the bare server securely receives

and applies updates to 1ts operating system. These updates
can be received via the network from the update server
solicited at block 330 or from the deployment server
directly, for instance. This secure receipt of updates
enables the bare server to have an updated operating system

via a network that is susceptible to malicious communication

10
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without first being vulnerable to malicious code

communicated over the network.

At block 334, the bare server communicates that it
has updated its operating system. At block 336, the

deployment server receives this communication.

At block 338, the deployment server instructs the
bare server to commence potentially malicious communication.

Because the operating system 1s updated, the bare server 1is

better capable of defending itself against malicious code
and attacks communicated across the network. In one
embodiment, the deployment server sends and/or instructs the

bare server to install a firewall or IPSec protocols to

further secure the bare server’s operations before

commencing potentially malicious communication.

At block 340, the bare server commences

potentially malicious communication over the network, such

-

as by commencing a production mode of operation. The bare

server can do so by opening particular ports, for instance.

If the bare server 1is to be a webserver, for instance, it
can open port 80 to enable 1t to communicate with other

servers across the Internet.

In the ongoing embodiment, most if not all of the
acts of the deployment server and the deployment application
can be performed automatically and without user interaction.
This enables a user to connect a bare server or other bare
computer to a network and, without further interaction, have
the bare server operating with an updated operating system
without having to subject the bare server to malicious code

via the network before the operating system is updated.

11
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CONCLUSION

The above-described tools enable secure deployment
and/or receipt of an operating system and updates across a
network that can be susceptible to malicious communication.
Although the invention has been described in language
specific to structural features and/or methodological acts,
it 1s to be understood that the invention defined in the

appended claims 1s not necessarily limited to the specific

features or acts described. Rather, the specific features

and acts are disclosed as exemplary forms of implementing

the claimed invention.
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CLAIMS:

1. A method comprising:

receiving, by a deployment server, a locked image
having an operating system and security settings, the
security settings being configured to prohibit unsolicited
communication via a network that 1s susceptible to malicious
communication from other than a secure source or via a
secure port, the security settings including a setting
prohibiting communication with any port other than a port

used by the deployment server;

editing, by the deployment server, the security
settings of the locked image to further configure the

security settings; and

securely deploying, by the deployment server, the

locked image to a bare computer via the network.
2. The method of claim 1, further comprising:

instructing the bare computer to securely receive

a software update.

3. The method of claim 2, wherein the software update

1s capable of improving the operating system's resistance to

malicious code.

4, The method of claim 2, further comprising
receiving an indication that the software update has been
applied and instructing the bare computer to commence

communication via the network.

5. The method of claim 1, further comprising

instructing a reference server having the operating system

13



10

15

20

25

U

-

CA 02515711 2010-08-11

51018-46

to prohibit unsolicited communication via the network other

than from the secure source or via the secure port.

0. The method of claim 5, wherein the act of
instructing the reference server comprises instructing the

reference server to enable a firewall.

7. The method of claim 1, wherein the bare computer

comprises a bare server.

8 . A system comprising at least one processor, and
one or more computer—-readable storage media having
processor-executable instructions stored thereon that are
capable of being executed by the at least one processor, the
processor-executable instructions adapted to direct the at
least one processor to configure a computer to receive the
locked image and to deploy the locked image, by performing

the method recited in claim 1.

9. A method comprising:

receiving, by a bare computer, a locked image
having an c¢perating system and security settings via a
network susceptible to malicious communication, the security
settings being configured to effectively prohibit
unsolicited and potentially malicious communication from
other than a secure source, the security settings including

a setting prohibiting communication with any port other than

a port used by the secure source, the security settings of
the locked image further having been edited by a deployment

server after creation of the locked image to further

configure the security settings;

booting, by the bare computer, the locked image,

effective to run the operating system at the security

settings;
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receiving, by the bare computer, an update to the

operating system from the secure source; and

applying, by the bare computer, the update to the

operating system.

10. The method of claim 9, wherein the security
settings are effective to permit unsolicited and secure

communication from a secure source or via a secure port.

11. The method of claim 10, wherein the act of

receiving the update i1s via the network.

12. The method of claim 9, wherein the act of
receiving the update comprises receiving an instruction to
solicit communication from an update source and soliciting

the update source for the update.

13. The method of claim 9, further comprising:
permitting unsolicited and potentially malicious

communication via the network.

14. The method of claim 13, wherein the act of

permitting comprises altering the security settings to

permit unsolicited and potentially malicious communication.

15. The method of claim 9, wherein the acts of
recelving the locked image, booting the locked image,
receiving the update, and applying the update are performed

without user interaction.

16. A system comprising at least one processor, and
one or more computer-readable storage media having

processor-executable instructions stored thereon that are

capable of being executed by the at least one processor, the

processor—-executable instructions adapted to direct the at
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least one processor to configure a computer to receive the
locked image, boot the locked image, receive the update and
apply the update, by performing the method recited in

claim 9.
17. A method comprising:

securely deploying, by a deployment server, a
locked image to a computer over a network susceptible to
malicious communication, the locked image having one or more
security settings being configured to prohibit unsolicited
communication via the network from other than a secure
source or via a secure port, the security settings including
a setting prohibiting communication with any port other than
a port used by the deployment server, the security settings
of the locked image further having been edited by the
deployment server after creation of the locked image to

further configure the security settings;

instructing, by the deployment server, the

computer to boot the locked image;

instructing, by the deployment server, the

computer to solicit communication to receive a software

update;

receiving, by the deployment server, from the
computer an indication that the software update has been

received; and

instructing, by the deployment server, the
computer to permit potentially malicious communication over
the network wherein potentially malicious communication

comprises unsolicited communication.
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18. The method of claim 17, further comprising
instructing a reference server to prohibit unsolicited
communication via the network other than from a secure
source or via a secure port and receiving the locked image

from the reference server.

19. The method of claim 18, wherein the act of
instructing the reference server comprises instructing the

reference server to enable a firewall.

20. The method of claim 18, wherein the act of
instructing the reference server comprises instructing the

reference server to add IPSec protocols.

21. The method of claim 17, wherein the locked image
is capable of prohibiting communication sent across the

network that is unsolicited and potentially malicious.

22. The method of claim 17, wherein the locked image
is capable of prohibiting unsolicited communication other

than from a source from which the locked image was deploved.

23. The method of claim 17, wherein the software
update 1s effective to improve an operating system's

resistance to malicious code.

24 . The method of claim 17, whereilin the computer

comprises a bare server.

25. The method of claim 17, wherein the act of
instructing the computer to solicit communication comprises
instructing the computer to solicit communication from an

update server over the network.
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20. The method of claim 17, wherein the indication
indicates that the software update has been successfully

applied.

27 . The method of claim 17, wherein the act of
receiving and the acts of instructing are communicated via

the network.

28 . The method of claim 17, wherein the network
comprises an intranet capable of communicating with the

internet.

29. A system comprising at least one processor, and
one or more computer-readable storage media having
processor—-executable instructions stored thereon that are
capable of being executed by the at least one processor, the
processor-executable instructions adapted to direct the at
least one processor to configure a computer to deploy the
locked image and to instruct the computer of the method

recited 1n claim 17.
30. A method comprising:

securely receiving a locked image having an
operating system via a network susceptible to malicious
communication, the locked image having one or more security
settings being configured to effectively prohibit
unsolicited communication via the network from other than a
secure source or via a secure port, the security settings
including a setting prohibiting communication with any port
other than a port used by the secure source, the security
settings of the locked 1mage further having been edited by a
deployment server after creation of the locked image to

further configure the securlty settings;
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booting the locked 1image;

receiving instruction from the secure source(s) or

via the secure port(s);

following the instruction to securely receive a

software update via the network;

applying the software update effective to improve

the security of the operating system; and

permitting potentially malicious communication via
the network wherein potentially malicious communication

comprises unsolicited communication.

31. The method of claim 30, wherein the locked image
and the instruction are received from a deployment server

via the network.

32. The method of claim 30, wherein at least four of
the acts of securely receiving, booting, receiving
instruction, following the 1nstruction, applying, and

permitting are performed without human interaction.

33. A system comprising at least one processor, and
one or more computer-readable storage media having
processor—executable instructions stored thereon that are
capable of being executed by the at least one processor, the
processor-executable instructions adapted to direct the at
least one processor to configure a computer to receive the
locked image, boot the locked image, receive instruction,
and follow the instruction, by performing the method recited

in claim 30.

34. A method comprising:
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editing an image having an operating system by
adding or altering security settings 1in the image effective
to prohibit unsolicited communication via a network
susceptible to malicious communication other than from a

secure source or via a secure port; and

securely deploying the edited image to a bare
computer via the network, wherein deploying the edited image
to the bare computer via the network includes 1instructing
the bare server to alter security settings to permit

communication with at least one trustworthy source.
35. The method of claim 34, further comprising:

instructing the bare computer to securely receive

a software update from the at least one trustworthy source.

36. The method of claim 35, wherein the software
update is capable of improving the operating system's

resistance to malicious code.

37. The method of claim 35, further comprising
receiving an indication that the software update has been
applied and instructing the bare computer to commence

potentially malicious communication via the network.

38. The method ¢of claim 34, wherein the act of editing

comprises enabling operation of a firewall in the image.

39. The method of claim 34, wherein the act of editing
comprises adding one or more security protocols to the

image.

40. The method of claim 34, wherein the bare computer

comprlises a bare server.
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41. One or more computer-readable storage media having
computer-executable instructions stored thereon that when

executed by a processor cause the processor to perform the

method recited in claim 34.

42 . A system comprising means for performing the

method recited in claim 34.
43. A method comprising:

editing an image having an operating system to
alter a security setting for the purpose of prohibiting
unsolicited communication via a network susceptible to

malilclous communication other than from a secure source or

via a secure port;

securely deploying the edited image to a computer

over a network susceptible to malicious communication;
instructing the computer to boot the edited image;

instructing the computer to solicit communication

to receive a software update;

receiving from the computer an indication that the

software update has been received; and

instructing the computer to alter the security
setting to permit potentially malicious communication over

the network.

44, The method of claim 43, wherein the act of editing

comprises adding or turning on a firewall.

45, The method of claim 43, wherein the act of editing

comprises adding or turning on IPSec protocols.
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46. The method of claim 43, wherein the altered
security setting is capable of prohibiting communication to
the computer sent across the network that 1s unsolicited and

potentially malicious.

47 . The method of claim 43, wherein the altered
security setting is capable of prohibiting unsolicited
communication to the computer other than from a source from

which the edited image was deployed.

48. The method of claim 43, wherein the software
update 1s effective to improve the operating system's

resistance to malicious code.

49, The method of claim 43, wherein the computer

comprises a bare server.

50. The method of claim 43, wherein the act of
instructing the computer to solicit communication comprises
instructing the computer to solicit communication from an

update server over the network.

51. The method of claim 43, wherein the indication
indicates that the software update has been successfully

applied.

52. The method of claim 43, wherein the act of
receliving and the acts of instructing are communicated via

the network.

53. The method of claim 43, wherein the network
comprises an intranet capable of communicating with the

Internet.

54. One or more computer-readable storage media having

computer—-executable instructions stored thereon that when
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executed by a processor cause the processor to perform the

method recited in claim 43.

55. A system comprising means for performing the

method recited in claim 43.

56. A method comprising:

enabling a bare computer capable of communicating
through a network that is susceptible to malicious
communication to request and receive an operating system and
security settings via the network, whereby the security
settings are configured to instruct the bare computer to
effectively prohibit receiving potentilially malicious
communication other than from a secure source via the
network, wherein potentially malicious communications

comprises unsolicited communications;

enabling the bare computer to receive, prior to
the bare computer being subjected to potentially malicious
communication via the network, an update to the operating

system via the network;

enabling the bare computer, without user

interaction, to commence potentially malicious communication

over the network after the bare computer has applied the

update to the operating system.

57. The method of claim 56, wherein the bare computer

comprises a bare server.

58. The method of claim 56, wherein the operating

system is received as an image.

59. The method of claim 58, wherein the image

comprises the security settings capable of prohibiting the
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bare computer from receiving insecure communication via the

network.

60 . The method of claim 56, wherein the update is

capable of modifying the operating system's security.

5 ©6l. The method of claim 56, further comprising:

enabling the bare computer to apply the update

prior to the bare computer being subjected to potentially

malicious communication via the network.

02 . The method of claim 61, wherein the acts of

10 enabling are performed without user interaction.

63. One or more computer-readable storage media having
computer-executable instructions stored thereon that, when

executed by a processor cause the processor to perform the

method as recited in claim 56.

15 ©64. A system comprising one or more computer-readable

storage media having computer-executable instructions stored

thereon that, when executed by a processor cause the

processor to perform the method as recited in claim 56.

09. A method comprising:

20 enabling a bare computer to request an operating

system through a network susceptible to malicious

communication;

enabling the bare computer to automatically
receive, through the network susceptible to malicious
25 communication, the operating system and instructions, the
instructions directing the bare computer to run in a secure

mode that effectively prohibits the computer from receiving
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malicious communications via the network, wherein malicious

communications comprises unsolicited communications;

enabling the bare computer to automatically
communicate via the network that the operating system has

5 been installed;

enabling the bare computer to automatically
receive, through the network susceptible to malicious

communication, an update to the operating system;

enabling the bare computer to automatically apply
10 the update prior to the bare computer being subjected to

potentially malicious communication via the network;

enabling the bare computer to automatically

communicate via the network that the update to the operating

system has been installed; and

15 enabling the bare computer to autcomatically
terminate the secure mode without user interaction and
commence potentially malicious communication over the
network after the bare computer has applied the update to

the operating system.

20 06. The method of claim 65, wherein the act of

enabling the bare computer to receive the operating system
is performed without the bare computer being subjected to

potentially malicious communication via the network.

67. The method of claim 65, wherein the operating

25 system 1s received as an image.

68. The method of claim 67, wherein the image

comprises security settings capable of prohibiting the bare
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computer from receiving potentially malicious communication

via the network.

69. The method of claim 65, wherein the bare computer

comprises a pbare server.

10. The method of claim 65, wherein the update 1is

capable of modifying the operating system's security.

711. The method of claim 65, wherein the acts of

enabling are performed without user interaction.

12. One or more computer-readable storage media having
computer-executable instructions stored thereon that when
executed by a processor cause the processor to perform the

method as recited in claim 65.

13. A system comprising one or more computer-readable
storage medla having computer-executable instructions stored
thereon that, when executed by a processor cause the

processor to perform the method as recited in claim 65.
74, A method comprising:

enabling a bare computer capable of communicating

through a network that 1is susceptible to potentially

20 malicious communication to request and recelve an operating

25

system and configured security settings via the network;

enabling the bare computer to boot the operating
system effective to run the operating system in a secure
mode based on the configured security settings, wherein the
secure mode effectively prohibits the bare computer from
receiving unsolicited and potentially malicious

communication via the network;
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enabling the bare computer to receive instructions
via the network to securely receive an update to the

operating system;

enabling the bare computer to receive and install

the update to the operating system via the network;

enabling the bare computer to communicate wvia the
network that the update to the operating system has been

installed; and

enabling the bare computer to terminate the secure

10 mode without user interaction and commence potentially

15

20

25

malicious communication over the network after the bare

computer has applied the update to the operating system.

15. The method of claim 74, wherein the operating

system 1s received as an image.

16. The method of claim 74, wherein the update is

capable of modifying the operating system's security.

17. The method of claim 74, wherein the enabling is

performed without user interaction.

78. A method comprising:

receliving, by a deployment server, an image having

an operating system from a reference computer;

if the received image is not locked, automatically
locking, by the deployment server, the received image by
editing the i1mage’s security settings to add or turn on a
firewall to prohibit unsolicited communications, the
firewall prohibiting communication with any port other than

the port used by the deployment server;
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securely deploying the locked image to a computer

over a network susceptible to malicious communication;

instructing, by the deployment server, the

computer to boot the locked image;

instructing, by the deployment server, the
computer to sclicit communication to receive a software

update;

receliving, by the deployment server, from the
computer an indication that the software update has been

successfully applied; and

instructing, by the deployment server, the
computer to permit potentially maliclious communication over
the network by opening ports of the firewall after having

received the indication.

719. The method of claim 78, wherein the reference
computer 1s a reference server, the method further
comprising instructing the reference server to prohibit
unsolicited communication via the network other than from a
secure source or via a secure port and receiving the locked

image from the reference server.
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80. The method of claim 79, wherein the act of

instructing the reference server comprises instructing the

retference server to enable a firewall.

81. The method of claim 79, wherein the act of
instructing the reference server comprises instructing the

reference server to add IPSec protocols.
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82. The method of claim 78, wherein the locked image
is capable of prohibiting communication sent across the

network that is unsolicited and potentially malicious.,

83. The method of claim 78, wherein the locked image
is capable of prohibiting unsolicited communication other

than from a source from which the locked image was deployed.

84 . The method of claim 78, wherein the software
update is effective to improve an operating system’s

resistance to malicious code.

85. The method of claim 78, wherein the computer

comprises a bare computer.

86. The method of claim 78, wherein the computer

comprises a bare server.

87. The method of claim 78, wherein the act of
instructing the computer to soliclt communication comprises
instructing the computer to solicit communication from an

update server over the network.

88 . The method of claim 78, wherein the act of
receiving and the acts of instructing are communicated via

the network.

89. The method of claim 78, wherein the network
comprises an intranet capable of communicating with the

Internet.

90. The method of one of claims 78 to 89, further

comprising the following steps performed by the computer:

securely receiving the locked image having the
operating system via the network susceptible to malicious

communication:
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booting the locked image, the locked image having

securlity settings effective to prohibit unsolicited
communication other than from one or more secure sources oOr

via one or more secure ports;

receliving instruction from the secure source(s) or

via the secure port(s);

following the instruction to securely receive a

software update via the network;

applying the software update effective to improve

the security of the operating system; and

permitting potentially malicious communication via

the network.

91. The method of claim 90, wherein the locked image
and the instruction are received from the deployment server

via the network.

92. The method of claim 90, wherein at least four of
the acts of securely receiving, booting, receiving
instruction, following the instruction, applying, and

permitting are performed without human interaction.

93, The method of claim 90, wherein the act of

receiving the update comprises receiving an instruction to
solicit communication from an update source and soliciting

the update source for the update.

94. The method of claim 90, wherein the act of

permitting comprises

permitting unsolicited and potentially malicious

communication via the network.
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95. The method of claim 94, wherein the act of
permitting comprises altering the security setting to permit

unsolicited and potentially malicious communication.

96. ~ The method of claim 90, wherein the acts of

receiving the locked i1mage, booting the locked image,

receiving the update, and applying the update are performed

without user interaction.

97. A system comprising means for performing the

method recited in one of claims 78 to 96.

98. One or more computer-readable storage media having
computer—-executable instructions stored thereon that when
executed by a processor cause the processor to perform the

method recited 1n one of claims 78 to 96.
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