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Description
TECHNICAL FIELD

[0001] The invention relates to a method and system
adapted for authenticating a user in possession of a mo-
bile device at an entity, particularly at a bank.

BACKGROUND ART

[0002] Nowadays, the volume of online banking trans-
actions is increasing dynamically. The number of frauds
related to bank card data is also increasing, which poses
a serious challenge for preserving the integrity of online
payment systems.

[0003] These phenomena generate high demand for
the continuous improvement of payment systems and
other systems requiring high-level user authentication.
Therefore, the prior art contains a number of solutions
for improving the security of such systems.

[0004] In US 2011/0270751 A1 a system and authen-
tication method for two-factor authentication is disclosed.
The system according to the document comprises a serv-
ice providing server, a terminal adapted for using the
server, a mobile device, and, optionally, a server, adapt-
ed for storing various identification data, thatis connected
to both the mobile device and to the service providing
server. According to US 2011/0270751 A1 the QR-code
that is displayed on the terminal and scanned by means
of the mobile device comprises a so-called transaction
identifier or session ID, as well as the address of the
service providing server. The so-called "authentication
request" that is manifested in the QR-code may be re-
ceived by the user by means of capturing an image of
the terminal’s screen using the camera of the mobile de-
vice, or in an e-mail message. To achieve identification
by the service providing server, the mobile device passes
identification data to the service providing server directly
or from the server storing identification data.

[0005] In US 2012/0240204 A1 a system for authenti-
cating a user is disclosed wherein the user receives data
necessary for authentication by means of scanning a QR-
code - or other suitable barcode - with his/her mobile
device from a terminal connected to a service providing
server, where the service providing server also utilises
data received from the user to generate the QR-code.
The data are sent to the mobile device in encrypted form
and are decoded by the device. The user utilises these
data for authentication at the authentication server con-
nected to the service providing server. The authentication
server verifies the received data applying a database of
identifier data, and, depending on the result of the veri-
fication, authenticates or rejects the user.

[0006] In US 2012/0166309 A1 a system is disclosed
wherein a terminal and a mobile device are used for bank-
ing transactions. The terminal and the mobile device
communicate using barcodes, for instance, QR-codes.
The solution disclosed in US 2012/0166309 A has the
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disadvantage that encrypted data communication is not
applied for transferring data, and that confidential data
are included in the QR-codes. Thereby, the QR-code in-
cludes the transaction data (card number, amount to be
transferred, account number, etc.) on each occasion.
Since QR-codes may be read by anyone using a suitable
application, the confidential data comprised therein are
also accessible to anyone.

[0007] According to US 2012/0166309 A1, the data to
be confirmed (constituting confidential information) are
transferred by means of the screen of a first device to a
second device (for instance, to a mobile device from a
terminal), which means that forged data may be passed
to the second device in case the first device gets com-
promised. If the user is in a hurry, by routinely confirming
the transaction onthe mobile device, he or she may blind-
ly confirm the process in which the forged data are in-
volved. Without encrypted data communication all con-
fidential information may be accessed and obtained over
the network, and the information may later be used for
frauds (e.g. for committing a CNP [Card Not Present]
fraud) without the user's knowledge.

[0008] A serious disadvantage of the above cited so-
lutions is that they involve transferring confidential data
(albeit sometimes in encrypted form) between the indi-
vidual components of the authentication system. It is
therefore possible that the data may be captured over
the network by an attacker who may then forge the cap-
tured data.

[0009] A signature provider connected to a mobile de-
vice and a service provider is described in the paper titled
"3.2 Using mobile devices for digital signatures" by Zoltan
Faigl, Sandor Imre, and Balazs Budai (Az m-kormanyzat
biztonsagi kérdései és Iehetéségei, Hiradastechnika,
vol. LX., no. 3, pp. 30-31, 2005.) According to the docu-
ment the signature key and algorithm are stored by the
signature provider, and the mobile device identifies itself
to the signature provider, for instance using a PIN code.
[0010] Authentication systems based on scanning QR-
codes are disclosed in US 2012/0005076 A1, US
2012/0066501 A1 and US 2012/0203646 A1. According
to US 2012/0066501 A1 the system consists of a mobile
device adapted for scanning a QR-code, a terminal and
a service providing system, QR-code based authentica-
tion is applied in a system for digital signatures according
to US 2012/0203646 A1. In US 2012/0116972 A1 an
electronic payment system is disclosed which comprises
a signature management system.

[0011] An authentication system is disclosed in US
2007/0130463 which, in addition to the mobile device
and the service providing system, comprises a so-called
"authentication and key system" capable for instance of
synchronising keys. Systems allowing digital signaturing
by multiple parties are disclosed in US 2011/0296191 A1
and US 2011/0314371 A1. Furthermore, systems for dig-
ital signaturing are disclosed in WO 2005/067402 A2,
WO 2009/080999 A2 and US 2011/219427 A1. Asystem
using short messages (SMS) for online transactions is
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disclosed in WO 2010/056969 A2. An exemplary usage
of MQTT protocol is described in J. M. Robinson, J. G.
Frey, A. J. Stanford-Clark, A. D. Reynolds, B. V. Bedi:
Sensor Networks and Grid Middleware for Laboratory
Monitoring, Proceedings of the First International Con-
ference on e-Science and Grid Computing (e-Science
'05), Computer Society, IEEE.

[0012] In view of the known solutions, there is a de-
mand for improving known authentication methods and
systems in order to increase the safety and security of
such methods and systems.

DESCRIPTION OF THE INVENTION

[0013] The primary object of the invention is to provide
a method according to claim 1 and a system according
to claim 13 which are free of the disadvantages of the
prior art solutions to the greatest possible extent.
[0014] A further object of the invention is to provide a
method and system that is capable of authenticating a
user more securely, and of protecting confidential data
to a greater extent compared to known solutions.
[0015] According to the invention we have recognised
the advantage of the fact that commercially available mo-
bile devices are capable of running applications (e.g.
browsers) that allow the mobile device to carry out - e.g.
of X.5009 type - certificate based authentication. Applying
PKI (Public Key Infrastructure) technology it is therefore
possible to securely log in to web pages requiring two-
sided (preferably SSL [Secure Sockets Layer]-type) au-
thentication, wherein the mobile device and the web page
mutually identify themselves using their respective X.509
certificates. PKl is a cryptography technology that allows
secure communication over unsecured public networks
and provides reliable user identification. As it is defined
by the SSL cryptography protocol, public key certificates
complying with the X.509 standard should be applied for
encrypting the symmetric keys utilised during the estab-
lishment of the SSL channel; certificates based on other
standards cannot be applied.

[0016] Based on the possibility of performing authen-
tication utilising so-called smart mobile devices by means
of these certificates, the method and system according
to the present invention offer solutions that make busi-
ness processes requiring two-factor authentication
cheaper, more secure, and more efficient. The system
and method according to the invention also offers a so-
lution for the authentic digital signaturing of contracts on-
line, by utilising the signing party’s mobile device in a
direct or indirect manner for authorising the documents.
[0017] By means of the method and system according
to the invention, applying an authentication process
based on certificates residing on mobile devices, a very
strong PKI-based authentication may be implemented,
which is one of today’s most secure and most efficient
authentication solutions.

[0018] According to the invention the highest level of
security may be achieved when the private key belonging
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to the certificate residing on the mobile device exists only
in a single instance, i.e. it is preferably generated in the
mobile device itself. The way in which the keys are gen-
erated and managed is highly important for the level of
security achievable by key-based processes. Devices
running iOS (iPhone Operating System) have a built-in
tool, the SCEP (Simple Certificate Enrolment Protocol),
that is perfectly capable of generating keys, and of send-
ing the requests for certificates to the certification provid-
erauthenticated using a previously negotiated password.
To achieve the highest security level possible, functions
of the SCEP should preferably be implemented on mobile
platforms running other operating systems.

[0019] In the method and system according to the in-
vention an authentication certificate (preferably of X.509
type) issued by a registered certification provider to the
owner of the mobile device is available on the mobile
device, the private key belonging to the certificate having
been generated preferably on the mobile device itself.
[0020] The method and system according to the inven-
tion is based on authentication applying certificates re-
siding on the mobile devices. The authentication is per-
formed applying the HTTP data transfer protocol, pref-
erably viaan SSL channel. The characteristics ofthe SSL
protocol are governed by the RFC 6101 standard.
[0021] The solution according to the invention signifi-
cantly reduces the possibility of online frauds, and miti-
gates therisks of unauthorised bank card usage. Utilising
smart mobile devices in the manner specified by the in-
vention reduces the costs of existing two-factor authen-
tication methods (SMS, token). Applying the method and
system according to the invention alleviate the distrust
of users towards online banking, and significantly de-
crease financial losses resulting from frauds.

[0022] Since the solution according to the invention
does not involve handling and storing bank card data in
any manner during the authentication process of online
banking (card) transactions, the industry standard PCI
DSS (Payment Card Industry Data Security Standard) is
not relevant for it. However, the solution according to the
invention complies with the banking security require-
ments laid down in PCI DSS.

[0023] The objects of the invention can be achieved
by the method according to claim 1 and the system ac-
cording to claim 13. Preferred embodiments of the inven-
tion are defined in the dependent claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0024] Preferred embodiments of the invention are de-
scribed below by way of example with reference to the
following drawings, where

Fig. 1 is a block diagram illustrating an embodiment
of the method and system according to the invention,
Fig. 2 is a block diagram illustrating another embod-
iment of the method and system according to the
invention,
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Fig. 3 is a block diagram of a still further embodiment
of the method and system according to the invention,
and

Fig. 4 illustrates the components of the embodiment
of the method and system shown in Fig. 3.

MODES FOR CARRYING OUT THE INVENTION

[0025] The accompanying drawings show compo-
nents of both the method and the system according to
the invention. In the following, the method according to
the invention will be described first, with reference to
some components of the system. The system according
to the invention will also be described in a later section.
[0026] Fig. 1 illustrates an embodiment of the method
according to the invention by means of a block diagram.
The method according to the invention is adapted for
authenticating a user 10 at an entity 16. In the context of
the present specification, the term "entity" is used to refer
to any enterprise, organisation, financial institution, state,
or individual. As it will be demonstrated below in relation
to the embodiments, authentication may have many pur-
poses. Authentication may be required for confirming a
user’s login to an entity, for authorising a bank transac-
tion, or for identifying a user for generating a digital sig-
nature. The authentication method according to the in-
vention may of course be applied for other purposes.
[0027] In the course of the method according to the
invention, a contacting of the user 10 made in a browser
of aterminal 12 is detected by means of a contact module
20 of the entity 16 (a module allowing to make a contact
with the entity 16), and a network address of the authen-
tication module 24 of the entity 16 is sent by means of
the contact module 20 to a mobile device 14 of the user
10 in an authentication message. Based on the network
address, the mobile device 14 is capable of contacting
the authentication module 24. Since the mobile device
14 is assigned to a specific user, the authentication mes-
sage can be sent to the given user 10 by the entity 16.
[0028] The mobile device 14 is preferably a smart mo-
bile device, for instance a smartphone, or a tablet. A cer-
tificate, issued by a certification provider 18 accepted by
the entity 16, is available on the mobile device 14. The
certificate has an at least 1024 bit-long, preferably 2048
bit-long, user private key, and unequivocally identifies
the user 10. The private key is preferably generated on
the mobile device 14, which implies that no copy of the
key exists.

[0029] After the authentication message has been
sent, the following steps are executed in the method ac-
cording to the invention. Acceptability of an entity certif-
icate of the authentication module 24 is verified by means
of the mobile device 14 based on the network address,
and acceptability of a user certificate of the mobile device
14 is verified by means of the authentication module 24,
and in case the entity certificate and the user certificate
are acceptable, the user 10 is authenticated at the entity
16 by establishing a communication channel between
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the mobile device 14 and the authentication module 24,
whereas in case the entity certificate or the user certifi-
cate is not acceptable, the user 10 is rejected at the entity
16.

[0030] In the embodiment of the method according to
the invention that is illustrated in Fig. 1, the step of veri-
fying the acceptability of the entity certificate comprises
verifying by means of the mobile device 14 validity of the
entity certificate at an entity certification provider, and
trustworthiness of the entity certification provider are ver-
ified by means of the mobile device 14. In case the cer-
tificate of the authentication module 24 was issued by a
certification provider that is considered "not trusted" by
the mobile device 14, the mobile device 14 interrupts the
contacting to the authentication module 24. In this em-
bodiment of the method, the step of verifying the accept-
ability of the user certificate comprises verifying by
means of the authentication module 24 validity of the
user certificate atthe user certification provider, and trust-
worthiness of the user certification provider. In the em-
bodiment according to Fig. 1, the user certification pro-
vider and the entity certification provider are both imple-
mented as the certification provider 18. In the embodi-
ment of Fig. 1, the authentication module 24 and the cer-
tification provider 18 are linked by a communication chan-
nel 116 that, by way of example, is implemented by in-
ternet network. The certificates of the mobile device 14
and the authentication module 24 need not be issued by
the same certification provider. In case the user certifi-
cation provider is different from the entity certification pro-
vider, then the mobile device 14 and the authentication
module 24 mutually check the trustworthiness of each
other’s certification provider.

[0031] Inthe embodimentillustratedin Fig. 1, the entity
certification provider corresponds to the entity private key
of the authentication module 24, and the entity certificate
is signed by the entity certification provider, the user cer-
tification provider corresponds to the user private key of
the mobile device 14, and the user certificate is signed
by the user certification provider.

[0032] In case both the entity certificate and the user
certificate are acceptable, a certificate-based two-sided
connection, preferably a two-sided SSL-type communi-
cation channel is established between the mobile device
and the authentication module. Prior to establishing the
communication channel, the certificates are mutually ver-
ified (trustworthiness and revocation checking utilising
the OCSP (Online Certificate Status Protocol) or CRL
(Certificate Revocation List) protocols), which is followed
by a so-called handshake operation. No data exchange
related to confidential data takes place between the mo-
bile device and the authentication module before verify-
ing the certificates.

[0033] A one-sided SSL communication channelis typ-
ically created between the terminal 12 and the contact
module 20, which means that only the contact module
20 identifies itself to the mobile device 14 with its certif-
icate when the channel is established. The reason why
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the contact module 20 and the authentication module 24
are not combined in a single module according to the
invention is that a single given module - that is, the web
page corresponding to the module - is capable of estab-
lishing either a one-sided or a two-sided SSL connection
(communication channel). Since the known modules
(web pages) requiring authentication establish a one-sid-
ed SSL connection to the user - implying that the users
are not requested to authenticate themselves using a
user certificate, as this would make it impossible to use
an arbitrary PC or terminal for performing everyday tasks
- the most expedient way of extending existing solutions
is to implement certificate-based authentication utilising
a separate module, the authentication module, which is
integrated into known systems. Contrary to the terminals
utilised for performing everyday administrative tasks, the
user’s mobile device is a private-use device, and there-
fore the certificate that may be assigned to it can be ap-
plied for two-sided SSL authentication.

[0034] A one-sided SSL connection is created when a
HTTPS connection is established between a client
(browser) and a web server, it is required that only the
web server should identify itself using its certificate that
is preferably a public key X.509 type SSL web server
certificate issued to the web server’s own domain, and
is preferably signed by a certification provider trusted by
both parties. The client will connect to the web server
only if the web server certificate can be traced back to a
trusted certification provider certificate, and the web serv-
er certificate is valid (has not expired, has not been re-
voked or suspended).

[0035] A two-sided SSL connection is created when a
HTTPS connection is established between a client
(browser)and aweb server, itisrequired that both parties
(client and web server) identify themselves using their
own certificates that are preferably web server, as well
as public key X.509 certificates. The client will connect
to the web server only if the web server certificate can
be traced back to a certificate of a trusted certification
provider, and the web server certificate is valid (has not
expired, has not been revoked or suspended). Also, the
web server only allow the client to connect if the client
authentication certificate was issued by a trusted party,
and is valid (has not expired, has not been revoked or
suspended).

[0036] According to the invention, the connection be-
tween the mobile device 14 and the authentication mod-
ule 24 is created only after the certificates of the mobile
device 14 and the authentication module 24 have been
mutually verified. According to prior art solutions, the cre-
ation of the communication channel requires at most the
verification of the certificate of the corresponding authen-
tication module by the mobile device. However, for es-
tablishing a sufficiently safe communication channel be-
tween the mobile device and the authentication module
it is not sufficient to verify the trustworthiness of the au-
thentication server by the mobile device. In addition to
that, the trustworthiness of the client should also be ver-
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ified by the authentication server. Until recently, opera-
tion mobile devices were not prepared for this verification,
i.e. mobile devices did not support certificate-based con-
nections. As it has been mentioned above, devices run-
ning iOS support the use of certificates, but on mobile
devices running other operating systems, such as An-
droid, it is necessary to install a dedicated application.
The solution that is currently most widespread in the
world of banking involves the use of one-time passwords.
[0037] According to US 2012/0240204 A1, the com-
munication channel between the mobile device and the
authentication server is established after the authentica-
tion server has been verified by the client. After that, ac-
tual authorization data giving the permission of the user
are exchanged via the channel, and these data are ap-
plied for identifying the client and for confirming the trans-
action.

[0038] Contrary to that, in the method according to the
invention, authentication is performed as a consequence
of the establishment of the communication channel, that
is, the process of establishing the communication chan-
nel comprises the authentication.

[0039] The authentication method according to the in-
vention is more advantageous than the prior art solution
according to the document US 2012/0240204 A1, since
the solution described therein does not include the veri-
fication of the client by the bank’s authentication server
before the communication channel is established. This
shortcoming of the solution according to the document
US 2012/0240204 A1 may be exploited by an attacker
as follows.

[0040] By taking control of the client PC, or by inserting
himself though the network between the PC and the serv-
ice provider server according to the document (which is
equivalent to the contact module of the invention), an
attacker can replace the URL (Uniform Resource Loca-
tor), i.e. network address of the authentication server
having a valid, trusted SSL certificate that is comprised
in the QR code with its own network address that may to
alarge extentresemble the real URL of the authentication
server. Thereby, according to the solution described in
the document, the mobile device will consider the faked
authentication server (the server of the attacker) as trust-
worthy, since it may have a valid certificate (anybody can
obtain an SSL certificate for their own domain). After suc-
cessfully establishing the one-sided HTTPS communi-
cation channel with the faked server, the client sends the
authorisation data (OTP, PIN, data signed with key, etc.)
to the attacker’s server. The attacker may then establish
the real one-sided SSL connection to the real authenti-
cation server, and may send the authorisation data spec-
ified by the client, thereby taking advantage of them.
[0041] In contrast to that, in the method according to
the invention also the mobile device 14 has to present a
valid certificate to the authentication module 24 for the
communication channel to be established. Thatis, a two-
sided SSL connection has to be established between the
mobile device and the authentication module, which pre-
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vents the above described "man in the middle" attack as
follows. In case, in a manner described above, the at-
tacker sends a forged network address to the mobile de-
vice 14 in an authentication message as the network ad-
dress of the authentication module, accepts from the mo-
bile device authentication certificates issued by the same
trusted certification provider, for instance for establishing
a connection, e.g. an HTTPS communication channel,
and the attacker can obtainthe indirect authorisation data
from the user after the communication channel has been
established. However, the attacker cannot take advan-
tage of the obtained authorisation data, as he/she cannot
connect to the real authentication module impersonating
the user (that is, using the user private key and certificate
stored on the mobile device), since he/she does not pos-
sess the user private key.

[0042] In the process described in the document US
2012/0240204 A1 it is therefore sufficient to hack a PC,
for instance a terminal (that may for example be located
in an internet coffee) for an attacker to become capable
of relatively easily attack the authorisation process. In
the solution according to the invention, however, the at-
tacker cannottake advantage of the obtained datain case
only one of the parties is compromised.

[0043] In the embodiment illustrated in Fig. 1, a login
contacting is initiated at the contact module 20 via acom-
munication channel 100, and thus the terminal 12 is dis-
playing a login interface of the entity 16. The communi-
cation channel 100 may for instance be established uti-
lising an internet network.

[0044] In the method according to the invention, both
the terminal 12 and the mobile device 14 are in some
way or other (Wi-Fi, 3G, GPRS, etc.) connected to the
internet. The methods (entity services) according to the
embodiments of the invention may be carried out such
that the users and clients access individual modules of
the entity 16 over the internet.

[0045] According to the present embodiment the user
10 (possessing a mobile device 14) first logs in using the
browser of the terminal 12 to a primary web page of the
entity 16 (that is, to the contact module 20) that requires
simple login name/password based authentication using
a - preferably one-sided - connection using the HTTPS
data transfer protocol.

[0046] Following the successful login name/password
based authentication the user 10 is not yet granted ac-
cess to the contact module 20 by the entity 16. Instead,
the network address, that is, the URL of the authentica-
tion module 24 is sent back by the entity 16. Consequent-
ly, both the contact module 20 and the authentication
module 24 may be implemented as a respective web
page. The user then opens the page at the network ad-
dress of the authentication module 24 using his/her mo-
bile device 14. Connection to the authentication module
24 requires a - for instance, RSA-type - private key, and
a corresponding - for instance, X.509-type - authentica-
tion certificate issued to the user's name. Both the private
key and the certificate are stored on the mobile device.
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Asit is presented below, the link sent by the contact mod-
ule 20 comprises the network address of the authentica-
tion module 24 (the URL of the web page thereof: ht-
tps://<secondary-website>), and preferably the value of
the transaction identifier belonging to the login
name/password-based login performed using the con-
tact module.

[0047] The URL required for authorising the authenti-
cation is therefore built up as: https://<secondary-web-
site>/?trid=g(trid)

where

- ¢ is a symmetric key of the bank/organisation
- trid is an identifier of the transaction, and
- o(trid) is the trid encrypted using o.

[0048] Encryptionofthe transaction identifier becomes
necessary only in case also the transaction identifier
(which may be a random number) is intended to be hid-
den.

[0049] The URL may be transferred to the mobile de-
vice 14 in different ways according to an example not
forming part of the invention. The URL may thus be em-
bedded in an authentication message as follows.
[0050] According to an example, the authentication
message may be a QR-code, in which case the network
address is sent to the mobile device 14 carrying out the
following steps: After the username/password pair has
been specified, the URL of the authentication module of
the entity 16 that is requesting the certificate-based au-
thentication of the SSL client, as well as the current trans-
action identifier, are made available to the user by the
contact module 20 in a QR-code displayed on the screen
of the terminal 12. The QR-code is therefore passed to
the terminal 12 by the contact module 20; and then the
code is displayed on the display of the terminal, and, is
captured by the image making device of the mobile de-
vice 14, and, therefore, it is transferred to the mobile de-
vice 14. Thus the authentication message is sent to the
mobile device 14 by the contact module 20. According
to Fig. 1, the QR-code is sent to the terminal 12 via a
communication channel 102, e.g. over internet network,
and itis then transferred utilising communication channel
104, thatis, as described above, by taking a photo of the
QR-code.

[0051] The message of the contact module 20 arrives
to the mobile device 14 as a MQ (Message Queue) -type,
preferably MQ-TT (MQ Telemetry Transport) -type mes-
sage. Message queues implement an asynchronous
communication protocol, which means that the sender
and the receiver of the message do not necessarily have
to connect to the message queue simultaneously. The
message is sent by the sender to the message queue,
where it is stored and is waiting for delivery until the re-
ceiver receives it from the message queue. Messages
received by the message queue may be limited in size,
and the time of storing a given message in the queue
may also be limited.
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[0052] There are multiple types of MQ protocol (e.g.
AMQP, MQTT, STOMP), all having a number of different
implementations (such as IBM WebSphere MQ, Apache
ActiveMQ, RabbitMQ), but the basic functionality, name-
ly, the storage of messages in a delivery queue, is the
same.

[0053] MQTT is a so-called "featherweight” protocol.
Its mostimportantfeatures are that it can beimplemented
utilising a minimum amount of code and that it has ex-
tremely low bandwidth demand. These characteristics
render it ideal for continuous communication with mobile
devices.

[0054] The MQTT protocol is utilised by different mes-
saging platforms for communicating with and receiving
messages from servers, but it is also applied in pace-
makers for the remote monitoring of circulation and car-
diac activity, for monitoring and controlling oil pipelines,
and for the automated monitoring of the level of rivers.
The MQTT protocol also works over an encrypted SSL
channel.

[0055] In that case, the smart mobile device applies a
suitable client application to connect - by means of MQ
protocol implemented utilising different-direction com-
munication channels 108, 110 shown in Fig. 1-to a mes-
sage queue module 26 of the entity 16. Connection to
the message queue module 26 is usually performed ap-
plying some sort of authentication (such as user-
name/password-based authentication). The servers ap-
plied for serving the contact module 20 and the authen-
tication module 24 of the entity 16 are capable of sending
messages via the message queue module 26 to the con-
nected mobile devices 14. Fig. 1 shows the bidirectional
communication channels 106, 112 applied for connecting
the contact module 20 and the message queue module
26. In the embodiment illustrated in Fig. 1, the authenti-
cation module 24 is indirectly capable of sending mes-
sage queue type messages (in the following: MQ mes-
sages) via communication channel 118.

[0056] An advantageous feature of the invention ap-
plying message queue type messages as authentication
message is that an electronically signed reply (return re-
ceipt) can be sent by the mobile devices 14, signed by
the signature key thereof, to the contact module 20 after
an authentication message sent by the entity is received
(or is read by the client). It is provided by this solution
that the entity 16 always possesses an electronically
signed proof (signed using the user key stored on the
mobile device) related to that the authentication message
has been sent. Thus, the entity always has a genuine
proof that helps to avoid future debates. The automatic
sending of return receipts of the authentication message
is not solved for according to known solutions.

[0057] Applying the message queue module 26, the
entity 16 may contact the users directly, without involving
a third party in the process - provided that the users are
logged in to the suitable application of the entity using
their mobile devices. That way, sending return receipts
by the user/client for the messages sent by the entity 16
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may be made required. The application of the entity may
be configured such that the mobile device should send
an electronically signed return receipt to the server of the
entity 16 which undeniably proves that the message has
been received.

[0058] In an example not forming part of the invention,
the authentication message - and the URL of the authen-
tication module embedded therein - may be transferred
to the mobile device 14 utilising an SMS (short text mes-
sage). SMS service providers do not warrant for the im-
mediate sending and delivery of messages.

[0059] In an example not forming part of the invention,
the authentication message may also be transferred in
a so-called "push message". Service providers do not
warrant for the immediate sending and delivery of mes-
sages also in the case of push messages. In an example
not forming part of the invention, e-mail messages may
also be utilised for transferring the authentication mes-
sage.

[0060] A fall-back structure may also be devised for
messaging, meaning that when a messaging channel is
not available, it will be replaced by the messaging chan-
nel of secondary preference. To illustrate the fall-back
structure, Fig. 1 shows communication channels 102,
104 adapted for transferring the QR-code, and also com-
munication channels 108, 110, 106 and 112, adapted for
transferring the MQ message.

[0061] Afterthe authentication message sentinan MQ
message is received, the mobile device 14 connects to
the received network address, namely, to the network
address of the authentication module 24 using its private
key and the corresponding X.509-type authentication
certificate. According to Fig. 1, this connection - the open-
ing of the network address of the authentication module
24 - is implemented utilising a communication channel
114. The communication channel 114 may for instance
be established utilising an internet network.

[0062] The authentication module 24 subsequently
performs a revocation check on the client certificate at
the certification provider 18 utilising preferably OCSP or
CRL. In case the certificate belonging to the mobile de-
vice 14 is invalid (has been suspended, revoked, or the
check has failed), an error message is sent back to the
mobile device 14 via communication channel 120, and
tothe contact module 20 viacommunication channel 118.
[0063] Incasetheentity 16 communicates withthe mo-
bile device via an MQ connection, the mobile device may
also be notified in an MQ message sent via communica-
tion channels 106, 108 of the failed authentication.
[0064] In case the certificate residing on the mobile
device is valid, and preferably if the data included therein
have been accepted and the transaction identifier indi-
cates successful authentication by the contact module
20, a message indicating successful authentication is
sent by the authentication module 24 to the mobile device
14 via communication channel 120. Like the communi-
cation channel 114, communication channel 120 is pref-
erably implemented utilising internet network. In case the
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entity 16 communicates with the mobile device 14 via an
MQ connection, the mobile device is also notified in an
MQ message of the successful authentication. As a last
step after successful authentication, the user is logged
in by the contact module 20 of the entity 16.

[0065] Fig. 1 may also illustrate such an embodiment
of the authentication method according to the invention
wherein the authentication of the user is required for ap-
proving a transaction (for instance, a bank transfer). The
embodiment of the invention applied for that is described
below.

[0066] Inaninitial state of the transaction approval step
the user 10 having the mobile device 14 is logged in at
the contact module 20 of the entity 16 in the browser of
the terminal 12. In the present embodiment, the entity 16
is preferably a bank. The online interface of the contact
module 20 can be accessed utilising a one-sided HTTPS
communication channel. The logged-in user 10 initiates
a transaction (for instance, a money transfer), and fills in
the transaction form. On the next page, information on
the transaction to be approved is displayed by the bank,
and the user confirms the transaction data in the browser
of his/her computer.

[0067] The bank then sends the network address of
the authentication module in an authentication message
to the mobile device 14, and the user opens the message
using his/her mobile device 14. In a manner analogous
to what was described above, the private key and the
certificate belonging thereto (stored on the mobile device
14) arerequired for connecting to the authentication mod-
ule 24 (the difference is that in this embodiment the pur-
pose of the authentication applying the authentication
module 24 is the approval of the transaction). Similarly
to what was presented above, the link sent by the contact
module 20 comprises the URL (https://<secondary-web-
site>) of the authentication module 24, as well as the
value of the transaction identifier belonging to the trans-
action.

[0068] No confidential data related to the transaction
can be deciphered in any way from the link sent to the
mobile device 14, since it only comprises the transaction
identifier, which may even be encrypted using the bank’s
symmetric key.

[0069] In this embodiment as well, the authentication
message is transferred to the mobile device 14 via the
channel described above (MQ message).

[0070] Next, alsoin a manner similar to the above, the
mobile device 14 uses its private key and the certificate
belonging thereto to connect to the authentication mod-
ule 24, which then performs a revocation check on the
client certificate. In case the certificate is invalid (has
been suspended, revoked, or the check has failed), an
error message is sent back to the mobile device 14 and
to the contact module 20.

[0071] In case the certificate is valid, and preferably in
case the authentication has been accepted by the contact
module 20 based on the data comprised in the certificate
and on the transaction identifier (trid), the transaction da-
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ta are sent back to the mobile device 14 by the authen-
tication module 24 in the next step. In this phase the
transaction has not yet been approved on the mobile de-
vice 14.

[0072] At this time the user may review the data of the
transaction. According to an embodiment the bank re-
quires the client, preferably via the authentication mod-
ules 24, to confirm some of the transaction data by re-
entering them (for instance, in case of a bank transfer,
the sum to be transferred and/or the target account
number may have to be entered again). If the client skips
this stepon the mobile device 14, orentersincorrect data,
the transaction will fail. In this embodiment of the method
according to the invention, the problem of "blind approv-
al", thatis, the possibility of the client approving the trans-
action data without actually checking them, is eliminated.
The so-called "man in the middle" attack may also be
prevented applying this embodiment of the method: in
case the terminal 12 becomes controlled by an attacker,
and the transaction data are forged using the "man in the
middle" technique, then the user is not able to even ac-
cidentally confirm the forged transaction via the approval
link sent by the bank. This is not true for entering one-
time passwords sent in SMS messages, or passwords
generated using tokens. (In case of the former, there is
no way to "force" the client to verify the data, since the
solution involving SMS is a passive one.)

[0073] In case the bank communicates with the mobile
device 14 via an MQ connection, the mobile device is
also notified in an MQ message of the successful approv-
al of the transaction.

[0074] In the above described step it is also possible
to completely refuse the transaction. When MQ-based
communication is applied, a message is sent to the mo-
bile device 14 indicating that the transaction has been
cancelled by the client.

[0075] In case of a successful approval, a refusal, or
ifthe time limitfor approval has beenreached, a message
is displayed in the browser of the terminal 12 by the con-
tact module 20 in the user interface area corresponding
to the contact module 20.

[0076] Inanembodiment, auser 10 requests a service
at the contact module 20 of the entity 16 via the browser
of the terminal 12 by filling in an electronic form, where
the mutual signing of a contract by the entity 16 and the
user 10 is required. The contract can be prepared dy-
namically at the contact module 20 of the entity 16, or it
can be a previously prepared contract. Utilising its own
signature key, the contact module 20 of the entity 16 elec-
tronically signs the contract completed using the data
entered by the user (client), and optionally provides it
with a certified timestamp.

[0077] Then, in case the user 10 has already been au-
thenticated and logged in applying the method according
to the invention as described above, the certificate of the
user is inserted by the entity 16 to the document thus
produced, where the user certificate is provided with the
signature key of the user, and is fetched in the back-
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ground from the key providing module 28 connected to
the entity 16 utilising information that unambiguously
identifies the user at the key providing module 28. To
accomplish that, the entity 16 should know which key
provider provides the user's 10 currently applied signa-
ture key (it may be specified in advance by the user 10).
[0078] Therefore, in this embodiment a contract to be
signed by the user 10 and the entity 16 is prepared uti-
lising data requested from the user after logging in, and
then the contract is signed utilising the signature key of
the entity 16 and the signature key of the user 10, the
latter being stored in the key providing module 28. The
signing operation, performed in the key providing module
28, is approved by the user 10 applying an authentication
certificate residing on the mobile device 14.

[0079] Fig. 2 illustrates an embodiment of the method
according to the invention wherein authentication per-
formed utilising the inventive method is required for pre-
paring the digital signature of the user. In this embodi-
ment the role of the authentication module is performed
by the key providing module 28.

[0080] According to Fig. 2, it is possible to select the
signer certificate of the user 10 even when the key pro-
viding module 20 of the entity 16 is accessed by the user
10 anonymously or after an authentication that is not cer-
tificate-based. In that case, the signer certificate is re-
quested from the key providing module 26 not by the
entity 16 butrather by the mobile device 14 of the user 10.
[0081] In this embodiment the contact module 20 is
applied for sending the network address (URL) of the key
providing module 28 to the mobile device 14 in an au-
thentication message so that the signing operation can
be performed. The network address parameter compris-
es the address of the entity 16 where the key providing
module 26 should send the signer certificate of the user
10. Next, the mobile device 14 is redirected to the contact
module 20 of the entity 16, where the signing operation
continues.

[0082] The entity 16 then generates a hash of the doc-
ument that has been complemented with its signer cer-
tificate and prepared to be signed by the user 10. The
type of the applied hash algorithm (sha1, sha256,
sha384, sha512) should preferably be indicated at the
beginning of the generated hash value. The document
to be signed that is identified by the hash therefore al-
ready comprises the signer certificate of the entity 16.
[0083] In the present embodiment the role of the au-
thentication module is performed by the key providing
module 28. Accordingly, the link to be sent to the mobile
device 14 in the authentication message is generated by
the contact module 20 as follows. The link comprises the
address of the website of the key providing module 28
that is requesting the authentication certificate (that is,
the network address).

[0084] The following GET parameters are specified in
the URL:

¢ id: a unique identifier of the entity 16 that is known
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to the key providing module.

e  par:the parameters that are encrypted using a sym-
metric key (@) known to the entity 16 and to the key
providing module 28.

o hash: hash of the document to be signed

o trid: identifier of the transaction

o userid; a unique identifier of the user 10 that is
known to the entity 16 and to the key providing
module 28, and

o optionally, additional parameters may also be
specified

https://<address of key provider>/?id=<id>&par=¢p(par)
[0085] It should be emphasised here that confidential
data, such as the hash, are sent in encrypted form. It is
to be noted that the length of the generated link cannot
be longer than what can be comprised in the authentica-
tion message.

[0086] In a manner similar to what was described
above, the generated link (the network address) is made
available to the user 10 by the contact module 20 in an
MQ message. In case message queue type messages
are applied, the above mentioned communication chan-
nels 100, 102, 104, 106, 108, 110, 112 are utilised.
[0087] The user opens (e.g. in a browser or other ap-
plication) the link received in an message queue type
message. The link is received by the mobile device in an
MQ message, and it sends a signed return receiptrelated
to the received MQ message via the message queue
module 26, using the sighature key preferably stored on
the mobile device 14.

[0088] The link thus transferred to the mobile device
14 is opened in an application-typically in a browser - that
supports certificate-based authentication. The appearing
web page is the web page of the key providing module
28 requesting certificate-based authentication.

[0089] Authentication is then performed on the mobile
device 14 in the above described manner utilising a cer-
tificate, the key providing module 28, and also a commu-
nication channel 126 between the key providing module
28 and the certification provider 18. The key providing
module 28 thus performs a revocation check on the user
certificate using OCSP (Online Certificate Status Proto-
col) or a CRL (Certificate Revocation List) in cooperation
with the certification provider 18. In case the certificate
is invalid (has been suspended, revoked, or the check
has failed), or is valid but no corresponding signature key
or encryption key exists in the key providing module 28,
an error message is sent back to the mobile device 14
and to the contact module 20 by the key providing module
28.

[0090] If the authentication is successful, that is, the
two-sided certificate verification has been successfully
completed, the signature key of the user 10 (stored in
the key storage module attached to the key providing
module 28) is unambiguously identified by the key pro-
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viding module 28 applying the user certificate. The key
storage module is preferably implemented as a so-called
HSM (Hardware Security Module). In the next step the
key providing module 28 reads from its database the sym-
metric encryption key or password being common with
the entity 16 utilising the non-encrypted "id" parameter
that was previously sent together with the link, decrypts
the encrypted GET parameter, and uses it to generate
the other required parameters.

[0091] Utilising the key stored in the specified HSM
module and applying certificate-based authentication,
the key providing module signs the hash deciphered from
the encrypted GET parameter. Next, the key providing
module 28 notifies via an HTTPS connection the entity
16 specified in the GET parameter that it possesses a
hash to be passed to it, and that the hash was signed by
a user 10 of the entity 16.

[0092] In order to be able to receive the data signed
by the user, the entity 16 has to prove to the key providing
module 28 that the user 10 had been requested to sign
the document belonging to the hash by the entity 16 itself.
[0093] To do that, it send the hash belonging to the
given document to the key providing module 28 embed-
ded in a document (txt file, etc.) signed by its own key. It
is preferred to specify in the document thus signed the
transaction of the user to which the given hash belongs.
[0094] The document comprising the hash signed by
the entity 16 is verified by the key providing module 28.
In case the signature is found to be valid and the hash
comprised in the signed document is the same as the
hash passed by the user 10 in the GET parameter, it is
proven that the signing of the hash had been requested
by the entity 16, and therefore the hash was nottampered
with. The key providing module 28 then passes the hash
signed by the user 10 to the entity 16. The hash electron-
ically signed by the entity 16 is archived by the key pro-
viding module as evidence. Utilising this document, on a
later occasion it may be proven by the key providing mod-
ule 28 that it signed using the user's 10 key a hash be-
longing to a document the signing of which had been
requested by a third party, the entity 16.

[0095] The user 10 is then informed of the successful
or unsuccessful signing operation by the contact module
20 preferably both via the terminal 12 and the message
queue module 26 (if such a communication channel ex-
ists between the bank/organisation and the client's mo-
bile device).

[0096] The steps carried out applying the present em-
bodiment can be summarised as follows: a contacting
for document-signing is detected by means of the contact
module 20; a contract signed by the entity 16 and to be
signed by the user 10 utilising data requested from the
user 10, is prepared; and a hash of the contract is gen-
erated. In the present embodiment, the authentication
module is the key providing module 28. According to the
present embodiment, network address of the key provid-
ing module 24 is then sent to the user’s 10 mobile device
14 in an authentication message by means of the contact
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module 20, and the encrypted hash is also sent in the
authentication message. Next, in case the communica-
tion channel between the mobile device 14 and the key
providing module 28 is successfully established (that is,
in case of a successful authentication), the encrypted
hash and an identifier of the entity 16 are sent to the key
providing module 28, the entity 16 is identified by the key
providing module 28 and the encrypted hash is decrypted
by means of the key assigned to the entity 16, and then
the hash is signed utilising the user's 10 key available to
the key providing module 28, and, verifying with the entity
16 that the hash was received from the entity 16, the
hash is sent from the key providing module 28 to the
entity 16.

[0097] According to a further embodiment, the signa-
ture process may also be carried out by signing the hash
utilising the signature key residing on the client’s smart
mobile device. In this case there is no need for an external
key provider, while the contact module 20 of the entity
16 remains responsible for generating the document to
be signed in a suitable signable format, for generating
the hash, and for inserting the signed hash and closing
the completed document.

[0098] In this embodiment, the mobile device 14 com-
municates with the key providing module 28 via commu-
nication channels 122 and 124; the communication chan-
nel 122 being directed from the mobile device 14 towards
the key providing module 28, and the communication
channel 124 in the reverse direction. The key providing
module 28 is connected to the contact module 20 via
communication channels 128 and 130; the communica-
tion channel 128 being directed from the key providing
module 28 towards the contact module 20, and the com-
munication channel 130 in the reverse direction.

[0099] The embodiment detailed above implements a
distributed digital signature functionality that allows both
the user and the entity to sign the documents (for in-
stance, contracts) that they own. The mostimportantfea-
ture of a distributed digital signature scheme is that the
entity never possesses the client’s private signature key
that the client stored either on a smart mobile device or
at a trusted third party (in the above described embodi-
ment, the key providing module). During the signature
making operation, the document to be signed is prepared
by the entity in a format complying with a digital signature
standard (e.g. XAdES, PAdES). The signature operation
itself is performed not by the entity but by the user's mo-
bile device, or by a trusted third party (the key providing
module) after authentication utilising a certificate residing
on the mobile device. The user’s mobile device receives
only the hash of the document to be signed that is gen-
erated by the entity. The hash is signed either using the
signer’s private key stored on the mobile device, or, after
passing it to the key providing module, using the HSM-
protected hardware key stored therein. Since it receives
only the hash, the key providing module will never get
possession of the contents of the documents to be
signed. The signed hash is sent back to the entity either
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from the mobile device or from the key providing module,
the entity inserting it to the unfinished document that has
been prepared for signing. The client’s sighature opera-
tion is thus completed, and the entity may insert further
signatures or timestamps. For each stage of the signa-
ture process, certificate-based authentication is request-
ed by the entity from all parties. In addition to providing
secure user identification, applying the entity’s signing
functionality allows performing trustworthy administra-
tion based on remote electronic signature.

[0100] The method accordingtotheinvention may also
be applied for document decryption/decoding. In that
case the decryption/decoding operation is reduced to an
authentication performed with the method according to
the invention.

[0101] Inthe presentembodiment, the user/client pos-
sesses a document encrypted for him/her, which he/she
received e.g. attached to an e-mail message, or in some
otherway. In the first, as contacting step of the document
decryption process, the user passes (uploads) the doc-
ument to be decrypted to the contact module, that is, for
instance, sendsitin an e-mail message. Next, the contact
module extracts from the uploaded encrypted document
the symmetric key applied for encrypting the document.
The symmetric key has been encrypted using the user’'s
encryption certificate. The link that is to be sent to the
user’s mobile device is generated by the contact module.
Similarly to the above described case, the authentication
module is the key providing module. The link comprises
the network address of the authentication module. The
following GET parameters are specified in the URL:

¢ id: an identifier of the entity
e par: parameters that are encrypted using a symmet-
ric key (¢) known by the entity and the key provider:

o encryptedkey: a symmetric key encrypted us-
ing the user certificate

o trid: an identifier of the transaction

o userid: an identifier unique to the user (e.g. e-
mail address)

https://<address of key provider>/?id=<id>&par=¢(par)
[0102] The generated link is sent to the user by the
contact module in an authentication message. Opening
the link utilising his/her mobile device, the user initiates
a connection to the key providing module.

[0103] Authentication is performed via an internet con-
nection utilising the authentication certificate residing on
the mobile device, as well as the entity certificate. Incase
of a successful authentication, the key providing module
utilises the user certificate to unambiguously identify the
user’s decryption key that is preferably stored in an HSM
module. In the next step the key providing module reads
from its database the symmetric key or, optionally, pass-
word shared with the entity utilising the non-encrypted
"id" parameter that identifies the contact module, de-
crypts the encrypted GET parameter, and uses it to gen-
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erate the otherrequired parameters. The encrypted sym-
metric key, obtained from the encrypted GET parameter,
is decrypted utilising the decryption key stored inthe HSM
module.

[0104] The decrypted symmetric key is subsequently
forwarded via an HTTPS connection from the key pro-
viding module to the contact module specified in the GET
parameter.

[0105] The contact module then uses the symmetric
key received from the key providing module to decrypt
the user's document, and makes the document down-
loadable via an HTTPS link. The link is sent to the user
either via the terminal or in an e-mail message. The de-
crypteddocumentthereby becomes available to the user.
[0106] A still further embodiment of the invention is il-
lustrated in Fig. 3. According to this embodiment the en-
tity 16 is a card issuer bank 25, and a contacting of a
user 10 by submitting credit card data via the terminal 12
on a payment interface of a web shop, is detected by
means of the contact module 20 of the card issuer bank
25 via a server 30 of the web shop, a server 32 of the
banking service provider of the web shop, and a server
34 of a credit card company. In this embodiment, a mes-
sage queue type message is applied as authentication
message. The present embodiment excludes the appli-
cation of QR-codes as authentication message, since
the terminal 12 is applied for displaying the payment in-
terface of the webshop that is not capable of displaying
a QR-code.

[0107] In this embodiment, therefore, the user 10 (cli-
ent) possessing the mobile device 14 initiates a card pay-
ment transaction in the browser of the terminal 12. The
transaction information of the card payment entered by
the userin the webshop interface are passed via the serv-
er 32 of the banking service provider bank of the web-
shop, and the server 34 of the credit card company, finally
arriving to the card issuer bank 25.

[0108] The cardissuerbank 25 verifies the datarelated
to the card payment: makes sure that the card exists and
has funds, and that it has not been blocked. If the verifi-
cation is positive, then before confirming the transaction,
an authentication message is sent to the user, notifying
him/her to confirm the card payment. The authentication
message can be sent utilising MQ protocol. In case an
MQ message is sent, the card holder’s smart mobile de-
vice should be connected to the message queue module
26 of the card issuer bank 25.

[0109] The authentication message is applied for
sending the network address of the authentication mod-
ule 24 to the mobile device 14. The passed URL does
not comprise any information on the content of the card
transaction, only a transaction identifier made up of ran-
dom numbers, which may be used for reading the data
related to the card transaction on the mobile device 14
only in case of successful certificate-based authentica-
tion.

[0110] The authentication URL that is sent in the au-
thentication message and is applied for confirming the
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transaction is built up as follows: https://<secondary-
website>/?trid=¢(trid)
where

¢ is a symmetric key of the issuer bank

trid is a transaction identifier (such as the identifier
of a card payment transaction) o(trid) is the trid en-
crypted using o.

[0111] After sending the authentication message the
mobile device 14 utilises its private key and the certificate
belonging to it to connect to the authentication module
24 of the card issuer bank 25 that requests certificate-
based authentication, and that can be found at the net-
work location sent in an MQ message.

[0112] In a manner similar to what was described
above, the authentication module 24 of the card issuer
bank 25 performs a revocation check on the client cer-
tificate (residing at his/her mobile device 14) utilising OC-
SP or CRL. Also, the mobile device 14 verifies the cer-
tificate of the authentication module 24. In case the cer-
tificate of the mobile device is invalid (has been suspend-
ed, revoked, or the check has failed), an error message
is sent back to the smart mobile device. In case the card
issuer bank 25 communicates with the client’s mobile
device viaan MQ connection, the mobile device is notified
also in an MQ message of the unsuccessful authentica-
tion.

[0113] If the confirmation fails for some reason (due to
an invalid certificate, rejection, or a time limit), the refusal
message is sent by the issuer bank to the server 30 of
the webshop via the server 34 of the credit card company
and the server 32 of the banking service provider. The
result of the card payment transaction appears in the
display screen of the terminal 12.

[0114] In case the authentication is successful, and in
case the data comprised in the certificate, and - based
on the identifier of the card transaction - the authentica-
tion have been accepted by the contact module 20 of the
card issuer bank 25, the card transaction data are sent
back to the mobile device 14 by the authentication mod-
ule 24 of the card issuer bank 25. At this stage the trans-
action has not yet been approved on the mobile device.
[0115] After reviewing the information related to the
card paymenttransaction, the client may confirm or reject
the card payment transaction via the authentication mod-
ule 24 utilising the mobile device 14 (e.g. the browser
thereof).

[0116] In case the card issuer bank 25 communicates
with the mobile device via an MQ connection, the mobile
device is also notified in an MQ message of the success-
ful approval of the transaction, or that the transaction has
failed (due to refusal).

[0117] Thecardissuerbanksends anoticeofthe event
of confirmation orrefusal of the card payment transaction
by the client to the server of the merchant via the infor-
mation systems of the credit card company 34 and the
service provider bank 32. The result of the card payment
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transaction appears in the user interface of the webshop.
[0118] According to the present embodiment, in case
acommunication channelis established between the mo-
bile device 14 and the authentication module 24, the pay-
ment data of the webshop are sent to the mobile device
14, and information on the authorization or rejection of
the payment data by the user 10 is received.

[0119] The embodiment of Fig. 3 is illustrated also in
Fig 4. According to prior art solutions the card issuer bank
verifies the card data and fund status, and, in case of a
positive verification, confirms the transaction without re-
questing a confirmation from the card holder. By the na-
ture of the online payment process, in case the client’s
card data are compromised, the attacker may abuse the
card without the client even noticing it, since the card
remains in the client’s possession.

[0120] The authentication method according to the in-
vention allows the confirmation of the payment by the
client using an alternative channel, while it provides that
of the participants of the card payment process only the
servers of the card issuer bank 25 and the client’'s mobile
device have to be involved in the authentication process.
Other components of the chain do not perceive that a
second authentication process is being carried out in the
background. The key question is the manner in which
the server of the card issuer bank establishes connection
to the client’'s smart mobile device after the data related
to the given online payment transaction have been re-
ceived by the server, since the time limit for confirmation
is extremely short. Messaging techniques involving SMS
or push messages may seem an obvious solution, but
they both have the following disadvantages:

* By their nature, these techniques do not guarantee
that the message is sent immediately, and it will be
received by the client’s mobile device in a short time.
No SMS provider guarantees that.

* In both cases, an external third party (such as an
SMS provider) is required for relaying the messages,
which makes the issuer bank dependent to a large
extent on these parties.

* None of these solutions provide any proof to the
sender party (the card issuer bank) that the message
requesting confirmation of the authorisation has re-
ally been sent to the client. This may cause serious
difficulties to the issuer bank if a debate occurs.

¢ The application of SMS messages may cause sig-
nificant additional transaction costs.

[0121] The invention wherein the authentication mes-
sage is transferred in a MQ message eliminates these
disadvantages. The card issuer bank 25 may send ames-
sage in a synchronous manner to the mobile device con-
nected via the message queue module 26 without involv-
ing an external service provider. Similarly to the bank
transfer transaction, the message comprises the network
address of the authentication module 24, the identifier
corresponding to the card transaction being included in
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the message as a parameter. No sensitive data are com-
prised in the MQ message. The transaction may be
viewed, confirmed, or rejected on the mobile device only
after a successful authentication. The signature key re-
siding on the mobile device may be applied for sending
a return receipt of the MQ message received from the
card issuer bank. The return receipt may be archived by
the issuer bank’s system as a proof of the transaction.
[0122] In addition to online banking, the solution ac-
cording to the present invention may be applied for com-
pletely eliminating frauds related to cash withdrawal from
ATM-s that are capable of displaying QR-codes.

[0123] In case the mobile device is lost or gets stolen,
the process of blocking the device is the same as the
blocking process of lost/stolen bank cards. As soon as
the user reports his/her mobile device lost or stolen, the
certificates residing on the device are revoked immedi-
ately so that no further transaction can be confirmed us-
ing them.

[0124] The solution according to the invention may sig-
nificantly speed up banking processes for clients. Clients
possessing mobile devices involved in the method may
authorise banking contracts at home, using their digital
signatures. The authentication certificates installed on
the mobile device may also be applied for connecting to
VPN networks. The solution according to the invention
supports confirming transactions thatrequire multiple au-
thorisers.

[0125] Anembodimentofthe inventionrelates to a sys-
tem for authenticating a user at an entity. The system
according to the invention comprises a contact module
20 adapted for detecting a contacting of a user 10 to the
entity 16, aterminal 12 adapted for receiving the contact-
ing initiated by the user 10 with the contact module 20,
an authentication module 24 adapted for authenticating
the user 10, and a mobile device 14 adapted for receiving
a network address of the authentication module 24 in an
authentication message from the contact module 20. In
the system according to the invention the mobile device
is adapted for verifying acceptability of an entity certifi-
cate of the authentication module 24 based on the net-
work address, and the authentication module 24 is adapt-
ed for verifying acceptability of a user certificate of the
mobile device 14, and in case the entity certificate and
the user certificate are acceptable, the user 10 is authen-
ticated at the entity 16 by the system by establishing a
communication channel between the mobile device 14
and the authentication module 24, whereas in case the
entity certificate or the user certificate is not acceptable,
the user 10 is rejected at the entity 16.

[0126] The invention is, of course, not limited to the
preferred embodiments described in details above, but
further variants, modifications, changes, and develop-
ments are possible within the scope of protection defined
by the claims.
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Claims

1. A method for authenticating a user (10) at an entity
(16), comprising the steps of

- detecting, by means of a contact module (20)
of the entity (16), a contacting of the user (10)
made in a browser of a terminal (12), and

- sending, by means of the contact module (20),
a network address of an authentication module
(24) of the entity (16) to a mobile device (14) of
the user (10) in an authentication message,

characterised by

- using a message queue type message as the
authentication message, said message is sent
via a message queue module (26) correspond-
ing to the entity (16), and a return receipt signed
by a key of the user (10) is sent from the mobile
device (14) to the contact module (20) after the
message queue type message is received by
the mobile device (14) being connected to the
message queue module (26),

- verifying acceptability of an entity certificate of
the authentication module (24) by means of the
mobile device (14) based on the network ad-
dress, and verifying acceptability of a user cer-
tificate of the mobile device (14) by means of
the authentication module (24), and

- in case the entity certificate and the user cer-
tificate are acceptable, authenticating the user
(10) at the entity (16) by establishing a commu-
nication channel (114, 120, 122, 124) between
the mobile device (14) and the authentication
module (24), whereas in case the entity certifi-
cate or the user certificate is not acceptable, re-
jecting the user (10) at the entity (16).

2. The method according to claim 1, characterised in
that

- the step of verifying the acceptability of the en-
tity certificate comprises verifying by means of
the mobile device (14)

- validity of the entity certificate at an entity
certification provider (18), and

- trustworthiness of the entity certificate pro-
vider (18),

- the step of verifying the acceptability of the user
certificate comprises verifying by means of the
authentication module (24),

- validity of the user certificate at the user
certification provider (18), and
- trustworthiness of the user certification
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provider (18).

The method according to claim 2, characterised in
that

- the entity certification provider (18) corre-
sponds to an entity private key of the authenti-
cation module (24), and the entity certificate is
signed by the entity certification provider (18),
and

- the user certification provider (18) corresponds
to a user private key of the mobile device (14),
and the user certificate is signed by the user
certification provider (18).

The method according to claim 3, characterised in
that the user private key is generated on the mobile
device (14).

The method according to claim 1 to 4, characterised
in that the entity (16) is a card issuer bank (25), and
a contacting of a user (10) by submitting credit card
data via the terminal (12) on a payment interface of
awebshop is detected by means of a contact module
(20) of the card issuer bank (25) via a server (30) of
the webshop, via a server (32) of a banking service
provider of the webshop, and via a server (34) of a
credit card company.

The method according to claim 5, characterised in
that, in case a communication channelis established
between the mobile device (14) and the authentica-
tion module (24), payment data of the webshop are
sent to the mobile device (14), and information on
authorization or rejection of the payment data by the
user (10) is received.

The method according to any of claims 1 to 6, char-
acterised by detecting, by means of the contact
module (20), a login contacting at the terminal (12)
displaying a login interface of the entity (16), and
accepting the login of the user (10) to the entity (16)
in case the communication channel (114, 120, 122,
124) between the authentication module (24) and
the mobile device (14) is established.

The method according to claim 7, characterised in
that, after the login is performed,

- a contract to be signed by the user (10) and
the entity (16) is prepared utilising the data re-
quested from the user (10), and

- the contract is signed with a signature key of
the entity (16) and with a signature key of the
user (10) fetched from a key providing module
(28).

9. The method according to any of claims 1 to 6, char-
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acterised in that

- a contacting foradocument-signing is detected
by means of the contact module (20),

- a contract signed by the entity (16) and to be
signed by the user (10) is prepared utilising data
requested from the user (10), and a hash of the
contract is generated,

- the authentication module is a key providing
module (28), and a network address of the key
providing module (28) is sent to the mobile de-
vice (14) of the user (10) in an authentication
message by means of the contact module (20),
and the hash is sent encrypted in the authenti-
cation message,

- in case of establishing the communication
channel between the mobile device (14) and the
key providing module (28)

- the encrypted hash and an identifier of the
entity (16) is sent to the key providing mod-
ule (28),

- the entity (16) is identified by means of the
key providing module (28), and the encrypt-
ed hash is decrypted by means of a key as-
signed to the entity (16), and then the hash
is signed with a key of the user (10) being
in possession of the key providing module
(28), and

- the hash is sent to the entity (16) from the
key providing module (28) by verifying with
the entity (16) that the hash was received
from the entity (16).

10. The method according to any of claims 1 to 6, char-

acterised in that

- a contacting for a document decryption is de-
tected by means of the contact module (20), dur-
ing which the user (10) submits a document to
be decrypted to the contact module (20),

- the authentication module is a key providing
module (28), and the network address of the key
providing module (28) is sent to the mobile de-
vice (14) of the user (10) in an authentication
message by means of the contact module (20),
which comprises encrypted symmetric key be-
ing encrypted by a symmetric key that is com-
mon with the entity (16),

- in case of establishing a communication chan-
nel between the mobile device (14) and the key
providing module (28), the key providing module
(28)

- identifies a decryption key of the user (10)
by means of the user certificate,

- by means of a parameter identifying the
contact module (20), retrieves from its da-



27 EP 2929 671 B1

tabase the symmetric key that is common
with the entity (16), and generates the en-
crypted symmetric key by decryption by
means of the symmetric key thatis common
with the entity (16),

- decrypts the encrypted symmetric key by
means of the decryption key, and

- forwards the decrypted symmetric key to
the contact module (20), and

-the contact module (20) decrypts the document
to be decrypted by means of the symmetric key.

11. The method according to any of claims 1 to 10, char-

12.

acterised in that the certificate is an X.509-type cer-
tificate.

The method according to any of claims 1to 11, char-
acterised in that the communication channel is a
two-sided SSL communication channel.

13. A system for authenticating a user (10) at an entity

(16), comprising

- a contact module (20) adapted for detecting a
contacting of the user (10) to the entity (16),

- a terminal (12) adapted for receiving the con-
tacting initiated by the user (10) with the contact
module (20),

- an authentication module (24) adapted for au-
thenticating the user (10), and

- a mobile device (14) adapted for receiving a
network address of the authentication module
(24) in an authentication message from the con-
tact module (20),

characterised in that

- the system further comprises a message
queue module (26) corresponding to the entity
(16), the authentication message is a message
queue type message sent via the message
queue module (26), and the mobile device (14)
is adapted for sending a return receipt signed
by a key of the user (10) to the contact module
(20) after receiving the message queue type
message, wherein the mobile device (14) is con-
nected to the message queue module (26),

- the mobile device (14) is adapted for verifying
acceptability of an entity certificate of the au-
thentication module (24) based on the network
address,

- the authentication module (24) is adapted for
verifying acceptability of a user certificate of the
mobile device (14), and

- in case the entity certificate and the user cer-
tificate are acceptable, the user (10) is authen-
ticated at the entity (16) by the system by estab-
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lishing acommunication channel (114,120,122,
124) between the mobile device (14) and the
authentication module (24), whereas in case the
entity certificate or the user certificate is not ac-
ceptable, the user (10) is rejected at the entity
(16).

Patentanspriiche

Ein Verfahren zur Authentifizierung eines Nutzers
(10) an einer Einheit (16), umfassend die Schritte:

- Erfassen einer in einem Browser eines Termi-
nals (12) gemachten Kontaktierung des Nutzers
(10) mittels eines Kontaktmoduls (20) der Ein-
heit (16), und

- Senden einer Netzwerkadresse eines Authen-
tifizierungsmoduls (24) der Einheit (16) an ein
mobiles Gerat (14) des Nutzers (10) in einer Au-
thentifizierungsnachricht mittels des Kontakt-
moduls (20),

gekennzeichnet durch

- Nutzen einer Queue-Typ-Nachricht als Au-
thentifizierungsnachricht, wobei die genannte
Nachricht mittels eines mit der Einheit (16) kor-
respondierenden  Queue-Nachrichtenmoduls
(26) gesendet wird, und wobei ein durch einen
Schlissel des Nutzers (10) signierter Rick-
schein vondem mobilen Gerat(14) zu dem Kon-
taktmodul (20) gesendet wird, nachdem die
Queue-Typ-Nachricht von dem mobilen Gerét
(14) empfangen worden ist, welches mit dem
Queue-Nachrichtenmodul (26) verbunden ist,

- Verifizieren einer Akzeptierbarkeit eines Ein-
heitszertifikats des Authentifizierungsmoduls
(24) mittels des mobilen Gerats (14) basierend
auf der Netzwerkadresse, und Verifizieren einer
Akzeptierbarkeit eines Nutzerzertifikats des mo-
bilen Gerats (14) mittels des Authentifizierungs-
moduls (24), und

-indem Fall, dass das Einheitszertifikat und das
Nutzerzertifikat akzeptabel sind, Authentifizie-
ren des Nutzers (10) an der Einheit (16) durch
Aufbau eines Kommunikationskanals (114, 120,
122, 124) zwischen dem mobilen Gerat (14) und
dem Authentifizierungsmodul (24), wohingegen
in dem Fall, dass das Einheitszertifikat oder das
Nutzerzertifikat nicht akzeptabel ist, Ablehnen
des Nutzers (10) an der Einheit (16).

2. Das Verfahren nach Anspruch 1, dadurch gekenn-
zeichnet, dass

- der Schritt des Verifizierens der Akzeptierbar-
keit des Einheitszertifikats ein Verifizieren
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- einer Validitdt des Einheitszertifikats bei
einem Einheitszertifikat-Provider (18), und
- einer Vertrauenswirdigkeit des Einheits-
zertifikat-Providers (18), mittels des mobi-
len Gerats (14) umfasst,

- der Schritt des Verifizierens der Akzeptierbar-
keit des Nutzerzertifikats ein Verifizieren

- einer Validitdt des Nutzerzertifikats bei
dem Nutzerzertifikat-Provider (18) und

- einer Vertrauenswurdigkeit des Nutz-
erzertifikat-Providers (18) mittels des Au-
thentifizierungsmoduls (24) umfasst.

Das Verfahren nach Anspruch 2, dadurch gekenn-
zeichnet dass

- der Einheitszertifikat-Provider (18) mit einem
privaten Einheitsschlissel des Authentifizie-
rungsmoduls (24) korrespondiert, und das Ein-
heitszertifikat durch den Einheitszertifikat-Pro-
vider (18) signiert ist, und

- der Nutzerzertifikat-Provider (18) mit einem pri-
vaten Nutzerschlissel des mobilen Gerats (14)
korrespondiert, und das Nutzerzertifikat durch
den Nutzerzertifikat-Provider (18) signiert ist.

Das Verfahren nach Anspruch 3, dadurch gekenn-
zeichnet dass der private Nutzerschlussel durch
das mobile Gerat (14) generiert ist.

Das Verfahren nach Anspruch 1 bis 4, dadurch ge-
kennzeichnet, dass die Einheit (16) eine Kartenhe-
rausgeberbank (25) ist, und eine Kontaktierung ei-
nes Nutzers (10) durch Eingeben von Kreditkarten-
daten Uber das Terminal (12) auf einem Zahlungs-
interface eines Webshops mittels eines Kontaktmo-
duls (20) der Kartenherausgeberbank (120) tber ei-
nen Server (30) des Webshops, ber einen Server
auf (32) eines Bank-Serviceproviders des Webs-
hops und Uber einen Server (34) einer Kreditkarten-
firma erfasst wird

Das Verfahren nach Anspruch 5, dadurch gekenn-
zeichnet, dass in dem Fall, dass ein Kommunikati-
onskanal zwischen dem mobilen Gerat (14) unddem
Authentifizierungsmodul (24) aufgebaut wird, Zah-
lungsdaten des Webshops an das mobile Gerat (14)
gesendet werden, und Informationen Uber ein Auto-
risieren oder Ablehnen der Zahlungsdaten durch
den Nutzer (10) empfangen werden.

Das Verfahren nach einem der Anspriiche 1 bis 6,
gekennzeichnet durch Erfassen eines Login-Kon-
taktierens an dem Terminal (12) mittels des Kontakt-
moduls (20), Anzeigen eines Login-Interfaces der
Einheit (16) und Akzeptieren des Logins des Nutzers
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(10) zu der Einheit (16) im Falle, dass der Kommu-
nikationskanal (114, 120, 122, 124) zwischen dem
Authentifizierungsmodul (24) und dem mobilen Ge-
rat (14) aufgebaut ist.

Das Verfahren nach Anspruch 7, dadurch gekenn-
zeichnet, dass nachdem der Login ausgefiihrt wor-
den ist,

- ein durch den Nutzer (10) und die Einheit (16)
zu signierender Vertrag angefertigt wird, wobei
die von dem Nutzer (10) angeforderten Daten
genutzt werden, und

- der Vertrag mit einem Unterschriftsschlissel
der Einheit (16) und mit einem Unterschrifts-
schliissel des Nutzers (10), abgerufen von ei-
nem Schlisselbereitstellungsmodul (28), sig-
niert ist.

9. Das Verfahren nach einem der Anspriiche 1 bis 6,

dadurch gekennzeichnet, dass

- eine Kontaktierung fiir eine Dokumenten-Un-
terschrift mittels des Kontaktmoduls (20) erfasst
wird,

- ein Vertrag, welcher von der Einheit (16) sig-
niert ist, und welcher von dem Nutzer (10) zu
signieren ist, angefertigt wird, wobei von dem
Nutzer (10) angeforderte Daten genutzt werden,
und ein Hash des Vertrags generiert wird,

- das Authentifizierungsmodul ein Schliisselbe-
reitstellungsmodul (28) ist, und eine Netzwerk-
adresse des Schlisselbereitstellungsmoduls
(28) in einer Authentifizierungsnachricht mittels
des Kontaktmoduls (20) an das mobile Gerat
(14) des Nutzers (10) gesendet wird, und der
Hash verschlisselt in der Authentifizierungs-
nachricht gesendet wird,

- in dem Fall, dass ein Kommunikationskanal
zwischen dem mobilen Gerat (14) und dem
Schlisselbereitstellungsmodul (28) aufgebaut
wird

- der verschlisselte Hash und ein Identifi-
kator der Einheit (16) an das Schlisselbe-
reitstellungsmodul (28) gesendet wird,

- die Einheit (16) mittels des Schliisselbe-
reitstellungsmoduls (28) identifiziert wird,
und der verschlisselte Hash mittels eines
der Einheit (16) zugeordneten Schlussels
entschlisselt wird, und dann der Hash mit
einem Schlissel des Nutzers (10), welcher
im Besitz des Schlusselbereitstellungsmo-
duls (28) ist, signiert wird, und

- der Hash von dem Schlusselbereitstel-
lungsmodul (28) durch Verifizieren mit der
Einheit (16), dass der Hash von der Einheit
(16) empfangen worden ist, an die Einheit
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(16) gesendet wird.

10. Das Verfahren nach einem der Anspriiche 1 bis 6,

dadurch gekennzeichnet, dass

- eine Kontaktierung fiir eine Dokumentenent-
schliisselung mittels des Kontaktmoduls (20) er-
fasst wird, wahrend der Nutzer (10) ein zu ent-
schlisselndes Dokument bei dem Kontaktmo-
dul (20) einreicht,

- das Authentifizierungsmodul ein Schlisselbe-
reitstellungsmodul (28) ist, und die Netzwerka-
dresse des Schlusselbereitstellungsmoduls
(28) an das mobile Gerat (14) des Nutzers (10)
in einer Authentifizierungsnachricht mittels des
Kontaktmoduls (20) gesendet wird, welches ei-
nen verschlisselten symmetrischen Schlissel
umfasst, welche durch einen symmetrischen
Schlissel verschlisselt ist, was gemeinsam mit
der Einheit (16) ist,

- in dem Fall, dass ein Kommunikationskanal
zwischen dem mobilen Gerat (14) und dem
Schlisselbereitstellungsmodul (28) aufgebaut
wird, dass Schlisselbereitstellungsmodul (28)

- einen Entschlisselungs-Schlissel des
Nutzers (10) mittels des Nutzerzertifikates
identifiziert,

- mittels eines Parameters, welcher das
Kontaktmodul (20) identifiziert, den symme-
trischen Schliissel, der gemeinsam mit der
Einheit (16) ist, von seiner Datenbank ab-
ruft, und den verschlisselten symmetri-
schen Schlissel generiert, indem mittels
des symmetrischen Schlissels, der ge-
meinsam mitder Einheit (16) ist, entschlis-
selt wird,

- den verschlisselten symmetrischen
Schlissel mittels des entschlusselten
Schlissels entschlisselt, und

- den entschlisselten symmetrischen
Schlisselan das Kontaktmodul (20) weiter-
leitet, und

-das Kontaktmodul (20) das zu entschliisselnde
Dokument mittels des symmetrischen Schlis-
sels entschlisselt.

11. Das Verfahren nach einem der Anspriiche 1 bis 10,

12.

dadurch gekennzeichnet, dass das Zertifikat ein
X.509-type-Zertifikat ist.

Das Verfahren nach einem der Anspriiche 1 bis 11,
dadurch gekennzeichnet dass der Kommunikati-
onskanal ein zweiseitiger SSL-Kommunikationska-
nal ist.

13. Ein System zur Authentifizierung eines Nutzers (10)
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an einer Einheit (16), umfassend

- ein Kontaktmodul (20), welches dazu einge-
richtetist, eine Kontaktierung eines Nutzers (10)
an der Einheit (16) zu erfassen,

- ein Terminal (12), welches dazu eingerichtet
ist, eine Kontaktierung welche durch den Nutzer
(10) mit dem Kontaktmodul (20) eingeleitet wor-
den ist, zu empfangen,

- ein Authentifizierungsmodul (24), welches da-
zu eingerichtet ist, den Nutzer (10) zu authenti-
fizieren, und

- ein mobiles Gerat (14), welches dazu einge-
richtet ist, eine Netzwerkadresse des Authenti-
fizierungsmoduls (24) in einer Authentifizie-
rungsnachricht von dem Kontaktmodul (20) zu
empfangen,

dadurch gekennzeichnet dass,

- das System weiterhin ein mit der Einheit (16)
korrespondierendes Queue-Nachrichtenmodul
(26) umfasst, wobei die Authentifizierungsnach-
richt eine Queue-Typ-Nachricht ist, welche Uber
das Queue-Nachrichtenmodul (26) gesendet
worden ist, und wobei das mobile Gerat (14) da-
zu eingerichtet ist, einen durch einen Schlissel
des Nutzers (10) signierten Riickschein an das
Kontaktmodul (20) zu senden, nachdem die
Queue-Typ-Nachricht empfangen worden ist,
wobei das mobile Gerat (14) mit dem Queue-
Nachrichtenmodul (26) verbunden ist,

- das mobile Gerat (14) dazu eingerichtet ist,
eine Akzeptierbarkeit eines Einheitszertifikats
des Authentifizierungsmoduls (24) basierend
auf der Netzwerkadresse zu verifizieren,

- das Authentifizierungsmodul (24) dazu einge-
richtet ist, die Akzeptierbarkeit eines Nutzerzer-
tifikats des mobilen Gerats (14) zu verifizieren,
und

-indem Fall, dass das Einheitszertifikat und das
Nutzerzertifikat akzeptabel sind, der Nutzer (10)
an der Einheit (16) durch das System authenti-
fiziert wird, indem ein Kommunikationskanal
(114,120,122, 124) zwischen dem mobilen Ge-
rat (14) und dem Authentifizierungsmodul (24)
aufgebaut wird, wohingegen in dem Fall, dass
das Einheitszertifikat oder das Nutzerzertifikat
nicht akzeptabel ist, der Nutzer (10) an der Ein-
heit (16) abgelehnt wird.

Revendications

Procédé pour authentifier un utilisateur (10) au ni-
veau d’une entité (16), comprenant les étapes de

- détecter, au moyen d’'un module de contact
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(20) de I'entité (16), un contact de l'utilisateur
(10) réalisé dans un navigateur d’'un terminal
(12), et

- envoyer, au moyen du module de contact (20),
une adresse de réseau d’'un module d’authenti-
fication (24) de I'entité (16) a un dispositif mobile
(14) de lutilisateur (10) dans un message
d’authentification, caractérisé par

- utiliser un message de type file d’attente de
messages comme le message d’authentifica-
tion, ledit message est envoyé via un module de
file d’attente de messages (26) correspondant
al’entité (26), et un regu de retour signé par une
clé de l'utilisateur (10) est envoyé du dispositif
mobile (14) au module de contact (20) aprés que
le message de type file d’attente de messages
a étérecu par le dispositif mobile (14) étant con-
necté au module de file d’attente de messages
(26),

- vérifier 'acceptabilité d’un certificat d’entité du
module d’authentification (24) au moyen du dis-
positif mobile (14) sur la base de 'adresse de
réseau, et vérifier lacceptabilité d’un certificat
d’utilisateur du dispositif mobile (14) au moyen
du module d’authentification (24), et

-dans le cas ou le certificat d’entité et le certificat
d’utilisateur sont acceptables, authentifier I'uti-
lisateur (10) au niveau de I’entité (16) en établis-
sant un canalde communication (114, 120, 122,
124) entre le dispositif mobile (14) et le module
d’authentification (24), alors que dans le cas ou
le certificat d’entité ou le certificat d’utilisateur
n’est pas acceptable, rejeter I'utilisateur (10)au
niveau de I'entité (16).

Procédé selon larevendication 1, caractérise en ce
que

- I'étape de vérification de 'acceptabilité du cer-
tificat d’entité comprend de vérifier au moyen du
dispositif mobile (14)

- la validité du certificat d’entité au niveau d’'un
fournisseur de certification d’entité (18), et

- la fiabilité du fournisseur de certificat d’entité
(18),

- I'étape de vérification de 'acceptabilité du cer-
tificat d’utilisateur comprend de vérifier au
moyen du module d’authentification (24),

- la validité du certificat d’utilisateur au niveau
du fournisseur de certification d’utilisateur (18),
et

- la fiabilité du fournisseur de certification d’uti-
lisateur (18).

Procédé selon larevendication 2, caractérisé en ce
que

- le fournisseur de certification d’entité (18) cor-
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respond a une clé privée d’entité du module
d’authentification (24), et le certificat d’entité est
signé par le fournisseur de certification d’entité
(18), et

- le fournisseur de certification d’utilisateur (18)
correspond a une clé privée d’utilisateur du dis-
positif mobile (14), et le certificat d’utilisateur est
signé par le fournisseur de certification d’utilisa-
teur (18).

Procédé selon larevendication 3, caractérisé en ce
que la clé privée d’utilisateur est générée sur le dis-
positif mobile (14).

Procédé selon les revendications 1 a 4, caractérisé
en ce que l'entité (16) est une banque émettrice de
cartes (25), et un contactd’un utilisateur (10) en sou-
mettantdes donnéesde carte de créditviale terminal
(12) sur une interface de paiement d’'une boutique
en ligne est détecté au moyen d’'un module de con-
tact (20) de la banque émettrice de carte (25) via un
serveur (30) de la boutique en ligne, via un serveur
(32) d’un fournisseur de services bancaires de la
boutique enligne, etviaun serveur (34)d’une société
émettrice de carte de crédit.

Procédé selon larevendication 5, caractérisé en ce
que, dans un cas ou un canal de communication est
établi entre le dispositif mobile (14) et le module
d’authentification (24), des données de paiement de
la boutique en ligne sont envoyées au dispositif mo-
bile (14), et des informations concernant l'autorisa-
tion ou le rejet des données de paiement par l'utili-
sateur (10) sont regues.

Procédé selon I'une quelconque des revendications
1 a 6, caractérisé par la détection, au moyen du
module de contact (20), d’un contact de connexion
au niveau du terminal (12) affichant une interface de
connexion de I'entité (16), et 'acceptation de la con-
nexion de I'utilisateur (10) a I'entité (16) dans le cas
ol le canal de communication (114, 120, 122, 124)
entre le module d’authentification (24) et le dispositif
mobile (14) est établi.

Procédé selon larevendication 7, caractérisé en ce
que, apres que la connexion a été établie,

- un contrat a signer par 'utilisateur (10) et I'en-
tité (16) est préparé en utilisant les données de-
mandées a I'utilisateur (10), et

- le contrat est sighé avec une clé de signature
de I'entité (16) et avec une clé de signature de
I'utilisateur (10) extraite d’'un module de fourni-
ture de clé (28).

9. Procédé selon 'une quelconque des revendications

1 a 6, caractérisé en ce que
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-uncontact envue d’'une signature dedocument
estdétecté au moyendu module de contact(20),
- un contrat signé par I'entité (16) et a signer par
I'utilisateur (10) est préparé en utilisantdes don-
nées demandées a l'utilisateur (10), et un ha-
chage du contrat est généré,

- le module d’authentification est un module de
fourniture de clé (28), et une adresse de réseau
du module de fourniture de clé (28) est envoyée
au dispositif mobile (14) de I'utilisateur (10) dans
un message d’authentification au moyen du mo-
dule de contact (20), et le hachage est envoyé
crypté dans le message d’authentification,

- en cas d’établissement du canal de communi-
cation entre le dispositif mobile (14) et le module
de fourniture de clé (28)

- le hachage crypté et un identifiant de I'en-
tité (16) sont envoyés au module de fourni-
ture de clé (28),

- entité (16) est identifiée au moyen du mo-
dule de fourniture de clé (28), et le hachage
crypté est décrypté au moyen d’une clé at-
tribuée a I'entité (16), et ensuite le hachage
est signé avec une clé de I'utilisateur (10)
étant en possession du module de fournitu-
re de clé (28), et

- le hachage est envoyé du module de four-
niture clé (28) a I'entité (16) en vérifiantavec
I'entité (16) que le hachage a été regu par
Ientité (16).

10. Procédé selon 'une quelconque des revendications
1 a 6, caractérisé en ce que

- un contact en vue d’un décryptage de docu-
ment est détecté au moyen du module de con-
tact(20), pendantlequel l'utilisateur (10) soumet
un document a décrypter au module de contact
(20),

- le module d’authentification est un module de
fourniture de clé (28), et 'adresse de réseau du
module de fourniture de clé (28) est envoyée au
dispositif mobile (14) de l'utilisateur (10) dans
un message d’authentification au moyen du mo-
dule de contact (20), qui comprend une clé sy-
métrique cryptée étant cryptée par une clé sy-
métrique qui est commune avec I'entité (16),

- en cas d’établissement d’'un canal de commu-
nication entre le dispositif mobile (14) et le mo-
dule de fourniture de clé (28), le module de four-
niture de clé (28)

- identifie une clé de décryptage de I'utilisa-
teur (10) au moyendu certificat d’utilisateur,
-aumoyen d’un paramétre identifiantle mo-
dule de contact (20), récupére dans sa base
de données la clé symétrique qui est com-
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1.

12.

13.

mune avec I'entité (16), et génére la clé sy-
métrique cryptée par décryptage au moyen
de la clé symétrique qui est commune avec
Ientité (16),

- décrypte la clé symétrique cryptée au
moyen de la clé de décryptage, et

- transfére la clé symétrique décryptée au
module de contact (20), et

- le module de contact (20) décrypte le document
a décrypter au moyen de la clé symétrique.

Procédé selon I'une quelconque des revendications
1 a 10, caractérisé en ce que le certificat est un
certificat de type X.509.

Procédé selon I'une quelconque des revendications
1 a 11, caractérisé en ce que le canal de commu-
nication est un canal de communication SSL bidirec-
tionnelle.

Systéme pour authentifier un utilisateur (10) au ni-
veau d’une entité (16), comprenant

-unmodule de contact(20) adapté pour détecter
un contact de l'utilisateur (10) avec I'entité (16),
- unterminal (12) adapté pourrecevoirle contact
initié par I'utilisateur (10) avec le module de con-
tact (20),

- un module d’authentification (24) adapté pour
authentifier I'utilisateur (10), et

- un dispositif mobile (14) adapté pour recevoir
une adresse de réseau du module d’authentifi-
cation (24) dans un message d’authentification
provenant du module de contact (20),

caractérisé en ce que

- le systéme comprend en outre un module de
file d’attente de messages (26) correspondant
a l'entité (16), le message d’authentification est
un message de type file d’attente de messages
envoyé via le module de file d’attente de mes-
sages (26), et le dispositif mobile (14) estadapté
pour envoyer au module de contact (20) unregu
de retour signé par une clé de I'utilisateur (10)
aprés réception du message de type file d’atten-
te de messages, dans lequel le dispositif mobile
(14) est connecté au module de file d’attente de
messages (26),

- le dispositif mobile (14) est adapté pour vérifier
"acceptabilité d’un certificat d’entité du module
d’authentification (24) sur la base de l'adresse
de réseau,

- le module d’authentification (24) est adapté
pour vérifier 'acceptabilité d’un certificat d’utili-
sateur du dispositif mobile (14), et

-dans le cas ol le certificat d’entité et le certificat



37 EP 2929 671 B1

d’utilisateur sont acceptables, I'utilisateur (10)
est authentifié au niveau de I'entité (16) par le
systéme en établissant un canal de communi-
cation (114, 120, 122, 124) entre le dispositif
mobile (14) et le module d’authentification (24),
alors que dans le cas ou le certificat d’entité ou
le certificat d’utilisateur n’est pas acceptable,
l'utilisateur (10) est rejeté au niveau de I'entité
(16).
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Eljaras és rendszer folhasznsld mobil eszkézzel torénd sutentikalasara

tanusiivanyok segitségévsl

Szabadalmi igdnypontok

1. Eljdras felhasznald (10) entitdsnal (18) torténd autentikaldsara, amslynek

ROTAN

i

az entitds (16) kapesolatfelvétell modufjaval (20) észlsliik a felhasznald
(10} termindl {12) béngészdisben tarténd kaposolaticlvatelst és

a kapesclatfelvétell modullal (20) a felhasznald (10) mobil eszkozére
{14} autentikacids zenetben elkildjik az entitds (18) autentikacios
moduljanak (24) lalozatt oimét,

szzal jelleme zve, hogy

autentikacios Gzenstként az entitdshoz {18) tartozd Geenstsor modulen
{28} kersaztll kildott Gzanstsor tipust Uzenetet alkalmazunk, és ay
Uzenelsor tipust Uzenetnek az Gzenstsor modullal (26) kaposolathan
levd mobll eszkbzre (14) vald drkezését kovetden a mobll sszkbzzel
(14) 2 felhasznald (10) kulcsdval aldint tértivevényt kildink o
kapesolatfelvétell modulra (20,

a mobill sszkdzzel (14) a hdlozali cim alapian ellendrizzik az
autentikacios modul (24) entitdsi tandsitvanyanak alfogadhatosagst, és
82 autentikdclds modulial (34) ellendrizzik & mobil eszkor {14}
fethasznaldl tantsitvanyanak elfogadhatosagat, és

az entitasl tanGsitvany &5 a felhaszndloi tandsitvany glfogadhatdsdys
ssaten g mobll eszkz (14) és a2 sutentikscids modul (24} kézdtt
kommunikacios csatormat (114, 120, 122, 124) i8trehozva a felhasznalot
(10} 8z entitasndl (168) autentikaliuk, az entitas tangsitvany vagy a
felhasznaldl  tantsitvany  elfogadhatatlansaga  esetén pedig a
felhasznaldt (10) az entitdsnal (16) elutasitjuk,

2. Az 1. igénypont szerinti eljards, azzal jellemezve, hogy

-

a mobil eszkdzzel (14) az entitasi tanGsitvany alfogadhatdsigansk
ellentrzésekor ellendrizzitk
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o

-~ 82 entitdsl  tanUsitvany  érvényességét  entitasi  hitelesités
szolgaltatonal (18), és

-~ az entitasi hitelesités szolgsitatd (18) megbizhatosagst,

~ Rz autentikacids  modullal  (24) 3 felhasznaldl  tanUsitvany
alfogadhatdsaganak ellentrzasekor ellsndrizeik

~ & felhaszndlol tantsitvany érvényességét falhaszndldl hitelesités
szolgaltatonal {18), é&s

« & felhasznaldl hitelesités szolgaltatd (18) megbizhatossgst,

A 2. igenypont szerntl eljards, azzal jellemezve, hogy

- az entitdsi hitelesités szolgdltatd (18) sz sutentikacios modul (34
entitasi magankulesahoz tartozik, és az entitasi tandsitvany az enfitdsi
hitelesités sxolgaltatd (18) altal ala van frva, ss

- 8 felhasznaldi hitelesités  szolgdltats {(18) 3 mobil eszkoz gL
felhasznald! magdnkulesghoz tartozik, és g falhasznaldi tanusitvany a
fethasznald! hitelesites szolgdliald (18) altal ald van frva.

A3 igénypont srerintl eljeras, azzal jellemerve, hogy a fethasanald
magankulesot a mobil sszkdedn (14 generaljuk,

- Az 1-4. igénypontok barmelyike szerint elidras, azzal jellemasve, hagy az

entités {18} karyakiboosald bank (25), és a termindlon {13} keresztil
webaruhaz fizetési faliietén a felhasznalé (10} kartyaadsatai megadasaval
tortend  kaposolatfelvélelst  dezlefibk & kartyakiboosstd  bank {25}
kapresolatfelvetell  moduljgval (20) a webdruhdz  szerverén {30), =
webaruhaz  szolgdltald bankjanak szerverén (32) és  karyatarsasag
srerverdn (34} kereszidl

Az 5. igénypont szernti eljards, azzal jellemezve, hogy a mobil eszkoz {14}
&8 ax autentikacios modul (24) kozdtt kommunikdcids csatoms letrehozdsa
eseten a webaruhdx fizetést adatait 8 mobil eszkdzre (14) megkldiik, és o
flzetést adatokkal kapesolatosan a felhasznald (10) jovdhagyasat vagy
slutasitasat fogadiuk,
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7. Az 16, igénypontok barmelyike szerinti eljards, azsal jellemezve, hogy 8

terminglon (13} az entitds (18) bejelentkezési feliletét megielanitve a

kaposolatfelvétell modullal (20) bejelentkezési kaposolatiolvéielt saslelink,

¢s a mobil eszkbz (14) és az autentikdclds modul (24) kozott

koramunikcids csatoma (114, 120, 122, 124) istrehozasa eseién a

felhasenald (10) entitdshoz (16) tHrtént bajelentkezését eifogadjuk.

8 A7 igénypont szerintt elidrds, azzal jellemezve, hogy a bejelentkeszést
Kovetden

-~

=

& felhasanaldtol (10) bekért adatokkal & fathasznald (10) és az entités
{16} altal aldirandd szerzédést készitiink sif, és

3 szerzoddést elldtjuk az entitas (16) alaindl kulosdval és a felhasznald
{10} kudesszolgaliato modultd! (28) bekért alaidl kulcsaval,

& kaposolatfelvétell modullal (20) dokumentum alairas) kapesolatfelvétalt
aszlelink,

3 Telhasenaldto! (10) bekért adatokkal a fethasznald (10) dlital aldirands
€8 az enlilds (18) altal aldint szerzodést készitink o6, &5 a szarzddés
fenyomatat képezziik,

az  autentikacios  modul  kulesszolgdtatd  moedul (28) és @
kaposolatfelvétel modullal (20) a felhasznald (10) mobil eszkizérs (14)
autentikdeids Gzenetben a kulesszolgaltatd modul (24) haldeati cimat
Kildjk el, &s az sulentikacids lzenetben & lenyomatot is elkidjik
titkogdtva,

kommunikacios csatorna létrehozasa esetén

- & lenyomatot titkositva &s az entitds {16) azonositojat alkildiik a
kulesszolgdltatd modul (28} részér,

- & kulesszolgaltatd modullal (28) beazonosifuk az entitast (16) és
az entitashoz (16) rendslt kulcesal a titkositolt lenyomatot
visszafejtjik, majd a lenyomatot a felhasznalongk (10) @
kulceszolgaltaté modul {(28) rendelkezéssre All0 kulcsénak
seghségeve! aldiruk, és



.

- az entitassal (16) igazolva, hogy a lenyomat az entitasrdl (16)
erkazetl, a kulcsszolgalisté moduldl (28) a2  lenyomatot
megkdink az entitas (18) részére,

10. Az 1-8. igénypontok bérmelyike szerinti eljards, azzal jellemezve, hagy
=&  kapcsolatfelvdtell  modullal  (20)  dokumentum  visszalejtési
kapesolatfelvételt  észlellink, amslynek soran & felhasznald (10)
visszafeftendd dokumentumot tovabbit a kaposolatfelvétali modulnak
(20},

-~ ar  autentkacios  modul  kulcsszolgsitatd modul  (28), &8 a
Kaposolatfelvetell modullal (20) a fethasznald (10} mobil esskozére {14)
attentikacids Uzenetben a kulosszolgditatd modul (28) hslorati cimet
kildjok of, amely tartalmaz ttkositolt szimmettikus  kulosot, amely
titkositva van az entitissal {(16) kizds szimmetrikus kulcosal,

~ 8 mobil eszkdz (14) és a kulcsszolgaltaté modul (28] kdzot
kommunikasios csatormna letrehozasa esetén a kulesszolgaltatd modul
{28}

< & felhasznaldl tantsitvany slapjan beazonositia & felhasensls
{10} visszalfejtd kulesat,

= & kaposolatfelvétell  modult  (30)  aronositd  paraméter
segitségével kiolvassa adatbazisébdl az entitdssal (16) kozos
szimmetrikus titkositd kulesol, és visszafejtéssel eldslitia a
titkositolt  sgimmetrikus  kulesot sz entifassal  (18)  kozds
szirmmetrikus kules segitségével,

- visszafeltd kulcesal titkositott szimmetrikus kulesot visszafelti, és

- tovabbitja a visszafejtett szimmetrikus kulesot a kapesolatielvétel
modulnak (20}, valamint

< & Rapcsolatfelvétell modul (14) a szimmetrikus kuloosal visszafeiti a
visszafeitendd dokumentumot,

tandsitvany X.508-es fipusd.



<5

12, Az 1-11, nénypontok bérmelyike szerinti aljdras, azzsl jellemezve, hogy &

kommunikacids ceatorna kétoldalt 8L kommunikacids ceatormna.

13. Rendszer felhasznglo (10} entitdsnal (18) tonténd autentikalasdra, amely

tartaimaz
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a felhasznaldnak (10} ax entitdsndl (168) rténd kaposolatielvétalénak
esziglesers alkalimas kapesolatfelvétali modult (203,

g felhasznalonak (10} a kapcsolatfelvétell modullal (20} t6rénd
kapesolatfelvételének fogadasara alkalmas terminalt (12),

a felhaszndlo (10) sulentikalésara alkalmas autentikacios modult (243,
&8

a kKapesolatfelvétell modulrdl (20} az autentikacios modul (24) haldzat
cimének autentikacios (zenetben t6rténd fogadasars alkalmas mobil
gazkdzt (14),

azzat jellems 2z ve hogy

a rendszer tadalmaz tovabbd az entitashoz (16) tartozd (zenetsor
maodult {28}, az autentikacids Gzenet az Gzenetsor modulon kerseztil
killdott Gzenetsor tipust fzenel, és az (zenetsor modullsl (26)
kapesolatban 16vé mobil eszkdz (14) alkalmas az Uzenetsor tipusd
Uzeneinek a mobil eszkdere (14) vald rkazéedt kévetben a felhasznald
(10} kulosaval alaint Wrtivevénynek a kaposolatfelvétell modulra (20)
vald kildssére, '

8 mobil eszkdz (14} alkalmas a haldzatl oim alapfan az autentikicids
roodul (24) entitasi tandsitvanya elfogadhatésaganak sliendrzésére,

az sutentikacios modul (24} pedig alkalmas a mobil eszkozr (14)
fethasenalod tandsitvanya slifogadhatosaganak ellenérzésére, és

8 rendszerel az entildsl tanlsitvdny és a felhaszndlal tantsitvany
elfogadhatdsaga esetén a mobil esshor (14) és az autentikacids modul
(24} kozdtt kommunikacias csatorna (114, 120, 122, 124) iélestiésével
a fethasenald (10) az entitasnal {16) autentikaldsra ke, az entitasi
tanusitvany vagy a felhasznalél tanUsitvany slfogadhatatiansaga ssetén
pedig a felhasznald (10) az entitésnal (18) elutasitasra keril,
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