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network address or a port/socket. The first network device sends a packet to the second network device using the access information.
o The first network device then computes next access information according to the security key and a next time value and sends a
packet to the second network device using the next access information.
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TIME-KEY HOPPING

TECHNICAL FIELD

The present application generally relates to communication
networks, and more specifically to secure access of communication
networks.

BACKGROUND

An attack of a computer network system may attempt to gain
unauthorized access to or make unauthorized use of a resource of the
network system. For example, a hacker can mask his or her 1identity
and sniff packets to learn the mapping of the network system, such
as how the network 1s designed and where key 1tems (e.g., routers)
are located. The hacker can then attack the key items.

SUMMARY

In accordance with the present 1nvention, disadvantages and
problems associated with previous techniques for access information
hopping may be reduced or eliminated.

In certain embodiments, a Tfirst network device stores a
security key associated with a second network device. The first
network device computes access 1nformation according to the security
key and a time value. The access 1information may be a network
address or a port/socket. The first network device sends a packet to
the second network device using the access information. The first
network device then computes next access information according to
the security key and a next time value and sends a packet to the
second network device using the next access information.

Certain embodiments of the 1invention may provide one or more
technical advantages. A technical advantage of one embodiment may be
that changing the network addresses makes it more difficult for
unauthorized users to access a network. Another technical advantage
of one embodiment

CA 2798623 2017-09-11
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may be that changing the ports/sockets makes it more
difficult for unauthorized processes to access a device,
Certain embodiments of the invention may include
none, some, or all of the above technical advantages.
One or more other technical advantages may be readily
apparent to one skilled in the art from the figures,

descriptions, and c¢laims included herein.

BRIEEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding of the present

invention and its features and advantages, reference is
now made to the following description, taken 1in

conjunction with the accompanying drawings, 1n which:

FIGURE 1 illustrates an example of a network system

that 1mplements a technique that may be referred to as
Network-to-Network Time-Key Hopping (NNTKH) ;

FIGURE 2 1llustrates another example of a network
system that implements a Network-to-Network Time-Key
Hopping technique;

FIGURE 3 i1llustrates an example of a network system
200 that 1mplements a technigue that may be referred to

as Port/Socket Time-Key Hopping (PSTKH); and

FIGURE 4 1llustrates another example of a network
system that implements a Port/Socket Time-Key Hopping

technique.

DETAILED DESCRIPTION OF THE DRAWINGS

Embodiments of the present invention and its
advantages are best understoocd by referring to FIGURES 1
through 4 of the drawings, like numerals used for 1like

and corresponding parts of the various drawilings.
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Security was not originally built 1nto Internet

I?i‘otocol (IP) networks. Certain protocols, such as the
access control list (ACL) protocol, address security for
accessing a resource oOr securing a communication link. In
certaln situations, however, a hacker can mask his or her

identity and sniff packets to learn the mapping of a
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network, such as how the network 1s desligned and where
key items (e.g., routers) are located. For example, the
hacker may learn access information, such as network
addresses and/or ports/sockets. The hacker can then
attack key items or create diversionary attacks to steal
information. If static access information is used, then |
the hacker can continue the attacks.

Certain embodiments described herein may provide

enhanced security over computer systems that use static

access information. Certain embodiments may change the
access 1nformation such that unauthorized users cannot
mailntain an attack on a system using previously known
access i1nformation. For example, certain embodiments may
change the network addresses to make i1t more difficult
for unauthorized users to access a network. Other
embodiments may change ports/sockets to make 1t more

difficult for unauthorized processes to access a device,

NETWORK TIME-KEY HOPPING

FIGURE 1 illustrates an example of a network system
10 that implements a technigque that may be referred to as
Network-to-Network Time-Key Hopping (NNTKH). In certain
embodiments, source network device 20 may calculate an
Internet Protocol (IP) address of a destination network
device 20 from a security key and a time value 1in order

to send a packet to the destination network device. The
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IP address may change when calculated at a different
time. In the embodiments, destination network device 20
may calculate the IP address of source network device 20
from a security.key and a time value in order to validate
a packet sent from the source network device 20.

In the example, network system 10 1includes network
devices A-C 20 (20a-c¢) coupled by communication networks
24 (20a-b). A network device 20 1includes one oOr more

interfaces (IFs) 30, logic 32, and one oOor more memories

34. Logic 32 includes one or more processors 40 and one
or more applications such as Internet Protocol (IP)
address engine 42. Memory 34 stores security keys 44.

A communication network 24 may comprise all or a

portion of one or more of the following: a public

switched telephone network (PSTN), a public or private
data network, a local area network (LAN), a metropolitan
area network (MAN), a wide area network (WAN), a local,
regional, or. global communication or computer network
such as the Internet, a wireline or wireless network or
link, arn enterprise intranet, other suitable
communication 1link, or any combination of any of the
preceding.

A communication network 24 may include any sultable

number of devices and links. For example, 1f network
devices 20 belong to the same communication network,
communication network 24 may be a 1link within the
network. If network devices 20 belong to different
communication networks, network 24 may be an entire
network. In certain embodiments, each communication
network 24 may be configured to operate i1ndependently of

other networks 24. If one communication network 24 1s
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compromised, devices of that network 24 may be i1nstructed
to use a new key.

A network device 20 may be any sultable device that
medliates data 1n a computer network. Examples of
network devices include gatewaysg, routers, switches,
bridges, hubs, repeaters, and endpocints. An endpoint may
be any suitable device that communicate with another
endpoint using a communication network, and may be
operated by a user. Examples of endpoint 20 include a
telephone such as a cellular telephone, a personal

digital assistant, a computer such as a laptop, or a

mobile device. In certalin embodiments, a first network

device 20 of a path may be adjacent to a second network

device 20 of the path if the first network device 20
sends- a packet along the path by addressing the packet to
the second network device 20. .

In certain embodiments, access information may be
calculated from a key and a time value. For example, a
network address for a network may be calculated from a
key of the network and a time value, as described with
reference to FIGURES 1 and 2. As another example, a

port/socket for an application may be calculated from a

port/socket security key of the application and a time

value, as described with reference to FIGURES 3 and 4. In

certain embodiments, the key/time value palir may Dbe

represented as a time-key = (tiay a, keViaxy a) where t =
time. The access information may c¢hange asg the time
values change. For example, the network address for a

network may change, or the port/socket for an application
may be calculated may change. The access information may

be computed in any suitable manner, for example, by
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applying mathematical functions to the key and/or time
value.

A security key may be a sequence with pseudo-random
characteristics that can be used as an encryption key at
one end of communication, and as a decryption key at the

other end. Examples of keys include public/private Kkey

'sets that may be used according to Public Key

Infrastructure (PKI).

A time value may be any suilitable time value, such as
an objective or relative time value. An objective time
value that may be a function of a time distributed by a
timekeeper. For example, a central server may distribute
a time value T used to synchronize other network devices.
An obijective time value may be a function £(T) of a time
T. A relative time value may be a function of time
values tl and t2 (which may be relative or objective),
such as an elapsed time t2-tl.

In certain embodiments, a communication network 24
defines its own time such that network devices 20 of the
network 24 are synchronized. Synchronized devices 20 can
determine theilir own time wvalues as well as the time
values of other devices. In certain embodiments, the
time +values may have an acceptable deviation (or
acceptable variation or error), such a t +/- d, where t
represents the time value and d represents the acceptable
deviation.

In certain embodiments, network device B stores a
first security key associated with an adjacent network
device C. Network device B determines a time value and
computes a first IP address of network device C according
to the security key and the time value. Network device B

“1lrst IP

1

sends a packet to network device C using the
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address. At a later time, network device B determines a
next time value and computes a next IP address of network
device C according to the security key and the next time
value.

In the example of operation, network device B stores

‘a second security key assocliated with adjacent network

device A. Network device B determines a time wvalue and
computes an IP address of network device A according to
the second security key and a second time value. The IP
address 1s an address that an authorized device would be
expected to use. Network device B recelves a packet sent
by network device A and having a source address. Network
device B validates the source address according to the
second IP address. For example, network device B may
check whether the source address matches the second IP
address.

In certain embodiments, network device B may change
to a different security key for network device C. Network
device B computes the IP address of network device C
according to that security key and the current time
value.

In certain embodiments, the network addresses (ox
post/sockets) may change according to a hopping schedule.
The schedule may define the times for address changes 1n
any sultable manner. For example, the schedule may
indicate an elapsed time between address changes. The
frequency of change may be set according to any sultable
factor, such a Sexrvice Level Agreement (SLA) metric,
mission, threat level, 7jitters, and intelligence. For
example, the frequency may be higher (such as more than
cnce an hour) during a higher threat level and lower

(such as legss than once a day) for a lower threat level.
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Moreover, different networks 24 may have the same or
different frequencies of change, and may change addresses
at the same or different times.

FIGURE 2 1llustrates another example of a network
system 100 that implements a Network-to-Network Time-Key
Hopplng technique. In certain embodiments, Network-to-
Network Time-Key Hoppling may be i1implemented using the

Domain Name System (DNS) and may be referred to as Domain

Name System Hopping IP (DNSH1ip) .

Network system 100 includes one or more
communication networks 124 that communicate with one
another. Networks 124 include one or more local area
networks (LANs) 126 (126a-b), one or more wide . area
networks (WANs) 128, and one or more honey LANs 129
(129a-Db) . Each network 124 includes one or more network
devices, such as hosts 112 (112a-d), servers 114 (114a),
clients 116 (116a), routers 118 (1l18a-b), and/or honey
pots 120 (120a-Db). Network system 100 also includes a

central DNS server 130 and one or more LAN DNS servers

132 (132a-c).

DNS servers may facilitate distribution of time-key
information. In certain embodiments, DNS servers may
facilitate distribution of time information. For example;
a communication network 24 defines its own time t +/- d,

where t represents the time value from central DNS server

30, and stores the time 1in local DNS server 32. In
certain examples, the time wvalue may be Greenwich Mean

Time (GMT). Local DNS server 32 shares the time with the

adjacent network DNS servers 32 with which 1t plans to

communicate.
In certain embodiments, DNS servers may facilitate

distribution of key information. For example, each
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network 24 authenticates and/or loads its security key to
devices (such as routers 18) between the networks 24,
Central DNS server 30 serves securlty keys to DNS servérs
32, which may distribute the Kkeys to devices. The
security Kkeys may instruct .routers 18 operating as

gateways to modify their gateway network address and the

gateway network addresses of the other network 24.
The time-key information may be communicated in any

suitable  manner. For example, DNS server 30 may

distribute a record type that includes the time-key for a
network on which the DNS server 30 resides and the
Greenwich Mean Time (GMT) for which the packet was
created. An IP address may be computed from the key, the
time value, and/or the GMT. If router 18 receives a
packet with a key that does not match the key of the
router 18, router 18 may forward the packet according to
protocols such as Time To Live (TTL) . If router 18
receives a packet with a key that matches, router 18
resolves the packet to the requested server.

A network device of a network may use the security
key to compute its next network address at a particular

time, for examplé, after a particular time has elapsed.

At a specified time, the network addresses change. For

example, host 12a may have a network address o

192.168.1.150 and run mySgl while honey-pot 20a may have
a network address of 192.168.1.10 and run mySgl. Host
12a’s network address changes to 192.168.1.32 and honey-
pét 20a’s network address changes to 192.168.1.150. When
the addresses change, the authorized devices know whei*e
to listen for packets and where to send packets, soO

communication 1is not lost. An unauthorized device,
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however, does not know where to listen for packets and
where to send packets.

In the 1llustrated example, router 18a may have a
hash key that comprises security keys Keviay o fOor LAN 26a
and Kevyay 2 fOor WAN 28. Router 1l8a may use Keyyay o and a
time wvalue to calculate an network address to send
packets to WAN 28. If WQN 28 recelves a packet that does
not have the correct network address, WAN 28 can perform
a defensive action on the packet. For example, WAN 28
may 1ignore the packet or send the packet to a honey-pot.

In the i1llustrated example, router 18a may use Keyian
a and a time value to calculate an network address to
validate packets from LAN 26a. If router 18a receives a

pracket that does not have the correct network address,

router 18a can ignore the packet. In certain
embodiments, a network device may have N number of
security keys, for N networks. A device may store at

least three keys, in case a key is compromised.

Honey devices such as honey pots 20 and honey LANS
provide false 1information to an unauthorized user and
typically serve no other function.'Any suitable number of
honey devices may be used such as at least approximately

5 percent of network devices.

PORT/SOCKET TIME-KEY HOPPING

FIGURE 3 1llustrates an example of a network system

200 that implements a technigque that may be referred to

as Port/Socket Time-Key Hopping (PSTKH). In certain
embodiments, an endpoint 220 may calculate a port/socket
for a procesé from a security key and a time value 1in
order to send a packet for the process. The port/socket

may change when calculated at a different time. In the
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embodiments, a port/socket may refer to a port, a socket,
or both a port and a socket.

In the example, system 200 includes endpoints 220
(220a-b) coupled by a communication network 214. Each
endpoint 220 includes one or more interfaces (IFs) 230
(230a-b), logic 232 (232a-b), and one oOr more memories
234 (234a-b). Interfaces 230 may include one or more
ports 248. Loglc 232 may include one oOr more pProcessors
240 (240a-b) and a port/socket engine 242 (242a-b).
Memory 234 may store security keys 244 (244a-b). System
100 may include devices of system 200, and system 200 may
include devices of system 100. For example, system 200

may include honey pots 120 or honey LANs 129.

In certain émbodimen':s, a first endpoint 220a

initiates communication with a second endpoint 220Db.
First endpoint 220a determines a port/socket security key
for the communication, synchronizes time between first
and second endpoints 220, and calculates a port/socket
according to a time value and the port/socket security
key. First endpoint 220a communicates with second

endpoint 220b using the port/socket. At a different time,

first endpoint 220a calculates a next port/socket

according to a next time wvalue and the port/socket
Security key and communicates with second endpoint 220Db
using the next port/socket. In certain embodiments, a
first endpoint 220a derives the port/socket security key
from a network security key.

A port 248 of a computer is a software address and
may be mapped to a particular process (or application).
A socket address may be the combination of an IP address
of the computer and a port. In certain embodiments, a

port/socket may refer to a port, a socket, or both a port
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and a socket. In certain embodiments, a port/socket for
an application may Dbe calculated from a port/socket
securlity key of the application and a time value.

In certain embodiments, port/socket hopping engine
24 computes a port/socket using a security key and an
elapsed time. Port/socket hopping engine 242 generates a
securlity key and defines and shares its own time with
port/socket hopping engine 242 with which it wants to
communicate.

An endpoint may obtain the port/socket. security Kkey
in any sultable manner. In certain embodiments, the

port/socket security key may be derived from a network

security key. For example, a mathematical function may
be applied to the network security key in order to derive
the port/socket security key.

FIGURE 4 illustrates an example of a system 200 that
may utilize the PSTKH technique. A port/socket hopping
engine 242 1includes a socket randomizer 252 and a port
randomizer 254 that selects a port/socket from multiple
ports/sockets. In the 1llustrated example, communication
network 214 1includes 1links 272, the Internet 270, an
Asynchronous Transfer Mode (ATM) network 280, a
Synchronous Optical Network (SONET) network 282, and an
Ethernet nétwork 284 to establish connections between
applications 260 (260a-b).

An application 260 may be any sulitable computer
application or process. For example, application 260 may
be an Internet Relay Chat (IRC) application 260 executed
on one endpoint 220 and may be communicating with another
IRC application 260 on the other endpoint 220. At a
first time, the IRC applications 260 may communicate

through port 293 of a Transfer Control Protocol (TCP)
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connection. After a period of time specified by the
securlity Kkey, a new port may be selected such that
applications 260 communicate through pdrt 524 of a TCP
connection, . The security key may also 1nstruct
port/socket hopping engine 242 to select a socket such
that the IRC applications 260 are coupled together
through a User Datagram Protocol (UDP) connection.

In the illustrated example, port/socket hopping
engine 242 creates a connection between applications 260
using a security key. In the example, a network time-key
1s known.

1. A process requests a socket.

2. The network access privilege and security key

py

of the process are checked.

3. The network time key is checked.

4, Port/socket hopping engine 242a authenticates
that the process has access rights to communicate on a
specific channel with a destination network address. For
example, port/socket hopping engine 242a checks one or
more of the following parameters: a process ID (PID), a
security key, and a destination network address.

5. Time-Sync packet 1s sent to the, destination
network address.

6. Endpocints 220 may establish a synchronized time

and variance allowance between endpoints.

7. Port/socket hopping engine 242a changes
ports/sockets from which  packets .are sent and/or
ports/sockets at which packets are received according a
schedule. Port/socket hopping engine 242b follows the
same schedule. If an endpoint 220 receives a packet that

does not satisfy the schedule, for example, does not have
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the correct port/socket at thé particular time, endpoint
220 may perform a defensive action on the packet.

In certain embodiments, PSTKH may be implemented on
certain ports and/or sockets but not  on other ports
and/or sockets. For example, a File Transfer Protocol
(FTP) static port may remain open for a system that does
not support hopping. |

Changing ports/sockets may increase resource costs.
Memory 1g O(1l), and computer performance utilization may
be approximately O(log log n) at the low end and 0(n”2)
at the high end. To help distribute computer
utilization, other processors can be used by the system.
For instance, by using Open Computing Language (OpenCL),

PSTKH may leverage processing capabilities of a Graphics

Processing Unit (GPU). The number of resources utilized
may correlate to the number of network connections.

In certain embodiments, PSTKH may address securlity

TN

short-falls of protocols such as secure Shell
(SSH) /Secure Sockets Layer  (SSL). In SSH/SSL, the
communication port associated with each application 1is
static once a connection has been established, and
SSL/SSH assumes that the connection established between
points is legitimate. An external threat might identify
the SSH/SSL vendor and release, then attack. Metadata or
other protocol mechanisms used between endpoints may be
discovered without decrypting the communication. With
PSTKH, the ports/sockets change such that the external
threat cannot maintain a valid connection.

In certain embodiments, port/socket hopping engine

242 may configure a connection to have a discreet time-
to-live before the connection is reset, or may compute a

new key and jump to a new hopping sequence. If a security
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key 1s compromised, only the hopping sequence between two
endpoints 220 1is affected and the messages may remain
encrypted.

In certain embodiments, port/socket hopping engine

242 may direct packets with invalid ports/sockets to a
honey port/socket. A honey port/socket provides false
information to an unauthorized user and typically serxrves
no other function. Any suitable number of ports/sockets
may be used.

' Modifications, additions, or omissions may be made
to the systems and apparatuses disclosed herein without
departing from the scope o©of the invention. The
components of the systems and apparatuses may Dbe
integrated or separated. Moreover, the operations of the
systems and apparatuses may be performed by more, fewer,
or other components. For example, the operations of an
engine 42 or 242 may be performed by more than one

component. Additionally, operations of the systems and

apparatuses may be performed using any suitable logic
comprising software, hardware, and/or other logic. As
used 1n this document, “each” refers to each member of a
set or each member of a subset of a set.

Modifications, additions, or omissions may | be made
to the methods disclosed herein without departing from
the scope of the invention. The methods may include
more, fewer, or other steps. Additi'onally, steps may be
performed in any sultable order.

In certain embodiments, an entity that performs a
first step that precedes (such as leads to) a second step
may be regarded as facilitating the second sgtep. For
example, 1f an entity performs step A that precedes step

B, the entity also facilitates step B. In certain
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embodiments, a first entity that performs a first step

that precedes a second step that may be performed by a
second entity may be regarded as allowing the second
entity to perform the second step. For example, 1f a

first entity performs step A that precedes step B that

may be performed by a second entity, the first entity
also allows the second entity to perform step B.

A compecnent of the systems and apparatuses disclosed
herein may include an interface, 1logic, wmemory, and/or
other suitable element. An interface receives input,
sends output, processes the input and/or output, and/or
performs other suilitable operation. An interface may

comprise hardware and/or software.

Logic performs the operations of the component, for

example, executes 1instructions to generate output from

input. Logic may include hardware, software, and/or other

logic. Logic may be encoded 1n one or more tangible

media and may perform operations when executed by a

computer. Certain logic, such as a processor, may manage
the operation of a component. Examples of a processor
include one oY more computers, one or more

microprocessors, one or more applications, and/or other
logic.

In particular embodiments, the operations of the
embodiments may be performed by one or more computer
readable media encoded with a computer program, software,
computer executable instructions, and/or instructions
capable of being executed by a computer. In particular
embodiments, the operations of the embodiments may be
performed by one or more computer readable media storing,

embodied with, and/or encoded with a computer program
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and/or having a stored and/or an encoded computer
program.

A memory stores information. A memory may comprise
one or more non-transitory, tangible, computer-readable,
and/or computer-executable storage media. Examples of
memory 1include computer memory (for example, Random
Access Memory (RAM) or Read Only Memory (ROM)), mass
storage media (for example, a hard disk), removable

storage media (for example, a Compact Disk (CD) or a

Digital Video Disk (DVD)), database and/or network
storage (for example, a server), and/or other computer-
readable medium.

Components of the systems and apparatuses may be
coup'led by any suitable communication network. A

communication network may comprise all or a portion of

one or more of the following: a public switched
telephone network (PSTN), a public or private data
network, a local area network (LAN), a metropolitan area
network '(MAN), a wide area network (WAN), a local,

regional, or global communication or computer network
such as the Internet, a wireline or wireless network, an
enterprise intranet, other suitable communication 1link,
or any combination of any of the preceding.

Although this disclosure has been described 1n terms
of certain embodiments, alterations and permutations of
the embodiments will be apparent to those skilled 1in the
art. Accordingly, the above description of the
embodiments does not constrain this disclosure. Other
changes, substitutions, and alterations are possible
without departing from the spirit and scope of this

disclosure, as defined by the following claims.
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WHAT TS CLAIMED IS:

1. A method comprising:

storing, at one or more memories of a network device, a
first security key associated with a first adjacent network

device:

determining, by one or more processors of the network
device, a time value;

computing, by the one or more processors, a fTirst
Internet Protocol (IP) address of the first adjacent network
device according to the first security key and the time value;

sending a packet to the first adjacent network device
using the first IP address;

determining, by the one or more processors, a next time
value;

computing, by the one or more processors, a nhext IP
address of the first adjacent network device according to the
first security key and the next time value; and

determining, by the one or more processors, a fTirst
hopping schedule that controls the computing of the next IP

address based on the first security key according to a first
frequency: and a second hopping schedule that controls the

computing of the next IP address based on the first security
key according to a second frequency higher than the first

freguency and dynamically switching from the first hopping
schedule to the second hopping schedule 11n response to
detecting a change 1n a network factor corresponding to at
least one of the network device and the first adjacent network

device.

2. The method of claim 1, wherein the network device
belongs to a first communication network, and wherein the
first adjacent network device belongs to a second

communication network.
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3. The method of claim 1, wherein the network device
and the first adjacent network belonging to the same
communication network.

4 The method of claim 1, wherein the network factor 1s
at least one of a task, a threat level, and i1ntelligence.

5. The method of claim 1, further comprising:

storing, at the one or more memories, a second security
key associated with a second adjacent network device;

computing, by the one or more processors, a second IP
address of the second adjacent network device according to the

second security key and a second time value; and

receiving a packet sent by the second adjacent network
device using the second IP address.

6. The method of claim 1, further comprising:

computing, by the one or more processors, a second IP
address of a second adjacent network device according to a
second security key and a second time value;

receiving a second packet sent by the second adjacent
network device, the second packet having a source address; and

validating the source address according to the second IP
address.

7. The method of claim 1, further comprising:

storing, at the one or more memories, a third security
key associated with the first adjacent network device; and

computing, by the one or more processors, a third IP
address of the first adjacent network device according to the
third security key and a next time value.
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8. One or more non-transitory computer readable media
storing program 1instructions which, when executed by a
processor, cause the processor to perform the operations of:

storing, at one or more memories of a network device, a
first security key associated with a first adjacent network

device;
determining a time value;

computing a first Internet Protocol (IP) address of the
first adjacent network device according to the first security

key and the time value;

sending a packet to the first adjacent network device
using the Tirst IP address;

determining, by the one or more processors, a next time
value:; and

computing, by the one or more processors, a next 1IP
address of the first adjacent network device according to the
first security key and the next time value; and

determining, by the one or more processors, a first
hopping schedule that controls the computing of the next IP
address based on the first security key according to a first
frequency and a second hopping schedule that controls the
computing of the next IP address based on the first security
key according to a second frequency that 1i1s higher than the
first frequency, and dynamically switching from the first
hopping schedule to the second hopping schedule 1n response to
detecting a change 1n a network factor corresponding to at
least one of the network device and the first adjacent network

device.

9. The non-transitory computer readable media of claim
8, wherein the network device belongs to a first communication
network, and wherein the first adjacent network device belongs
to a second communication network.
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10. The non-transitory computer readable media of claim
8, wherein the network device and the first adjacent network

belong to the same communication network.

11. The non-transitory computer readable media of claim
8, wherein the network factor 1is at least one of a task, a

threat level, and intelligence.

12. The non-transitory computer readable media of claim
8, the program instructions further operable to:

store a second security key associated with a second
adjacent network device;

compute a second IP address of the second adjacent
network device according to the second security key and a
second time value; and

receive a packet sent by the second adjacent network
device using the second IP address.

13. The non-transitory computer readable media of claim
8, the program instructions further operable to:

compute a second IP address of a second adjacent network
device according to a second security key and a second time

value;

receive a second packet sent by the second adjacent
network device, the second packet having a source address; and

validate the source address according to the second IP
address.

14. The non-transitory computer readable media of claim
8, the program instructions further operable to:

store a third security key associated with the first
adjacent network device; and
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compute a third IP address of the first adjacent network
device according to the third security key and a next time

value.

15. A method comprising:

initiating, by one or more processors of a first
endpoint, communication with a second endpoint;

determining one or more port/socket security keys for the
communication;

synchronizing time between the first endpoint and the
second endpoint;

calculating a port/socket according to a time value and
the port/socket security keys;

communicating with the second endpoint wusing the
port/socket;

calculating a next port/socket according to a next time
value and the port/socket security keys; and

communicating with the second endpoint using the next
port/socket; and

determining, by the one or more processors, a first
hopping schedule that controls the calculating of the next

port/socket according to a first frequency based on the
port/socket security keys and a second hopping schedule that

controls the computing of the next port/socket based on the
port/socket security keys according to a second frequency
different from the first frequency and dynamically switching
from the first hopping schedule to the second hopping schedule
in response to detecting a change 1n a network factor
corresponding to at least one of the first endpoint and the

second endpoint.

16. The method of claim 15, wherein the network factor
is at least one of a task, a threat level, and intelligence.
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17. The method of claim 15, wherein the determining the
nort/socket security key further comprises deriving at least
one port/socket security key from a network security key.

18. The method of claim 15, further comprising:

determining a static port/socket of the second endpoint;
and

communicating with the second endpoint using the static
port/socket.

19. One or more non-transitory computer readable media
storing program 1instructions which, when executed by a
processor, cause the processor to perform the operations of:

initiating, by a first endpoint, communication with a
second endpoint;

determining one or more port/socket security keys for the
communication;

synchronizing time between the first endpoint and the
second endpoint;

calculating a port/socket according to a time value and
the port/socket security keys;

communicating with the second endpoint using the
port/socket;

calculating a next port/socket according to a next time
value and the port/socket security keys; and

communicating with the second endpoint using the next
port/socket; and

determining, by the one or more processors, a first
hopping schedule that controls the calculating of the next
port/socket based on the port/socket security keys according
to a Tfirst frequency and a second hopping schedule that
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controls the computing of the next port/socket based on the
port/socket security keys according to a second frequency
different from the first frequency, and dynamically switching
from the first hopping schedule to the second hopping schedule
in response to detecting a change 1n a network factor
corresponding to at Tleast one of the first endpoint and the
second endpoint.

20. The non-transitory computer readable media of claim
19, wherein the network factor 1s at least one of a task, a

threat level, and 1ntelligence.

21. The non-transitory computer readable media of claim
19, wherein the determining the port/socket security key
further comprises deriving at least one port/socket security
key from a network security key.

22. The non-transitory computer readable media of claim
19, the program instructions further operable to:

determine a static port/socket of the second endpoint;
and

communicate with the second endpoint using the static
port/socket.
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