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REDUCING SERVICE DISRUPTIONS IN A may be an independently - deployable modular service that 
MICRO - SERVICE ENVIRONMENT may communicate with other services in a system ( e.g. , a 

cloud - based system ) through a lightweight interface . The 
RELATED CASES code of the software application may be stored along with 

5 micro - services in containers to create containerized appli 
The present application is a continuation of application cations . The containerized application may be released as 

Ser . No. 15 / 834,792 , filed Dec. 7 , 2017 , entitled “ REDUC software product that can be executed as a self - contained 
ING SERVICE DISRUPTIONS IN A MICRO - SERVICE application on nodes in a cloud . Each of the nodes ( e.g. , a 
ENVIRONMENT ” , which is incorporated by reference host computer , a virtual machine , etc. ) may support a 
herein . 10 container execution environment ( e.g. , a Docker environ 

ment ) . 
TECHNICAL FIELD In some embodiments , an application may be deployed as 

a plurality of services ( e.g. , micro - services ) on one or more 
The implementations of the disclosure relate generally to of the nodes . Each of the services may be hosted by one or 

computer systems and , more specifically , to reducing service 15 more containers . More particularly , for example , multiple 
disruptions in a computer system ( e.g. , a micro - service replicas of a service may be host by a plurality of containers 
environment ) . running on one or more nodes . Each of the replicas may 

represent an instance of the service and may provide the 
BACKGROUND same functionality of the service . The loss of one or more of 

20 the containers may result in service disruptions . For 
Employing micro - services allows breaking down com- example , a first node of a computer system may host a 

plex applications into relatively simple independent pro- replica of a first service and a replica of a second service . A 
cesses , thus producing highly decoupled systems . Each second node of the computer system may host a replica of 
system may include multiple applications that are hosted on a third service and a replica of the second service . The first 
a provider's infrastructure . Each process associated with the 25 service may have four replicas running on various nodes of 
services is focusing on doing a relatively simple task to the computer system . The second service may have three 
support the applications for each individual costumer . replicas running on various nodes of the computer system . 

The third service may have two replicas running across 
BRIEF DESCRIPTION OF THE DRAWINGS various nodes of the computer system . A loss of the first 

30 node may result in a loss of 25 % of the first service and a 
The disclosure is illustrated by way of examples , and not loss of 33 % of the second service . A loss of the second node 

by way of limitation , and may be more fully understood with may result in a loss of 33 % of the second service and a loss 
references to the following detailed description when con- of 50 % of the third service . As such , while the first node and 
sidered in connection with the figures , in which : the second node host the same number of service replicas , 
FIG . 1 is a block diagram of a network architecture in 35 they may have different impacts on service disruptions in the 

which implementations of the disclosure may operate ; computer system . 
FIG . 2 a block diagram of an example of a node according Conventional approaches to deploying and hosting appli 

to an implementation of the disclosure ; cations and / or services typically schedule a deployment of a 
FIG . 3 depicts a block diagram of a computer system service on a node in view of processing capacities of the 

operating in accordance with one or more aspects of the 40 node ( e.g. , a utilization rate of computing resources , avail 
present disclosure ; able computing resources , etc. ) and the workload of the 

FIG . 4 is a flow diagram illustrating a method for sched- node . However , the conventional approaches fail to consider 
uling deployment of services in a computer system accord- the node's impact on service disruptions when scheduling 
ing to an implementation of the disclosure ; the deployment 
FIG . 5 is a flow diagram illustrating a method estimating 45 Aspects of the disclosure address the above deficiencies 

service disruptions for a computer system according to an and other deficiencies by providing mechanisms ( e.g. , sys 
implementation of the disclosure ; tems , methods , machine - readable media , etc. ) for schedul 
FIG . 6 is a flow diagram illustrating a method estimating ing deployments of services and / or applications in view of 

service capacities for a node of a computer system according service capacities of nodes in a computer system . To deploy 
to an implementation of the disclosure ; and 50 a service and / or a replica of the service , the mechanisms can 

FIG . 7 illustrates a block diagram of one implementation determine a plurality of nodes that may host the service 
of a computer system . replica and a plurality of lost impact factors for the nodes . 

Each of the lost impact factors may indicate an impact of a 
DETAILED DESCRIPTION loss of a node on service disruptions in the computer system . 

55 The mechanisms can then select a node of the plurality of 
Aspects of the disclosure provide for mechanisms for nodes in view of the lost impact factors and can deploy the 

reducing service disruptions in a computer system . In a service and / or the replica of the service on the selected node . 
containerized software development environment , a soft- In some embodiments , the mechanisms can select a node 
ware application can be developed by multiple entities ( e.g. , associated with a particular lost impact factor ( e.g. , a lost 
different developers ) . A container may be an execution 60 impact factor indicative of the least service disruptions 
environment represented by an isolated virtualized user- across the nodes ) to deploy the service and / or the replica of 
space instance of an operating system , such that the user- the service . 
space instance is associated with a kernel instance which In some embodiments , one or more of the lost impact 
may be shared with other containers . The containers may be factors can be determined by determining one or more 
employed to store the software application code and micro- 65 service capacity factors for each of the plurality of nodes . 
services ( e.g. , a utility program such as a compiler ) for For example , a first lost impact factor may be determined for 
performing operations on the software code . A micro - service a first node by determining a combination ( e.g. , an absolute 
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sum , a weighted sum , etc. ) of one or more service capacity 170 and 180 , via corresponding web browser applications 
factors corresponding to the first node . Each of the service 161 , 171 and 181. In other implementations , the applications 
capacity factors may indicate an amount of service loss of a may be hosted directly on hosts 1 through N 110 , 120 
particular service resulted from a loss of the first node . For without the use of VMs ( e.g. , a “ bare metal ” implementa 
example , a first service capacity factor may be determined in 5 tion ) , and in such an implementation , the hosts themselves 
view of the number of replicas of a first service running on are referred to as “ nodes ” . 
the first node ( also referred to as the “ first number ” ) and the Clients 160 , 170 , and 180 are connected to hosts 110 , 120 
number of replicas of the first service running across the in cloud 130 and the cloud provider system 104 via a 
plurality of nodes ( also referred to as the “ second number ” ) . network 102 , which may be a private network ( e.g. , a local The first service capacity factor may be determined in view 10 area network ( LAN ) , a wide area network ( WAN ) , intranet , of a ratio of the first number to the second number . 

Accordingly , aspects of the present disclosure provide for or other similar private networks ) or a public network ( e.g. , 
scheduling mechanisms that can enhance cluster orchestra the Internet ) . Each client 160 , 170 , 180 may be a mobile 
tors by taking service disruption impacts into consideration device , a PDA , a laptop , a desktop computer , a tablet 
when placing containers on a node of a computer system . 15 computing device , a server device , or any other computing 
The mechanisms can monitor service capacities of a plural device . Each host 110 , 120 may be a server computer 
ity of nodes and can minimize the amount of service loss system , a desktop computer or any other computing device . 
when a node is lost ( e.g. , being shut down ) . As such , the The cloud provider system 104 may include one or more 
mechanisms disclosed herein can balance all of the service machines such as server computers , desktop computers , etc. 
capacities across the nodes in the computer system at 20 In one implementation , the cloud provider system 104 is 
runtime . For example , compared to conventional solutions coupled to a cloud controller 108 via the network 102. The 
for scheduling services that do not consider service disrup- cloud controller 108 may reside on one or more machines 
tions , the technology disclosed herein provides for mecha- ( e.g. , server computers , desktop computers , etc. ) and may 
nisms for evaluating service disruptions resulted from node manage the execution of applications in the cloud 130. In 
failures ( e.g. , by determining service capacity factors and / or 25 some implementations , cloud controller 108 receives com 
lost impact factors described herein ) and scheduling deploy- mands from PaaS system controller 140. In view of these 
ments of applications and / or services in a computer system commands , the cloud controller 108 provides data ( e.g. , such 
( e.g. , a micro - service environment ) in view of the evalua- as pre - generated images ) associated with different applica 
tion . tions to the cloud provider system 104. In some implemen 

FIG . 1 is a block diagram of a network architecture 100 30 tations , the data may be provided to the cloud provider 104 
in which implementations of the disclosure may operate . In and stored in an image repository 106 , in an image reposi 
some implementations , the network architecture 100 may be tory ( not shown ) located on each host 110 , 120 , or in an 
used in a Platform - as - a - Service ( PaaS ) system , such as image repository ( not shown ) located on each node 111 , 112 , 
OpenShift® . The PaaS system provides resources and ser- 121 , 122. This data may be used for the execution of 
vices ( e.g. , micro - services ) for the development and execu- 35 applications for a multi - tenant PaaS system managed by the 
tion of applications owned or managed by multiple users . A PaaS provider controller 140 . 
PaaS system provides a platform and environment that allow In one implementation , the data associated with the appli 
users to build applications and services in a clustered cation may include data used for execution of one or more 
compute environment ( the " cloud ” ) . Although implementa- containers that include application images built from pre 
tions of the disclosure are described in accordance with a 40 existing application components and source code of users 
certain type of system , this should not be considered as managing the application . As used herein , an image may 
limiting the scope or usefulness of the features of the refer to data representing executables and files of the appli 
disclosure . For example , the features and techniques cation used to deploy functionality for a runtime instance of 
described herein can be used with other types of multi - tenant the application . In one implementation , the image can be 
systems . 45 built using suitable containerization technologies ( e.g. , using 
As shown in FIG . 1 , the network architecture 100 may a Docker tool ) . 

include a cloud - computing environment 130 ( also referred In some embodiments , each of nodes 111 , 112 , 121 , 122 
to herein as a cloud ) that includes nodes 111 , 112 , 121 , 122 can host one or more containers . Each of the containers may 
to execute applications and / or processes associated with the be a secure process space on the nodes 111 , 112 , 121 and 122 
applications . A “ node ” providing computing functionality 50 to execute functionality of an application and / or a service . In 
may provide the execution environment for an application of some implementations , a container is established at the 
the PaaS system . In some implementations , the “ node ” may nodes 111 , 112 , 121 and 122 with access to certain resources 
refer to a virtual machine ( VM ) that is hosted on a physical of the underlying node , including memory , storage , etc. In 
machine , such as host 1 110 through host N 120 , imple- one implementation , the containers may be established using 
mented as part of the cloud 130. In some implementations , 55 the Linux Containers ( LXC ) method , cgroups , SELinuxM , 
the host machines 110 , 120 are often located in a data center . and kernel namespaces , etc. A container may serve as an 
For example , nodes 111 and 112 are hosted on physical interface between a host machine and a software application . 
machine 110 in cloud 130 provided by cloud provider 104 . The software application may comprise one or more related 
In some implementations , an environment other than a VM processes and may provide a certain service ( e.g. , an HTTP 
may be used to execute functionality of the PaaS applica- 60 server , a database server , etc. ) . Containerization is an oper 
tions . When nodes 111 , 112 , 121 , 122 are implemented as ating - system - level virtualization environment of a host 
VMs , they may be executed by operating systems ( OSs ) 115 , machine that provides a way to isolate the micro - service 
125 on each host machine 110 , 120 . processes . At the same time , employing the containers 

In some implementations , the host machines 110 , 120 makes it possible to develop and deploy new cloud - based 
may be located in a data center . Users can interact with 65 micro - services in a cloud - based system . In some embodi 
applications executing on the cloud - based nodes 111 , 112 , ments , each node may be and / or include a node 200 of FIG . 
121 , 122 using client computer systems , such as clients 160 , 2 . 
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Each of nodes 111 , 112 , 121 , 122 can host one or more groups of container ( e.g. , pods as illustrated in FIG . 2 ) 
applications and / or services . Each of the services may running on each of the nodes , etc. The scheduler component 
correspond to an application and / or one or more components 142 can determine a node failure , a container failure , a node 
of the application and may provide one or more function- failure , and / or any other event that may result in service 
alities of the application . Examples of the services may 5 disruptions in system 100. In some embodiments , the sched 
include a web server , a database server , a middleware server , uler component 142 may collect the data by communicating 
etc. Each of the services may run as an independent process with a scheduler agent ( e.g. , a scheduler agent 222 of FIG . 
in a suitable machine ( e.g. , a container , a virtual machine , a 2 ) of a respective node . In some embodiments , the scheduler 
physical machine , etc. ) . A service running in system 100 agent may implement a Kubelet service . [ 0030 ] . In some 
may communicate with one or more other services in system 10 embodiments , the scheduler component 142 can control a 
100. In one implementation , an application may be deployed threshold number of replicas of an application and / or service 
as one or more services on one or more nodes 111 , 112 , 121 , to be hosted in system 100. The threshold number may be 
122. Each of the services may be deployed in one or more any number ( e.g. , one , two , etc. ) and may be specified by a 
containers . In some implementations , a service may be an user , the orchestration system 140 , or any other suitable 
application 15 entity . For example , the scheduler component 142 can delete 
As illustrated in FIG . 1 , each of nodes 111 , 112 , 121 , 122 one or more containers hosting a replica of the application 

can host one or more replicas of applications and / or services . and / or service in response to determining that the number of 
For example , each of replicas 181 , 182 , 183 , and 184 may the replicas of the application and / or service running in 
be a replica of an application ( also referred to as the system 100 is greater than the threshold number . 
" application replica ” ) or a replica of a service ( also referred 20 As another example , in response to determining that the 
to as the “ service replica ” ) . The application replica may be number of replicas of the application and / or service running 
an instance of the application that provides functionality of on the nodes of computer system 100 is less than the 
the application . The service replica may be an instance of the threshold number , scheduler component 142 can deploy a 
service that provides functionality of the service . Multiple replica of the service on one or more nodes 111 , 112 , 121 , 
application replicas of a given application may represent 25 122. For example , scheduler component 142 can deploy the 
multiple instances of the application running on one or more replica by deploying one or more containers on a node ( e.g. , 
nodes and may provide the same functionality of the appli- by deploying a pod ) and launching the container ( s ) ( e.g. , 
cation . Multiple service replicas of a given service may starting the pods to being running the container ( s ) ) . As 
represent multiple instances of the service running on one or another example , scheduler component can deploy the rep 
more nodes and may provide the same functionality of the 30 lica by instantiating the replica on one or more virtual 
service . In some embodiments , multiple application replicas machines hosted by one or more nodes 111 , 112 , 121 , 122 . 
( or service replicas ) may be hosted by multiple containers In some embodiments , scheduler component 142 can 
and / or groups of containers ( e.g. , pods ) . Each of the con- select one of nodes 111 , 112 , 121 , 122 for the deployment of 
tainers or groups of containers may be a copy of a container the replica of the service . The selection may be made , for 
or a group of containers hosting the application ( or service ) . 35 example , in view of computing resources available on each 

Orchestration system 140 may provide management and of the nodes for the deployment , existence of a port conflict 
orchestration functions for deploying and / or managing or a storage conflict for deploying the replica on a particular 
applications and / or services in system 100. For example , node , etc. The selection may also be made in view of impacts 
orchestration system 140 can build one or more container of a loss of a node on services and / or application running in 
images for providing functionality of the application and / or 40 the system 100. In the example shown in FIG . 1 , nodes 111 
the service . The orchestration system 140 can then create and 112 may host replica 181 of a first application and / or a 
one or more containers to host the application and / or service first service . Nodes 111 , 121 , and 122 may host replica 182 
( e.g. , by instructing one or more nodes 111 , 112 , 121 , 122 to of a second application and / or a second service . Nodes 112 
instantiate one or more containers from the container and 121 may host replica 183 of a third application and / or 
image ( s ) ) . Orchestration system 140 can include one or 45 a third service . When node 111 is lost ( e.g. , shut down ) , the 
more computing devices ( e.g. , a computing device as shown services hosted by the node 111 may be impacted . For 
in FIG . 7 ) . Orchestration system 140 can implement an example , given that two replicas of the first service ( e.g. , 
application programming interface ( e.g. , a Kubernetes API ) replica 181 ) are hosted in system 100 and that one replica of 
to facilitate deployment , scaling , and management of con- the first service ( or application ) is running on node 111 , the 
tainerized software applications . 50 first service may loss 1/2 of its service capacity when node 

In some embodiments , orchestration system 140 can 111 is shut down . As another example , given that three 
deploy an application as one or more services on one or replicas of the second service ( e.g. , replica 182 ) are hosted 
more nodes . Each of the services may be deployed in one or in system 100 and that one replica of the second service is 
more containers . In some embodiments , a replica of the running on node 111 , the second service may loss 1/3 of its 
service may be created by deploying one or more containers 55 service capacity when node 111 is lost . The total impact of 
on a node ( e.g. , by deploying a pod as described in connec- the loss of node 111 on the services / applications running in 
tion with FIG . 2 and starting the pods to run the containers ) . system 100 may be estimated as being a combination of 1/2 

Orchestration system 140 can include a scheduler com- and 1/3 ( e.g. , 5/6 ) . Similarly , the first service may lose 1/2 of its 
ponent 142 for scheduling deployments of applications and service capacity when the node 112 is lost . The third service 
services on nodes 111 , 112 , 121 , 122 and / or to perform any 60 ( e.g. , a service corresponding to replica 183 ) may lose 1/2 of 
other function for system 100. Scheduler component 142 its service capacity when node 112 is shut down . The total 
can correct data about one or more nodes 111 , 112 , 121 , 122 impact of the loss of node 121 on the services / applications 
for the deployments . The data may include , for example , running in system 100 may be estimated as being a combi 
data about available computing resources on each of the nation of 1/2 and 1/2 ( e.g. , 1 ) . As such , the loss of node 112 
nodes , data about utilization of computing resources on each 65 may have a greater impact on the system 100 than that of 
of the nodes , data about allocation of computing resources node 111. Scheduler component 142 can select a node of 
to workloads on each of the nodes , data about containers and system 100 that has a particular impact on the services 
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and / or applications running in system 100 to deploy an emulation or be run in an intermediate virtual machine as 
application replica and / or a service replica . may occur with hardware level virtualization . 

In some embodiments , the scheduler component 142 can Operating system level virtualization may provide 
include one or more components described in connection resource management features that isolate or limit the 
with FIG . 3 and can implement one or more methods 5 impact of one container ( e.g. , container 224A ) on the 
described in connection with FIGS . 4-6 . resources of another container ( e.g. , container 224B or While various implementations are described in terms of 224C ) . The operating system level virtualization may pro the environment described above , the facility may be imple vide a pool of resources that are accessible by container mented in a variety of other environments including a single , 224A and are isolated from one or more other containers 
monolithic computer system , as well as various other com- 10 
binations of computer systems or similar devices connected ( e.g. , container 224B ) . The pool of resources may include 
in various ways . For example , the scheduler component 142 file system resources ( e.g. , particular volume ) , network 
may be running on a node , such as nodes 111 , 112 , 121 , 122 , resources ( e.g. , particular network address ) , memory 
of the system 100 hosted by cloud 130 , or may execute resources ( e.g. , particular memory portions ) , other comput 
external to cloud 130 on a separate server device . In some 15 ing resources , or a combination thereof . The operating 
implementations , the scheduler component 142 may include system level virtualization may also limit a container's 
more components that what is shown that operate in con access to one or more computing resources by monitoring 
junction with the PaaS system of network 100 . the containers activity and restricting the activity in view of 

FIG . 2 is a block diagram of an example 200 of a node one or more limits ( e.g. , quotas ) . The limits may restrict the 
according to an implementation of the disclosure . Node 200 20 rate of the activity , the aggregate amount of the activity , or 
can be a system providing run - time environments for one or a combination thereof . The limits may include one or more 
more containers . Node 200 may comprise a computing of disk limits , input / out ( 1/0 ) limits , memory limits , CPU 
device with one or more processors communicatively limits , network limits , other limits , or a combination thereof . 
coupled to memory devices and input / output ( 1/0 ) devices , In one example , an operating system virtualizer provides the 
as described in more details herein below with references to 25 computing resources to containers 224A - C . The operating 
FIG . 7. Node 200 may include an operating system ( not system virtualizer may wrap an application in a complete file 
shown in FIG . 2 ) with one or more user space programs . The system that contains the code , runtime , system tools , system 
operating system may be any program or combination of libraries and other programs installed on the node that can be 
programs that are capable of using the underlying computing used by the application . In one example , the operating 
device to perform computing tasks . The operating system 30 system virtualizer may be the same or similar to Docker for 
may include a kernel comprising one or more kernel space Linux® , ThinApp® by VMWare® , Solaris Zones® by 
programs ( e.g. , memory driver , network driver , file system Oracle® , or other program that automates the packaging , 
driver ) for interacting with virtual hardware devices or deployment , and execution of applications inside containers . 
actual hardware devices ( e.g. , para - virtualization ) . User Each of the containers 224A - C may refer to a resource 
space programs may include programs that are capable of 35 constrained process space of node 200 that can execute 
being executed by the operating system and in one example functionality of a program . Containers 224A - C may be 
may be an application program for interacting with a user . referred to as a user - space instances , a virtualization engines 
Although node 200 comprises a computing device , the term ( VE ) , or jails and may appear to a user as a standalone 
“ node ” may refer to the computing device ( e.g. , physical instance of the user space of an operating system . Each of 
machine ) , a virtual machine , or a combination thereof . 40 the containers 224A - C may share the same kernel but may 
Node 200 may provide one or more levels of virtualiza- be constrained to only use a defined set of computing 

tion such as hardware level virtualization , operating system resources ( e.g. , CPU , memory , IO ) . Aspects of the disclosure 
level virtualization , other virtualization , or a combination can create one or more containers to host a framework or 
thereof . Node 200 may provide hardware level virtualization provide other functionality of an application ( e.g. , proxy 
by running a hypervisor that provides hardware resources to 45 agent functionality , database functionality , web application 
one or more virtual machines . The hypervisor may be any functionality , etc. ) and may therefore be referred to as 
program or combination of programs and may run on a host " application containers . ” 
operating system or may run directly on the hardware ( e.g. , Pods 226A and 226B may be data structures that are used 
bare - metal hypervisor ) . The hypervisor may manage and to organize one or more containers 224A - C and enhance 
monitor various aspects of the operation of the computing 50 sharing between containers , which may reduce the level of 
device , including the storage , memory , and network inter- isolation between containers within the same pod . Each pod 
faces . The hypervisor may abstract the physical layer fea- may include one or more containers that share computing 
tures such as processors , memory , and 10 devices , and resources with another container associated with the pod . 
present this abstraction as virtual devices to a virtual Each pod may be associated with a unique identifier , which 
machine . 55 may be a networking address ( e.g. , an IP address ) , that 
Node 200 ( e.g. , physical machine or virtual machine ) may allows applications to use ports without a risk of conflict . A 

also or alternatively provide operating system level virtual- pod may be associated with a pool of resources and may 
ization by running a computer program that provides com- define a volume , such as a local disk directory or a network 
puting resources to one or more containers 224A - C . Oper- disk and may expose the volume to one or more ( e.g. , all ) of 
ating system level virtualization may be implemented within 60 the containers within the pod . In one example , all of the 
the kernel of operating system and may enable the existence containers associated with a particular pod may be co 
of multiple isolated containers . In one example , operating located on the same node 200. In another example , the 
system level virtualization may not require hardware support containers associated with a particular pod may be located 
and may impose little to no overhead because programs on different nodes that are on the same or different physical 
within each of the containers may use the system calls of the 65 machines . Node 200 can have any suitable number of pods . 
same underlying operating system . This enables node 200 to Each of the pods may have any suitable number of contain 
provide virtualization without the need to provide hardware 

a 

ers . 



a 

a 

? 

US 11,537,458 B2 
9 10 

In some embodiments , node 200 may host one or more capacity estimation module 320 can determine the number 
applications and / or services . For example , node 200 can host of replicas of the first service ( or application ) running on the 
service replicas for one or more applications and / or services . node ( also referred to as the " first number ” ) and the number 
Each of the services may correspond to an application . Each of replicas of a first service ( or application ) running in the 
of the service replicas may be a copy of a service and may 5 computer system ( also referred to as the “ second number ” ) . 
run as an independent process in one or more containers Service capacity estimation module 320 can then determine 
224A - C . In one implementation , each of pods 226A and a capacity service factor for the first service ( or application ) 
226B may host a respective service replica . The service by determining a ratio of the first number to the second 
replicas hosted by pods 226A and 226B may or may not number . The capacity service factor may be , for example , 
correspond to the same service and / or application . 10 the ratio of the first number to the second number , a 
Node 200 can include a scheduler agent 222 that can percentage corresponding to the ratio , a faction correspond 

create , start , stop , manage , etc. one or more of the containers ing to the ratio , or any other number determined based on the 
and / or pods on node 200. In some embodiments , scheduler ratio . 
agent can implement a Kubelet service . Impact factor estimation module 330 can determine 

Scheduler agent 222 can also monitor the running state of 15 impacts of a loss of a node on applications and / or services 
node 200 , containers 224A - C , and / or pods 226A - B and can running in the computer system . For example , impact factor 
transmit data about the running state ( also referred to as the estimation module 320 can determine a plurality of lost 
data about the node state ) to the scheduler component 142 of impact factors corresponding to a plurality of nodes of the 
FIG . 2. In some embodiments , the data about the node state computer system . Each of the lost impact factors may 
may be transmitted to the scheduler component 142 peri- 20 represent an impact on service disruptions in the computer 
odically , at random time instances , or in any other suitable system when one of the nodes is lost ( e.g. , shut down ) . For 
interval . In some embodiments , the data about the node state example , for a given node of the computer system , impact 
may be transmitted to the scheduler component 142 in factor estimation module 320 can determine a plurality of 
response to receiving a request for the data from the sched- service capacity factors corresponding to a plurality of 
uler component 142 . 25 services and / or applications running one the given node 

Scheduler agent 222 can relay other information to and ( e.g. , in view of data provided by service capacity estimation 
from the scheduler component 142 and / or any other com- module 320 ) . 
ponent of orchestration system 140. For example , scheduler Impact factor estimation module 330 can then determine 
agent 222 can receive commands , manifests , etc. for deploy- a lost impact factor for the given node in view of the 
ing and / or managing containers and / or pods on node 200. 30 plurality of service capacity factors . For example , impact 
The commands may include , for example , a command to factor estimation module 330 can determine a combination 
deploy a container , a command to deploy a pod , a command of the service capacity factors . In some embodiments , 
to deploy a service and / or an application , a command to impact factor estimation module 330 can assign different 
deploy a service replica or an application replica , etc. The weights to different applications and / or services and can 
manifests may include , for example , a container manifest 35 determine the lost impact factor as a weighted sum of the 
including properties of a container or a pod ( e.g. , one or service capacity factors . For example , impact factor estima 
more container images , one or more containers to be tion module 330 can determine a type for each of a plurality 
deployed , commands to execute on boot of the container ( s ) , of services ( or applications ) running on a node . A type of a 
ports to enable upon the deployment of the container ( s ) , service ( or application ) may be , for example , a web server , 
etc. ) . In some embodiments , scheduler agent 222 can deploy 40 a database server , a middleware server , a framework server , 
a container and / or a pod on node 200 in view of the etc. Impact factor estimation module 330 can determine a 
commands , manifest , and / or any other data provided by priority for each of the identified services in view of the 
scheduler system 140 . service types . In some embodiments , a particular service 
FIG . 3 depicts a block diagram of a computer system 300 type may be assigned a particular priority ( e.g. , a relatively 

operating in accordance with one or more aspects of the 45 higher priority ) . As an example , a relatively higher priority 
present disclosure . Computer system 300 may be the same may be assigned to a service comprising a database server 
or similar to computer system 100 and may include one or while a relatively lower priority may be assigned to a service 
more processing devices and one or more memory devices . comprising a web server . 
In the example shown , computer system 300 may include a In some embodiments , impact factor estimation module 
replication controller module 310 , a mapping module 320 , 50 330 can determine , for each of the services , a user associated 
and a data transmission module 330 . with the service . Impact factor estimation module 330 can 

Replication controller module 310 can schedule deploy- then assign different priorities to the services in view of the 
ments of services and / or applications on one or more nodes identified users . In some embodiments , a particular priority 
of a computer system . For example , replication controller ( e.g. , a relatively higher priority ) may be assigned to a 
module 310 can instruct a node to create one or more 55 particular user ( e.g. , an enterprise user , a user paying a 
containers to host an application replica and / or a service particular price for services provided by the computer sys 
replica . tem , etc. ) . More particularly , for example , a user paying a 

Service capacity estimation module 320 can estimate an relatively higher price for services by the computer system 
amount of service loss in the computer system when a node may be assigned a relatively higher priority while a user 
of the computer system is lost ( e.g. , shut down ) . For 60 paying a relatively lower price may be assigned a relatively 
example , service capacity estimation module 320 can iden- lower priority . 
tify one or more services and / or applications running on the Replication controller module 310 can deploy services 
node and can determine a service capacity factor for each of and / or applications in view of data provided by service 
the identified services and / or applications . The service capacity estimation module 320 and / or impact factor esti 
capacity factor may represent an amount of loss of a 65 mation module 330. For example , replication controller 
particular service resulted from a loss of the node ( e.g. , a module 310 can select , from a plurality of nodes that can 
shutdown of the node ) . In one implementation , service host a service replica , a node to deploy the service replica . 
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The selection may be made in view of a plurality of lost device can determine that the replica of the service is to be 
impact factors corresponding to the plurality of nodes . For deployed in response to determining that the number of the 
example , the replication controller module 310 can select a replicas of the service running in the computer system is not 
node associated with a particular lost impact factor ( e.g. , a less than a threshold . The threshold may be specified by a 
lost impact factor indicative of the least impact on the 5 user in some embodiments . The computer system may be , 
computer system ) . for example , the network architecture 100 of FIG . 1 . 

Computer system 300 can also include one or more At block 420 , the processing device can determine a memory devices storing service capacity data 352 ( e.g. , plurality of lost impact factors corresponding to a plurality service capacity factors , lost impact factors , etc. ) . The 
memory devices can also store image data 354 for deploy- 10 factors may represent an impact on the computer system of nodes of the computer system . Each of the lost impact 
ment of services and / or applications in computer system 
300. Image data 354 can include one or more images that when one of the nodes is lost ( e.g. , failed , shut down , etc. ) . 

In some embodiments , the processing device can determine , may be any data structure for storing and organizing infor 
mation that may be used by a node to provide a computing for each of the nodes , a lost impact factor . For example , for 
service . The information within an image of image data 354 15 a given node of the computer system , the processing device 
may indicate the state of the image and may include execut can determine a plurality of service capacity factors corre 
able information ( e.g. , machine code ) , configuration infor- sponding to a plurality of services running one the given 
mation ( e.g. , settings ) , or content information ( e.g. , file data , node . The processing device can then determine a lost 
record data ) . Each of the images may be capable of being impact factor for the given node in view of the plurality of 
loaded onto a node and may be executed to perform one or 20 service capacity factors ( e.g. , by determining a combination 
more computing tasks . Image data 354 may include one or of the service capacity factors ) . In some embodiments , the 
more container images , virtual machine images , disk plurality of lost impact factors may be determined for the 
images , other images , or a combination thereof . A container nodes of the computer system by performing one or more 
image may include a user space program ( e.g. , application ) operations described in connection with FIGS . 5 and 6 . 
along with a file system that contains the executable code , 25 At block 430 , the processing device can select , in view of 
runtime , system tools , system libraries and other programs the plurality of lost impact factors , a node of the plurality of 
to support the execution of the user space program on a nodes ( e.g. , a first node ) . For example , the processing device 
node . In some embodiments , the container image does not can rank the nodes in view of the lost impact factors 
include an operating system but may be run by an operating corresponding to the nodes and can select a node having a 
system virtualizer that is part of an existing operating system 30 particular ranking ( e.g. , the top ranked node ) . In one imple 
of the node . In some embodiments , a container image may mentation , a node associated with a relatively less impact 
be used to deploy a container on a node ( e.g. , by creating and factor may be assigned a relatively higher ranking . In 
instantiating the container from the container image ) . A another implementation , a node associated with a relatively 
virtual machine image may include both an operating system greater impact factor may be assigned a relatively higher 
and one or more user space programs . The virtual machine 35 ranking . The processing device select a node associated with 
image may be loaded onto the node and may be run by a the lowest ranking for the deployment of the service . The 
hypervisor . A disk image may be the same or similar to a processing device can select a node associated with a 
virtual machine image ( e.g. , virtual disk image ) but may be particular lost impact factor ( e.g. , the least lost impact factor , 
loaded onto node 120 and run without using a hypervisor or the second least lost impact factor , etc. ) . In some embodi 
other form of virtualization technology . In one example , an 40 ments , a first node may be selected in response to determin 
image may be generated by creating a sector - by - sector copy ing that a first lost impact factor corresponding to the first 
of a source medium ( e.g. , hard drive of example machine ) . node is not greater than at least one other lost impact factor 
In another example , a disk image may be generated based on of the plurality of lost impact factors 
an existing image and may be manipulated before , during , or At block 440 , the processing device can deploy the replica 
after being loaded and executed . In some embodiments , a 45 of the service on the selected node . For example , the 
virtual machine image and / or a disk image may be used to processing device can create one or more containers on the 
instantiate a service replica or an application replica on a node to host the replica of the service . In some embodi 
node . ments , a pod of one or more containers may be created on 
FIG . 4 is a flow diagram illustrating a method 400 for the node to host the replica of the service . As another 

scheduling deployment of services in a computer system 50 example , the processing device can provision and / or execute 
according to an implementation of the disclosure . Method the service on the node ( e.g. , a virtual machine ) . 
400 can be performed by processing logic that may comprise FIG . 5 is a flow diagram illustrating a method 500 
hardware ( e.g. , circuitry , dedicated logic , programmable estimating service disruptions for a computer system accord 
logic , microcode , etc. ) , software ( such as instructions run on ing to an implementation of the disclosure . Method 500 can 
a processing device ) , firmware , or a combination thereof . In 55 be performed by processing logic that may comprise hard 
one implementation , method 400 is performed by a process- ware ( e.g. , circuitry , dedicated logic , programmable logic , 
ing device ( e.g. a processing device 702 of FIG . 7 ) imple- microcode , etc. ) , software ( such as instructions run on a 
menting a scheduler component as described in connection processing device ) , firmware , or a combination thereof . In 
with FIGS . 1-3 . one implementation , method 500 is performed by a process 

Method 400 may begin at block 410 where the processing 60 ing device ( e.g. a processing device 702 of FIG . 7 ) imple 
device can determine that a replica of a service is to be menting a scheduler component as described in connection 
deployed in a computer system . For example , the processing with FIGS . 1-3 . 
device can make the determination in response to receiving Referring to FIG . 5 , method 500 may begin at block 510 
a request to deploy the replica of the service . As another where a processing device can identify one or more services 
example , the processing device can make the determination 65 running on a node of a computer system . Each of the 
in view of the number of replicas of the service running in services may be , for example , a web server , a database 
the computer system . In one implementation , the processing server , a middleware server , etc. 
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At block 520 , the processing device can determine a first thereof . In one implementation , method 600 is performed by 
service capacity factor for a first service of the identified a processing device ( e.g. a processing device 702 of FIG . 7 ) 
service . For example , the processing device can determine a implementing a scheduler component as described in con 
first number of replicas of the first service running on the nection with FIGS . 1-3 . 
first node and a second number representative of a total 5 Referring to FIG . 6 , method 600 may begin at block 610 
number of replicas of the first service running in a computer where a processing device can identify one or more services 
system ( e.g. , running on a plurality of nodes of the computer running on a node of a computer system . Each of the 
system ) . The processing device can then determine the first services may be , for example , an HTTP server , a database 
service capacity factor in view of the first number and the server , a middleware server , etc. 
second number . More particularly , for example , the process- 10 At block 620 , the processing device can determine a 
ing device can determine a ratio of the first number to the plurality of priorities corresponding to the identified ser 
second number ( also referred to as the " first ratio ” ) and can vices . For example , the priorities may be determined based 
determine the first service capacity factor in view of the first on a service type of each of the service . The processing 
ratio . The first service capacity factor may be , for example , device can determine a service type for each of the identified 
the first ratio , a fraction determined based on the first ratio , 15 services . The service type may be , for example , a web 
a percentage determined based on the first ratio , etc. server , a database server , a middleware server , a framework 

At block 530 , the processing device can determine server , etc. The processing device can determine a priority 
whether a next service of the identified services is to be for each of the identified services in view of the service 
processed . In some embodiments , the processing device can types . In some embodiments , a particular service type may 
proceed to block 540 and can identify a node of the 20 be assigned a particular priority ( e.g. , a relatively higher 
identified nodes as the next node to be processed in response priority ) . As an example , a relatively higher priority may be 
to determining that one or more of the identified nodes are assigned to a service comprising a database server while a 
to be processed . The next node can be any node that has not relatively lower priority may be assigned to a service 
been processed to determine a service capacity factor . comprising a web server . 

At block 550 , the processing device can determine a 25 As another example , the priorities may be determined in 
service capacity factor for the next service . For example , a view of one or more users associated with the services . The 
second service capacity factor may be determined for a processing device can determine , for each of the services , a 
second service of the plurality of services identified at 510 . user associated with the service . The processing device can 
More particularly , for example , the processing device can then assign different priorities to the services in view of the 
determine a third number of replicas of the second service 30 identified users . In some embodiments , a particular priority 
running on the first node and a fourth number representative ( e.g. , a relatively higher priority ) may be assigned to a 
of a total number of replicas of the second service running particular user ( e.g. , an enterprise user , a user paying a 
in a computer system ( e.g. , running on a plurality of nodes particular price for services provided by the computer sys 
of the computer system ) . The processing device can then tem , etc. ) . More particularly , for example , a user paying a 
determine the second service capacity factor in view of the 35 relatively higher price for services by the computer system 
third number and the fourth number . More particularly , for may be assigned a relatively higher priority while a user 
example , the processing device can determine a ratio of the paying a relatively lower price may be assigned a relatively 
third number to the fourth number ( also referred to as the lower priority . 
" second ratio ” ) and can determine the second service capac- As a further example , the priorities may be determined in 
ity factor in view of the second ratio . The second service 40 view of the service types and the users associated with the 
capacity factor may be , for example , the second ratio , a services running on the node . For example , the processing 
fraction determined based on the second ratio , a percentage device can determine a first priority factor for a first service 
determined based on the second ratio , etc. in view of a service type of the first service . The processing 

In some embodiments , the processing device can proceed device can also determine a second priority factor for the 
to block 560 in response to determining that each of the 45 first service in view of a user associated with the first service . 
services identified at 520 has been processed ( “ NO ” at block The processing device can then determine a priority for the 
530 ) . At block 560 , the processing device can determine a first service in view of the first priority factor and the second 
lost impact factor for the node in view of the service capacity priority factor ( e.g. , by determining a combination of the 
factors of the services running on the node . For example , the first priority factor and the second priority factor ) . 
processing device can determine the lost impact factor by 50 At block 630 , the processing device can determine a 
determining a combination of the service capacity factors . In plurality of service capacity factors for the identified ser 
one implementation , the combination of the service capacity vices . For example , the processing device can regard the 
factor s may be an absolute sum of the service capacity priorities as being the service capacity factors . As another 
factor s . In another implementation , the processing device example , the processing device can determine the capacity 
can assign a weight to each of the service capacity factor s 55 factors by performing one or more operations described in 
and can determine a weighted sum of the service capacity connection with FIG . 5 above . 
factor s . A weight assigned to a given service capacity factor At block 640 , the processing device can determine a lost 
of the service capacity factor s may be determined based on impact factor for the node in view of the plurality of service 
a service corresponding to the given service capacity factor , capacity factors and / or the priorities . For example , the 
a priority of a user associated with the service , etc. 60 processing device can determine a combination of the plu 
FIG . 6 is a flow diagram illustrating a method 600 for rality of service capacity factors as the lost impact factor . In 

estimating service capacities for a node of a computer one implementation , the combination of the plurality of 
system according to an implementation of the disclosure . service capacity factors may be an absolute sum of the 
Method 600 can be performed by processing logic that may service capacity factors . In another implementation , a com 
comprise hardware ( e.g. , circuitry , dedicated logic , program- 65 bination of the plurality of service capacity factors may be 
mable logic , microcode , etc. ) , software ( such as instructions a weighted sum of the service capacity factors . Each of the 
run on a processing device ) , firmware , or a combination services and / or the service capacity factors may be assigned 
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a weight in view of the priorities . For example , a relatively 764. The computer system 400 also may include a video 
greater weight may be assigned to a service and / or its display unit 710 ( e.g. , a liquid crystal display ( LCD ) or a 
associated service capacity factor associated with a rela- cathode ray tube ( CRT ) ) , an alphanumeric input device 712 
tively higher priority . ( e.g. , a keyboard ) , a cursor control device 714 ( e.g. , a 

For simplicity of explanation , the methods of this disclo- 5 mouse ) , and a signal generation device 720 ( e.g. , a speaker ) . 
sure are depicted and described as a series of acts . However , The data storage device 718 may include a machine 
acts in accordance with this disclosure can occur in various accessible storage medium 724 on which is stored software 
orders and / or concurrently , and with other acts not presented 726 embodying any one or more of the methodologies of 
and described herein . Furthermore , not all illustrated acts functions described herein . The software 726 may also 
may be required to implement the methods in accordance 10 reside , completely or at least partially , within the main 
with the disclosed subject matter . In addition , those skilled memory 704 as instructions 726 and / or within the process 
in the art will understand and appreciate that the methods ing device 702 as processing logic 726 during execution 
could alternatively be represented as a series of interrelated thereof by the computer system 400 ; the main memory 704 
states via a state diagram or events . Additionally , it should and the processing device 702 also constituting machine 
be appreciated that the methods disclosed in this specifica- 15 accessible storage media . 
tion are capable of being stored on an article of manufacture The machine - readable storage medium 724 may also be 
to facilitate transporting and transferring such methods to used to store instructions 726 to manage thread pools , such 
computing devices . The term " article of manufacture , " as as the scheduler component 142 as described with respect to 
used herein , is intended to encompass a computer program FIGS . 1-3 , and / or a software library containing methods that 
accessible from any computer - readable device or memory 20 call the above applications . While the machine - accessible 

storage medium 724 is shown in an example embodiment to 
FIG . 7 illustrates a diagrammatic representation of a be a single medium , the term “ machine - accessible storage 

machine in the example form of a computer system 400 medium ” should be taken to include a single medium or 
within which set of instructions , for causing the machine multiple media ( e.g. , a centralized or distributed database , 
to perform any one or more of the methodologies discussed 25 and / or associated caches and servers ) that store the one or 
herein , may be executed . In alternative embodiments , the more sets of instructions . The term “ machine - accessible 
machine may be connected ( e.g. , networked ) to other storage medium ” shall also be taken to include any medium 
machines in a LAN , an intranet , an extranet , or the Internet . that is capable of storing , encoding or carrying a set of 
The machine may operate in the capacity of a server or a instruction for execution by the machine and that cause the 
client device in a client - server network environment , or as a 30 machine to perform any one or more of the methodologies 
peer machine in a peer - to - peer ( or distributed ) network of the disclosure . The term “ machine - accessible storage 
environment . The machine may be a personal computer medium ” shall accordingly be taken to include , but not be 
( PC ) , a tablet PC , a set - top box ( STB ) , a Personal Digital limited to , solid - state memories , and optical and magnetic 
Assistant ( PDA ) , a cellular telephone , a web appliance , a media . 
server , a network router , switch or bridge , or any machine 35 Other computer system designs and configurations may 
capable of executing a set of instructions ( sequential or also be suitable to implement the system and methods 
otherwise ) that specify actions to be taken by that machine . described herein . The following examples illustrate various 
Further , while a single machine is illustrated , the term implementations in accordance with one or more aspects of 
“ machine ” shall also be taken to include any collection of the present disclosure . 
machines that individually or jointly execute a set ( or 40 Example 1 is a method , comprising : determining that a 
multiple sets ) of instructions to perform any one or more of service replica is to be deployed in a computer system ; 
the methodologies discussed herein . determining , by a processing device , a plurality of lost 

The computer system 700 includes a processing device impact factors corresponding to a plurality of nodes of the 
702 ( e.g. , processor , CPU , etc. ) , a main memory 704 ( e.g. , computer system , wherein each of the lost impact factors 
read - only memory ( ROM ) , flash memory , dynamic random 45 indicates an impact of a loss of a respective node of the 
access memory ( DRAM ) ( such as synchronous DRAM plurality of nodes on service disruptions in the computer 
( SDRAM ) or DRAM ( RDRAM ) , etc. ) , a static memory 706 system ; selecting , in view of the plurality of lost impact 
( e.g. , flash memory , static random access memory ( SRAM ) , factors , a first node of the plurality of nodes ; and deploying 
etc. ) , and a data storage device 718 , which communicate the service replica on the first node . 
with each other via a bus 708 . Example 2 is the method of example 1 , wherein selecting , 

Processing device 702 represents one or more general- in view of the plurality of lost impact factors , the first node 
purpose processing devices such as a microprocessor , cen- of the plurality of nodes comprises : determining that a first 
tral processing unit , or the like . More particularly , the lost impact factor corresponding to the first node is not 
processing device may be complex instruction set comput- greater than at least one other lost impact factor of the 
ing ( CISC ) microprocessor , reduced instruction set com- 55 plurality of lost impact factors . 
puter ( RISC ) microprocessor , very long instruction word Example 3 is the method of example 2 , wherein deter 
( VLIW ) microprocessor , or processor implementing other mining the first lost impact factor comprises : identifying one 
instruction sets , or processors implementing a combination or more services running on the first node ; and determining 
of instruction sets . Processing device 702 may also be one a plurality of service capacity factors corresponding to the 
or more special - purpose processing devices such as an 60 identified services , wherein each of the service capacity 
application specific integrated circuit ( ASIC ) , a field pro- factors represents an amount of service loss of one of the 
grammable gate array ( FPGA ) , a digital signal processor identified services resulted from a loss of one of the first 
( DSP ) , network processor , or the like . The processing device node . 
702 is configured to execute the processing logic 726 for Example 4 is the method of example 3 , wherein deter 
performing the operations and steps discussed herein . 65 mining the first lost impact factor in view of the plurality of 

The computer system 400 may further include a network service capacity factors comprises determining a combina 
interface device 722 communicably coupled to a network tion of the plurality of service capacity factors . 
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Example 5 is the method of example 4 , wherein the Example 16 is the method of example 14 , wherein the 
combination of the plurality of service capacity factors combination of the plurality of service capacity factors 
comprises at least one of an absolute sum of the service comprises a weighted sum of the plurality of service capac 
capacity factors or a weighted sum of the service capacity ity factors . 
factors . Example 17 is a method , comprising : identifying a plu 

Example 6 is the method of example 3 , wherein deter rality of services running on a node of a computer system ; 
mining the plurality of service capacity factors comprises : determining a plurality of priorities corresponding to the 
determining a first number of replicas of a first service plurality of services ; determining , by a processing device , a 
running on the first node ; determining a second number of plurality of service capacity factors for the plurality of 
replicas of the first service running on the plurality of nodes ; 10 services in view of the plurality of priorities ; and determin 
and determining , in view of the first number and the second ing , by the processing device , a lost impact factor in view of 

the plurality of service capacity factors . number , a first service capacity factor corresponding to the Example 18 is the method of example 17 , wherein deter first service . mining the plurality of priorities corresponding to the plu 
Example 7 is the method of example 6 , wherein deter- 15 rality of services comprises : determining a plurality of 

mining , in view of the first number and the second number , service types of the services ; and determining the priorities the first service capacity factor corresponding to the first in view of the service types . 
service comprises : determining a ratio of the first number to Example 19 is the method of example 18 , wherein the 
the second number . service types comprise at least one of a web server , a 

Example 8 is the method of example 3 , further compris- 20 database server , or a middleware server . 
ing : determining a second service capacity factor corre- Example 20 is the method of example 17 , wherein deter 
sponding to a second service running on the first node ; and mining the plurality of priorities corresponding to the plu 
determining the first lost impact factor in view of the first rality of services comprises : determining the plurality of 
service capacity factor and the second service capacity priorities in view of a plurality of users associated with the 
factor . 25 plurality of services . 

Example 9 is the method of example 1 , wherein deploying Example 21 is the method of example 17 , wherein deter 
the service replica on the first node comprises : deploying a mining the plurality of service capacity factors comprises : 
container on the first node to host the service replica . determining a first number of replicas of a first service 

Example 10 is the method of example 1 , wherein deploy running on the node ; determining a second number of 
ing the service replica on the first node comprises : instan- 30 replicas of the first service running on a plurality of nodes of 
tiate an instance of the service replica on a virtual machine . the computer system ; and determining , in view of the first 

number and the second number , a first service capacity Example 11 is a method , comprising : identifying a plu 
rality of services running on a node of a computer system ; factor of the plurality of service capacity factors . 

Example 22 is the method of example 17 , wherein deter determining , by a processing device , a plurality of service 35 mining , in view of the first number and the second number , capacity factors for the plurality of services , wherein each of the first service capacity factor comprises determining a the service capacity factors represents an amount of service ratio of the first number to the second number . 
loss of one of the identified services resulted from a loss of Example 23 is the method of example aim 17 , wherein 
the node , and wherein determining the plurality of service determining the lost impact factor in view of the plurality of 
capacity factors comprises : determining a first number of 40 service capacity factors comprises : determining a combina 
replicas of a first service running on the node ; determining tion of the plurality of service capacity factors . 
a second number of replicas of the first service running on Example 24 is the method of example 23 , wherein the 
a plurality of nodes of the computer system ; and determin- combination of the plurality of service capacity factors 
ing , in view of the first number and the second number , a comprises an absolute sum of the plurality of service capac 
first service capacity factor corresponding to the first node ; 45 ity factors . 
and determining , by the processing device , a lost impact Example 25 is the method of example 23 , wherein the 
factor in view of the plurality of service capacity factors . combination of the plurality of service capacity factors 

Example 12 is the method of example 11 , wherein deter- comprises a weighted sum of the plurality of service capac 
mining , in view of the first number and the second number , ity factors . 
the first service capacity factor comprises determining a 50 Example 26 is the method of example 25 , wherein deter 
ratio of the first number to the second number . mining the lost impact factor in view of the plurality of 

Example 13 is the method of example 12 , wherein deter- service capacity factors further comprises : assigning a plu 
mining the plurality of service capacity factors further rality of weights to the plurality of service capacity factors 
comprises : determining a third number of replicas of a in view of the plurality of priorities , and determining the 
second service of the plurality of services running in the 55 combination of the plurality service capacity factors in view 
computer system ; determining a fourth number of replicas of of the plurality of weights . 
the second service running on the node ; and determining a Example 27 is a method , comprising : determining that an 
second service capacity factor in view of the third number application is to be deployed in a computer system ; deter 
and the fourth number . mining , by a processing device , a plurality of lost impact 

Example 14 is the method of example 11 , wherein deter- 60 factors corresponding to a plurality of nodes of the computer 
mining the lost impact factor in view of the plurality of system ; selecting , in view of the plurality of lost impact 
service capacity factors comprises : determining a combina- factors , a first node of the plurality of nodes ; and deploying 
tion of the plurality of service capacity factors . the application on the first node . 

Example 15 is the method of example 14 , wherein the Example 28 is the method of example 27 , wherein select 
combination of the plurality of service capacity factors 65 ing , in view of the plurality of lost impact factors , the first 
comprises an absolute sum of the plurality of service capac- node of the plurality of nodes comprises : determining that a 
ity factors . first lost impact factor corresponding to the first node is not 

a 



> 

4 
a 

10 

15 

US 11,537,458 B2 
19 20 

greater than at least one other lost impact factor of the It should be borne in mind , however , that all of these and 
plurality of lost impact factors . similar terms are to be associated with the appropriate 

Example 29 is the method of example 28 , wherein deter- physical quantities and are merely convenient labels applied 
mining the first lost impact factor comprises : identifying one to these quantities . Unless specifically stated otherwise , as 
or more applications running on the first node ; and deter- 5 apparent from the following discussion , it is appreciated that 
mining , a plurality of service capacity factors corresponding throughout the description , discussions utilizing terms such 
to each of the identified applications , wherein each of the as “ sending , ” “ receiving , ” “ creating , ” “ assigning , ” “ provid 
service capacity factors represents an amount of service loss ing , " " executing , ” “ determining , " " copying , ” “ storing , ” 
of one of the identified applications resulted from a loss of " identifying , " " gathering , " " allocating , " " associating , " 
one of the first node . “ identifying , " or the like , refer to the action and processes of 

Example 30 is the method of example 29 , wherein deter- a computer system , or similar electronic computing device , 
mining the first lost impact factor in view of the plurality of that manipulates and transforms data represented as physical 
service capacity factors comprises determining a combina- ( electronic ) quantities within the computer system's regis 
tion of the plurality of service capacity factors . ters and memories into other data similarly represented as 

Example 31 is the method of example 29 , wherein deter- physical quantities within the computer system memories or 
mining the plurality of service capacity factors comprises : registers or other such information storage , transmission or 
determining a first number of replicas of a first application display devices . 
running on the first node ; determining a second number of The terms “ first , " " second , " " third , ” “ fourth , ” etc. as used 
replicas of the first application running on the plurality of 20 herein are meant as labels to distinguish among different 
nodes ; and determining , in view of the first number and the elements and may not necessarily have an ordinal meaning 
second number , a first service capacity factor corresponding according to their numerical designation . 
to the first application . The disclosure also relates to an apparatus for performing 

Example 32 is the method of example 29 , wherein deter- the operations herein . This apparatus may be specially 
mining , view of the first number and the second number , 25 constructed for the purposes , or it may comprise a general 
the first service capacity factor corresponding to the first purpose computer selectively activated or reconfigured by a application comprises : determining a ratio of the first num computer program stored in the computer . Such a computer 
ber to the second number . program may be stored in a machine readable storage Example 33 is an apparatus comprising : means for deter medium , such as , but not limited to , any type of disk mining that a service replica is to be deployed in a computer 30 including floppy disks , optical disks , CD - ROMs , and mag a 
system ; means for determining a plurality of lost impact 
factors corresponding to a plurality of nodes of the computer netic - optical disks , read - only memories ( ROMs ) , random 

access memories ( RAMs ) , EPROMs , EEPROMs , system ; means for selecting , in view of the plurality of lost magnetic 
impact factors , a first node of the plurality of nodes ; and or optical cards , or any type of media suitable for storing 

electronic instructions , each coupled to a computer system means for deploying the service replica on the first node . bus . Example 34 is the apparatus of example 33 , further 
comprising the subject matter of any of examples 1-32 . The algorithms and displays presented herein are not 

Example 35 is a system comprising a memory and a inherently related to any particular computer or other appa 
processing device operatively coupled to the memory , the ratus . Various general purpose systems may be used with 
processing device to implement the method of any of 40 programs in accordance with the teachings herein , or it may 
examples 1-32 . prove convenient to construct more specialized apparatus to 

Example 36 is a non - transitory machine - readable storage perform the method steps . The structure for a variety of these 
medium including instructions that , when accessed by a systems will appear as set forth in the description below . In 
processing device , cause the processing device to implement addition , the disclosure is not described with reference to 
the method of any of examples 1-32 . 45 any particular programming language . It will be appreciated 

In the foregoing description , numerous details are set that a variety of programming languages may be used to 
forth . It will be apparent , however , that the disclosure may implement the teachings of the disclosure as described 
be practiced without these specific details . In some herein . 
instances , well - known structures and devices are shown in The disclosure may be provided as a computer program 
block diagram form , rather than in detail , in order to avoid 50 product , or software , that may include a machine - readable 
obscuring the disclosure . medium having stored thereon instructions , which may be 
Some portions of the detailed descriptions which follow used to program a computer system ( or other electronic 

are presented in terms of algorithms and symbolic repre- devices ) to perform a process according to the disclosure . A 
sentations of operations on data bits within a computer machine - readable medium includes any mechanism for stor 
memory . These algorithmic descriptions and representations 55 ing or transmitting information in a form readable by a 
are the means used by those skilled in the data processing machine ( e.g. , a computer ) . For example , a machine - read 
arts to most effectively convey the substance of their work able ( e.g. , computer - readable ) medium includes a machine 
to others skilled in the art . An algorithm is here , and ( e.g. , a computer ) readable storage medium ( e.g. , read only 
generally , conceived to be a self - consistent sequence of steps memory ( “ ROM ” ) , random access memory ( “ RAM ” ) , mag 
leading to a desired result . The steps are those requiring 60 netic disk storage media , optical storage media , flash 
physical manipulations of physical quantities . Usually , memory devices , etc. ) , etc. 
though not necessarily , these quantities take the form of The above description is intended to be illustrative , and 
electrical or magnetic signals capable of being stored , trans- not restrictive . Although the present disclosure has been 
ferred , combined , compared , and otherwise manipulated . It described with references to specific illustrative examples 
has proven convenient at times , principally for reasons of 65 and implementations , it will be recognized that the present 
common usage , to refer to these signals as bits , values , disclosure is not limited to the examples and implementa 
elements , symbols , characters , terms , numbers , or the like . tions described . The scope of the disclosure should be 
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determined with reference to the following claims , along 11. A system comprising : 
with the full scope of equivalents to which the claims are a memory ; 
entitled . a processing device operatively coupled to the memory , 

the processing device to : 
What is claimed is : identify a plurality of services running on a node of a 
1. A method , comprising : plurality of nodes of a computer system ; identifying a plurality of services running on a node of a determine a plurality of priorities corresponding to the plurality of nodes of a computer system ; plurality of services ; determining a plurality of priorities corresponding to the determine a plurality of service capacity factors for the plurality of services ; plurality of services in view of the plurality of determining , by a processing device , a plurality of service 

capacity factors for the plurality of services in view of priorities , wherein each service capacity factor rep 
the plurality of priorities , wherein each service capacity resents an amount of loss of capacity of a corre 
factor represents an amount of loss of capacity of a sponding service associated with a loss of the node ; 
corresponding service associated with a loss of the 15 determine a lost impact factor in view of the plurality 
node ; of service capacity factors , and 

determining , by the processing device , a lost impact factor deploy , based on the lost impact factor , a service of the 
in view of the plurality of service capacity factors ; and plurality of services on one or more nodes of the 

deploying , based on the lost impact factor , a service of the plurality of nodes to minimize an amount of service 
plurality of services on one or more nodes of the 20 loss associated with a loss of the one or more nodes . 
plurality of nodes to minimize an amount of service 12. The system of claim 11 , wherein the processing device 
loss associated with a loss of the one or more nodes . to determine the plurality of priorities further comprises the 

2. The method of claim 1 , wherein determining the processing device to : 
plurality of priorities corresponding to the plurality of ser- determine a plurality of service types of the services ; and 
vices comprises : determining a plurality of service types of 25 determine the priorities in view of the service types . 
the services ; and determining the priorities in view of the 13. The system of claim 12 , wherein the service types 
service types . comprise at least one of a web server , a database server , or 

3. The method of claim 2 , wherein the service types a middleware server . 
comprise at least one of a web server , a database server , or 14. The system of claim 11 , wherein the processing device 
a middleware server . 30 to determine the plurality of priorities further comprises the 

4. The method of claim 1 , wherein determining the processing device to determine the plurality of priorities in 
plurality of priorities corresponding to the plurality of ser- view of a plurality of users associated with the plurality of 
vices comprises : determining the plurality of priorities in services . 
view of a plurality of users associated with the plurality of 15. The system of claim 11 , wherein the processing device 
services . 35 to determining the plurality of service capacity factors 

5. The method of claim 1 , wherein determining the further comprises the processing device to : 
plurality of service capacity factors comprises : determine a first number of replicas of a first service 

determining a first number of replicas of a first service running on the node ; 
running on the node ; determine a second number representative of a total 

determining a second number representative of a total 40 number of replicas of the first service running on the 
number of replicas of the first service running on the computer system ; and 
computer system ; and determine , in view of the first number and the second 

determining , in view of the first number and the second number , a first service capacity factor of the plurality of 
number , a first service capacity factor of the plurality of service capacity factors . 
service capacity factors . 16. The system of claim 15 , wherein the processing device 

6. The method of claim 5 , wherein determining , in view to determine , in view of the first number and the second 
of the first number and the second number , the first service number , the first service capacity factor comprises the 
capacity factor comprises determining a ratio of the first processing device to determine a ratio of the first number to 
number to the second number . the second number . 

7. The method of claim 1 , wherein determining the lost 50 17. A non - transitory machine - readable storage medium 
impact factor in view of the plurality of service capacity including instructions that , when accessed by a processing 
factors comprises : determining a combination of the plural- device , cause the processing device to : 
ity of service capacity factors . identify a plurality of services running on a node of a 

8. The method of claim 7 , wherein the combination of the plurality of nodes of a computer system ; 
plurality of service capacity factors comprises an absolute 55 determine a plurality of priorities corresponding to the 
sum of the plurality of service capacity factors . plurality of services ; 

9. The method of claim 7 , wherein the combination of the determine a plurality of service capacity factors for the 
plurality of service capacity factors comprises a weighted plurality of services in view of the plurality of priori 
sum of the plurality of service capacity factors . ties , wherein each service capacity factor represents an 

10. The method of claim 9 , wherein determining the lost 60 amount of loss of capacity of a corresponding service 
impact factor in view of the plurality of service capacity associated with a loss of the node ; 
factors further comprises : determine a lost impact factor in view of the plurality of 

assigning a plurality of weights to the plurality of service service capacity factors ; and 
capacity factors in view of the plurality of priorities ; deploy , based on the lost impact factor , a service of the 
and plurality of services on one or more nodes of the 

determining the combination of the plurality of service plurality of nodes to minimize an amount of service 
capacity factors in view of the plurality of weights . loss associated with a loss of the one or more nodes . 
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18. The non - transitory machine - readable storage medium 
of claim 17 , wherein the processing device to determine the 
plurality of priorities corresponding to the plurality of ser 
vices further comprises the processing device to : 

determine a plurality of service types of the services ; and 5 
determine the priorities in view of the service types . 
19. The non - transitory machine - readable storage medium 

of claim 17 , wherein the processing device to determine the 
plurality of priorities corresponding to the plurality of ser 
vices further comprises the processing device to determine 10 
the plurality of priorities in view of a plurality of users 
associated with the plurality of services . 

20. The non - transitory machine - readable storage medium 
of claim 17 , wherein the processing device to determine the 
plurality of service capacity factors further comprises the 15 
processing device to : 

determine a first number of replicas of a first service 
running on the node ; 

determine a second number representative of a total 
number of replicas of the first service running on the 20 
computer system ; and 

determine , in view of the first number and the second 
number , a first service capacity factor of the plurality of 
service capacity factors . 

a 

25 


