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the user. The server sends instructions to the relying party server in ac-
cordance with the results of the test, where the instructions have been pre-
defined by the user and define actions to be taken by the relying party
server in an event where the user does not pass the test.
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ADVANCED PROOFS OF KNOWLEDGE FOR THE WEB

Related Applications

[0001] This application claims the benefit of provisional patent application serial
number 62/006,472, filed June 2, 2014, the disclosure of which is hereby

incorporated herein by reference in its entirety.

Field of the Disclosure

[0002] The present disclosure relates generally to advanced proofs of
knowledge and, more particularly, to mechanisms for providing access to
services in accordance with advanced capability testing.

Background
[0003] Authentication mechanisms use one or more authentication factors to

control access to secured services. An authentication mechanism may require a
knowledge factor (e.g., a username and a password), an ownership factor (e.g.,
a hardware security token), an inherence factor (e.g., a biometric identifier such
as a fingerprint), or combinations thereof. The first of these is commonly referred
to as proof of knowledge.

[0004] Authentication based on proof of knowledge includes a provisioning
phase (e.g., enroliment) to define user knowledge, and a use phase to
authenticate a user that proves that knowledge. Authentication based on
conventional identity management techniques provides access control to secured
services by validating a username and password to demonstrate proof of
knowledge. Improved identity management techniques to authenticate a user
employ picture passwords (rather than textual passwords) that prove that the
user has knowledge of a combination of input actions together with a known
image (such as, for example, a still picture, a motion picture with or without
sound, a photograph). Although using a picture password increases security due
to the increased complexity of the proof of knowledge, access control for

authenticated users remains unchanged in existing systems.
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[0005] Online portals such as websites use the aforementioned rigid identity
management techniques as proof of knowledge to control access to private
information such as a bank account, a brokerage account, electronic billing, or a
payment system. A relying party such as a bank providing the bank account, a
brokerage firm providing the brokerage account, or a proprietor of the electronic
billing or payment system requires robust forms of proof of knowledge to
maintain control over access to the private information.

[0006] The online portals may use additional mechanisms to distinguish
between human and machine input. For example, mechanisms such as
Completely Automated Public Turing test to tell Computers and Humans Apart
(CAPTCHA) provide a type of challenge-response test to determine whether or
not a user is a human, instead of, for example, a “robot” or other type of
computer agent seeking to thwart an authentication mechanism.

[0007] Thus, conventional identity management techniques are used to control
access to services by merely validating human input of a user’s identity to
demonstrate proof of knowledge. Although existing mechanisms can grant
access to services based on whether a user’s identity is valid, a need exists to
improve access control to services without being constrained by the
aforementioned rigid identity management techniques.

Summary
[0008] Systems and methods disclosed herein relate to defining and using one

or more tests during user authentication to determine whether action should be
taken in accordance with one or more instructions for access control defined by
the user. In some particular embodiments, the one or more tests relate to a
mental capacity of the user, and the one or more instructions define action(s) to
be taken if the user does not successfully complete the one or more tests (i.e., if
the user is found to have diminished mental capacity as indicated by
unsuccessful completion of the test(s)). The instructions may, in some
embodiments, provide limited access to secured information of the user if the

user does not successfully complete the test(s).
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[0009] In some embodiments, a server computer is operable to authenticate a
user on behalf of a relying party server. The server computer is further operable
to obtain results of one or more tests from a client device of the user. The server
computer is further operable to send one or more instructions to the relying party
server in accordance with the results of the one or more tests, where the one or
more instructions have been predefined and define one or more actions to be
taken by the relying party server in an event where the user does not pass the
one or more tests. In some embodiments, the one or more tests have been
predefined by the user.

[0010] In some embodiments, the server computer is further operable to obtain
information indicative of whether one or more conditions for activating the one or
more tests are satisfied, and administer the one or more tests upon determining
that the one or more conditions are satisfied. In some embodiments, the
conditions have been predetermined by the user.

[0011] In some embodiments, for each of a set of tests, the server computer is
further operable to obtain information indicative of whether the test is to be
activated based on one or more conditions having been predetermined by the
user. The server computer then administers the test upon determining that the
test is to be activated or otherwise deactivates the test. In some embodiments,
the one or more tests for which the results are obtained are one or more tests
from the set of tests that are activated.

[0012] In some embodiments, the conditions comprise one or more from a
group consisting of always activated, activated upon request, activated for
predetermined dates or times, and activated based on a triggering event.

[0013] In some embodiments, the one or more instructions set rights for the
user at the client device to a service provided by the relying party in accordance
with one of read-only access, full access, and restricted access.

[0014] In some embodiments, in order to send the one or more instructions to
the relying party server in accordance with the results of the one or more tests,
the server computer is further operable to determine whether the user passed the
one or more tests based on the input obtained from the client device, and upon
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determining that the user did not pass the one or more tests, send the one or
more instructions to the relying party server.

[0015] In some embodiments, the results of the one or more tests are indicative
of mental capacity of the user.

[0016] In some embodiments, the one or more actions defined by the one or
more instructions comprise restricting access to services provided by the relying
party server.

[0017] In some embodiments, for each of the one or more tests, the server
computer is further operable to determine whether the one or more conditions for
activating the test are satisfied. The server computer then activates the test
upon determining that the one or more conditions are satisfied or otherwise
deactivates the test.

[0018] In some embodiments, the server computer is further operable to receive
a communication from the client device of the user which authorizes another user
to modify at least one of the one or more tests and at least one of the one or
more instructions.

[0019] In some embodiments, the server computer is further operable to receive
a communication from the relying party server, the communication comprising
encrypted data indicative of the one or more tests.

[0020] Embodiments are also directed to a relying party server comprising one
or more processors and memory containing instructions executable by the one or
more processors. The relying party server is operable to send a communication
to a proof of knowledge server for authenticating a user on behalf of the relying
party server, and receive one or more instructions from the proof of knowledge
server in accordance with results of one or more tests. In some embodiments,
the one or more instructions have been predefined and define one or more
actions to be taken by the relying party in an event where the user does not pass
the one or more tests. In some embodiments, the one or more tests have been
predefined by the user.

[0021] In some embodiments, the one or more actions defined by the one or

more instructions restrict access to services provided by the relying party server.
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[0022] In some embodiments, the one or more tests are unknown to the relying
party server.

[0023] In some embodiments, for each of a set of tests, the relying party server
is further operable to determine whether the test is to be activated based on one
or more conditions having been predetermined. The relying party server then
activates the test upon determining that the test is to be activated or otherwise
deactivates the test. In some embodiments, the one or more tests for which the
results are obtained are one or more tests from the set of tests that are activated.
[0024] Embodiments are also directed to a client device comprising one or
more processors and memory containing instructions executable by the one or
more processors. The client device is operable to obtain one or more input
actions for an image displayed at the client device and send a communication to
a proof of knowledge server to authenticate a user on behalf of a relying party
server based on the one more input actions. The client device is further operable
to obtain one or more answers to one or more tests and send a communication
to the proof of knowledge server to determine access to a service administered
by the relying party server based on the one or more answers. The client device
is further operable to obtain access to the service administered by the relying
party server in accordance with one or more instructions provided by the proof of
knowledge server. In some embodiments, the one or more instructions have
been predefined and define one or more actions to be taken by the relying party
server in an event where the user does not pass the one or more tests based on
the one or more answers. In some embodiments, the one or more tests have
been predefined by the user.

[0025] In some embodiments, the client device is further operable to access an
interface administered by the relying party server for display at the client device,
send a request to the relying party server to authenticate the user, and receive a
communication from the proof of knowledge server that causes the client device
to redirect communications from the relying party server to the proof of
knowledge server. The client device is further operable to receive a

communication from the proof of knowledge sever to enable user input of a proof
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of knowledge for user authentication, and obtain user input of the proof of
knowledge. In some embodiments, the communication sent to the proof of
knowledge server to authenticate the user on behalf of the relying party server
comprises information that is indicative of the user input of the proof of
knowledge.

[0026] In some embodiments, upon sending the communication to the proof of
knowledge server indicative of the one or more answers, the client device is
further operable to receive a communication from the proof of knowledge server
that causes the client device to redirect communications from the proof of
knowledge server to the relying party server.

[0027] Those skilled in the art will appreciate the scope of the present
disclosure and realize additional aspects thereof after reading the following
detailed description of the preferred embodiments in association with the

accompanying drawing figures.

Brief Description of the Drawing Figures

[0028] The accompanying drawing figures incorporated in and forming a part of
this specification illustrate several aspects of the disclosure, and together with
the description serve to explain the principles of the disclosure.

[0029] Figure 1 illustrates an advanced proof of knowledge authentication
system according to some embodiments of the present disclosure;

[0030] Figure 2 is a flow chart that illustrates the operation of an advanced
proof of knowledge authentication system including a proof of knowledge server
to, during authentication of a user on behalf of a relying party server, determine
whether action(s) should be taken in accordance with instructions of the user
according to some embodiments of the present disclosure;

[0031] Figures 3A and 3B illustrate the operation of the advanced proof of
knowledge authentication system of Figure 1 during provisioning of a picture
password as a proof of knowledge according to some embodiments of the
present disclosure;
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[0032] Figure 4 illustrates the operation of the advanced proof of knowledge
authentication system of Figure 1 during use of the provisioned picture password
from Figures 3A and 3B as proof of knowledge according to some embodiments
of the present disclosure;

[0033] Figures 5A and 5B illustrate the operation of the advanced proof of
knowledge authentication system of Figure 1 during provisioning of advanced
capability testing at the proof of knowledge server according to some
embodiments of the present disclosure;

[0034] Figures 6A and 6B illustrate the operation of the advanced proof of
knowledge authentication system of Figure 1 during use of the advanced
capability testing provisioned in Figures 5A and 5B according to some
embodiments of the present disclosure;

[0035] Figure 7 illustrates the operation of the advanced proof of knowledge
authentication system of Figure 1 during provisioning of advanced capability
testing at a relying party server according to some embodiments of the present
disclosure;

[0036] Figures 8A and 8B illustrate the operation of the advanced proof of
knowledge authentication system of Figure 1 during use of the advanced
capability testing provisioned in Figure 7 according to some embodiments of the
present disclosure;

[0037] Figure 9 illustrates the operation of the advanced proof of knowledge
authentication system of Figure 1 during provisioning of advanced capability
testing without predefining one or more tests according to some embodiments of
the present disclosure;

[0038] Figures 10A and 10B illustrate the operation of the advanced proof of
knowledge authentication system of Figure 1 with the tests being randomly or
pseudo randomly selected during use of the advanced capability testing
provisioned in Figure 9 according to some embodiments of the present
disclosure;

[0039] Figure 11 is a flowchart illustrating a method of operation of a proof of
knowledge server according to some embodiments of the present disclosure;
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[0040] Figure 12 is a flowchart illustrating a method of operation of a relying
party server according to some embodiments of the present disclosure;

[0041] Figure 13 is a flowchart illustrating a method of operation of a client
device according to some embodiments of the present disclosure;

[0042] Figure 14 is a block diagram of a server computer for providing a proof
of knowledge service according to some embodiments of the present disclosure;
[0043] Figure 15 is a block diagram of a relying party server according to some
embodiments of the present disclosure; and

[0044] Figure 16 is a block diagram of a client device according to some

embodiments of the present disclosure.

Detailed Description

[0045] The embodiments set forth below represent the necessary information to
enable those skilled in the art to practice the embodiments and illustrate the best
mode of practicing the embodiments. Upon reading the following description in
light of the accompanying drawing figures, those skilled in the art will understand
the concepts of the disclosure and will recognize applications of these concepts
not particularly addressed herein. It should be understood that these concepts
and applications fall within the scope of the disclosure and the accompanying
claims.

[0046] The purpose of terminology used herein is only for describing
embodiments and is not intended to limit the disclosure.

[0047] As used herein, terms such as “first,” “second,” “third,” and the like
distinguish one element or embodiment from another but should not limit the
element or embodiment. For example, an embodiment can be termed a first
embodiment or a second embodiment without departing from the scope of the
present disclosure.

[0048] As used herein, the term “client device” refers to a device or apparatus
that includes hardware and/or software that provides a web browser, a client

application operable to communicate using client-server architecture, and/or a
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client application for retrieving, presenting, and communicating information over
the Internet.

[0049] As used herein, the term “Relying Party (RP) server” refers to a device
or apparatus that provides one or more services accessible by a client device via
a network portal (e.g., a website). The services may include actions and/or
information administered by a RP server in accordance with access controls that
require authentication of an identity of a user operating the client device.

[0050] As used herein, the term “Proof of Knowledge (PoK) server” refers to a
device or apparatus that includes hardware and/or software to provide a service
(e.g., a password service) used to authenticate the identity of a user on behalf of
the RP server, where the user is operating a client device.

[0051] As used herein, the term “Requesting Party” (RQP) refers to a party that
requests a proof of knowledge service from the PoK server. As such, the RP
server may also be referred to as a RQP server.

[0052] As used herein, the term “AJAX” refers to Asynchronous JAVASCRIPT
and XML, or any suitable communication technique used to send and receive
data over the Internet from a server, or any suitable communication technique as
understood by persons skilled in the art.

[0053] As used herein, the term “picture password” refers to using one or more
known input actions associated with a known image to provide a password for
access to secured information, and/or includes any suitable system or method for
a proof of knowledge about an image that a user can readily remember.

[0054] As used herein, the term “hash” refers to a cryptographic salted hash, a
cryptographic salted hash function (e.g., National Institute of Standards and
Technology (NIST) approved SHA256 Password Based Key Derivation Function
(PBKDF)), and/or a derivation of enciphered or encoded data used to
authenticate the integrity of corresponding information or actions with well-known
anti-dictionary attack protections afforded by cryptographic salting. A hash may
also include a number of hash iterations as suggested by NIST approved
PBKDF.



10

15

20

25

30

WO 2015/187713 PCT/US2015/033811

10

[0055] Before describing embodiments of the present disclosure, a description
of problems associated with the implementation of conventional proofs of
knowledge mechanisms is beneficial.

[0056] Existing systems use conventional identity management techniques to
provide access control to services administered by a relying party. For example,
a relying party such as a financial institution may administer a server that
provides an online portal for users to access one or more financial services. The
RP server authenticates a user seeking to access the financial services base on
identity management techniques. For example, the RP server grants access
rights to the services upon validating the user’s identity based on a username
and password. Existing systems may also limit access to one or more services
depending on the identity of the user. For example, settings may be associated
with different categories of users to control their level of access to particular
services. Accordingly, existing systems rely on rigid identity management
techniques to provide access control to services administered by a relying party.
[0057] These conventional identity management techniques may be inadequate
for providing proper access control based on a user’s circumstances or when a
user’s circumstances has changed. In other words, merely authenticating a
user’s identity to grant access to services provided by a relying party may be
insufficient to provide a proper level of access to those services due to a
condition or when the condition have changed. For example, in authenticating
and authorizing a user for interacting with one or more websites (or, for example
and without limitation, other Internet services), there are edge cases where
validating the identity of the user is not sufficient to determine a proper
authorization to perform some actions or view some types of information
associated with a secured service.

[0058] Prototypical examples (i.e., use cases) where conventional identity
management is inadequate to provide a proper level of access control has to do
with a person’s age and/or certain types of mental impairment caused by brain
injury. Other use cases may exist for different ages, different injuries, or different
states of mind of the person (e.g., a person having alcohol induced intoxication).
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[0059] Anterograde amnesia is one use case where a person has deficient
judgment due to a restricted mental capacity to remember current events, or to
remember events engaged in by the person or that have happened to the
person. This person may have an online financial account such as a bank
account administered by a financial institution. The person may recall the
person’s username and password from memory, recall how to use a hardware
security token, and/or how to provide a fingerprint or other biometrics that
establish with high confidence that the person’s identity is correct. However, the
financial institution may not know the person’s mental capacity is now diminished
due to anterograde amnesia (i.e., a changed condition). Thus, the financial
institution does not know that the person now has a diminished mental capacity.
Unfortunately, conventional identity management techniques would provide the
same access to secured services even though the person’s diminished capacity
could lead to actions that are detrimental to the person.

[0060] For example, a person with diminished mental capacity has a high risk
for being confused enough to withdraw money from a bank account and perhaps
even give the withdrawn money from the person’s bank account to a caregiver
without being able to later recall these events or share and/or relate these events
to the person’s spouse or guardian. Regardless of whether these events are
discovered later or not, an improvement would be to preempt this situation by
testing the person for this form of diminished mental capacity (e.g., dementia),
and then perhaps still allow the disabled person to view account information but
restrict some transfers of money in and out of the account, and limit outgoing
transfers only to specific accounts that a more capable person (such as the
person’s spouse or guardian) can judge whether to actually release the money.
[0061] A seemingly simple solution to this problem is to have the financial
institution perform an online test to determine if a person has sufficient mental
capacity (e.g., is over a certain age) to access a level of services. However,
such a solution immediately assigns the role of a healthcare provider to the
financial institution and, as a consequence, burdens the financial institution with

all the privacy issues that stem from knowing personal information about the
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person’s health. This includes both statutory issues and ethical issues involved
in knowing this type of personal information. Indeed, a person could legitimately
fear that the financial institution would run mental capability tests on their own
accord to determine if the person should be prevented from accessing a service
(e.g., a website) regardless of whether such testing is right or wrong in terms of
considering the person’s well-being and/or irrespective of whether this person is
experiencing an acute or chronic condition.

[0062] These examples generally belong to a class of capability testing within
the domain of “advanced proofs of knowledge,” as referred to herein with respect
to the disclosed embodiments. The specific form of mental capability testing for
the above examples can be more precisely referred to as “proofs of mental
capability.” Although the risk of abusing this form of testing exists, it is still
desirable in some circumstances to run these tests in order to prevent the
undesirable consequences associated with this class of use cases, such as
enabling actions that are detrimental to a person having diminished capacity. As
such, a need exits for testing users to determine a suitable level of access to
services provided by a relying party, where the relying party remains isolated
from knowing some personal information about the users.

[0063] There is a related need to prevent insider attacks on services provided
by a relying party. An insider attack is a malicious attack perpetrated by a person
with authorized access to the relying party. As such, an insider attack may be
associated with a class of undesirable Internet access where a person knows the
correct identity that can be used to access services provided by the relying party.
The person may even be technically authorized to access the services.
However, the relying party may make an incorrect assumption about what that
person knows. For example, the relying party may presume that the person has
been given verbal permission by an authority (e.g., such as the owner of a bank
account) to access services, or has knowledge of a certain facility or room. A
solution to avoid making the wrong assumption by the relying party would be to
test the assumption before giving the person access to services including, for
example, certain private data. But such tests could be ineffective if there is an
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insider attack because the test criteria and the tests that are run to check the
assumption could have been compromised as part of the original attack. Further,
as described earlier, there may be privacy issues that require guarding against
the relying party (e.g., a website owner) knowing the tests that are actually
performed.

[0064] The present disclosure solves the aforementioned drawbacks by
providing systems, methods, and devices for using advanced proofs of
knowledge that modify access to secured services in accordance with advanced
capability testing. Identity management techniques may be used to authenticate
a request from a user to access secured services provided by a relying party.
Then the results of advanced capability testing are used to provide a specific
level of access by the authenticated user to the secured services (e.g., full
access, restricted access, read-only access).

[0065] In particular, advanced capability testing may include four components.
The first component includes checking condition(s) that are used to determine
which test(s), if any, to run for a user. The second component includes running
the test(s) that satisfy the condition(s). The third component includes checking
answer(s) provided by the user in response to the test(s). The fourth component
includes obtaining results or outcomes based on the answer(s) to the test(s).
The results or outcomes may be used to issue instructions to the relying party to
perform action(s) such as granting particular access levels for the user to the
secured services, issuing alerts, or the like. As such, the relying party may
perform actions based on results determined from answers in response to tests
that run under certain conditions.

[0066] Any combination of the conditions, tests, answers, and instructions
causing the actions of the advanced capability testing may be predetermined or
predefined by the user. In other words, the conditions, tests, answers, and
instructions may be earlier provisioned or previously set up. In some
embodiments, the tests may be determined randomly or pseudo randomly from a

catalogue of options.
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[0067] The advanced proofs of knowledge that modify access to secured
services in accordance with advanced capability testing are provided by using
three agents to authenticate a user and modify rights of that user to access
secured services. The agents include a relying party (e.g., a financial institution
and its website), the user, and a PoK service that authenticates the user on
behalf of the relying party.

[0068] As such, some disclosed embodiments are an extension of the picture
password system for web login disclosed in International Application No.
PCT/US14/32342 entitled “METHOD AND SYSTEM OF PROVIDING A
PICTURE PASSWORD PROOF OF KNOWLEDGE AS A WEB SERVICE,”
which is itself an extension of U.S. Patent No. 8,813,183 entitled “METHOD AND
SYSTEM FOR PROCESSOR OR WEB LOGON,” and any related applications,
which are all incorporated herein by reference in their entireties. Disclosed
therein are picture password authentication systems that can utilize multiple tests
to determine whether action(s) should be taken in accordance with instructions.
Examples of the tests disclosed therein, which are used for proof of knowledge,
include a separate “analogy test” or a “picture pointing test” to determine that any
input is not provided by a robot attempting to provide a picture password as proof
of knowledge.

[0069] When implementing picture passwords in the disclosed embodiments to
authenticate a user, the PoK service uses a picture and input actions on the
picture (or, for example without limitation, motion picture with audio and actions
on the video or audio) to authenticate the user on behalf of the relying party. The
user then undergoes testing to determine whether action(s) should be taken in
accordance with instructions predefined by the user. For instance, the test(s)
may be test(s) for proof of mental capacity such that the user is determined to
have diminished mental capacity if the user does not successfully complete the
test(s) and, otherwise, is determined to have sufficient mental capacity. If the
user is determined to have diminished mental capacity via the test(s), instructions
are communicated to the relying party to, e.g., limit access to secure information.
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In some embodiments, the instructions for access control may be implemented
as advance directives defined by the user.

[0070] For example, an advanced proof of knowledge for a website may include
a picture password used to login to a webpage that can access secured services
including a private bank account, a brokerage account, an electronic billing or
payment system, an email system, a web service system, an application service
system, or the like. Using the advanced proof of knowledge, the PoK server
authenticates a user seeking to access the secured services via the website of
the relying party and tailors access to the secured services in accordance with
one or more instructions defined by the user. In a particular implementation, one
or more mental capability tests can be used to determine that a person is or is
not in a state of anterograde amnesia (or, for example and without limitation,
drunk, under a certain age, not knowledgeable about a particular facility) and
access to secured services can be restricted accordingly.

[0071] Figure 1 illustrates an advanced proof of knowledge authentication
system 10 according to some embodiments of the present disclosure. The
advanced proof of knowledge authentication system 10 (hereinafter sometimes
referred to as the “system 10”) may be formed from a combination of one or more
servers and/or one or more client devices. As shown, the system 10 includes
client devices 12-1, 12-2, and 12-3 (generally referred to herein collectively as
client devices 12 and individually as client device 12), a RQP/RP server 14
(hereafter referred to as the RP server 14), and a PoK server 16, all
interconnected via a network 18 (e.g., the Internet). In this example, the client
devices 12 include a laptop computer 12-1, a desktop computer 12-2, and a
mobile device 12-3. However, these are only examples. The client devices 12
can be any suitable type of device that can be used by a user to access the RP
server 14.

[0072] In some embodiments, the RP server 14 and/or the PoK server 16 can
be components of respective services that include one or more web servers that
are remote from the client devices 12-1, 12-2, and 12-3. Optionally, the RP
server 14 and the PoK server 16 may communicate over a channel separate
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from the network 18. For example, the client devices 12 may communicate with
the servers 14 and 16 over the Internet, but the servers 14 and 16 may
communicate with each other over a separate and secured network.

[0073] The PoK server 16 may operate to authenticate users of the client
devices 12-1, 12-2, and 12-3 over the network 18 on behalf of the RP server 14.
The PoK server 16 may also operate to test users of the client devices 12-1, 12-
2, and 12-3 over the network 18 on behalf of the RP server 14, and provide
instructions (e.g., which control access levels) to the RP server 14 based on the
results of answers to the tests. The results of the advanced capability testing
may include issuing instructions for access control that define one or more
actions to be taken by the RP server 14 in the event that the user does not pass
a test. In some embodiments, the instructions for access control may be
implemented as advance directives defined by the user. For example, an
advance directive may include an action that restricts access to services
administered by the RP server 14 because the PoK server 16 determined that
the results of testing indicate that a user has diminished mental capacity.

[0074] The RP server 14 provides a network portal over the network 18 to
display an interface at the client device 12. For example, the network portal may
include a website and the network 18 may include the Internet. The RP server
14 administers secured services (e.g., secured private information) that can be
accessed via the website by a user operating the client device 12. For example,
the RP server 14 may correspond to a server of a financial institution that
administers a website for users to access account information over the Internet.
However, this is only a particular example of using the advanced capability
testing for high-risk transactions, where such an implementation would be
beneficial to an institution responsible for administering such high-risk
transactions. The disclosed embodiments should not be limited to this particular
example. Instead, the advanced capability testing may be implemented by any
other institution or entity that requires maintaining secure access to services that

include private or sensitive information. For example, other institutions that may
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benefit from the use of advanced capability testing include healthcare institutions
that administer private patient information via patient portals or the like.

[0075] The client device 12 can access the secured services administered by
the RP server 14 via the website by providing information used to authenticate
the user. For example, a user may input a username and password to login to a
banking website. The username may be validated by the RP server 14, and the
password may be validated by the PoK server 16 (on behalf of the RP server 14)
to authenticate the user. This validation may provide access to the user’s
secured information. As such, a user can access secured information by
demonstrating proof of knowledge of a username and password.

[0076] The PoK server 16 operates to authenticate users on behalf of the RP
server 14. For example, the client device 12 can communicate directly with the
RP server 14 to seek access to private information via a login page of a website
administered by the RP server 14. The RP server 14 requests a picture
password service from the PoK server 16 to authenticate the user on behalf of
the RP server 14. The PoK server 16 redirects the client device 12 to the PoK
server 16 and invokes an interface at the client device 12, which is used to
authenticate the picture password by the PoK server 16 on behalf of the RP
server 14.

[0077] This mechanism isolates the source of secured services (e.g., the
private information) at the RP server 14 from the authentication mechanism at
the PoK server 16, which improves security by separating mechanisms that
administer services and information from mechanisms that administer proofs of
knowledge. As such, the RP server 14 knows the identity of a user and uses an
identifier for that user to request an authentication for the user by using the
picture password from the PoK server 16 for that user. The PoK server 16
knows the picture password, including the image for the picture password and
the input actions used as proof of the user’'s knowledge. However, the RP server
14 does not know the picture password, and the PoK server 16 does not know
the user’s identity (e.g., the user remains anonymous to the PoK server 16).
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[0078] The disclosed embodiments test the user, in addition to authenticating
a picture password, to dynamically control access to secured services. Generally
speaking, it is preferable for the user that may be subjected to one or more tests
(e.g., mental capacity tests) to have authorized such testing in advance. The RP
server 14 will not know the test(s) but will know something abstract about the
tests such as whether an instruction has failed due to the results of a test and/or,
for example, that the user only wants to be able to read but not download or
move resources administered by the secured services except by other persons
that were given the user’s authorization (e.g., given a power of attorney). The
PoK server 16 does not know the identity of the person being tested, and the RP
server 14 does not know what tests the person has passed or failed. Thus,
neither the PoK server 16 nor the RP server 14 are sufficiently knowledgeable of
a user’s private information to be considered a healthcare provider since neither
are able, on their own, to associate a person with a mental capability test.

[0079] As such, the disclosed embodiments provide a privacy guarantee that
is built on identity management techniques that are enriched with advanced
capability testing to modify access requests by using, for example, an Application
Programming Interface (API) that includes desired access limitations (such as
read-only access, etc.). The PoK server 16 modifies attributes of access by an
authenticated user to services administered by the RP server 14 in accordance
with advanced capability testing that may be defined by a user or defined by
another party. Again, the advanced capability testing includes instructions that
define actions to be taken by the RP server 14 in the event that the user passes
and/or fails tests that may be defined by the user.

[0080] Figure 2 is a flow chart that illustrates the operation of the advanced
proof of knowledge authentication system 10 according to some embodiments of
the present disclosure. The PoK server 16 receives a communication from the
client device 12, where the communication is used by the PoK server 16 to
authenticate a user on behalf of the RP server 14 (step 100). For example, the
authentication may be based on identity management techniques that verify a
user’s identity by validating a username at the RP server 14 and validating a
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picture password at the PoK server 16. The PoK server 16 authenticates the
user’s identity if an entered picture password is correct (step 102), and, if
authentication fails, informs the RP server 14 such that the RP server 14 may
restrict access of the user (step 104).

[0081] Returning to step 102, upon authentication of the user’s identity, a
determination is made about whether any one or more predetermined conditions
for advanced capability testing are satisfied (step 106). These conditions are
used to determine whether advanced capability testing is to be performed and/or
to determine which of multiple predefined tests are to be activated or deactivated
(i.e., to determine which of multiple predefined tests are to be used). As an
example, for each of multiple predefined tests, the condition that defines whether
the test is to be activated or deactivated may include a condition that the test is
always activated, a condition that the test is to be activated upon request (e.g., a
request from the user or another party), a condition that the test is to be activated
for predetermined dates or times, or a condition that the test is to be activated
based on a triggering event (e.g., triggered by an input from a user). For
example, a predetermined condition may include activating one or more mental
capacity tests late at night when a particular user is more likely to experience
diminished mental capacity due to, for example, alcohol intoxication. If none of
the conditions are satisfied, then tests are not activated and full access to
services provided by the RP server 14 are granted in accordance with
instructions for access control (step 116).

[0082] Returning to step 106, if one or more of the conditions are satisfied, one
or more tests are activated (step 108). The PoK server 16 may then provide an
interface at the client device 12 to obtain answers from the user for the activated
tests (step 110). The PoK server 16 determines whether the user passed or
failed the activated test(s) (step 112). If the user passed the activated test(s),
then full access may be granted to the services provided by the RP server 14 in
accordance with instructions for the advanced capability testing (step 116). In
other words, the PoK server 16 informs the RP server 14 that the user is
authenticated.
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[0083] On the other hand, if the user failed the activated test(s) in step 112,
then restricted access may be granted to the services provided by the RP server
14 in accordance with instructions for the advanced capability testing (step 114).
In other words, the PoK server 16 informs the RP server 14 that the user is
authenticated but that one or more actions are to be taken in accordance with
one or more instructions for the advanced capability testing of the user (e.g.,
access to secure information/services is to be limited). In some embodiments,
the tests, instructions, and/or conditions may be predefined or predetermined by
the user such that the access to secured services is dynamically tailored
according to the user’s predetermined circumstances. In some embodiments,
the tests, instructions, and/or conditions may be predefined or predetermined by
an entity other than the user such that the access to secured services is
dynamically tailored according to the that entity’s needs.

[0084] As such, the PoK server 16 generally does not know the results of the
testing. Instead, the PoK server 16 just checks answers received from the client
device 12 against what are known to be correct answers. The PoK server 16
does not have visibility into the current answers sent by the client device 12
operated by the user, nor have visibility into the known correct answer. Instead,
the PoK server 16 knows only sufficient information to determine if the answers
match (e.g., if cryptographic hashes match).

[0085] The advanced proof of knowledge authentication system 10 detailed
above includes features for provisioning and utilizing mechanisms that
authenticate a user, and for provisioning and utilizing mechanisms that modify
access controls in accordance with advanced capability testing. Figures 3A
through 8B are diagrams that illustrate the mechanisms for provisioning and
using a picture password to authenticate a user and illustrate the mechanisms for
provisioning and using advanced capability testing to modify access controls. In
particular, Figures 3A, 3B, and 4 are diagrams that illustrate mechanisms for
provisioning and using, respectively, a picture password to authenticate a user
operating the client device 12. Figures 5A, 5B, 6A, and 6B are diagrams that
illustrate a first embodiment for provisioning and using the advanced capability
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testing, respectively. Figures 7, 8A, and 8B are diagrams that illustrate a second
embodiment for provisioning and using the advanced capability testing,
respectively. Lastly, Figures 9, 10A, and 10B are diagrams that illustrate a third
embodiment for provisioning and using the advanced capability testing,
respectively.

[0086] Figures 3A and 3B are a diagram that illustrates provisioning of a picture
password as proof of knowledge according to some embodiments of the present
disclosure. As indicated above, a username and a picture password may
authenticate a user that seeks to access a service provided by the RP server 14,
such as a user’s bank account that includes private information. The PoK server
16 provisions the picture password for the user on behalf of the RP server 14.

As such, the RP server 14 knows the username and private information of the
user but does not know the user’s picture password. Similarly, the PoK server 16
has information sufficient to validate the user’s picture password but does not
know the user’s username and private information.

[0087] As shown, a user operating the client device 12 accesses a network
portal (e.g., a website) administered by the RP server 14 to provision (i.e., setup)
login information for accessing one or more services provided by the RP server
14 (step 200). In response, the RP server 14 provides an interface that displays
options to create the login information (step 202). The user may then enter a
username and select a PoK service (step 204). If the PoK service is selected,
the RP server 14 sends a request to the PoK server 16 to create login
information for a new account (step 206). The request does not include
information that reveals the identity of the user, which maintains the anonymity of
the user at the PoK server 16. The PoK server 16 then generates a User
Identifier (UID) for the new account and stores the UID in a new record (i.e., the
UID record) that may be stored in a database of UID records (step 208). The
UID is subsequently used as an alias for the user when communicating with the
PoK server 16. The PoK server 16 returns the UID to the RP server 14 to store
the UID in a record for the user (steps 210, 212).
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[0088] After the new account is created at the RP server 14, the UID is used to
request a login_token from the PoK server 16 (step 214). The PoK server 16
then returns a random login_token to the RP server 14 (step 216), and the RP
server 14 redirects the client device 12 to a portal administered by the PoK
server 16 (step 218).

[0089] After the PoK server 16 has verified the login_token, the client device 12
communicates directly with the PoK server 16 (step 220). The user is then
prompted to upload or select an image as a picture password image (step 222).
The PoK server 16 then stores the uploaded or selected image in association
with the UID record for the user (step 224). The user then enters a sequence of
input actions for picture password, and saves the input action sequence at client
device 12 (step 226). The input actions may be saved in memory for the purpose
of allowing the user to test when the input actions are repeated to confirm the
input actions. As such, the user is prompted to confirm the input action
sequence by re-entering the same input action sequence (step 228). The input
action sequence is then hashed, and the hashed input action sequence is
communicated to the PoK server 16 (steps 230, 232). The PoK server 16 stores
the hashed input action sequence in association with the uploaded or selected
image and UID record (step 234). Lastly, the PoK server 16 redirects the client
device 12 back to the RP server 14 (step 236).

[0090] Figure 4 is a diagram that illustrates utilizing the provisioned picture
password from Figures 3A and 3B to authenticate a user according to some
embodiments of the present disclosure. The PoK server 16 authenticates the
picture password on behalf of the RP server 14 so that the user can access the
secured services administered by the RP server 14. As shown, the user
operating the client device 12 accesses a network portal (e.g., a website)
administered by the RP server 14 to access the service provided by the RP
server 14 (step 300). In response, the RP server 14 provides an interface that
displays options to login to the service provided by the RP server 14 (step 302).
For example, the user enters a username and selects the PoK service (step
304). If the PoK service is selected, the RP server 14 requests a login_token
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from the PoK server 16 by using the user’s UID (step 306). The PoK server 16
then generates a random login_token and returns it to the RP server 14 (steps
308, 310).

[0091] The RP server 14 provides the random login_token to the client device
12 in a query string to redirect the client device 12 to a portal administered by the
PoK server 16 (step 312). After the PoK server 16 verifies the random
login_token, an interface is provided for display at client device 12, which
includes the uploaded or selected image for the picture password (step 314).
The user inputs a sequence of input actions, which are hashed and saved in
memory at the client device 12 (step 316). The hashed input action sequence is
sent back to the PoK server 16 via an asynchronous JAVASCRIPT and XML
(AJAX) (step 318). However, this is only an example. In some embodiments,
the hashed input action sequence may be sent back to the PoK server 16 via
comparable technologies that allow web applications to send data to and retrieve
data from a server asynchronously (e.g., in a background process) without
interfering with the display at the client device 12 and the behavior of the existing
displayed webpage.

[0092] The PoK server 16 then verifies the hashed input action sequence
(step 320). If the hashed input action sequence is verified, the PoK server 16
generates an auth_token that is communicated in a query string to the client
device 12, which redirects the client device 12 back to the RP server 14 (step
322). The RP server 14 then requests an id_token from the PoK server 16 by
using the auth_token (step 324). The PoK server 16 provides the id_token to the
RP server 14 (step 326). As such, the user is verified and logged in to the RP
service if the user demonstrates proof of knowledge of the picture password
(step 328). Notably, the login information is not sent through the RP server 14.
Instead, the PoK server 16 verifies the login information and passes an
auth_token to the RP server 14 to authenticate the user. As such, the PoK
server 16 authenticates a user on behalf of the RP server 14.

[0093] There are a variety of ways to provision and use advanced capability
testing, which provide instructions that modify access by an authenticated user to
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services provided by the RP server 14. Figures 5A, 5B, 6A, and 6B are diagrams
that illustrate a first embodiment for provisioning advanced capability testing at
the PoK server 16 and utilizing the provisioned advanced capability testing,
respectively. Figures 7, 8A, and 8B are diagrams that illustrate a second
embodiment for provisioning advanced capability testing at the RP server 14 and
utilizing the provisioned advanced capability testing, respectively. Figures 9,
10A, and 10B are diagrams that illustrate a third embodiment for provisioning
advanced capability testing and utilizing the provisioned advanced capability
testing, respectively. As such, this disclosure provides at least three ways that a
person can provision advanced capability testing, and two ways to utilize the
advanced capability testing. Although the first, second, and third embodiments
are shown in separate figures, the steps from the separate figures could be
combined in any way to achieve any suitable mechanism to provision and use
the advanced capability testing.

[0094] Figures 5A and 5B are a diagram that illustrates a process for
provisioning advanced capability testing at the PoK server 16 according to a first
embodiment of the present disclosure. As shown, a user communicates with the
RP server 14 to request to setup of one or more instructions for advanced
capability testing for use to access services provided by the RP server 14 (step
400). In response, the RP server 14 requests an adv_cap_token from the PoK
server 16 by using the UID (step 402). The PoK server 16 provides a random
adv_cap_token to the RP server 14, which is used to redirect the client device 12
to the PoK server 16 by communicating the random adv_cap_token in a query
string to the client device 12 (steps 404, 406).

[0095] Upon verifying the random adv_cap_token from the client device 12, the
PoK server 16 provides one or more options for conditions, tests, instructions for
access control, and an interface for display at the client device 12 (step 408).
The user operating the client device 12 then creates or selects one or more
conditions, one or more tests, and one or more instructions for access control

based on results of the advanced capability testing (step 410).
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[0096] The specified conditions determine which tests activate when the
conditions are satisfied. The conditions may include, for example, always
activated, activated on request, activated for specific dates or time ranges, and
activated based on an event trigger (e.g., after a specified number of logins in a
given time). In some embodiments, the condition of “always activated” is the
default condition, and the one or more tests are deactivated based on whether
the one or more conditions are not satisfied. In some embodiments, the tests
that were defined by the user at the PoK server 16 are hashed and encrypted
using a public key. The instructions that were defined by the user at the PoK
server 16 define one or more actions to be taken by the RP server 14 in the
event that the user subsequently passes or fails one or more of the tests defined
by the user. The actions may include, for example, providing read-only access,
full access, restricted access, or the like.

[0097] The specified conditions, hashed and encrypted tests, and instructions
for access control are sent to the PoK server 16 (step 412). The PoK server 16
stores the one or more tests, instructions, and/or conditions in association with
the UID record for the user (step 414). The particular order for predefining or
predetermining conditions, tests, and/or instructions is not limited to the order
described above and may be practiced in any order.

[0098] The user of the client device 12 enters and stores one or more answers
for the one or more tests and confirms the answers by re-entering the one or
more answers (steps 416, 418). The client device 12 then hashes and digitally
signs the one or more answers, and communicates the hashed and digitally
signed answers to the PoK server 16 (steps 420, 422). The PoK server 16
stores the hashed answers in association with the UID record for the user (step
424). Lastly, the PoK server 16 redirects the client device 12 back to the RP
server 14 after the advanced capability testing has been provisioned (step 426).
[0099] Figures 6A and 6B are a diagram that illustrates a process for utilizing
the advanced capability testing provisioned in Figures 5A and 5B according to
the first embodiment of the present disclosure. As shown, a user operating the
client device 12 communicates with the RP server 14 to request access to one or
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more secured services administered by the RP server 14 (step 500). The one or
more services may include providing access to private information such as
financial information available via a website, but are not limited thereto. In
response the RP server 14 provides a display of login options (step 502). The
user can then enter a username and select the PoK service to authenticate the
user (step 504). The RP server 14 then requests a login_token from the PoK
server 16 using the UID (step 506). The PoK server 16 then returns a random
login_token that is communicated in a query string via the RP server 14 to the
client device 12 to redirect the client device 12 to the PoK server 16 (steps 508,
510).

[00100] Upon verifying the random login_token, the PoK server 16 loads the data
associated with the user including an image for a picture password and provides
an interface for display at the client device 12 (step 512). The user then enters a
sequence of input actions for a displayed image of a picture password (step 514).
The input action sequence is hashed and sent back to the PoK server 16 via
AJAX with no redirect to the RP server 14 (steps 516, 518).

[00101] Upon verifying the hashed input action sequence to authenticate the
user, the PoK server 16 checks the one or more conditions to identify tests that
satisfy those conditions (steps 520, 522). Tests that satisfy the one or more
conditions are activated and those that do not are deactivated. A corresponding
interface for conducting the activated test(s) is provided by the PoK server 16 for
display at the client device 12 (step 524). As such, the test(s) are administered
by the PoK server 16. In some embodiments, the tests provided by the PoK
server 16 to the client device 12 are hashed and encrypted as provisioned. As
such, the encrypted tests are decrypted at the client device 12 to test the user.
[00102] The user operating the client device 12 then enters an answer(s) for the
activated test(s) (step 526). The answers are hashed, digitally signed, and sent
back to the PoK server 16 without a redirect to the RP server 14 (steps 528,
530). The hashed answers are verified at the PoK server 16 to determine the
results of the testing, and may be discarded (step 532). Then the PoK server 16
generates an auth_token that is communicated in a query string to the client
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device 12 to redirect the client device 12 back to the RP server 14 (step 534).
The RP server 14 then requests an id_token from the PoK server 16 by using the
auth_token (step 536). The PoK server 16 then provides the id_token to the RP
server 14 as well as one or more instructions determined based on results of the
tests (step 538). Lastly, the RP server 14 verifies the user and logs the user in to
grant access to the one or more services administered by the RP server 14 (step
540). The access rights to the one or more services is provided in accordance
with instructions for access control (e.g., advance directives predefined by the
user) that define actions that designate the level of access granted to the user for
a particular service (e.g., controls access to secured private information).

[00103] Accordingly, the first embodiment provisions advanced capability
testing directly on the proof of knowledge service provider's webpages. So, for
example, if that webpage will take a picture password as proof knowledge of a
password, then a person can also be given the option of being tested, under
advanced capability testing for other things and appropriate actions are taken by
the RP server 14 if the user fails those tests. In some embodiments, an agent of
the person such as, for example, the person’s attorney with an appropriate power
of attorney could be given access to directly update the person’s record at the
PoK server 16. In some embodiments, this can only be done by the RP server
14 after it has asked the PoK server 16 to perform a proof of knowledge test on
the user’s identity (i.e., after authenticating a user) since only the RP server 14
has a non-spoofable digital identification for the person. The PoK server 16,
which is a different agent than the RP server 14, could also operate as a text
password checker where the RP server 14, again, does not know the text
password or its hash, and the PoK server 16 does not know the identity of the
person.

[00104] Figure 7 is a diagram that illustrates a process for provisioning advanced
capability testing at a RP server 14 according to a second embodiment of the
present disclosure. As shown, a user operating the client device 12
communicates with the RP server 14 to request the setup of advanced capability
testing for use to access services provided by the RP server 14 (step 600). In
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response, the RP server 14 provides an interface for display at the client device
12 for the user to create or select one or more tests for advanced capability
testing. Accordingly, the user defines the tests at the RP server 14 (step 602).

In some embodiments the tests are encrypted using a public key and are
hashed. .

[00105] The user also specifies one or more conditions under which the one or
more tests activate when the conditions are satisfied and associates one or more
instructions with results for passing or failing one or more of the tests (step 604).
Accordingly, the one or more conditions may be predetermined or predefined by
the user. The conditions may include, always activated, activated on request,
activated for specific dates or time ranges, and activated based on an event
trigger (e.g., after a specified number of logins in a given time). In some
embodiments, the condition of always activated is the default condition, and the
one or more tests are deactivated based on whether the one or more conditions
are satisfied. Moreover, the instructions define one or more actions to be taken
by the RP server 14 in the event that the user subsequently passes or fails one
or more of the tests defined by the user. The actions may include providing read-
only access, full access, restricted access, or the like

[00106] The RP server 14 may then store hashes of the tests, instructions,
and/or conditions with the UID record for the user (step 606). The user of the
client device 12 enters and stores one or more answers for the one or more tests
and confirms the answers by repeating the input (steps 608, 610). The client
device 12 then hashes the answers, and communicates the hashed answers to
the RP sever 14 (steps 612, 614). Lastly, the RP server 14 stores the hashed
answers in the UID record for the user (step 616).

[00107] In some embodiments, the one or more of the tests, instructions,
conditions, and/or answers are stored in a file or document as encrypted and/or
unencrypted (i.e., clear text) data. For example, the conditions may be stored as
unencrypted data that can be processed by the RP server 14 while the tests,
instructions, and answers are stored as encrypted data that can be processed by
the PoK server 16 but not processed by the RP server 14. Utilizing such a
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document maintains the isolation of some information from the PoK server 16
and other information from the RP server 14.

[00108] Figures 8A and 8B illustrate a call flow diagram for utilizing the advanced
capability testing provisioned in Figure 7 according to the second embodiment of
the present disclosure. As shown, a user operating the client device 12
communicates with the RP server 14 to request access to one or more secured
services administered by the RP server 14 (step 700). The one or more services
may include access to private information such as financial information available
via a website. In response, the RP server 14 provides a display of login options
(step 702). The user can then enter a username and select the PoK service to
authenticate the user (step 704).

[00109] The RP server 14 checks the one or more conditions to identify tests that
satisfy those conditions (step 706). The RP server 14 then requests a
login_token from the PoK server 16 using the UID, and provides hashed test(s)
(and hashed answers) that satisfy the one or more conditions (step 708). The
PoK server 16 then returns a random login_token that is communicated in a
query string via the RP server 14 to the client device 12 to redirect the client
device 12 to the PoK server 16 (steps 710, 712).

[00110] Upon verifying the random login_token, the PoK server 16 loads the data
associated with the user including an image for a picture password and related
input actions and provides an interface for display at the client device 12 (step
714). The user then enters a sequence of input actions for a displayed image of
a picture password at the client device 12 (step 716). The input action sequence
is hashed and sent back to the PoK server 16 via AJAX with no redirect to the
RP server 14 (steps 718, 720).

[00111] Upon verifying the hashed input action sequence to authenticate the
user (step 722), the PoK server 16 sends the hashed and encrypted tests (for
which the conditions were satisfied) and provides a display of a corresponding
interface at the client device 12 (step 724). The hashed tests are then decrypted

at the client device 12 for the user to enter one or more answers for the
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decrypted tests (steps 726, 728). The answers are hashed and sent back to the
PoK server 16 without a redirect to the RP server 14 (step 730, 732).

[00112] The hashed answers are verified at the PoK server 16 to determine the
results of the testing (step 734). Then the PoK server 16 generates an
auth_token that is communicated in a query string to the client device 12 to
redirect the client device 12 back to the RP server 14 (step 736). The RP server
14 then requests an id_token from the PoK server 16 by using the auth_token
(step 738). The PoK server 16 then provides the id_token to the RP server 14.
In some embodiments, the PoK server 16 also provides one or more instructions
determined based on results of the tests (step 740). In other embodiments, the
RP server 14 knows the instructions that correspond with the tests originally sent
to the PoK server 16 and acts accordingly in response to the tokens received
from the PoK server 16. Lastly, the RP server 14 verifies the user and logs the
user in to grant access to the one or more services administered by the RP
server 14 (step 742). The access to the one or more services is provided in
accordance with instructions (e.g., advance directives predefined by the user)
that define actions that designate the level of access granted to the user for a
particular service (e.g., controls access to secured private information).

[00113] Accordingly, the second embodiment provisions advanced capability
testing at the RP server 14 by creating a digital document using public key
cryptography to hide content. In some embodiments, this digital document could
be provided to the RP server 14 to simply pass along to the PoK server 16. In
this way, the RP server 14 can know that one or more instructions have been
forwarded to the PoK server 16 without the RP server 14 knowing the content of
the instructions. However, some limited information could be allowed to the RP
server 14 in this otherwise encrypted document. For example, the RP server 14
can be informed of the various types of communications back that may be
allowed (e.g., read-only, no transfers except to others with appropriate power of
attorney, etc.). The RP server 14 may be told in the unencrypted (i.e., “clear
text”) part of the document that the person is being also asked to report back if
the person cannot (technically) follow some of the instructions so that the person
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may notice a failure to allow access even though the person thought that the
person was going to be given read access, and the like.

[00114] Figure 9 is a diagram that illustrates a process for provisioning advanced
capability testing according to a third embodiment of the present disclosure. In
this embodiment, the user does not predefine or predetermine answers to the
tests or the tests themselves. Instead, the user predetermines conditions for
activating the tests, and predefines the instructions for access control for the
results of the advanced capability testing. As shown, a user communicates with
the RP server 14 to request to setup advanced capability testing for use to
access services provided by the RP server 14 (step 800). In response, the RP
server 14 requests an adv_cap_token from the PoK server 16 by using the UID
(step 802). The PoK server 16 provides a random adv_cap_token to the RP
server 14, which is used to redirect the client device 12 to the PoK server 16 by
communicating the random adv_cap_token in a query string to the client device
12 (steps 804, 806).

[00115] The client device 12 verifies the random adv_cap_token (step 808).
Then the PoK server 16 provides an interface for display at the client device 12
that includes options for conditions and instructions that provide access control
based on the results of the advanced capability testing (step 810).

[00116] The user operating the client device 12 then selects one or more
conditions and instructions for access control based on the result of the
advanced capability testing (step 812). The specified conditions and instructions
for the results of the advanced capability testing are sent to the PoK server 16
(step 814). Accordingly, the user predetermines the conditions and instructions
at the PoK server 16. The conditions may include, for example, always
activated, activated on request, activated for specific dates or time ranges, and
activated based on an event trigger (e.g., after a specified number of logins in a
given time). In some embodiments, the condition of “always activated” is the
default condition, and the one or more tests are deactivated based on whether
the one or more conditions are not satisfied. The instructions for access control

define one or more actions to be taken by the RP server 14 in the event that the
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user subsequently passes or fails one or more of the tests defined by the user.
The actions may include, for example, providing read-only access, full access,
restricted access, or the like. Lastly, the PoK server 16 stores the conditions and
instructions in association with the UID record for the user (step 816).

[00117] Figures 10A and 10B is a call flow diagram for utilizing the advanced
capability testing provisioned in Figure 9 according to the third embodiment of the
present disclosure. As shown, a user operating the client device 12
communicates with the RP server 14 to request access to one or more secured
services administered by the RP server 14 (step 900). In response the RP
server 14 provides a display of login options (step 902). The user can then enter
a username and select the PoK service to authenticate the user (step 904). The
RP server 14 then requests a login_token from the PoK server 16 using the UID
(step 906). The PoK server 16 then returns a random login_token that is
communicated in a query string via the RP server 14 to the client device 12 to
redirect the client device 12 to the PoK server 16 (steps 908, 910).

[00118] Upon verifying the random login_token, the PoK server 16 loads the data
associated with the user including an image for a picture password and related
input actions (step 912). The user then enters a sequence of input actions for a
displayed image of a picture password, which is then hashed (step 914). The
hashed input action sequence is sent to the PoK server 16 via AJAX with no
redirect to the RP server 14 (step 916).

[00119] Upon verifying the hashed input action sequence to authenticate the
user, the PoK server 16 checks the one or more conditions to identify tests that
satisfy those conditions (steps 918, 920). Tests that satisfy the one or more
conditions are activated and those that do not are deactivated. In some
embodiments, the tests are chosen by the PoK server 16 from a catalog of tests
according to a random or pseudo random process (step 922).

[00120] The activated test(s) are provided by the PoK server 16 for display at the
client device 12 (step 924). As such, the test(s) are administered by the PoK
server 16. The user operating the client device 12 then enters an answer(s) for
the activated test(s) (step 926). The answer(s) are hashed, digitally signed, and
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sent to the PoK server 16 via AJAX without a redirect to the RP server 14 (steps
928, 930). The hashed answers are verified at the PoK server 16 to determine
the results of the testing, and then discarded (step 932). The results of the
advanced capability testing are then used to determine one or more instructions
(e.g., advance directives predefined by the user) for access control (step 934).
[00121] Then the PoK server 16 generates an auth_token that is communicated
in a query string to the client device 12 to redirect the client device 12 back to the
RP server 14 (step 936). The RP server 14 then requests an id_token from the
PoK server 16 by using the auth_token (step 938). The PoK server 16 then
provides the id_token to the RP server 14 as well as one or more instructions
determined based on results of the tests (step 940). Lastly, the RP server 14
verifies the user and logs the user in to grant access to the one or more services
administered by the RP server 14 (step 942). The access to the one or more
services is provided in accordance with instructions that define actions to
designate the level of access granted to the user for a particular service (e.g.,
controls access to secured private information).

[00122] Figures 11 through 13 are flowcharts that show methods of operation of
the PoK server 16, the RP server 14, and the client device 12 of the advanced
proof of knowledge authentication system 10 discussed above, according to
some embodiments of the present disclosure.

[00123] For example, Figure 11 is a flowchart illustrating a method of operation
of the PoK server 16 to provide a PoK service according to some embodiments
of the present disclosure. Embodiments include authenticating a user on behalf
of the RP server 14 (step 1000). The PoK server 16 may determine whether one
or more conditions for activating a test are satisfied (step 1002), and activate a
test upon determining that the one or more conditions are satisfied (step 1004).
In some embodiments, each test belongs to a set of tests that are activated by
default and otherwise deactivated when conditions are not satisfied. In some
embodiments, the conditions are predetermined by the user and may include
always activated, activated upon request, activated for predetermined dates or
times, or activated based on a triggering event.
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[00124] The method of operation of the PoK server 16 includes obtaining
instructions based on results of one or more answers to one or more tests from
the client device 12 of the user (step 1006), and sending one or more instructions
to the RP server 14 in accordance with the results of the one or more tests (step
1008). As such, the PoK server 16 does not know the test(s) or the answer(s) to
the test(s). Instead, the PoK server 16 may only know if the user passed and/or
failed the test(s). In some embodiments, the one or more tests and/or the one or
more instructions have been predefined by the user. In some embodiments, the
one or more tests are randomly or pseudo randomly selected by the PoK server
16 during administration of the advanced capability testing. Moreover, the one or
more instructions define one or more actions to be taken by the RP server 14 in
the event that the user does not pass the one or more tests based on the one or
more answers.

[00125] Figure 12 is a flowchart illustrating a method of operation of the RP
server 14 to provide services to a user according to some embodiments of the
present disclosure. Embodiments include sending a communication to the PoK
server 16 for authenticating a user on behalf of the RP server 14 (step 1100),
and receiving one or more instructions from the PoK server 16 in accordance
with results of one or more answers to one or more tests (step 1102). In some
embodiments, the one or more tests and/or the one or more instructions are
predefined by the user. In some embodiments, the one or more tests are
randomly or pseudo randomly selected by the PoK server 16 during
administration of the advanced capability testing. Moreover, the one or more
instructions define one or more actions to be taken by the RP server 14 in the
event that the user does not pass the one or more tests based on the one or
more answers.

[00126] Figure 13 is a flowchart illustrating a method of operation of the client
device 12 according to some embodiments of the present disclosure.
Embodiments include obtaining one or more input actions for an image displayed
at the client device 12 (step 1200), and sending a communication to a PoK
server 16 to authenticate a user on behalf of a RP server 14 based on the one
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more input actions (step 1202). The method also includes obtaining one or more
answers to one or more tests having been predefined by the user (step 1204),
and sending a communication to the PoK server 16 indicative of the one or more
answers to determine access to a service administered by the RP server 14 (step
1206). The method further includes obtaining access to the service administered
by the RP server 14 in accordance with one or more instructions provided by the
PoK server 16 (step 1208). In some embodiments, the one or more tests and/or
the one or more instructions are predefined by the user. In some embodiments,
the one or more tests are randomly or pseudo randomly selected by the PoK
server 16 during administration of the advanced capability testing. Moreover, the
one or more instructions define one or more actions to be taken by the RP server
14 in the event that the user does not pass the one or more tests based on the
one or more answers.

[00127] Figure 14 is a block diagram of the PoK server 16 to provide a PoK
service according to some embodiments of the present disclosure. As illustrated,
the PoK server 16 includes one or more processors 20 such as, for example, one
or more Central Processing Units (CPUs), Application Specific Integrated Circuits
(ASICs), and/or Field Programmable Gate Arrays (FPGAs), memory 22, and a
network interface 24. In some embodiments, the functionality of the PoK server
16 is implemented in software stored in the memory 22 for execution by the one
or more processors 20. In some embodiments, the PoK server 16 may include
additional components responsible for providing additional functionality, including
any of the functionality identified above and/or any functionality necessary to
support the solutions described above.

[00128] In some embodiments, a computer program including instructions
which, when executed by at least one processor, cause the at least one
processor to carry out the functionality of the PoK server 16 according to any one
of the embodiments described herein as provided. In some embodiments, a
carrier containing the aforementioned computer program product is provided.
The carrier is one of an electronic signal, an optical signal, a radio signal, or a
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computer readable storage medium (e.g., a non-transitory computer readable
medium such as the memory 22).

[00129] Figure 15 is a block diagram of the RP server 14 according to some
embodiments of the present disclosure. As illustrated, the RP server 14 includes
one or more processors 26 such as, for example, one or more CPUs, ASICs,
and/or FPGAs, memory 28, and a network interface 30. The RP server 14 also
includes an access controller 32 to control access to services administered by
the RP server 14 in accordance with instructions. As illustrated, the access
controller 32 may be embodied in, for example, one or more ASICs, FPGAs, or
any combination of hardware and/or software components. In some
embodiments, the functionality of the RP server 14 is implemented in software
stored in the memory 28 for execution by the one or more processors 26. In
some embodiments, the RP server 14 may include additional components
responsible for providing additional functionality, including any of the functionality
identified above and/or any functionality necessary to support the solutions
described above.

[00130] In some embodiments, a computer program including instructions
which, when executed by at least one processor, cause the at least one
processor to carry out the functionality of the RP server 14 according to any one
of the embodiments described herein as provided. In some embodiments, a
carrier containing the aforementioned computer program product is provided.
The carrier is one of an electronic signal, an optical signal, a radio signal, or a
computer readable storage medium (e.g., a non-transitory computer readable
medium such as the memory 28).

[00131] Figure 16 is a block diagram of the client device 12 according to some
embodiments of the present disclosure. The client device 12 is shown as an
electronic device with a touch-sensitive display (e.g., a smartphone or a tablet)
but may be embodied as any other type of client device. As shown, the client
device 12 includes a control or processing system 34 that includes one or more
processors 36 (e.g., CPUs, ASICs, and/or FPGAs), a memory controller 38,
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memory 40 (which may include software 42 such as a browser software
application), and a peripherals interface 44.

[00132] The peripherals interface 44 may communicate with an external port
46, which can provide access to a power system 48. Other components in
communication with the peripherals interface 44 include Radio Frequency (RF)
circuitry 50 (e.g., WiFi and/or cellular communications circuitry) and audio
circuitry 52 for a speaker 54 and a microphone 56 of the client device 12. Other
components in communication with the peripherals interface 44 include one or
more accelerometers 58 and other sensors 60. The peripherals interface 44 may
communicate with an Input/Output (1/0O) subsystem 62, which includes a display
controller 64 operable to control a touch-sensitive display system 66, which
further includes the touch-sensitive display of the client device 12. The I/O
subsystem 62 also includes an optical sensor(s) controller 68 for one or more
optical sensors 70. Lastly, a clock system 72 controls a timer for use by the
disclosed embodiments as detailed above.

[00133] Accordingly, Figure 16 shows components of the client device 12 that
enable a user to interface with features of the disclosed embodiments. The client
device 12 may include other components not shown in Figure 16, nor further
discussed herein for the sake of brevity. A person skilled in the art will
understand the additional hardware and software included but not shown in
Figure 16. For example, the 1/O subsystem 62 may include other components
(not shown) to control physical buttons.

[00134] In some embodiments, a computer program including instructions
which, when executed by at least one processor, cause the at least one
processor to carry out the functionality of the client device 12 according to any
one of the embodiments described herein as provided. In some embodiments, a
carrier containing the aforementioned computer program product is provided.
The carrier is one of an electronic signal, an optical signal, a radio signal, or a
computer readable storage medium (e.g., a non-transitory computer readable
medium such as the memory 40).
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[00135] Those skilled in the art will recognize improvements and modifications
to the preferred embodiments of the present disclosure. All such improvements
and modifications are considered within the scope of the concepts disclosed

herein and the claims that follow.
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Claims
What is claimed is:
1. A server computer providing a proof of knowledge service, comprising:

one or more processors; and
memory containing instructions executable by the one or more processors
whereby the server computer is operable to:

authenticate a user at a client device on behalf of a relying party
server;

determine results of one or more tests administered to the user at
the client device; and

send one or more instructions to the relying party server in
accordance with the results of the one or more tests, the one or more
instructions having been predefined by the user and defining one or more
actions to be taken by the relying party server in an event where the user
does not pass the one or more tests.

2. The server computer of claim 1, wherein the one or more tests have been

predefined by the user.

3. The server computer of claim 1, wherein the server computer is further
operable to:

obtain information indicative of whether one or more conditions for
activating the one or more tests are satisfied, the one or more conditions having
been predetermined by the user; and

administer the one or more tests upon determining that the one or more

conditions are satisfied.

4. The server computer of claim 1, wherein, for each of a set of tests, the
server computer is further operable to:
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obtain information indicative of whether the test is to be activated based
on one or more conditions having been predetermined by the user; and

administer the test upon determining that the test is to be activated and
otherwise deactivating the test, wherein the one or more tests for which the

results are obtained are one or more tests from the set of tests that are activated.

5. The server computer of claim 4, wherein the one or conditions comprise
one or more from a group consisting of:

always activated;

activated upon request;

activated for predetermined dates or times; and

activated based on a triggering event.

6. The server computer of claim 1, wherein the one or more instructions set
rights for the user at the client device to access a service provided by the relying
party server in accordance with one of read-only access, full access, and

restricted access.

7. The server computer of claim 1, wherein, in order to send the one or more
instructions to the relying party server in accordance with the results of the one or
more tests, the server computer is further operable to:

determine whether the user passed the one or more tests based on input
obtained from the client device; and

upon determining that the user did not pass the one or more tests, send

the one or more instructions to the relying party server.

8. The server computer of claim 7, wherein the results of the one or more

tests are indicative of a mental capacity of the user.
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9. The server computer of claim 8, wherein the one or more actions defined
by the one or more instructions comprise restricting access to services provided

by the relying party server.

10.  The server computer of claim 1, wherein, for each of the one or more
tests, the server computer is further operable to:

determine whether one or more conditions for activating the test are
satisfied; and

activate the test upon determining that the one or more conditions are
satisfied and otherwise deactivating the test.

11.  The server computer of claim 1, wherein the server computer is further
operable to:

receive a communication from the client device of the user which
authorizes another user to modify at least one of the one or more tests and at

least one of the one or more instructions.

12.  The server computer of claim 1, wherein the server computer is further
operable to:
receive a communication from the relying party server, the communication

comprising encrypted data indicative of the one or more tests.

13.  Arelying party server, comprising:
one or more processors; and
memory containing instructions executable by the one or more processors
whereby the relying party server is operable to:
send a communication to a proof of knowledge server for
authenticating a user on behalf of the relying party server; and
receive one or more instructions from the proof of knowledge server
in accordance with results of one or more tests, the one or more

instructions having been predefined by the user and defining one or more
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actions to be taken by the relying party server in an event where the user

does not pass the one or more tests.

14.  The relying party server of claim 13, wherein the one or more actions
defined by the one or more instructions restrict access to services provided by

the relying party server.

15.  The relying party server of claim 13, wherein the one or more tests are

unknown to the relying party server.

16.  The relying party server of claim 13, wherein, for each of a set of tests, the
relying party server is further operable to:

determine whether the test is to be activated based on one or more
conditions having been predetermined by the user; and

activate the test upon determining that the test is to be activated and
otherwise deactivating the test, wherein the one or more tests for which the

results are obtained are one or more tests from the set of tests that are activated.

17. A client device, comprising:
one or more processors; and
memory containing instructions executable by the one or more processors
whereby the client device is operable to:
send a communication to a proof of knowledge server to
authenticate a user on behalf of a relying party server;
obtain one or more answers to one or more tests;
send a communication to the proof of knowledge server indicative
of the one or more answers; and
obtain access to a service administered by the relying party server
in accordance with one or more instructions provided by the proof of
knowledge server, the one or more instructions having been predefined by
the user and defining one or more actions to be taken by the relying party
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server in an event where the user does not pass the one or more tests as

determined based on the one or more answers.

18. The client device of claim 17, wherein the one or more tests have been

predefined by the user.

19.  The client device of claim 17, wherein the client device is further operable
to:

access an interface administered by the relying party server for display at
the client device;

send a request to the relying party server to authenticate the user;

receive a communication from the proof of knowledge server that causes
the client device to redirect communications from the relying party server to the
proof of knowledge server;

receive a communication from the proof of knowledge sever to enable
user input of a proof of knowledge for user authentication; and

obtain user input of the proof of knowledge;

where the communication sent to the proof of knowledge server to
authenticate the user on behalf of the relying party server comprises information

that is indicative of the user input of the proof of knowledge.

20.  The client device of claim 17, wherein, upon sending the communication
to the proof of knowledge server indicative of the one or more answers, the client
device is further operable to:

receive a communication from the proof of knowledge server that causes
the client device to redirect communications from the proof of knowledge server

to the relying party server.
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| DETERMINE WHETHER A TEST IS TO BE ACTIVATED BASED
: ON CONDITIONS INCLUDING, E.G., ALWAYS ACTIVATED;

I ACTIVATED UPON REQUEST; ACTIVATED FOR

: PREDETERMINED DATES OR TIMES; AND ACTIVATED BASED
: ON A TRIGGERING EVENT.

: 1002

| 1
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:ACTIVATE A TEST UPON DETERMINING THAT THE TEST IS To:

| BE ACTIVATED AND OTHERWISE DEACTIVATING THE TEST |
1004 :
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SEND A COMMUNICATION TO A PROOF OF KNOWLEDGE
SERVER FOR AUTHENTICATING A USER ON BEHALF OF THE
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1102
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