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Peripheral components

(57) Abstract: A computer implemented method for providing communi-
cation between a secured client computer and a remote computer. There is
provided a client computer that includes peripheral components. Each pe-
ripheral component is configured, by a processor, to process a correspond-
ing peripheral component data of a data type that is not compatible with pe-
ripheral component data types processed by a processor of other peripheral
components. The processor of each peripheral component is further config-
ured to code the corresponding data of the specified data type. Each periph-
eral component is configured, by the processor, to establish a secured peer-
to-peer communication channel between the peripheral component and the
remote computer that is authorized to communicate with the client comput-
er, and is further configured to code data that is communicated between the
authorized remote computer and the peripheral component through the se-
cured communication channel. The coded data being indecryptable by the
processors of other of the peripheral components.
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REMOTE SECURED TERMINAL
TECHNICAL FIELD
The presently disclosed subject matter relates to remote secured terminals.
BACKGREOUND

The ever-increasing usage of cloud-based services has increased the challenge
of secured client computers {c.g. remote desktop, laptop, ceilular phone and so forth)
operating vis-a-vis the remote server {which may reside in the cloud) for achicving both
transport security (such as a secured tunnel) and payload security {(namely the content
transmitted to and from the clent computer and the remote server). I order to reduce or
climinate compromising of the client computer {which may adversely affect the transport

security and/or the payload security)}, various approaches have been presented.

For instance, client computers that incorporate Intel® Skylake™ as well as later-
introduced platforms, utilize the "Intel Software Guard Extension” (SGX¥Y solution
which is a new mode of exccution of the CPU that creates an enclaved secured
cnvironment that can co-exist and co-execute with other codes such as untrusted OS
{Open Source) code. The enclaved securved cnvironment will maintain a high level of
security, cven if peripheral components of the client computer (such as keyboard, screen,

camera and so forth) are compromised.

One of the limitations of the specified SGX™ solution is that it operates only

with a given specific vendor and platform version.

PCT/IL2019/050332



WO 2019/186536 PCT/IL2019/050332

SUMMARY OF THE INVENTIONM

In accordance with an aspect of the presently disclosed subject matter, there is
presented a computer tmplemented method for providing commumication between  a
secured client computer and a remote computer, comprising:

5 {a) providing a client computer that inchides at least two peripheral components;
cach peripheral component is configured, by a processor, o process a corresponding
peripheral component data of a data type that is not compatible with peripheral component
data types processed by a processor of other of the at least two peripheral components;
the processor of each peripheral componeni is further configured to code the

16 corresponding data of the data type;

the method further comprising with respect to each peripheral component of

the components, by the processor:

{b) establishing a secured peer-to-peer cornmunication channel between
the peripheral component and the remote computer that is authorized to

15 communicate with the client computer; and

(c) coding data that is communicated between the authorized remote
computer and the peripheral component through the sccured communication
channel, the coded data being undecryptable by the processors of other of the

peripheral components.

20 In accordance with an embodiment of the presently disclosed subject matter,

there is further presented a method, wherein stage (b) further includes:

i. authenticating the remote computer using a non-symmetric key
that includes a public key of the remote computer;
ii. authenticating the peripheral component using a non-symmetric
25 key that includes a privatc key known to the peripheral
component;
i1, establishing a conmmunication key known to the authenticated

remote compuier and the authenticated peripheral component,
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the communication key being usable for the data coding between

the client computer and the remote computer.

In accordance with an embodimpent of the presently disclosed subject matter, there
is yet further presented a method wherein the coding data for communicating through

the secured communication channel includes:

iv. encrypung data for transmission through the secwred
communication channel; or
v. decrypting data received through the secured communication

channel.

In accordance with an embodiment of the presently disclosed subject matier, there
is yet further presented a method, wherein two of the at least two peripherals being
keyboard and display respectively, and wherein the processor in the keyboard is
configured to process corresponding data of keystrokes data type and the processor in the

display is configured to process corresponding data of display data type.

In accordance with an embodiment of the presently disclosed subject matier, there
ts yet further presented a method, wherein the client coraputer is devoid of a processor
module that is separated from any of the at least two peripheral cormponents and wherein
the communication between the client computer and rvemote computer is achieved by

means of the at ieast two peripheral components.

In accordance with an embodiment of the presently disclosed subject matier, there
is yet further presented a method, wherein the client computer further includes a
processor module that is susceptible of being compromised and further being scparated
from any of the at least two peripheral components; and wherein stage (by  further
includes;

establishing a secured peer-to-peer comununication channel between the
peripheral  component and the processor module; and wherein a  secured
processor/remoie computer peer to pear communication channel is established between

the processor module and the remote computer.

PCT/IL2019/050332
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In accordance with an embodiment of the presently disclosed subject matter, there

is vet further presented a method, wherein stage (¢}, further comprises:

Ci coding the data giving rise fo coded data;

C2 transmitting the coded data to the processor module through the

secured conwnunication channel; and

for transmitting the coded data from the processor module to the authorized
remoie computer through the secured processor/remote computer communication
channel; the coded data is not decryptable by the processor module that is susceptible
to being compromised, thereby achieving secured communication hetween the
peripheral component and authenticated remote computer trrespective of the

utilization of the processor module.

In accordance with an embodiment of the presently disclosed subject matter, there
is yet further presented a method wherein for at least one group of the peripberal
components, the processor is capable of wanslating data of a first data type associated
with one module of the group o data of a second non compatible type of the other

module of the group; the method further comprising:

) establishing a secured peer to peer communication channel with other

peripheral component of the group of peripheral components;

e} coding data for communicating between the one peripheral component
through the secured commaunication channel with the other penipheral component; the
coded data is undecryptable by other of the peripheral components apart from the

group; and

i translating data of the first type o a data of the secound type or vice
versa, thereby facilitating commmunication between the group of peripheral

components in a common data type.

In accordance with an embodiment of the presently disclosed subject matter,
there is yet further presented a method, wherein the authenticated remote computer

resides in the cload.
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In accordance with an aspect of the presently disclosed subject matter, there is
vet further presented a computer iroplemented method for providing a communication

between a secured client coraputer and a remote computer comprising:

providing a client computer that includes at least two peripheral components; each
5 peripheral component is configured, by a processor, o process a corresponding
peripheral component data of a data type that is not compatible with peripheral
coroponent data types processed by processor of other of the at feast two peripheral
components; the processor of cach peripheral component is finther configured to code
the corresponding data of the data type; the client computer further includes a
10 processor module that is susceptible of being compromised and further being
separated from any of the at least two peripheral comaponents; the method further

comprising with respect to cach peripheral component of the modules:

establishing a secured peer-to-peer communication channel between the peripheral
component and the remote computer that is authorized to cornmunicate with the

15 clicnt computer; the establishing secured communication channel includes
cstablishing a communication key known to the remote computer and the
peripheral component, the communication key is usable for the data coding

between the peripheral component and the remote component;

establishing a secured peer-to-peer comymunication channel between the peripheral
20 component and the processor module; and wherein a secured processorfremote
computer peer o peer communication channel is established between the processor

module and the remote computer.

In accordance with an cmbodiment of the presently disclosed subject matter, there is yet
further prescnted a method, further comprising: coding data giving rise to coded data;

25 transmitting the coded data to the processor module through the secured
communication channel; and for transmitting the coded data from the processor
module to the authorized remote computer through the secured processorfiemote
compater commmunication channel; the coded data is not decryptable by the processor
module that is susceptible to being compromised, theveby achieving secured

30 communication between the client computer and authenticated remote computer,
irrespective of the utilization of said processor module that is susceptible of being
compromised.
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In accordance with an embodiment of the presently disclosed subject matter,
there is yet further presented a method, further comprising: receiving by the processor
module providing coded data transmitted by the authorized remote computer
through the secured processor/remote computer communication channel; the codad
data is not decryptable by the processor module, receiving the coded data by the
peripheral component through a corresponding secured communication channel, and
by the processor of the peripheral component, decrypting the coded data, thereby
achicving secured communication between the peripheral component and authorized
remoie coraputer, irrespective of the utilization of the processor module , Urrespective

of the utilization of the processor module that is susceptible of being compromised.

In accordance with an aspect of the presently disclosed subject matter, there is yet
further presented a computer implemented method for providing a secured client
computer, comprising: a client computer that includes at least two peripheral components;
cach peripheral component is configured, by a processor, to process a corresponding
peripheral component data of a data type that 15 not compatible with peripheral component
data types processed by a processor of other of the at [east two peripheral components;
the processor of cach peripheral component is finther configured to code the
corresponding data of the data type; wherein for at least one group of the peripheral
components, the processor is capable of ranslating data of a first data {ype associated
with one module of the group to data of a second non compatible type of the other

module of the group, the method further comprising:

a. establishing a secured pecr-to-pecr communication with other peripheral
component of the group of peripheral components;

b.  coding data for communicating between the one peripheral component
through the secured communication channel with the other peripheral component;
said coded data is undecryptable by other of the peripheral components apart from
the groug;

c. translating data of the first type to a data of the second type or vice versa,
thercby facilitating communication between the group of peripheral components in

a commeon data type.

PCT/IL2019/050332
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In accordance with an aspect of the presently disclosed subject matter, there is
vet further presented a computer implemented systern for providing communication

between a secured client computer and a remote computer, comprising:

a chient computer that includes at least two peripheral components; each
peripheral component is configured, by a processor, to process a corresponding
peripheral component data of a data type that is not compatible with peripheral
component data types processed by a processor of other of the at least two peripheral
components; the processor of each peripheral component is further configured to code

the corresponding data of the data type;

cach peripheral component of the components, by the processor is configured :

to establish a secured peer-to-peer communication channel between the peripheral
component and the remote computer that is authorized to communicate with the

client computer; and

to code data that is communicated between the authorized remote computer and the
peripheral component through the secured communication channel, the coded data

heing undecryptable by the processors of the peripheral components.

In accordance with an embodiment of the presently disclosed subject matter,
there is yet further presented a system, wherein the client computer is devoid of a
processor modide that is separated from any of the at least two peripheral components
and whercin the communication between the client computer and remote computer is

achieved by means of the at least two peripheral components.

In accordance with an embodiment of the presently disclosed subject matter, there
is yet further presented a system, wherein the processor of the authenticated remote
computer is configured o receive, from a fivst authenticated peripheral component of
the components and through a corresponding first trusted channel, a coded data of a
first data type, decoding it using a first comnunication key associated with the first
peripheral component and transiating it to a processable data: the processor is funther
configured to translate processable data to data of a second data type, code it with a

second comununication key associated with a sccond authenticated peripberal

PCT/IL2019/050332
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component and transmit it through a corresponding second trusted channel to the second

authenticated peripheral cormaponent.

In accordance with an erobodiment of the presently disclosed subject matter,
there is vet further presented a system, wherein the authenticated remote computer

resides in the cloud.

In accordance with an aspect of the presently disclosed subject matier, there is
yet further presented a computer implemented system tor providing a communication

between a secured client computer and a remote computer comprising:

a client computer that includes at least two peripheral components; cach peripheral
component is configured, by a processor, to process a corresponding peripheral
component data of a data type that is not compatible with peripheral component data
types processed by processor of other of the at least two peripheral components; the
processor of each peripheral component is further configured to code the corresponding
data of the data type; the client computer further includes a processor module that is
susceptible of being compromised and further being scparated from any of the at least
two peripheral components;

each peripheral component of the components, by the processor is configured: to
cstablish a secured peer-to-peer communication channel between the peripheral
comaponent and the remote computer that is authorized to communicate with the client
compater, including cstablishing a commuonication key known to the remote
compater and the peripheral component, the commumication key is usable for the data

coding between the peripberal component and the remote component;

to establish a securcd peer-to-peer communication channel between the peripheral
component and the processor module; and wherein a secured processorfremote
computer peer o peer communication channel is established between the processor

module and the remote compuicr.

In accordance with an aspect of the presently disclosed subject matter, there is yet
further presented a cornputer immplemented system for providing a secured client computer,

comprising:



WO 2019/186536 PCT/IL2019/050332

10

15

20

a client computer that includes at least two peripheral components; each peripheral
cormponent is configured, by a processor, to process a corresponding peripheral
cornponent data of a data type that is not compatible with peripheral cornponent data
types processed by a processor of other of the at least two peripheral components; the
processor of cach peripheral component is further configured to code the
corresponding data of the data type; wherein for at least one group of the peripheral
components, the processor is capable of translating data of a first data type
associated with one component of the group to data of a sccond non compatible

tvpe of the other component of the group,

a peripheral component of said components, by the processor is configured :

to establish a secured peer-fo-peer comupunication with other peripheral

component of the group of peripheral components;

1o code data for communicating between the one peripheral component through
the secured communication channel with the other peripheral componcent; the
coded data is undecryptable by other of the peripheral components apart from

the group;

to transiate data of the first type to a data of the second type or vice versa, thereby
facilitaing communication between the group of peripheral components in a

common data type.

In accordance with an embodiment of the presently disclosed subject matter,
there is vet further presented a non-transitory computer-readable memory tangibly
embodying a program of instructions executable by the computer for executing the

method stages of the various embodiments of the presently disclosed subject matter.

Embodiments that ave described within the context of an aspect of the invention

may likewise be applicd to other aspects of the invention, murtatis mutandis.
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BRIEF DESCRIPTION OF THE DRAWINGS

In order to understand the invention and to see how it can be carried out in
practice, embodiments will be described, by way of non-limiting examples, with

reference to the accompanying drawings, in which:

5 Fig, 1 illustrates a functional block diagram of a system for providing a secured
client computer, in accordance with certain embodiments of the presently disclosed

subject matter;

Fig. 2 illustrates a functional block diagram of a Systern On Chip (80OC) in

accordance with certain embodiments of the presently disclosed subject matter;

10 Fig. 3 ithustrates a generalized flow-chart of a sequence of operations in a system
of Fig. 1, in accordance with certain embodiments of the presently disclosed subject

matter;

Fig. 4 illustrates fiow chart of a sequence of operations of establishing a secured
communication channcl, between a peripheral component and a remote computer, in

15 accordance with the presently disclosed subject matter;

Fig, S illustrates a functional block diagram of a system for providing a secured
client computer, in accordance with certain embodiments of another aspect of the

presently disclosed subject matter;

Fig. 6 illustrates a generalized flow-chart of a sequence of operations for
20 generating a secured communication chanuel in a system of Fig. 5, in accordance with

certain embodiments of the presently disclosed subject matter;

Fig., 7 illustrates a sequence of  operations for utilizing the secured
communmnication channels established e.g. in accordance with the flow chart of Fig. 6,

in accordance with certain embodiments of the presently disclosed subject matter;

25 Fig. 8 illustrates a sequence of  operations for utilizing the secured
communication channels established e.g. in accordance with the flow chart of Fig. 6,

in accordance with certain other embodiments the presently disclosed sabject matter;
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Fig. @ illustrates a functional block diagram of a system for providing a secured
client computer, in accordance with certain embodiments of vet another aspect of the

presently disclosed subject matter;

Fig. 10 ilustrates a generalized flow-chart of a sequence of operations for
generating a secured communication channel in a system of Fig. 9, in accordance with

certain embodiments of the presently disclosed subject matter; and

Fig, 11 illustrates a sequence of operations for utilizing the secured
communication channels established e.g. in accordance with the flow chart of Fig. 9,

in accordance with certain embodiments of the presently disclosed subject matter.

DETAILED DESCRIPTION

In the following detailed description, nurnerous specific details are set forth in
order to provide a thorough understanding of the invention. However, it will be
understood by those skilled in the art that the presently disclosed subject matter may be
practiced without these specific details. In other instances, well-known methods,
procedures, modules and circuits have not been described in detail 5o as not to obscure

the presently disclosed subject matter.

Unless specifically stated otherwise, as apparent from the following discussions,
it is appreciated that throughout the specification discussions utilizing terms such as
“authenticating”,  communicating”,  “wansmutting”,  “coding”,  translating”,
“facilitating”, “providing”, “establishing”, "processing”, "computing”, "representing”,
"comparing’, "generating”, “assessing”, “matching”, “updating” or the like, refer to the
action{s) and/or process{es) of a computer that manipulate and/or transform data into
other data, said data represented as physical, such as electronic, quantities and/or said
data representing the physical objects. The term computer or processor should be
expansively construed to cover any kind of hardware-based electronic device or devices
with data processing capabilities including, by way of non-limiting example client

compiiter, remote computer, processor, the processor module discussed herein.

PCT/IL2019/050332



WO 2019/186536

10

15

26

30

12

The term “non-transitory storage medivm’™ used herein should be cxpansively
construed to cover any volatile or non-volatile computer memory suitable to the

presently disclosed subject matter.

The operations in accordance with the teachings herein may be performed by a
compater specially constructed for the desired purposes, or by a general-purpose
computer specially configured for the desired purpose, by a computer program stored

in a non-transitory computer-readable storage medium.

Embodiments of the presently disclosed subject matter are not described with
reference to any particular programmng langoage. It will be appreciated that a variety
of programming languages may be used to implement the teachings of the presently

disclosed subject matter as described herein.

Bearing this in mind, attention is drawn to ¥Fig. 1 illustrating a functional block
diagrarn of a systern in accordance with certain embodiments of the presently disclosed
subject matter. The illustrated systern 108 includes a client computer 141 that by this
example may include two peripheral components 162 and 163. The client computer
may be coupled to a remote computer 104 (e.g. a server residing in the cloud) through
a known per se network {designated collectively as 185) and is configared to provide
a secured communication between the peripheral components and the remote computer
164, Non-limiting examples of peripheral components are input componenis such as
keyboard microphone, tracking device or combination thereof { 2.g. keyboard and mouse).
, output components suach as display components and/or others {(not necessarily input or
output. Each peripheral component is configured to process a corresponding peripheral
component data of a given data type. For instance, in the case of a keyboard component,
the data type may be keyswroke related data such as scan code or key code . Note that the
data type associated with a given peripheral component (e.g. keyboard) may be different
than that of one {or more than one) of other peripheral component(sy {e.g. display). In
accordance with certain embodiments, there may be other two or more peripheral
components {cither of identical type, say two keyboards or of different types) whose
data type arc compatible, one with the other. In accordance with certain embodiments, the
physical portion of the peripheral component 167 (e.g. screen in case of display, the
physical keyboard keystrokes and the pertinent electronics/hardware } may be associated

with a processor 106 for generating and processing data including the specified data type.

PCT/IL2019/050332
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The processor 106 may be configured to execute a coding module 188 for
coding the corresponding data  of the specified data type, all as will be explained in
greater detail below. The network module is configured to facilitate communication,
¢.g. with remote computer 164, As will be further discussed below, the processor may
be configured to execute data compatible module 116 (e.g. a driver) for translating
data of a given data type, to another type which may be compatible with the other data
type. Fig. 1 further illustrates storage module 111 (non-transitory computer-readable
storage raedium) for storing data such as private keys, all as will be explained in greater

detail below.

The coding module 108 as well as the network module 169 (the latter may facilitate
commumication with the remote server 104 through network 105 ) may reside on one or

more Systern On Chips (S0GCs), as will be explained with reference to Fig. 2 below.

Note that in accordance with certain embodiments, the peripheral components
(in the example of Fig. 1 only 2 out of possibly N (N>2} are shown) may form part
of a client coraputer 141 such as laptop, desktop, cellnlar device and others known per se,
or tn accordance with certain other two or more of the peripheral components may reside
remotely and communicate by means of a network, thereby not necessarily residing in one

physical client computer, all as known per se.

Peripheral component 103 may include similar blocks and modules mutatis
mutandis. For instance, in cases where the peripheral component 103 is a display, the

physical component 107 may be different and suitable for a display component.

Turping now to remote computer 184, it includes a processor 112, network
modules 113 and 114 for communication with the respective peripherals 102 and 163,
The processor 112 may be configured to execute driver modules 114 and 115 that may
form part of data compatibility module(s) for ranslating between non-compatible data
types, e.g. the daver 115 may translate keystrokes data type received from the
keyboard component 102 through network module 112 (via secured channel 105(1)-
all as will be discussed in greater detail below) for further processing by appropriate
application module (not shown) running on processor 112, Likewise, the driver 116
may translate output data processed by appropriate application module (not shown)

running on processor 112 into display type data that will be transmitted through network

PCT/IL2019/050332
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module 114 (via secured channel 185(2), all as will be discussed in greater detail below)
to display component 103, In cases where the communicated data to the remote server
is coded e.g. encrypted (as will be explained in greater detail below), the remote
computer may utilize the coding module 117 for, e.g. decrypting the data and/or vice
versa for encrypting data that will be decoded by the coding moduie of the peripheral
component. The processor is operatively coupled to a storage module (non-transitory

compater- readable storage medium) - not shown i Fig. 1.

The tnvention is not bound by the specified architectare of the remote computier,
which is provided by way of example only and any known per se architecture may be

applicable.

Note also that whereas in the embodirents of Fig, 1, the peripberal coraponents
are accomunodated in a one local client computer 101, this 18 not necessarily always
the case, and accordingly two or more of the components may communicate through a
network and therefore may not necessarily reside in the same physical location. Thus,
in accordance with certain embodiments the client computer may be a local computer
residing in one location, or in accordance with other embodiments not necessarily

residing in one location.

Turning now to Fig. 2, this illustrates a functional block diagram of a more
detailed System On Chip (SOC) 206 in accordance with certain embodiments of the
presently disclosed subject matter. Thus, SOC 2808 may include the processor 106 that
is configured to execute data compatibility modale 118 including for example driver(s)
. The processor may be further configwwed to  the coding module that by this
embodiment includes cryptographic semantics module 202 capable of performing
cryptographic operations. The processor is operatively coupled to the storage 111 that
includes by this example a Trusted Platform Module (TPM) 283 and External Source
modile 284 capable of reading external validation and configuration data {e.g. from
smart card, Subkey and Nitrokey, ete.). The operations of the specified modules will
be explained in greater detail below. The network module 285 may be for example a
communication stack, utilizing one or more of 803.11X, Bluctooth (LE) Thunderbolt
and so forth. While the description with reference to Fig. 1 utilizes one SOC, it may
likewise use two or more SOCs which may collectively have similar or modified

functionality as the one described with reference to Fig. 2.

PCT/IL2019/050332
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Thus, with reference to Figs. 1, 2 above and 5 and 9 below, the processor
(186) {or 112, whichever the case may be ) can be configured to execute several
functional modules in accordance with computer-readable instructions implemented

o1 a non-transitory computer-readable storage medium.

It is noted that the teachings of the presently disclosed subject matter are not
hound by the systerm and/or computer and /ot processor syster described with reference
to Fig. 1. Equivalent and/or moditied functionality can be consolidated or divided in
another manner and can be implemented in any appropriate combination of software
with firmware and/or hardware and executed on a suitable device. Those skilled in the
art will also readily appreciate that the data storage can be consolidated or divided in
another manner; databases can be sharved with other systems or be provided by other

systems, including third party equipment.

For purpose of illustration only, the following description is provided for
cstablishing secured communication between peripheral components. Those skilled in
the art will readily appreciate that the teachings of the presently disclosed subject
matter are, likewise, applicable 1o secured communication between peripheral

component(s) and remote computer(s).

Bearing this in mind, attention is drawn to Fig. 3 ilustrating a generalized flow-
chart of a scquence of operations for establishing sccured communication hetween the
remote commuter (say 184 of Fig.) and one or move peripheral components say 102
and/or 183 {which resides, or not, in the same client's computer), in accordance with
certain embodiments of the presently disclosed subject matter. Thus, at the onsct, the
peripheral component may establish a secured peer-to-peer commnunication channel
between the peripheral component and the remote server computer that is authorized to
communicate with the peripheral component (381).  This may generate a secured
channel {e.g. tunnel) and facilitate communication of a secured payload (e.g. the coded
data} through the secured tunncl In the cxample of Fig. 1, and assuming that the
peripheral component 162 is for example a kevboard, the secured communication
channel is depicted schematically as 185¢  As a result the communication channel
between the peripheral component is sccured as well as  the content {even if

theorctically the communication channel is compromised).

PCT/IL2019/050332
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Next, the peripheral component may utilize 382 said coding module to code
data that is communicated between the authorized remote server {e.g. 104) and the
peripheral coraponent through said secured communication tunnel, said coded data (e.g.
the specificd coded paylead) being undecryptable by the coding modules of other (in

5  accordance with certain embodiments all other) of said peripheral components. The
term un {or not or cannot etc.) decipherable (or decryptable) used herein should be
construed to include: cannot be deciphered (decryptable) by using reasonably available
processing power, for instance using at least 2048 bits for non-synuneiric key or at least
256 bits for symmetric key. These values may vary depending upon the available

10 reasonable processing power which is hikely to improve over time.

Turning now to Fig. 4, this illustrates a flow chart of a sequence of operations
of establishing a secured communication channel between a peripheral component and
aremote computer that was discussed in Fig. 3, in accordance with certain embodiments
of the invention. Thus, in 481 the peripheral component, say 182, may authenticate the

15 remote server using a non-symmetric key that inclades a private key known to only the
remote server. More specifically, the remote server may send a message signed by its
private key, and the peripheral component may extract the corresponding public key
of the remote server {(extracted e.g. from external trusted source) and decipher, (using
the remote server's public key), the so-encrypted message, thereby authenticating the

20 remoie server.

Then, 402 the peripheral comaponent, using a non-symmetric key that includes

a private key known to the peripheral component (and extracted e.g. from the TPM)-

{and possibly known to only the peripheral component], may encrypt the message and

the remote computer may then decipher the message using a corresponding public key

25  of this particular peripheral component, thereby authenticating the peripberal
component. Once dual authentication has been achieved, a secured peer-to-peer
communication channel between the client computer and the remote scrver is

established.

Note that throughout the description and Claims, encrypting using a non-
30 symmetric Key {e.g. a private key) may be construed as an example of "signing” and
decryption {(deciphering) using a corresponding non-symumnetric key {e.g. public key)

may be construed as an example of "verification”.
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Then, in 403 2 communication key (e.g. a symmetric key) known to the
authenticated remote server and the authenticated peripheral component (and possibly
not to other peripheral components), is generated. The symmetric Key is usable for the
data coding between the client computer and the remote server. By one example, in

5  order to establish the communication key, the peripheral component may extract
proprietary data from either or both of the TPM 203 and from the external source data
204, and combine them, thereby generating the commumication key. The invention is

not bound by this specific manner of generating the communication Key.

In accordance with certain embodiments, in order to send the communication

10 key to the authenticated remote server, the so generated comnuunication key may be
encrypted by the private key of the peripheral component and by the public key of the
remaote computer and transmitted from the authenticated peripheral component to the
remote computer, through the already established secured channel (c.g. 105) between
them. Since the communication key was encrypted by the public key of the remote

15 computer, this guarantees that only the already authenticated remote server {sec stage
441} can decipher i (using its corresponding private key, known only to it). The remote
computer, in turn, will use the public key of the already authenticated peripheral
component (see 401 above) in order to decipher and extract the communication key

that was encrypted by the corresponding private key of the peripheral component. Thus,

20 a communication key is established between the authenticated peripheral component
and the authenticated remote computer and is known only to them for transmitting

coded data {secured payload).

The invention is not bound by the specified manner of cstablishing the
comununication key. For instance, the procedure may commence from the remote

25  computer which defines the communication key, encrypt it with its private key, and
then with the public key of the authenticated peripheral component. The agthenticated
peripheral component, in turn, will use the authenticated remote computer public key

and its own private key to decipher and extract the communication key, for transmitting

code data and achieving secured payload.

30 The computational stages described above (at the peripheral component side)
may be performed e.g. at the cryptographic semantic module 202 (Fig. 2) running on

processor 186, and computational stages discussed above (with reference to  the
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remote computer } may be performed at coding module 117 running on processor

111 (Fig. 1).

Having established a secured communication key, it may be used 484 ¢.g. by

the coding module 108 {(e.g. cryptographic semantics module 202} to code data

5  commumcated through the secured commumnication channel for achieving a secured
payload. This may include encrypting data for transmission through said secured
comununication channel {e.g. funnel) or decrypting data received through said secured

communication tunnel.

The same holds trae for the other peripheral component 103 (say a display)
16 establishing a secured communication channel {depicted schematically as 1452) with

remote computer 104

There follows a non-limiting example of a sequence of operations for
establishing a secured communication between a kevboard peripheral component
(where, as shown in Fig. 2, the physical component 187 represents a physical keypad

15  and processor 166 processes the pertinent data and a remote server). The invention

is of course not bound by this example.

a. Keyboard - Client Side (e.g. 102 in Fig. 1)
i User plugs in external validation device (Smartcard, Nitrokey,
etc.).
20 ii.  User authenticates to the device. (e.g. via biometric
wdentification)
iii.  TPM (203) validates the state of the firmware, and, if valid,
hoots the firmware.
tv.  HFirmware reads configuration data from the external validation
25 device {(204).
Configuration information includes (but is not limited to):
1. Local network configuration and credentials

2. Remuote host configuration and credentials

30 The specified stages (1) to (iv) iHustrate in a non-

flimiting manuver stages of validating the chip and
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PCT/IL2019/050332

19

authenticating the user. Some of the data may be used
for later stages for instance the address of the remote
computer to be authenticated and/or user data - e.g.
biometric data and/or user password that may form e.g.

part of the communication key.

Firmware provisions the device based on currently read
configuration (configuration information is transient in nature).
Having validated the specific kevboard peripheral component,
and having extracted the component's configuration and
undergone component’s initialization, then

The keyboard component establishes a secured channel (by this
example a sccure transport (e.g. VPN)) to the remote computer
{scrver), including authenticating the peripheral component and
the remote computer as described with reference to Fig. 3 and 4
above {e.g. based on provided configuration data

A symnetric key {an example of commaunication key} is
generated between the authenticated devices, as discussed with
reference to Fig. 3 and 4 above, including by this example
keystrokes from the keyboard are read, encrypted to a second
provided key {(based on the same external key stove). This is to
create an end-to-end encryption (payload encryption) as well as
transport encryption.

Encrypted payload {an exarple of code data} 1s then
fransmitéed (using the communication key) over the secure
channel (tunnel) between the kevboard component and to the
remote compuier.

Note, that in accordance with certain embodiments, transport
layer may be terminated at an edge device (c.g. firewall, VPN
concentrator, etc. ), however, it can be termunated at the host

operating system level.

b. Remote Computer Side (c.g. 104 in Fig.1)
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i.  Transport Layer {c.g. VPN) established. This is the
corresponding secured channel part (see (vi) at client side) that
is performed at the remote computer side

ii.  Client Device authenticated based on client provisioned keys.
(Authenticating the keyboard peripheral — as discussed above).

iit.  Upon successful authentication, a virtual device is presented to
the remote computer Operating System - Virtual HID

(Keyboard).

(iv)  Coded data is received or transmitied using the so
gstablished communication {e.g. symetric) key (which
the remote computer has participated in its generation),
as discussed before. For instance, Ingress encrypted
pavioads (e.g. using the specified symmetric key) are
decrypted by a software driver resulting in non-

cnerypted standard scancode.

(V) Scancodes are delivered to the OS5 via the device’s driver.

1
3

Bearing all this in mind, coded data may be exchanged between the
authenticated remote server and a given authenticated peripheral component (say 142-
o.g. keyboard) through a secured chamnel {(¢c.g. 1051 ) where this coded data is not
decipherable by any other peripheral components. By the same token, utilizing the
specified sequence of Fig. 3 (and say the specific embodiment of Fig. 4) between the
reroote compuier and a different peripheral component (say display 103), coded data
{typically of a different type) may be exchanged between the authenticated remote
server and the different peripheral component through a different secored channel {e.g.
1652y where the coded data designated to or having originated from: a given
authenticated peripheral component, is not decipherable by any other peripberal

component.

Considering the non-limiting scenario that two or more secured peripheral
components (in the manner specified) reside in the same local computer {or even
peripherals not residing in the same physical location}, then a secured local computer

is achieved, which is significantly more secured than, say, a local computer that utilizes
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a processor that is susceptible of being compromised such as general purpose
processor, that may be inherently compromised by third party hacking. This definition
of a processor that is susceptible of being compromised may encompass a processor
{e.g. CPU) that does not include a system/Teature to restrict access t0 memory sections
for specific processes in a way that allows only these processes to access to that memory
using specific comumands that are implemented by the CPU. In such CPUs, the OS5
kernel is able to read the contents of the computation done on the CPU at that time,
hence a compromised kernel will compromise any computation done on that CPU. The

invention is not bound by this definition.

Moreover, in a local computer (or even peripherals not residing in the same
physical location) in accordance with certain embodiments substantially no data is
retained at the client side but rather only at the secured remote server {e.g. in the cloud).

This sclution in accordance with certain embodimenis is also less costly and
more compatible than, say, a local computer that incorporates say, the Intel®
Skylake™  and later-introduced platforms which utilize the "Intel Software Guard
Extension” (SGX)™ for achieving a secured environment. The invention is not bound

by the specified SGX ™.

This solution is also advantageous in accordance with certain embodiments by
virtee of the fact that in order to have "full picture” of the activitics at the client
compater there may be a need to hack not only one peripheral components but rather
ali {or nearty all of them) which is harder due to the fact that each peripheral component

is secured independently of the other.

In the architecture utilized for example in Fig. 1, that utilizes the teachings in
accordance with various embodiments of the invention, the absence of "general
purpose”  processing capabilities in the client computer (employing just peripheral
components) may be tulfifled by the processing capacity of the remote computer which

may be for example a server residing on a remote protected cloud environment.

It is noted that the teachings of the presently disclosed subject matter are not
bound, neither by the flow chart illustrated in Fig. 3 and 4 . nor by the specific modules

illustrated in Figs. 1 and 2. For instance, the illustrated operations can occur out of the
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illustrated order. Some of the operations may be executed substantially concurrently or

in the reverse order.

Attention is now drawn fo Fig, 5 illustrating a fonctional block diagram of a
system for providing a secured client computer, in accordance with another aspect of
the presently disclosed subject matter. The peripheral components (e.g. 102 and 183 -
and possibly others not shown in Fig. 5) as well as the remote computer 104 are siroilar
to those described with reference to Figs. 1 and 2, and may be accommaodated in client
computer 161 which, by this embodiment, may include an additional processing
capacity, for instance by employing a computer module 581 that is susceptible to being
corapromised. The latter may be for example a commercially available CPU fitted in a
client computer, such as commercially available Intel™ or AMD™ CPUs . The terrn
susceptible to being compromised should be construed to include a processor which is
susceptible of being compromised by applving rcasonable third party hacking
techniques and as defined by way of non-limiting example above. As readily arises
from Fig. S, the communication between the peripheral component and the remote
computer passes through the computer module 341, and by virtue of the characteristics
of susceptible to being compromised compiter module 581, any data that orviginates
from a peripheral component and the remote server or vice versa, cannot be considered

as secured because it may be hacked at processor module 561,

Accordingly, while processor module 381 may add computational capacity to
the client computer (compared, for example, to the embodiment of Fig. 1), it is
susceptible to being compromised, which is a clear disadvantage. There is thus provided
a method for obtaining secured communication between a client computer and a remote
server in an architecture that employs also a processor module that is susceptible to

being compromised.

Accordingly, in accordance with certain  embodimoents, cach of the peripheral
components may establish a secured peer-to-peer coramunication channel between the
peripheral component (say 102) and a remote computer (say 104) that is authorized to
comununicate therewith, To this end, a secured communication channel may be
established {e.g. 1051 )}  that includes establishing a commounication key {(e.g.
symmnetric key) known to only the remote computer (104} and the peripheral

component (102), and the comumunication key is usable for the data coding hetween the
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peripheral component and the remote computer, all as explained in detail above with

reference to Figs. 1 to 4.

Turning now to Fig. 6, this tlustrates a generalized flow-chart of a sequence of
operations for generating a secured commmunication channel in a system of Fig. §, in

accordance with certain embodiments of the presently disclosed subject matter.

For convenience, whenever the term processor module 501 is used, it should be
meant to refer to a processor module that is susceptible to being compromised in the

matter discussed above.

Thus, in 681 a sccured peer-to-peer commmunication channel (say 502(1)) is
established between the peripheral component(say 182) and processor module {say
501). In 602 a secured processorfremote server peer-to-pecr communication channel
{say 503) is established hetween the processor 381 and the remote computer 104. Ina
similar fashion, in 631 a secured peer-to-peer communication chamiel (say S82(2)) is
established between the peripheral component(say 103) and the processor module (say
531). Generation of the specified secured communication channel includes
authenticating the respective peripheral component (182 and 103 ) and the compute
(501), thereby achieving a secured transport ((302(1) and (862(2). respectively) in a
similar mutanis mutandis process of establishing a secured transport channels (185(1}
and 305(2) as described in detail with reference to Fig. 1 and the pertinent flow chart

of Figs. 3and 4.

Attention is now drawn to Fig. 7, illustrating a sequence of operations of
utilizing the secured communication channels established ¢.g. in accordance with the

flow chart of Fig. 6, in accordance with the presently disclosed subject matter,

More specifically , in 701 the coding module of the peripheral component
{say 102} may be utilized to code data (say coded keyhoard strokes) designated to
the remote computer. Then, in 782 the coded data may be transmnitied to the processor
module through the secured communication channel {e.g. 342(1)). Then, the coded
data may be transmitted 703 from the processor module to the authorized remote

server { say 104) through the already established secured processor/remote server

comununication channel 543.
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Note that the coded data (say the coded keystrokes} may not be decrypted by
the processor module because the coded data was generated by using a
comrunication key (say symmetric key) known to the peripheral component (say
182} {and possibly only to the peripheral component and not other paripheral
components) and the remote computer (say 184), and, accordingly, even if the
processor 381 is compromised and the coded data is intercepted within the processor
301, it cannot be deciphered and therefore a secured communication between the
client computer and authorized server computer (the remote cormputer) is achieved ,

irrespective of the utilization of said processor module.

With reference to Fig. 8§, a sequence of operations of utilizing the secured
communication channels in accordance with the presently disclosed subject matter is
shown. In this example a coded data is communicated from the remote computer (c.g.
164) to the peripheral component (¢c.g. display component 103}, including (in 861)
receiving in processor moduale 5381 coded data transmitted by the authorized remote
server 184 through said secured processorfremote server commuication channel 563,

As explained above, the coded data may not be decrvpted by the processor module.

In 862, the coded data is transmitted from the processor 531 to the display

peripheral component 163 through the secured communication channel 502,

Next, in 843 the coding module of the display peripheral component is utilized
to decrypt said coded data, thereby achieving secured communication between the
display peripheral and authorized server computer 184, irrespective of the utilization

of said processor module 501.

Note that whereas the peripheral components exemplified in the first aspect
{described with reference to Fig. 1) and the second aspect (described with reference to
Fig. 5) where one-divectional by nature keyboard outgoing and display incoming are
used, in accordance with other embodiments, other bi-dircctional peripheral
components may be used for sending and receiving coded data to and from the remote

computer.

PCT/IL2019/050332



WO 2019/186536 PCT/IL2019/050332

5

Note that in the context of Figs. 6 to 8 the term coded data should be construed
to include, as variants thercof, e.g. including additional data added by the processor

501.

Note also that in accordance with certain embodiments, the two architectures

5 {e.g. of Fig. 1 and 5) may be combined, allowing the peripheral component to
comununicate directly with the remote computer or through the processor module,
whichever the case may be, and likewisc the remote computer may communicate

directly with the peripheral component, or through the computer.

It is noted that the teachings of the presently disclosed subject matter are not

10 bound by neither any of the flow charts illustrated in Figs. 6 to 8, nor by the specific
modules ilustrated in Fig 5. For instance, the illustrated operations can occur out of the
itlustrated order. Some of the operations may be executed substantially concurrently or

in the reverse order.

Turning now to another aspect of the invention, attention is drawn to  Fig. 9
15 illustrating a functional block diagram of a system for providing a secured client
computer, in accordance with certain embodiments of the presently disclosed subject

matter.

The peripheral components (e.g. 1682 and 163 - and possibly others not shown

in Fig. 9) are similar to those described with reference to Figs. 1 and 2, and may be

20 accommodated in client computer 101, Note, that by this embodiment, the usage of a
processor module that is susceptible of being compromised (e.g. 501 of Fig. 3) as well

as a remote computer { e.g. 184), may be obviated.

Accordingly, in accordance with certain  embodiments, cach of the peripheral

components (say 183} may establish a secured peer-to-pecr communication channel

25 (801 directly to another peripheral component {say 182). An establishment of such a
secured commumcation channel may mchide establishing of a communication key {e.g.

a syrmametric key) known to only the respective group of peripheral componenis . The
communication key is usable for the data coding between the respective peripheral

components, all as explained below.
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Turning now to Fig. 18, it illustrates a generalized flow-chart of a sequence of
operations in a system of Fig. 9, in accordance with certain embodiments of the

presently disclosed subject matter.

At the onset, a secured peer-to-peer communication channel is cstablished
5 (1601} between the one peripheral component (say 102) and the other peripheral

component {(142) of the group of peripheral modules.

Next (1862), the coding module {see Fig. 2) of say peripheral component 102
may be utilized to code data that is commaunicated between the one peripheral
component through the secured communication channel with said other peripheral

10 component; the coded data is undecryptable by the coding modules of other (in
accordance with certain embodiments all other) peripheral components (not shown in

Fig. 9).

The data compatibility module {see Fig. 3 ) of cither or both of the peripheral
components of the group may be utilized {1683) to translate data of said first type to a
15  data of said second type or vice versa, thereby facilitating communication between said

peripheral components in a coramon data type.

With reference to Fig. 11, a sequence of operations of utilizing the secured
communication channels in accordance with the presently disclosed subject matter s
shown. In this example a coded data is communicated from the first peripheral {c.g.

20 keyboard 162) to the peripheral component {e.g. display component 143) including (in

1101) wansmitting coded data through secured channel 961.

Next, in 1182 the coding module of the display peripheral component is stilized
to decrypt said coded data, thereby achieving secured communication between the

display peripheral and keyboard peripheral 104,

25 In cither of the first and sccond peripherals of the group, a data compatibility
module may be utilized 1103 to translate the data to a common data type (in the latter

example, a kevboard and display).

Note that the coded data {say the coded keystrokes} may not be decrypted by

any other peripheral component (apart from the other peripheral component in the
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group) because the coded data was generated by using a communication key (say a
symmetric key) known to the peripheral components (say 162 and 103) and possibly

only to them.

Note that the peripheral to peripheral secured cornmumication channel facilitates
direct secured communication not through a remote computer {as was with certain
cmbodiments of the first aspect of the invention described with reference to Figs. 3 and
4 sbove). Consider, for example, a password that is Keyved-in in the keyboard peripheral
component (say 142) and displayed at the display peripheral component {say 183). By
virtee of the so-obtained transport security and payload security, the likelibood of
compromising any of the  components or of the channel, is lower than non-secured
components/channels, and, therefore, in accordance with certain embodiments of the
third aspect of the invention, communication of sensitive data, such as passwords, is
feasible even without utilizing the remote computer. In cases where the data types
between the peripherals is non compatible - say kevboard related data type vs. display
related data type, the data compatibility modale {3ay a driver) may provide common
data type for translating, for instance, keystrokes into displayed pixels)- all as known

per se.

Note also that whereas the peripheral components exemplified in the first aspect
{described with reference to Fig. 1) and the second aspect (described with reference (o
Fig. 5} and the third aspect (described with reference to Fig. 9) where they are one-
directional by naturc (keyboard outgoing and display incoming), other bi-directional
peripheral components may be used for sending and receiving coded data to and from

the remote computer.

Note also that in accordance with certain embodiments, the two architectures
{e.g. of Fig. 1 and 9) may be combined, allowing the peripheral component io

communicate with another peripheral cornponent through the remote computer, and/or

directly.

Note also that the description refers a group of peripheral components {(e.g. in
the context of secured communication channel or e.g. sharing conmununication key, etc.)
it may apply to two peripheral components or in accordance with certain embodiments

of the presently disclosed subject matter to more than two {say three or more). Likewise
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whenever reference is made {o peripheral component and remote computer it likewise
applies in accordance with certain embodiments of the presently disclosed subject
matter to two or more peripheral components and a remote compuiter e.g. in the context

of secured communication channel or e.g. sharing communication key.

It 1s appreciated that certain featares of the presently disclosed subject matter,
which are, for clarity, described in the context of separate embodiments, may also be
provided in combination in a single embodiment. Conversely, various features of the
presently disclosed subject matter, which are, for brevity, described in the context of a
single embodiment, may also be provided separately or in any suitable sub-

cornbination.

Usage of conditional language, such as “may”, “can”, or varianis thereof
should be construed as conveying that one or more examples of the subject matter
may include, while one or more other examples of the sabject matter may not
necessarily include, certain methods, procedures, components and features. Thus such
conditional language is not gencrally intended to imply that a particular described
method, procedure, component or circuit is necessarily included in all examples of the
subject matter. Moreover, the usage of non-conditional language does not necessartly
imply that a particular described method, procedure, component or circuit is

necessarily included in all exaroples of the subject matter.

It is to be anderstood that the invention is not limited in its application to the
details set forth in the description contained herein or illustrated in the drawings. The
invention is capable of other embodiments and of being practiced and carried out in
various ways. Hernce, it is to be understood that the phraseology and terminology
cmploved herein are for the purpose of description and should not be regarded as
limiting. As such, those skilled in the art will appreciate that the conception upon which
this disclosure is based may readily be utilized as a basis for designing other structures,
methods, and systems for carrying out the several purposes of the presently disclosed

subject matter.

It will also be understood that the system according to the invention may be, at
least partly, implemented on a suitably programmed computer. Likewise, the invention

conternplates a computer program being readable by a computer for executing the



WO 2019/186536 PCT/IL2019/050332

method of the invention. The invention further contemplates a non-transitory computer-
readable memory tangibly embodying a program of instructions executable by the

computer for executing the method of the invention.

Those skilled in the art will readily appreciate that various modifications and
5 changes can be applied to the embodiments of the invention as hereinbefore described

without departing from its scope, defined in and by the appended claims.
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CLAIMS

1. A computer implemented method for providing communication between a secured
chient computer and a remote computer, comprising:
(a) providing a client computer that inclodes at least two peripheral
5 components; each peripheral component is configured, by a processor, o process
a corresponding peripheral component data of a data type that is not compatible
with peripheral compenent data types processed by a processor of other of said
at least two peripheral components; the processor of each peripheral componest 13

further configured to code the corresponding data of said data type;

10 the method further comprising with respect to each peripheral component of

said components, by said processor:

{b) establishing a secured peer-to-poer communication channel between
the peripheral component and the remote computer that is authorized to

communicate with said client computer; and

15 {¢} coding data that is communicated between the authorized remote
computer and the peripheral component through said secured communication
channel, said coded data being indecryptable by the processors of other of said

peripheral components.

2. The method according o Claim 1, wherein said stage (b) further inclodes:
20 i. authenticating the remote computer using a non-symumetric key
that includes a public key of the remote computer;
il. authenticating the peripheral component using a non-symmetric

key that includes a private key known to the peripheral

COMpPONSIE;
25 iti. establishing a communication key known to the authenticated

remote compuier and the authenticated peripheral component,
the communication key being usable for the data coding between
the client computer and the remote computer.

3. The method according to Claims 1 or 2 wherein said coding data for

30 communicating through said secured communication channel includes:
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i. encrypting data for fransmission through said sccured
communication channel; or

ii. decrypting data received through said secured communication
chamnel.

4. The method according to any one of the preceding Claims, wherein two of said at
least two peripherals being keyboard and display respectively, and wherein the
processor in said keyboard is configured to process corresponding data of
keystrokes data type and the processor in said display is configured to process
corresponding data of display data type.

5. The method according to any one of the preceding Claims, wherein said client
computer is devoid of a processor module that is separated from any of said at
least two peripheral components and wherein the communication between said
client computer and remote computer is achieved by means of said at Jeast two

peripheral components.

6. The method according to any one of the preceding Claims, wherein said
client computer further includes processor module that is susceptible of being
compromised and further being separated from any of said at least two peripheral
components; and wherein said stage (b} further includes:

establishing a secured peer-to-peer communication channel between the
peripheral component and the processor module; and wherein a sccured
processor/remote computer peer to pecr communication channel is established

between the processor module and the remote computer.

7. The method according to Claim 6, wherein said stage (c), further comprises:

i coding said data giving rise to coded data;

C2 transmitting said coded data to the processor module through said

secured communication channel; and

for transmitting said coded data from the processor module to the authorized
remote computer through said sccured processor/remote computer communication
channel; said coded data is not decryptable by said processor module that is

susceptible to being compromiscd, thereby achieving secured communication between
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the peripheral component and authenticated remote computer irrespective of the

utilization of said processor module.

8. The method according to any onc of the preceding Claims , wherein for at
least one group of said peripheral components, said processor is capable of
translating data of a fivst data type associated with one modale of said group to
data of 2 second non compatible type of the other module of satd group; the

method further comprising:

d) establishing a secured peer to peer communication channel with other

peripheral component of said group of peripheral components;

yr

e} coding data for communicating hetween the one peripheral component
through said secured communication channel with said other peripheral component;
said coded data is indecryptable by other of said peripheral components apart from

said group; and

f} translating data of said first type to a data of said second type or vice

versa, thereby facilitating communication between said group of peripheral

components in a commaon data type.

9. The method according to any onc of the preceding Claims, wherein said

auvthenticated remote computer resides in the cloud.

10. A computer implemented method for providing a coramunication between a

secured client computer and a remote computer comprising:

a. providing a client computer that includes at least two peripheral
components; cach peripheral component is configured, by a processor, to
process a corresponding peripheral component data of a data type that is
not compatible with  peripberal component data types processed by
processor  of other of said at least two peripheral components; the
processor of each peripheral coraponent is further configured to code the
corresponding data of said data type; said client computer further
includes a processor modulde that is susceptible of being compromised

and further being separated from any of said at least two peripheral

PCT/IL2019/050332
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components; the method further comprising with respect to cach
peripheral component of said modules:

b. establishing a secured pecr-to-pecr communication channel
between the peripheral component and the remote computer that is
authorized to communicate with said client computer; said establishing
secured communication channel includes establishing a communication
key known to the remote computer and the peripheral component, the
communication key is usable for the data coding hetween the peripberal
component and the remote component;

¢. establishing 3 secuwred peer-to-peer communication channel
between the peripheral component and the processor moduie; and
wherein a  secured  processorfremote  compuicy  peer-fo-pest
comununication channel is established between the processor module

and the remote coniputer.

11. The method according to Claim 10, further comprising:

d. coding data giving rise to coded data;
e. transmitting said coded data to the processor module through

said secured communication channel; and

for transmitting said coded data from the processor module to the authorized
remote computer through said secured processorfremote  compuier
communication channel; said coded data is not decryptable by said
processor module that is susceptible to being compromised, therchy
achieving secured commupication between the client computer and
authenticated remote computer, brrespective of the utilizadon of said

processor module that is susceptible of being compromised.

12. The method according to Claims 10 or 11, further comprising:

f. receiving by the processor moduic coded data transmitted by the
authorized remote computer through said secured processorfremote
computer communication channel; said coded data is not decryptable

by said processor module,
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g. receiving said coded data by the peripheral component through a

corresponding secured communication channel,

and by the processor of said peripheral component,

h. decrypting said coded data,

5 thereby achieving secured communication between the peripheral component and
authorized remote computer, urespective of the utilization of the processor
module, irrespective of the utilization of said processor module that is susceptibie

of being compromiscd.

13. A computer implemented method for providing a secured client computer,

10 comprising:

a.  providing a client computer that includes at least two peripheral components;
cach peripheral component is configured, by a processor, to process a
corresponding peripheral component data of a data type that is not compatible
with peripheral component data types processed by a processor of other of
15 said at feast two peripheral components; the processor of each peripheral
component is further configured to code the corresponding data of said data
type; wherein for at least one group of said peripheral components, said
processor is capable of translating data of a first data type associated with
one module of said group to data of a second non compatible type of the
20 other module of said group, the method further comprising:
b. establishing a sccured peer-to-pecr communication with other peripheral
component of said group of peripheral components;
¢. coding data for communicating between the one peripheral component
through said sccured communication channel with said other peripheral
25 component; said coded data is indecryptable by other of said peripheral
components apart from said group;
d. translating data of said first type to a data of said second type or vice versa,
thereby facilitating comomunication between said group of peripheral

components in a common data type.
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14. A computer implemented system for providing conmununication between a

secured client computer and a remote computer, comprising:

a client computer that includes at least two peripheral components; cach
peripheral component is configured, by a processor, to process a corresponding
peripheral component data of a data type that is not compatible with peripheral
component data types processed by a processor of other of said at least two peripberal
components; the processor of each peripheral component is further configured to code

the corresponding data of said data type;

cach peripheral component of said components, by said processor is configured :

1o cstablish a secured peer-to-peer communication channel between the peripheral
component and the remote computer that is authorized to communicate with said

client computer; and

to code data that is communicated between the authorized remote computer and the
peripheral component through said secured communication channel, said coded

data being indecryptable by the processors other of said peripheral components.

15. The system according to Claim 14, wherein said client computer is devoid of
a processor modile that is separated from any of said at least two peripheral
components and wherein the communication between said client computer and

remote computer is achieved by means of said at least two peripheral components.

16. The system according to Claims 14 or 15, wherein the processor of said
authenticated remote computer is configured {o receive, from a first authenticated
peripheral component of said components and through a corresponding first trusted
channel, a coded data of a first data type, decoding it using a first communication
key associated with said first peripheral component and translating it to a
processable data; said processor is further configured to translate processable data
to data of a second data type, code it with a second communication key associated
with a second authenticated peripheral component and transmit it through a
corresponding second trusted channel to said sccond authenticated peripheral

component.
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17. The system according to any one of Claims 14 to 16, wherein said authenticated

remote computer resides in the cloud.

18. A computer implemented system for providing a communication hetween a

secured client computer and a rernote computer comprising:

5 a client computer that includes at least two peripheral components; cach peripheral
component is configured, by a processor, to process a corresponding peripheral
component data of a data type that is not compatible with peripheral component data
types processed by processor of other of said at least two peripheral components; the
processor of cach peripheral component s further configured to code the corresponding

10 data of said data type; said client computer further includes a processor module that is
susceptible of being compromised and further being scparated from any of said at

least two peripheral components;

cach peripheral component of said components, by said processor is configured :

to establish a secured pecr-to-peer communication channel between the peripheral
15 component and the remote computer that 18 authorized to communicate with said
client computer, including establishing a communication key known to the remote
computer and the peripheral component, the commumication key is usable for the

data coding between the peripheral component and the remote component;

to establish a secured peer-to-peer communication channel between the peripheral
20 component and the processor module; and wherein a secured processor/remote
computer peer to peer communication channel is established between the processor

module and the remote computer.

19. A computer implemented system for providing a secured client corputer,

comprising:

25 a client computer that includes at least two peripheral components; each peripheral
component is configured, by a processor, to process a corresponding peripheral
cornponent data of a data type that is not compatible with peripheral cornponent data
types processed by a processor of other of said at least two peripheral components;

the processor of each peripheral component is further configured to code the
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corresponding data of said data type; wherein for at least one group of said peripheral
cormponents, said processor is capable of translating data of a first data type
associated with one component of said group to data of a second non comgpatible

type of the other component of said group,

a peripheral component of said components, by said processor is configured:

1o establish a secured peer-to-peer communication with other peripheral

component of said group of peripheral components;

o code data for communicating between the one peripheral component through
said secured communication channel with said other peripberal component;
said coded data is indecryptable by other of said peripheral components apart

from said group;

to translate data of said first type to a data of said second type or vice versa, thereby
facilitating commmnication between said group of peripheral components i a

common data type.

20. A non-transitory computer-readable memory tangibly embodying a program
of instructions executable by the computer for executing the method of any one of

Claims 1 to Q.

21. A non-transitory computer-readable mermory tangibly embodying a program

of instructions e¢xccutable by the compuier for executing the method of Claim 10 to 12.

22, A non-transitory computer-readable memory tangibly embodying a program

of instructions cxecutable by the computer for executing the method of Claim 13.
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