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DIGITAL SIGNATURE AUTHENTICATION

CROSS-REFERENCE TO RELATED APPLICATION

[0001] This application is a continuation-in-part and claims the benefit of co-pending,

commonly assigned U.S. Patent Application No. 11/671,219, filed February 5, 2007, entitled

"Authentication of PIN-Less Transactions," the entire disclosure of which is incorporated

herein by reference for all purposes.

BACKGROUND OF THE INVENTION

[0002] This disclosure relates in general to secure Internet transactions using an open loop

debit card network and, but not by way of limitation, to enrollment and authentication of

Automatic Teller Machine (ATM) cardholders or debit card cardholders for Internet

transactions amongst other things. In this context, electronic funds transfer (EFT) networks

refer to financial networks that primarily process ATM and point-of-sale transactions that

require PIN entry for authentication, as opposed to networks that primarily require signatures

for cardholder authentication. EFT networks are additionally known for their single message,

guaranteed-funds transaction processing architecture.

[0003] The development of the Internet and Internet shopping in particular has led to

increased developments in Internet security and secure transactions in eCommerce. Most

Internet transactions are completed using credit cards, signature debit cards or other payment

schemes such as PayPal or Google Checkout. Due to the high cost of introducing PIN-

protecting hardware or software, ATM/Debit card payments that require PIN entry have been

limited on the Internet. Security experts have advised against allowing PDSf entry on PCs due

to the risk of fraudsters capturing this information. Fraudsters may then use the transaction

card and PIN information to create fraudulent plastic cards to obtain cash at an ATM, thus

draining the victims' checking or savings accounts. Moreover, for at least these reasons,

ANSI standards do not permit PESf entry for Internet transactions. EFT networks do allow

ATM/Debit cardholders to make card payments - without entering the associated PIN - to

companies that cardholders already have relationships with and who perform the

authentication- such as utilities, which mitigates the risk of fraud. Debit card network

transactions are typically authenticated, often using a PESf, which is validated at a financial

institution.



[0004] Due to the spread of eCommerce and the desire to incorporate more security and

transaction efficiencies, there is a general need for a technical solution to handle ATM/Debit

card transactions over an EFT network with greater transaction security.

BRIEF SUMMARY OF THE INVENTION

[0005] A method for authenticating an electronic transaction between a consumer and a

merchant according to one embodiment of the invention is disclosed. A merchant may

receive account information associated with an account from the consumer over the Internet.

The account information may be sent in response to a request to purchase an item from a

webpage and may include account numbers, account holder name, expiration date of

transaction card, etc. The merchant may then confirm enrollment of the account for digital

signature authentication from a financial institution through the network. The financial

institution may include a cardholder account directory service (CADS), an issuer

authentication server (IAS) or a financial institution. The financial institution may send

enrollment confirmation to the merchant.

[0006] If the consumer and/or account are enrolled, the merchant receives consumer

specific authentication parameters from the financial institution and/or the network that may

include an authentication scheme. The financial institution may send information regarding

whether the consumer will be authenticated using a local or hosted scheme. The

authentication scheme may include a URL with a transaction identifying token The URL

points to the appropriate webpage or plug-in that may digitally sign the transaction using the

consumer's private key. The URL may point to a plug-in residing on the consumer's

computer system or may point to a webpage hosted by the IAS or anther financial institution.

The merchant may forward the transaction information and/or the authentication scheme to

the consumer's computer. The consumer may then digitally sign the transaction by

encrypting the transaction data with the private key using the local plug-in or at the webpage

hosted by the IAS. If the consumer is using a local authentication scheme, the consumer may

then send the digital signature back to the merchant and/or IAS. If the consumer is using a

hosted authentication scheme the digital signature may be sent directly to the merchant. The

merchant, regardless of the scheme, may send the digital signature to a financial institution

through the network for decryption and/or authentication. In another embodiment, the

network may authenticate and/or decrypt the digital signature. For example, the digital



signature may be sent to the financial institution through the STAR Network or other related

network.

[0007] The digital signature may be encrypted using one of the following: RSA encryption,

the digital signature algorithm, Schnorr signature, Pointcheval-Stern signature algorithm, the

Rabin signature algorithm, any of the SHA algorithms, the undeniable signature algorithm,

ECDSA, DSA, the ECC algorithm, elliptical curve techniques, Paillier cryptosystem, the

EIGamal algorithm, the Diffϊe-Hellman key exchange, a combination thereof, or any similar

algorithm. In order for the consumer to have the transaction digitally signed using the private

key the consumer may be required to enter a personal identification number, a password, an

answer to a question, a biometric sample, and/or a PC scan.

[0008] The merchant may send transaction information to a plug-in at the consumer's

computer for authentication. The transaction that needs a digital signature may be based on

the authentication scheme. The merchant may send the following information to the plug-in

at the consumer's computer: transaction currency code, transaction amount, transaction ID,

transaction reference number, transaction time, transaction ship data, account number,

consumer name, and/or merchant name.

[0009] Once received, the digital signature may be sent to the merchant processor along

with other transaction information. The merchant may create an ISO 8583 message with the

digital signature. In other embodiments the merchant processor may create the ISO 8583

message. The merchant processor may then sends the ISO 8583 message to the network

and/or through the network to the financial institution.

[0010] A method for authenticating an electronic transaction between a consumer and a

merchant is disclosed according to one embodiment of the invention. The consumer enrolls

the transaction card for digital signature authentication at a financial institution. The

enrollment may occur at issuance, in person at the financial institution or over the Internet.

The enrollment may require identifying information and provides the consumer access to

digitally sign transactions. The consumer initiates a transaction over the Internet between

themselves and a merchant and the consumer selects to pay for the transaction with a

transaction card. After receipt of the transaction information the merchant sends the

consumer transaction information and an authentication scheme.

[0011] The consumer may then proceed to digitally sign the transaction information

according to the authentication scheme. The authentication scheme may include a URL



pointing to either a plug-in on the consumers computer or a webpage hosted by a financial

institution. The URL may also include a token that uniquely identifies the transaction. The

consumer gain have the transaction digitally signed using private key by providing the

required security information as required by the authentication scheme. The consumer may

then create a digital signature by encrypting the transaction information with the private key.

Whereupon the consumer may send the digital signature to the merchant.

[0012] The URL may point to a plug-in maintained on the consumer's computer. The

plug-in may direct the computer to open stand alone software that contains the private key

and may digitally sign the transaction information. The plug-in may also direct the computer

to communicate with a hardware device that includes the private key, such as a smart card.

The stand alone software may require the consumer to respond to security questions and/or

challenges prior to providing access to the private key. For example, the software may

require the consumer to enter a PIN, pass code, username, and/or password. Moreover, the

software may be operable to communicate with a biometric device and/or a smartcard reader.

The biometric device and/or smartcard reader may be used to identify the consumer to gain

access to the private key.

[0013] A system for authenticating an electronic transaction between a consumer and a

merchant is discloses according to one embodiment of the invention. At a minimum, the

system may include a merchant system, a merchant processor, a IAS, a CADS, and a

financial network. The merchant processor, the IAS and the CADS may be in

communication with each other over the financial network. The merchant system is

connected with the Internet and presents a webpage that is accessible by consumers. The

webpage may offer goods or services for sale and may permit the user of a transaction card,

such as an ATM card and a debit card. The merchant processor may also be called a

gateway. The merchant processor processes is coupled with the merchant and processors

transactions for the merchant. The IAS hosts a web service that may be accessible by the

consumer for authentication purposes. The CADS maintains enrollment information.

BRIEF DESCRIPTION OF THE DRAWINGS

[0014] The present disclosure is described in conjunction with the appended figures.

[0015] FIG. 1 shows a system for authenticating transaction card transactions over the

Internet according to one embodiment of the invention.



[0016] FIG. 2 shows an authentication flowchart between a consumer, a merchant, and a

financial institution server according to one embodiment of the invention.

[0017] FIG. 3 shows another flowchart of a transaction card authentication scheme

according to one embodiment of the invention.

[0018] FIG. 4 shows another flowchart of a hosted transaction card authentication scheme

according to one embodiment of the invention.

[0019] FIG. 5 shows another flowchart of a local transaction card authentication scheme

according to one embodiment of the invention.

[0020] FIG. 6 shows yet another flowchart of a transaction card authentication scheme at

the consumer using a local plug-in according to one embodiment of the invention.

[0021] hi the appended figures, similar components and/or features may have the same

reference label. Where the reference label is used in the specification, the description is

applicable to any one of the similar components having the same reference label.

DETAILED DESCRIPTION OF THE INVENTION

[0022] The ensuing description provides preferred exemplary embodiment(s) only, and is

not intended to limit the scope, applicability or configuration of the disclosure. Rather, the

ensuing description of the preferred exemplary embodiment(s) will provide those skilled in

the art with an enabling description for implementing a preferred exemplary embodiment. It

being understood that various changes may be made in the function and arrangement of

elements without departing from the spirit and scope as set forth in the appended claims.

[0023] In one embodiment, the present disclosure provides a system that authenticates a

consumer for use of a transaction card in Internet transactions. The system may provide a

consumer and/or a web-based merchant a number of schemes for authenticating the consumer

for transaction card purchases over the internet without requiring the consumer to provide a

personal identification number (PIN) to the merchant. For example, a consumer may be

authenticated for use of a transaction card with a private key that is accessed at the

consumer's computer by a plug-in. As another example, a consumer may be authenticated to

use a transaction card using a private key that may be accessed through a secure webpage

hosted by an issuer authentication server (IAS). In yet another example, the private key may

be accessed through a smart card or other external device that contains the private key.



[0024] In another embodiment of the invention, a method for authenticating a consumer

using a transaction card using a digital signature is disclosed. The consumer may digitally

sign transaction related information through a local or hosted system. The digital signature

may be created by encrypting transaction data with a private key. Each consumer may be

provided with a unique private key. The private key may be issued in conjunction with a

security device that may b e used with a computer. The private key may also be issued to a

consumer when they open an account or when they enroll an existing card in an

authentication scheme. The private key may be held on the consumer computer with access

limited through security features. The private key may also be held at a issuer established

web server with access limited through security measures. These security measures may

include passwords, usernames, pass codes, biometrics, key stroke metrics, a smartcard reader,

etc. The issuers and/or consumer may dictate the level of security required to gain access to

the private key for digital signatures. The digital signature may be decrypted using a public

key. A comparison of the encrypted transaction data and the transaction data may be used to

confirm authenticity of the consumer for a transaction with the transaction card.

[0025] hi another embodiment, the present disclosure provides for methods and procedures

for a merchant to authenticate a consumer using a transaction card for Internet-based

transactions. These methods may include confirming enrollment of a transaction card and/or

consumer for Internet-based transactions. Receiving an authentication scheme from a

financial institution server that includes a URL pointing to a webpage maintained by a

financial institution or a URL pointing to an authentication program maintained on the

consumer's computer. The authentication scheme may provide a private key that is

accessible through various security measures. The private key may be used to digitally sign

specific transaction information. A public key may be used by a financial institution in order

to confirm the authentication from the consumer and authorize the transaction.

[0026] The term "transaction card" as used throughout this disclosure may include but is

not limited to ATM cards, credit cards, charge cards, stored value accounts, stored value

cards, gift cards, checking accounts, savings accounts, bank accounts, or the like whether or

not the transaction card or account is PDSf secured or not. A PESf can be a number, a series of

numbers, letters, characters, or any combination thereof used as a security instrument to

authenticate a cardholder.



[0027] As used throughout this disclosure, the term "consumer" may refer to activities that

occur at a computer operated by the consumer as well as an individual consumer. The

computer may be of any type and may carry out specific authentication activities through

plug-in software, using a web browser or with an external device without requiring initiation

by an individual operating the computer.

[0028] FIG. 1 shows a system for authenticating a consumer for transactions using a

transaction card over the Internet according to one embodiment of the invention. The system

includes a consumer 105 with access to the network 110. The consumer 105 may access the

network 110 through a personal computer using any number of Internet service providers.

The consumer 105 may access the network 110 from the consumer's computer, a public

computer, a borrowed computer, a work related computer or any other computer system. The

network 110 may be any combination of the following: the Internet, an IP network, an

intranet, a wide-area network ("WAN"), a local-area network ("LAN"), a virtual private

network, the Public Switched Telephone Network ("PSTN"), a financial network, a mobile

phone network, or any other type of network supporting data communication between

devices described herein, in different embodiments. The network 110 may include both

wired and wireless connections, including optical links.

[0029] The consumer 105 may also include software that may be used to digitally sign a

transaction using an encryption scheme and a private key. The software may include, for

example, a wallet application that stores personal information and/or a private key or, for

example, a driver for a smartcard reader or biometric reader.

[0030] The merchant 115 is connected to the network 110 through a network connection.

The merchant 115 provides a webpage providing a variety of products for sale that may be

purchased by consumers over the Internet. The merchant 115 may include a computer

system comprising servers, web servers, personal computers, or the like. The merchant 115

may include any number of servers or hosted servers. The merchant 115 may also provide a

secure interchange between for the consumer 105 to enter and exchange payment and

transaction information. The merchant 115 is in communication, either directly or indirectly

with a financial network 120. hi this embodiment, the merchant 115 communicates with a

merchant processor 125, which is then in communication with the financial network 120. hi

other embodiments, the merchant 125 may directly communicate with the financial network

120.



[0031] The financial network 120 may comprise a debit network, an ATM network, a credit

card network, EFT network, or any other financial network. For example, the financial

network 120 may comprise a network such as the NYCE ® network, the Pulse ® network, the

STAR network, or the like. Many other examples are possible and apparent to those skilled

in the art in light of this disclosure hi the discussion that follows, a financial network 120

may or may not be noted specifically. If no specific means of connection is noted, it may be

assumed that the link, communication or other connection between devices may be via a

network 120. A merchant processor 125, issuer authentication server (IAS) 135, and a

cardholder account directory services 130 (CADS) may also be in communication with the

financial network 120. The financial network 120 may additionally include a financial

network host server that includes one or more of the merchant processor 125, the IAS 135 or

the CADS 130.

[0032] The merchant processor 125 may provide transaction authentication and processing

capabilities to a merchant 115. Merchant's 115 may provide their own merchant processor

125 or use a third-party merchant processor 125. The merchant processor 125 may provide

access for the merchant 115 to the financial network 120.

[0033] The CADS may include a directory of valid and registered debit cards and/or

accounts that have been enrolled by the issuer for authentication with Internet-based

transactions. The CADS may be accessed as part of a transaction or enrollment process.

From an enrollment standpoint, the CADS may act as the repository for all information that is

registered by the debit card issuer during their enrollment process the CADS may hold the

following information about the consumer: customer primary account number (PAN), the

type of signing that is used by the cardholder (local or hosted), if local, then the URL of the

plug-in launcher, and if hosted, then the URL of the IAS. The CADS may be included in a

financial institution host computer system. The CADS may also be a standalone server,

system or database.

[0034] The IAS may also be in communication with the financial network 120 and the

Network 110. The IAS may provide a hosted Internet service that provides the digital

signature capabilities to a consumer over the Internet. The IAS stores and maintains private

keys for consumers and debit cards that may b e used to digitally sign a transaction. The IAS

may authenticate a consumer using any number of authentication schemes, such as, for

example, requiring a password, pass code, PDSf, or responding to an identifying question.



Once a consumer is authenticated, the IAS may digitally sign a transaction by encrypting

transaction details using a private key. The IAS may be maintained by an issuing financial

institution, a third-party agent of the issuing financial institution, or by the financial network

host computer system.

[0035] Each component of the system described above, the merchant 115, the merchant

processor 125, the IAS 135, and the CADS 130 may include one or more server computers,

workstations, web servers, or other suitable computing devices. These components may be

fully located within a single facility or distributed geographically, in which case a financial

network 120, the Network 110, or an intranet may be used to integrate components.

[0036] FIG. 2 shows an authentication flowchart between a consumer, a merchant, and a

financial institution server according to one embodiment of the invention. The consumer

initiates the process by accessing a merchant's webpage, selecting an item to purchase and

requesting payment using a transaction card at block 205. The merchant may present a logo,

or drop down box to the consumer that includes various payment schemes, including payment

with a transaction card. The merchant receives the request for payment with a transaction

card and queries a financial institution server regarding whether the transaction card is

enrolled for Internet based authentication at block 210. The merchant may send this request

through a merchant processor, which in turn may send messages to the financial network

through a financial network. Similarly, communication between the financial institution and

the merchant may occur through a financial network and/or a merchant processor. The

merchant may send, at least, the primary account number (PAN) of the transaction card to the

financial institution server for enrollment verification. If the transaction card is not enrolled,

the transaction fails; whereupon the consumer may also be directed to instructions for

enrolling a transaction card and/or the consumer for future payments. After enrollment, the

consumer may then be approved for such payments.

[0037] If the transaction card's enrollment or the consumer's enrollment is confirmed at

block 215, the financial institution server sends an authentication scheme specific to the

consumer to the merchant at block 218. The authentication scheme may include whether the

consumer is enrolled in hosted authentication or plug-in based authentication. The

authentication scheme may also dictate the type and quantity of transaction information that

must by digitally signed. The merchant may forward the authentication scheme and

transaction information to the consumer at block 220. The transaction information may



include transaction currency code, transaction amount, transaction ID, transaction reference

number, transaction time, transaction shipment data, account number, consumer name, and/or

merchant name.

[0038] Once the user has received the transaction information and the authentication

scheme from the merchant, the consumer may be authenticated with the private key based on

the authentication scheme at block 225. The consumer may be authenticated with the private

key over the Internet or through software on the consumer's computer that is launched

through a plug-in. Creating a digital signature using the private key may require a password,

pass code, PIN, a response to a security question, a biometric sample, a smartcard reader, or

any combination of the above. Once the consumer has properly responded to the security,

whether over the Internet or through their computer, a digital signature may be created by

encrypting portions of the transaction information at block 230. The encryption may create a

hash value that may be used as the digital signature. Moreover, a number of transaction

fields may be encrypted into hashes. The consumer's computer may run a stand alone

program that encrypts the transaction information or may accessed the provided webpage for

encryption. Encryption may include any known encryption method that may be decrypted

with a public key, for example, RSA encryption or derivatives thereof, the digital signature

algorithm, Schnorr signature, Pointcheval-Stern signature algorithm, the Rabin signature

algorithm, any of the SHA algorithms, the undeniable signature algorithm, ECDSA, DSA, the

ECC algorithm, elliptical curve techniques, Paillier cryptosystem, the EIGamal algorithm,

and/or the Diffie-Hellman key exchange.

[0039] The consumer may then sends the digital signature to the merchant. The merchant

forwards the digital signature and the transaction information to the financial institution

server at block 235. The merchant may first forward the digital signature to a merchant

processor. The merchant may also format the digital signature into an ISO 8583 message

prior to sending. The financial network may route the message to the appropriate financial

institution or the LAS for verification.

[0040] The financial institution server may then decrypt the digital signature using a public

key at block 240. This decryption, in other embodiments, may occur at the network. The

consumer may then be verified by comparing the decrypted information with the transaction

information sent by the merchant at block 245. If the digital signature is verified, then an

approval message is sent to merchant at block 250. The approval message may include an



appropriate ISO 8583 response. The approval may be received by the merchant at block 255

and the transaction may be completed at block 260.

[0041] FIG. 3 shows another flowchart of a authentication scheme for authenticating a

consumer using a transaction card from the merchant perspective according to one

embodiment of the invention. Once the merchant receives a request from a consumer for a

transaction card payment, the merchant requests enrollment verification from the CADS at

block 305. The CADS may inquire at the issuer financial institution or the IAS for

enrollment information. The merchant may communicate with the CADS through a

merchant processor and/or through a financial network, such as, for example, and ATM

network. The merchant processor may reformat the request to conform with the proper the

CADS specification. The request may send a message that includes the PAN of the

consumer's transaction card to the CADS. If the CADS determines that the transaction card

is not enrolled at block 310, then the transaction ends at block 315.

[0042] If the transaction card is enrolled, the CADS may lookup the financial institution's

bank identification number (BIN) associated with the transaction card. The BIN may then be

used to determine whether the transaction card is enrolled to use a local or hosted digital

signature service at block 320. If the CADS determines that the transaction card is enrolled

in a hosted authentication service, then the CADS sends a message to the IAS associated with

the PAN in the CADS database.

[0043] Once the IAS has received the request from the CADS, the IAS may verify that the

cardholder is enrolled and in good standing prior to continuing with the transaction. The IAS

may store transaction information and create a transaction token. A URL that contains the

transaction token may be created and returned to the CADS, which may then be forwarded to

the merchant. The URL points to a webpage that may be used by the consumer to

authenticate the transaction. The token is used to uniquely identify the transaction. The

merchant may then forward the URL to the consumer at block 325.

[0044] The consumer may then direct their browser to the webpage pointed by the URL

provided the IAS. The browser may also automatically direct the browser to the webpage

pointed to by the URL. When the consumer does so, the IAS may use the unique token

(included in the URL) to identify the transaction as well as identify the consumer. The IAS,

through the webpage, may authenticate the consumer at block 326. For example, the IAS

web may then display a challenge to the consumer, for example, the IAS may require a



username, password, a PIN, etc., for the consumer to enter. If the consumer authenticates

himself or herself correctly, the IAS will digitally sign the authentication request data with

the private key that has been previously registered with consumer at enrollment. The

consumer may then send the digital signature back to the merchant at block 327.

[0045] Returning back to block 320, if the CADS determines that the transaction card

and/or the consumer is enrolled in a local authentication service, then the CADS may send a

message to a plug-in launcher (PIL) associated with the PAN in the CADS database. The

PIL may be part of the financial network host computer system, the CADS, issuer computer

system or the IAS. The PIL may create a URL that contains the appropriate code to launch a

local plug-in on the consumer's computer. The URL is returned to the CADS and then

forwarded to the consumer at block 330. The consumer's web browser may then be directed

to the URL (either manually or automatically), whereupon the plug-in may be launched. The

plug-in may be used to authenticate the consumer at block 332. The plug-in, in one

embodiment, may interface with a smartcard reader, biometric detector, or other security

enabled database. The plug-in may require various inputs from the consumer in order to

verify the consumer and provide the private key. If the consumer authenticates himself or

herself correctly using the plug-in, the plug-in will digitally sign the authentication request

data with the private key that is associated with the plug-in and registered with the consumer

at enrollment. The consumer may the send the digital signature back to the merchant at block

336.

[0046] Regardless of the authentication scheme, the merchant may then receive the digital

signature from the consumer at block 335. The digital signature may then be forwarded with

the transaction data to the merchant processor for authorization and payment at blocks 340

and 345. The merchant processor may then transmit a message to the financial network,

which may forward the message to the issuer or issuer processor. The message may be sent

using the ISO 8583 format. The issuer may then approve or deny the transaction. The issuer

may also send the appropriate message back to the merchant, for example, using the ISO

8583 format. The issuer may decrypt the digital signature in order to verify the authenticity

of the consumer using the card.

[0047] FIG. 4 shows another flowchart of a hosted authentication scheme according to

another embodiment of the invention. A merchant receives a PAN from a consumer for

payment over the Internet at block 405. The merchant requests authentication from the



merchant processor (gateway) at block 410. The merchant processor then sends a request to

the CADS that may then be forwarded to the IAS at blocks 415 and 420. The CADS and the

IAS may determine whether the card associated with the PAN is enrolled for hosted

authentication at block 425. If the card is not enrolled or not active, the transaction may end

at block 430. Otherwise, the IAS may send an authentication URL to the CADS at block

435. The authentication URL may point to a webpage maintained by the IAS for

authentication of consumer's for Internet based transactions. The URL may also include a

unique transaction identifying token. The IAS may also send status information along with

the URL. The CADS may send the URL to the merchant at block 440. Whereupon, the

merchant may direct the consumer to the URL at block 445.

[0048] The consumer may then be presented with a webpage pointed to by the URL hosted

by the IAS. The consumer may then respond to challenges presented by the IAS through a

webpage pointed to by the URL. The webpage may present the consumer with requests for

username, PAN, passcode, password, PIN, security questions, etc. in order to authenticate the

consumer for use with the transaction card at block 450. If authentication fails then the

transaction ends at block 430. If authentication is successful, the IAS sends the digitally

signed transaction request to the merchant at block 455. If the digitally signed transaction

request fails to properly arrive at the merchant, the transaction fails at blocks 460, 430.

Otherwise, the merchant requests payment authorization from the merchant processor

(gateway) at block 465. The merchant then sends transaction status information and a receipt

URL to the IAS at block 470. The IAS then directs the consumer browser to the receipt URL

provided by the merchant at block 480.

[0049] FIG. 5 shows another flowchart of a local authentication scheme according to

another embodiment of the invention. In this embodiment of the invention, the consumer is

authenticated using a local authentication scheme. For example, the consumer may employ a

biometric reader, a protected database, a wallet, a smartcard reader, etc. that return a private

key that may be used to create a digital signature. The flowchart shown in FIG. 5 is similar

to the flow chart in FIG. 4. In FIG. 5 however, the IAS directs the consumer to a local

software program using a plug-in. As shown in FIG. 5 the merchant directs the consumer to

the URL pointing to the plug-in at block 445. The local plug-in then launches the appropriate

software for the authentication scheme employed by the consumer at block 448. Moreover,

in other embodiments, a separate PIL may be used rather than the IAS to create the

appropriate URL that is sent to the consumer at block 435.



[0050] FIG. 6 shows yet another flowchart of an authentication scheme at the consumer

using a local plug-in according to another embodiment of the invention. Starting at block 448

in FIG. 5, the plug-in launcher is loaded at block 610. The plug-in launcher directs the

consumer's computer to launch local software on the computer at block 615. The local

software controls a private key that may be used to encrypt transaction information or a

transaction request into a digital signature for authentication. The local software presents the

consumer with identifying information, such as a password, a passcode, a PIN, a biometric

sample, a card read from a smartcard reader, keystroke metric, identifying questions, etc.

The identifying information may have been received from the consumer during enrollment.

[0051] If the consumer is unable to verify themselves when responding to the challenges

presented by the IAS at block 625 then the transaction ends at block 630. Otherwise, the

consumer may then verify the transaction information they are asked to verify at block 635.

If they disagree the transaction ends at block 630. At this point, the consumer may reinitiate

a transaction and correct the deficiencies in the transaction information. If the transaction

information is correct, the plug-in retrieves the private key and digitally signs the transaction

at block 640. The digital signature may then be sent to the merchant for continued processing

and/or payment at block 645.

[0052] Consumers may enroll a transaction card or themselves through their card issuer or

through a third party financial institution. Transaction cards may be pre-enrolled when issued

to a consumer. A consumer may be present with the option to enroll with hosted or local

authentication solutions. In other embodiments, the issuer may dictate whether the

transaction card is enrolled for local or hosted authentication. The consumer may be required

to present identifying or authenticating information in order to enroll a transaction card.

During enrollment the consumer may also be required to establish security procedures that

may be used by the consumer create the digital signature using the private key. If the

consumer is enrolled for local authentication, the consumer may be provided with a

smartcard, a smartcard reader, a biometric reader, software to run authenticating devices, etc.

[0053] The embodiments of the invention may be implemented for flexibility in their

application. For example, a consumers may be enrolled for local and/or hosted

authentication. For hosted authentication the consumer may be subjected to any number of

authenticating questions or challenges. Each the IAS may host a webpage with their desired

level of security. For example, one the IAS may only require a username and password.



Another the IAS may present a webpage requiring the PAN and a PIN. Yet another the IAS

may require the consumer to access the webpage from a specific computer, or from a specific

IP address. Moreover, the local authentication schemes may apply various authentication

schemes. For example, one consumer may employ a smartcard reader that may be used to

authenticate themselves. In another embodiment, the local authentication scheme may only

require a username and password. Yet another embodiment may use the consumer's PIN to

authenticate the transaction.

[0054] In many of the embodiments of the invention described above, the consumer holds

the private key and a financial institution, network or the IAS holds the public key. In

another embodiment of the invention, the consumer may digitally sign a transaction with a

public key that may be decrypted using a private key held by the financial institution, IAS or

network.

[0055] Specific details are given in the above description to provide a thorough

understanding of the embodiments. However, it is understood that the embodiments may be

practiced without these specific details. For example, circuits may be shown in block

diagrams in order not to obscure the embodiments in unnecessary detail. In other instances,

well-known circuits, processes, algorithms, structures, and techniques may be shown without

unnecessary detail in order to avoid obscuring the embodiments.

[0056] Implementation of the techniques, blocks, steps and means described above may be

done in various ways. For example, these techniques, blocks, steps and means may be

implemented in hardware, software, or a combination thereof. For a hardware

implementation, the processing units may be implemented within one or more application

specific integrated circuits (ASICs), digital signal processors (DSPs), digital signal

processing devices (DSPDs), programmable logic devices (PLDs), field programmable gate

arrays (FPGAs), processors, controllers, micro-controllers, microprocessors, other electronic

units designed to perform the functions described above and/or a combination thereof.

[0057] Also, it is noted that the embodiments may be described as a process which is

depicted as a flowchart, a flow diagram, a data flow diagram, a structure diagram, or a block

diagram. Although a flowchart may describe the operations as a sequential process, many of

the operations can be performed in parallel or concurrently. n addition, the order of the

operations may be rearranged. A process is terminated when its operations are completed,

but could have additional steps not included in the figure. A process may correspond to a



method, a function, a procedure, a subroutine, a subprogram, etc. When a process

corresponds to a function, its termination corresponds to a return of the function to the calling

function or the main function.

[0058] Furthermore, embodiments may be implemented by hardware, software, scripting

languages, firmware, middleware, microcode, hardware description languages and/or any

combination thereof. When implemented in software, firmware, middleware, scripting

language and/or microcode, the program code or code segments to perform the necessary

tasks may be stored in a machine readable medium, such as a storage medium. A code

segment or machine-executable instruction may represent a procedure, a function, a

subprogram, a program, a routine, a subroutine, a module, a software package, a script, a

class, or any combination of instructions, data structures and/or program statements. A code

segment may be coupled to another code segment or a hardware circuit by passing and/or

receiving information, data, arguments, parameters and/or memory contents. Information,

arguments, parameters, data, etc. may be passed, forwarded, or transmitted via any suitable

means including memory sharing, message passing, token passing, network transmission, etc.

[0059] For a firmware and/or software implementation, the methodologies may be

implemented with modules (e.g., procedures, functions, and so on) that perform the functions

described herein. Any machine-readable medium tangibly embodying instructions may be

used in implementing the methodologies described herein. For example, software codes may

be stored in a memory. Memory may be implemented within the processor or external to the

processor. As used herein the term "memory" refers to any type of long term, short term,

volatile, nonvolatile, or other storage medium and is not to be limited to any particular type of

memory or number of memories, or type of media upon which memory is stored.

[0060] Moreover, as disclosed herein, the term "storage medium" may represent one or

more devices for storing data, including read only memory (ROM), random access memory

(RAM), magnetic RAM, core memory, magnetic disk storage mediums, optical storage

mediums, flash memory devices and/or other machine readable mediums for storing

information. The term "machine-readable medium" includes, but is not limited to portable or

fixed storage devices, optical storage devices, wireless channels and/or various other

mediums capable of storing, containing or carrying instruction(s) and/or data.



[0061] While the principles of the disclosure have been described above in connection with

specific apparatuses and methods, it is to be clearly understood that this description is made

only by way of example and not as limitation on the scope of the disclosure.



WHAT IS CLAIMED IS:

L A method for authenticating an electronic transaction between a consumer and

a merchant, wherein the method occurs at the merchant and comprises:

receiving account information associated with an account from the consumer

over the Internet, wherein the consumer accesses the Internet using a consumer's computer;

confirming enrollment of the account for digital signature authentication from

a financial institution;

receiving consumer specific authentication parameters from the financial

institution, wherein the consumer specific authentication parameters comprises an

authentication scheme;

sending transaction information over the Internet to the consumer's computer

for a digital signature;

sending the authentication scheme over the Internet to the consumer's

computer; and

receiving a digital signature from the consumer's computer, wherein the

digital signature.

2. The method according to claim 1, wherein the financial institution is selected

from the group consisting of an issuer authentication server (IAS) and a cardholder account

directory service (CADS).

3. The method according to claim 1, wherein the confirming enrollment of the

consumer's account for digital signature authentication further comprises:

requesting enrollment confirmation from the financial institution; and

receiving enrollment confirmation from the financial institution.

4. The method according to claim 1, wherein the authentication scheme is a URL

that points to a plug-in residing on the consumer's computer.

5. The method according to claim 1, wherein the authentication scheme is a URL

pointing to a webpage hosted by an issuer authentication server (IAS).

6. The method according to claim 1, wherein the digital signature comprises

encrypting transaction information with a private key associated with the authentication

scheme.



7. The method according to claim 6, wherein encrypting transaction information

comprises encrypting the transaction information using an encryption scheme selected from

the group consisting of RSA encryption, the digital signature algorithm, Schnorr signature,

Pointcheval-Stern signature algorithm, the Rabin signature algorithm, any of the SHA

algorithms, the undeniable signature algorithm, ECDSA, DSA, the ECC algorithm, elliptical

curve techniques, Paillier cryptosystem, the EIGamal algorithm, and the Diffie-Hellman key

exchange.

8. The method according to claim 1, wherein the authentication scheme includes

requiring the consumer to enter information selected from the group consisting of a personal

identification number, a password, an answer to a question, a biometric sample, and a PC

scan.

9. The method according to claim 1, wherein the transaction information

comprises information selected from the group consisting of transaction currency code,

transaction amount, transaction ID, transaction reference number, transaction time,

transaction ship data, account number, consumer name, and merchant name.

10. The method according to claim 1, further comprising sending the digital

signature, and the transaction information to a merchant processor.

11. The method according to claim 1, further comprising creating an ISO 8583

transaction using the digital signature and the transaction information; and sending the ISO

8583 message to a merchant processor.

12. A method for authenticating an electronic transaction between a consumer and

a merchant, wherein the method occurs at a consumer's computer and comprises:

enrolling a debit card for digital signature authentication at a financial

institution;

initiating a transaction between the consumer and the merchant over the

Internet;

selecting a payment scheme that includes payment using the debit card;

receiving a request for a digital signature from the merchant, wherein the

request includes transaction information;

receiving an authentication scheme from the merchant;



accessing the authentication scheme;

gaining access to a private key as determined by the authentication scheme;

creating a digital signature by encrypting the transaction information with the

private key; and

sending the digital signature to the merchant.

13. The method according to claim 12, wherein the financial institution is selected

from the group consisting of an issuer authentication server (IAS) and a cardholder account

directory service (CADS).

14. The method according to claim 12, wherein the authentication scheme is a

URL that points to a plug-in residing on the consumer's computer system, wherein the plug-

in provides access to the private key.

15. The method according to claim 14, wherein the plug-in is operable to open

local software on the consumer's computer that performs encryption using the private key.

16. The method according to claim 14, wherein the plug-in is operable to interact

with a device selected from the group consisting of a biometric scanner and a smartcard

reader.

17. The method according to claim 12, wherein the authentication scheme is a

URL pointing to a webpage hosted by the IAS, wherein the webpage provides access to the

private key.

18. The method according to claim 12, wherein encrypting transaction information

comprises encrypting the transaction information using an encryption scheme selected from

the group consisting of RSA encryption, the digital signature algorithm, Schnorr signature,

Pointcheval-Stern signature algorithm, the Rabin signature algorithm, any of the SHA

algorithms, the undeniable signature algorithm, ECDSA, DSA, the ECC algorithm, elliptical

curve techniques, Paillier cryptosystem, the EIGamal algorithm, and the Diffie-Hellman key

exchange.

19. The method according to claim 12, wherein the consumer gains access to a

private key through the authentication scheme.



20. The method according to claim 12, wherein the authentication scheme

includes requiring the consumer to enter information selected from the group consisting of a

personal identification number, a password, an answer to a question, a biometric sample, and

a PC scan.

2 1. The method according to claim 12, wherein the transaction information

comprises information selected from the group consisting of transaction currency code,

transaction amount, transaction ID, transaction reference number, transaction time,

transaction ship data, account number, consumer name, and merchant name.

22. A system for authenticating an electronic transaction between a consumer and

a merchant, wherein the system comprises:

a merchant system connected to the internet and accessible by a consumer;

a merchant processor adapted to process transactions for the merchant,

wherein the merchant processor is in communication with the merchant;

an issuing authentication server (IAS) adapted to host an Internet based

authentication scheme for the consumer with enrolled debit cards;

a cardholder account directory service (CADS), wherein the CADS is adapted

to provide enrollment information regarding debit cards; and

a financial network, wherein the financial network is adapted to provide

communication between the merchant processor, the IAS and the CADS;

wherein:

the merchant receives a request from a consumer to use a debit card for

a transaction between the consumer and the merchant;

the merchant requests enrollment information for the debit card used

by the consumer from the CADS through the merchant processor;

if the debit card is enrolled, the CADS requests from the IAS a URL

pointing to an Internet based authentication scheme for the debit card; and

the URL pointing to an Internet based authentication scheme is sent to

the consumer for authentication of the debit card for the transaction.

23. The method according to claim 22, wherein enrollment information comprises

information selected from the group consisting of debit card account number and

authentication scheme.



24. The method according to claim 22, wherein the financial network comprises

an EFT network.

25. The method according to claim 22, wherein two or more of the merchant

processor, the IAS or the CADS are part of the same system.
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