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Er4

Resolve retransmission and cut-of-order problem
Remove all non-payload packets from the packet sequence

1: procedure Detect Normal Packet Sequence

2: Input : packet sequence of a TCP flow

3 if ( P(n) (direction) == P(n+1) (direction) ) then normal

4 if ( P(n) == Fp && P(n+1) == Bp) then normal

S: if (P(n) ==Bp && P(n+1) ==Fp) {

6: if ( P(n)(Ack) <=P(n+1)(Seq) && P(n)(Seq) < P(n+1)(Ack) )
7 then normal

8

9

1

else abnormal

k!
5

0: end procedure

1: procedure Detect abnormal Packet Sequence

2 Input : packet sequence of a TCP flow

3 if ( P(n) ==Bp && P(n+1) ==Fp ) {

4 if ( P(n){(Ack) <= P(n+1){(Seq) && P(n)(Seq) >=P(nt1)(Ack)) }
5: then abnormal

6 else normal

7
8:

1
5

end procedure

Payload packet : a packet with payload data

Non-Payload packet : a packet without payload data

P(n): n-th payload packet in a TCP flow

Forward packet (Fp) : a packet going from client to server
Backward packet (Bp) : a packet going server to client

EWS

Resolve retransmission and out-of-order problem
Remove all non-payload packets from the packet

1: procedure Resolve Abnormal Packet Sequence

2 Input : packet sequence of a TCP flow

3 if ( P(n) and P(n+1) are abnormal sequence ) {
4 change P(n) and P(n +1);

5: n=n-1,

6 if ( P(n) and P(n+1) are abnormal
7
8:

3
s

end procedure

_12_
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Seq:0
Ack : 0

Seq : 20
Ack: 0
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Seq : 40
Ack : 40

-

Seq : 60
Ack : 60

[

o if ( P(n) (direction) == P(n+1) (direction)

C1

C2

e if(P(n)=Fp && P(n+1)=Bp)

o if (P(n)(Ack) == P(n+1)(Seq) && P(n)(Seq) < P(n+1)(Ack) )

o if (P(n)(Ack) < P(n+1)(Seq) && P(n)(Seq) < P(n+1)(Ack))

_13_
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k1
g
N

e if (P(n)(Ack) == P(n+1)(Seq) && P(n)(Seq) == P(n+1)}(Ack) )
e if (P(n)(Ack) == P(n+1)(Seq) && P(n)(Seq) > P(n+1)(Ack) )
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Seq :
Ack :

Seq :
Ack :

Seq :
Ack :

Seq :
Ack :

Seq :
Ack :

C3

Seq -
Ack :

)

Seq :
Ack :

e if (P(n)(Ack) < P(n+1)(Seq) && P(n)(Seq) == P(n+1)(Ack) )
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o if (P(m)(Ack) < P(n+1)(Seq) && P(n)(Seq) > P(n+1)(Ack) )
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