
(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property
Organization

International Bureau
(10) International Publication Number

(43) International Publication Date WO 2015/057558 Al
23 April 2015 (23.04.2015) P O P C T

(51) International Patent Classification: (81) Designated States (unless otherwise indicated, for every
H04L 29/06 (2006.01) kind of national protection available): AE, AG, AL, AM,

AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
(21) International Application Number: BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,

PCT/US20 14/060248 DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
(22) International Filing Date: HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN, KP, KR,

13 October 2014 (13.10.2014) KZ, LA, LC, LK, LR, LS, LU, LY, MA, MD, ME, MG,
MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ, OM,

(25) Filing Language: English PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA, SC,

(26) Publication Language: English SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN,
TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.

(30) Priority Data:
2013 10478657.4 14 October 2013 (14.10.2013) CN (84) Designated States (unless otherwise indicated, for every

kind of regional protection available): ARIPO (BW, GH,
(71) Applicant: ALIBABA GROUP HOLDING LIMITED GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ,

[—/US]; Fourth Floor, One Capital Place, P.O. Box 847, TZ, UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU,
Grand Cayman (KY). TJ, TM), European (AL, AT, BE, BG, CH, CY, CZ, DE,

DK, EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU,(72) Inventor: FANG, Tengfei; Ali Baba Group Legal Depar t
LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK,ment, 5/F, Building 3, No 969 West Wen Yi Road, Yu
SM, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ,Hang District, Hangzhou, 3 1 1121 (CN).
GW, KM, ML, MR, NE, SN, TD, TG).

(74) Agents: NELSON, Brett, L. et al; Lee & Hayes PLLC,
Published:601 W.riverside Ave, Suite 1400, Spokane, Washington

99201 (US). — with international search report (Art. 21(3))

(54) Title: LOGIN METHOD FOR CLIENT APPLICATION AND CORRESPONDING SERVER

(57) Abstract: The present disclosure provides a login method for a client

( ) application and a corresponding server. The method includes: sending an ac
cess token to a browser of a terminal and creating a corresponding relation -
ship between the access token and user information of a user after the user
has successfully logged into a web application via the browser of the termin
al; receiving a relationship creating request from the browser and creating a
corresponding relationship between device information of the terminal and
the access token in accordance with the relationship creating request,
wherein the relationship creating request includes the device information of
the terminal and the access token; receiving a login request of a client applic
ation, the login request including the device information of the terminal that
operates the client application; determining the access token corresponding
to the device information of the terminal that operates the client application
based on the created corresponding relationship between the device informa
tion and the access token; and determining the user information which cor
responds to the access token based on the created corresponding relationship
between the access token and the user information, and performing a login
operation of the client application program based on the user information.
The technical scheme of the present disclosure can achieve login without re-
inputting information such as a user name and a password when a client ap
plication is to be logged in after a web application in a terminal has success -
fully been logged in.00

© FIG . 1

o



LOGIN METHOD FOR CLIENT APPLICATION AND CORRESPONDING SERVER

CROSS REFERENCE TO RELATED PATENT APPLICATION

[0001] This application clai ms foreign priority to Chinese Patent Application No.

2013 10478657.4 f i led on October 14, 2013, entitled "Login Method for Client Application

and Correspondi ng Server", which is hereby incorporated by reference in its entirety.

TECHNICAL FI ELD

[0002] The present disclosure is related to the field of Internet tech nology, and more

pa rticularly to a login method for a client application and a corresponding server.

BACKGROUND

[0003] With the rapid development of mobi le Internet tech nology, smart termina ls have

become more popu la r and have drawn increasing attention from users. Various application

progra ms are developed for the sma rt termina ls. Whether for a client application progra m

(i.e., App) or a web page application progra m (i .e., web App), a user is usua lly requi red to

pe rform a login .

[0004] Cu rrently, a single sign-on scheme across multiple web page applications has

been implemented. The principle for achieving the scheme is as follows: a user visits a

website A and performs a login operation; after the login is successful, a server of the

website A writes a cookie, which is ca lled a "token", to the user's browser to indicate that the

user has already logged in, and stores the user's information in a cache of the server, where

a key for the cache is the token and the va lue is the user's information; when the user visits a

website B, the browser first visits a certain URL of the website A (this URL w i l l automatica lly

jum p to the website B) and sends the cookie to the website B as an http parameter; and the

website B verifies the va lidity of the token, sea rches for the user's information in the server

using the token, performs a login, and deletes cache information correspondi ng to the token .

[0005] Although the above existi ng tech nology can achieve a single sign on across

multiple websites, this tech nology is una ble to achieve a single sign on between a client



application on a mobile terminal and a website because the browser is unable to send the

cookie directly to an application program.

SUMMARY

[0006] This Summary is provided to introduce a selection of concepts in a simplified

form that are further described below in the Detailed Description. This Summary is not

intended to identify all key features or essential features of the claimed subject matter, nor is

it intended to be used alone as an aid in determining the scope of the claimed subject

matter. The term "techniques," for instance, may refer to device(s), system(s), method(s)

and/or computer-readable instructions as permitted by the context above and throughout

the present disclosure.

[0007] An objective of the present disclosure is to provide a login method for a client

application and a corresponding server, in order to solve the problem of inability of

achieving a single sign on across a web application program and a client application program

on a terminal.

[0008] The present disclosure provides a login method for a client application, which

includes: sending an access token to a browser of a terminal and creating a corresponding

relationship between the access token and user information of a user after the user has

successfully logged into a web application via the browser of the terminal; receiving a

relationship creating request from the browser and creating a corresponding relationship

between device information of the terminal and the access token in accordance with the

relationship creating request, wherein the relationship creating request includes the device

information of the terminal and the access token; receiving a login request of a client

application, the login request including the device information of the terminal that operates

the client application; determining the access token corresponding to the device information

of the terminal that operates the client application based on the created corresponding

relationship between the device information and the access token; and determining the user

information which corresponds to the access token based on the created corresponding

relationship between the access token and the user information, and performing a login

operation of the client application program based on the user information.



[0009] According to an embodiment of the present disclosu re, the method further

com prises: obtaining a current IP address, a device type and an operating system type of the

termi na l after the user has successful ly logged into the web application via the browser of

the termi na l .

[0010] According to an embodiment of the present disclosu re, the method further

com prises: receiving the device type and the operation system type of the termina l from the

client application and obtaining the current IP add ress of the termina l; querying whether a

termi na l that is consistent with the device type and the operation system type of the

termi na l and matches the IP address of the termi na l has successfu lly logged into a web

application related to the client application withi n a predetermined period of t ime; and if

not, notifying the client application to log in using a user name and a password .

[0011] According to an embodiment of the present disclosu re, the method further

com prises: sending an identification token to the browse r after the corresponding

relationship between the device information of the termi na l and the access token is created

in accorda nce with the relationshi p creating request.

[0012] According to an embodiment of the present disclosure, the login request further

includes the identification token.

[0013] According to an embodiment of the present disclosu re, the method further

com prises: determini ng whether the identification toke n incl uded in the received login

request is va lid after receiving the login request of the client application; and rejecting the

logi n request of the client application upon determi ning that the identification token is

inva lid.

[0014] According to an embodiment of the present disclosu re, the method includes

deleti ng the corresponding relationship between the device information of the termina l and

the access token after the client application is successful ly logged in .

[0015] According to an embodiment of the present disclosure, the device information

com prises any one of the followi ng: a unique identifier of the device or a physica l address of

the device.

[0016] According to another aspect of the present disclosu re, a server implementing a

logi n method for a client application is provided, which com prises: a sendi ng modu le used



for sending an access token to a browser of a terminal when a user has successfully logged

into a web application via the browser of the terminal; a first creation module used for

creating a corresponding relationship between the access token and user information of the

user; a first receiving module used for receiving a relationship creating request from the

browser, wherein the relationship creating request includes device information of the

terminal and the access token; a second creation module used for creating a corresponding

relationship between the device information of the terminal and the access token in

accordance with the creating relationship request; a second receiving module used for

receiving a login request of a client application, wherein the login request includes the

device information of the terminal that operates the client application; a first determination

module used for determining the access token corresponding to the device information of

the terminal that operates the client application based on the created corresponding

relationship between the device information and the access token; a second determination

module used for determining the user information corresponding to the access token based

on the created corresponding relationship between the access token and the user

information; and a login module used for obtaining the corresponding user information

based on the device information of the terminal included in the login request, and

performing a login operation of the client application based on the user information.

[0017] According to an embodiment of the present disclosure, the server further

comprises: an acquisition module used for obtaining a current IP address, a device type and

an operating system type of the terminal after the user has successfully logged into the web

application program via the browser of the terminal.

[0018] According to an embodiment of the present disclosure, the server further

comprises: a third receiving module used for receiving the device type and the operation

system type of the terminal from the client application; an IP address acquisition module

used for obtaining the current IP address of the terminal; a query module used for querying

whether a terminal that matches the device type, the operation system type and the IP

address of the terminal has successfully logged into a web application program related to the

client application within a predetermined period of time; and a notification module used for

notifying the client application to log in with a user name and a password when no terminal



that matches the device type, the operation system type and the IP address of the terminal

has successfully logged into the web application program related to the client application

within the predetermined period of time.

[0019] According to an embodiment of the present disclosure, the server further

comprises: an identification token sending module used for sending an identification token

to the browser after the corresponding relationship between the device information of the

terminal and the access token is created in accordance with the relationship creating

request.

[0020] According to an embodiment of the present disclosure, the login request further

includes the identification token.

[0021] According to an embodiment of the present disclosure, the server further

comprises: a determination module used for determining whether the identification token

included in the received login request is valid; and a request rejection module used for

rejecting the login request from the client application upon determining that the

identification token is invalid.

[0022] According to an embodiment of the present disclosure, the server further

comprise a deletion module used for deleting the corresponding relationship between the

device information of the terminal and the access token after the client application is

successfully logged in.

[0023] According to an embodiment of the present disclosure, the device information

comprises any one of the following: a unique identifier of the device or a physical address of

the device.

[0024] According to another aspect of the present disclosure, a login method for a client

application in a terminal is provided, which comprises: receiving an access token returned

from a server when a browser is used to log into an application service provided by a web

application of the server, and storing the access token in the terminal, wherein the access

token corresponds to user information for logging into the web application; obtaining device

information of the terminal when the client application in the terminal that is related to the

web application program is used t o log into the application service; calling the browser and

sending the device information of the terminal and the access token through the browser to



request the server to create a corresponding relationship between the device information of

the terminal and the access token; initiating a login request using the client application,

wherein the login request includes the device information of the terminal, and the login

request is used for requesting the server to determine the access token which corresponds

to the device information of the terminal based on the created corresponding relationship

between the device information of the terminal and the access token; and determining the

user information corresponding to the access token based on the corresponding relationship

between the access token and the user information, and performing a login operation using

the determined user information.

[0025] According to an embodiment of the present disclosure, the method further

comprises: sending a device type and an operation system type of the terminal to the server

to allow the server to determine whether the client application is permitted to send a

relationship creating request to the server; and receiving notification from the server

indicating whether the client application is permitted to send the relationship creating

request to the server.

[0026] According to an embodiment of the present disclosure, the method further

comprises: obtaining an identification token that is sent by the server from the browser,

wherein the identification token is sent to the browser of the terminal from the server when

the relationship creating request is received.

[0027] According to an embodiment of the present disclosure, the login request that is

sent to the server further includes the identification token.

[0028] According to an embodiment of the present disclosure, the device information

comprises any one of the following: a unique identifier of the device or a physical address of

the device.

[0029] As compared to the existing technology, after a web application program in a

terminal is successfully logged in, the technical scheme of the present disclosure is able to

achieve a single sign on (i.e. without the necessity of inputting information such as a user

account and a password again) of a client application in the terminal that is used by a user

based on a single sign on URL sent by the client application for performing a login operation

of the client application, thus improving the user experience of the client application.



BRI EF DESCRI PTION O F THE DRAWINGS

[0030] The drawi ngs descri bed herein are used to provide a further understanding of the

present disclosure, and are constituted as pa rts of the present disclosure. The exem pla ry

embodiments and descri ptions thereof are used for explaini ng the present disclosu re and

shou ld not be construed as inappropriate limitations to the present disclosu re. In the

drawings:

Fig. 1 is a flowcha rt i llustrati ng a login method for a client application accordi ng t o the

present disclosu re.

Fig. 2 is a flowcha rt i llustrating a login method for a client application accordi ng to another

embodiment of the present disclosure.

Fig. 3 is a structura l diagra m illustrati ng a server performing a login operation of a client

application accordi ng to the present disclosure.

Fig. 4 is a flowcha rt i llustrating a login method for a client application accordi ng to another

aspect of the present disclosu re.

Fig. 5 is a structura l diagra m i l lustrating the server descri bed in Fig. 3 in further detai ls.

DETAILED DESCRI PTION

[0031] One of the main concepts of the present disclosu re is that: after a user has

successfu lly logged into a certain web application through a browser in a termina l, a

corresponding relationshi p between user information and an access token and a

corresponding relationshi p between device information and the access token are

esta blished. When the user performs login via a client application, he/she can directly log in

using the device information of the termina l sent from the browser without the need of

inputti ng cum bersome verification information.

[0032] In order to make the objectives, the technica l solutions and the adva ntages of the

present disclosure more clea r, the technica l sol utions of the present disclosure w ill be

descri bed in conjunction with the embodiments and the accom panying drawi ngs in a clear

and com prehensive manner. Appa rently, the embodiments descri bed herei n are only pa rts

but not al l of the embodi ments. Based on the embodi ments of the present disclosure, one



skilled in the art can obtain all the other embodiments without creative effort, which are

also included in the scope of the present disclosure.

[0033] To facilitate the description of the following text, an explanation of terminology

involved in the various implementations of the present disclosure is first introduced.

[0034] A terminal refers to a device used by a user t o communicate with a server in a

network system. A terminal in the present disclosure may include, but is not limited to, a

device such as a mobile phone, a tablet, a notebook computer, etc.

[0035] A client application refers to a third-party program which is installed in a terminal

for providing service to a user and which is in correspondence with a server, e.g., an

application program installed in a smart phone terminal. The client application may

communicate with the service and provide service to a user. The service or part of the

service provided by the client application is operated based on a local operation system.

[0036] A web application (web app) refers to a web-based application, i.e. an application

program that can be accessed through a webpage, for example, a website. The web

application is coded in an environment supported by a browser or using a programming

language supported by the browser (e.g. JavaScript), and is operated based on the browser.

[0037] According to an embodiment of the present disclosure, a login method for a

client end application program is provided.

[0038] As referring to Fig. 1, Fig. 1 is a flowchart illustrating a login method for a client

application (app) according to an embodiment of the present disclosure.

[0039] As shown in Fig. 1, at S101, an access token is sent to a browser of a terminal,

and a corresponding relationship between the access token and user information of a user is

stored after the user has successfully logged into a web application via the browser of the

terminal.

[0040] Generally, a cookie is generated at the server end and is sent to a browser of a

terminal when a website is accessed by a user through the browser of the terminal.

Therefore, an access token may be generated randomly after a user has successfully logged

into a webpage via a browser of a terminal, and can be placed within a cookie that is

generated by a server for sending to the browser. Further, a corresponding relationship

between the access token and user information of the user can be created.



[0041] At S102, a relationship creating request sent by the browser is received, and a

corresponding relationship between device information of the terminal and the access token

is created in accordance with the relationship creating request, wherein the relationship

creating request includes the device information of the terminal and the access token. The

device information comprises any one of the following: a unique identifier of the device or a

physical address of the device. In other words, the client application wakes up the browser

so that the browser sends a relationship creating request that includes device information of

the terminal and the access token to the server. It should be understood that the device

information of the terminal can be a physical address, i.e. MAC address, of the terminal.

[0042] The terminal stores the access token. The access token is stored in a form of a

cookie. The client application cannot directly invoke the access token. However, the

browser is able to obtain the access token that is stored in a form of the cookie in the

terminal.

[0043] The client application in the terminal can be a client application related to the

web application, for example, a microblog web application (e.g., logged into Weibo via a

webpage) and a microblog application installed in the terminal, a web payment application

(which is logged into a payment website for making payment on a webpage) and a payment

application installed in the terminal. User information of the user in the web application

program can be the same as user information in the client application, such as having a same

account or a same login password. The client application of the terminal may obtain the

device information of the terminal. Hence, the client application may send the obtained

device information of the terminal and the access token included in the cookie that is

obtained by the browser to the server via the browser, in order to request the server to

create a corresponding relationship between the device information of the terminal and the

access token.

[0044] Specifically, a user may log into a certain web application successfully via a

browser of a terminal. The browser may store an access token that is returned by a server.

When the user intends to log into a certain client application related to the web application

program, the browser of the terminal can be invoked so that device information of the

terminal and an access token can be sent to the server in a form of a http request parameter



by the browser to request the server to create a corresponding relationship between the

device information and the access token. After receiving the relationship creating request,

the server may create a corresponding relationship between the device information of the

terminal and the access token in accordance with the relationship creating request.

[0045] At S103, a login request of a client application is received. The login request

includes the device information of the terminal that operates the client application. The

device information comprises any one of the following: a unique identifier of the device or a

physical address of the device. The already logged user information of the terminal is found

in the server using the device information.

[0046] At S104, the access token corresponding to the device information of the

terminal that operates the client application is determined based on the created

corresponding relationship between the device information and the access token. The

corresponding relationship between the device information and the access token is created

at S102 as described above. Therefore, the access token corresponding to the device

information of the terminal can be determined based on the created corresponding

relationship.

[0047] At S105, the user information corresponding to the access token is determined

based on the created corresponding relationship between the access token and the user

information, and a login operation of the client application is performed based on the user

information. Once the access token corresponding to the device information is obtained, the

user information corresponding to the access token can be obtained thereafter based on the

corresponding relationship between the access token and the user information of the user

created at S101, so as t o determine the user information corresponding to the device

information of the terminal, and the login operation of the client application can be

performed based on the user information.

[0048] Fig. 2 is a flowchart illustrating another embodiment of the present disclosure.

[0049] As shown in Fig. 2, at S201, after a user has successfully logged into a web

application via a browser of a terminal, an access token is sent t o the browser and a

corresponding relationship between the access token and user information of a user is

created.



[0050] At S202, a current IP address of the terminal, a device type and an operating

system type of the terminal are obtained.

[0051] In order to ensure the security of login, after a user has successfully logged into a

web application, a current IP address of the terminal can be obtained, and a device type

(such as resolving whether the terminal is a mobile terminal or other type of terminal) and

an operation system type (i.e. the type of operation system t o which the terminal belongs)

are resolved. According to the http transmission protocol, a browser typically sends user

agent information when visiting a webpage. Under normal circumstances, the user agent

information includes information of an operation system that runs the browser, i.e. type

information of the operating system of the terminal. Therefore, the device type and the

operation system type can be resolved from the user agent information that is included in

the http request.

[0052] At S203, the device type and the operation system type of the terminal sent by

the client application are received, and the current IP address of the terminal is obtained.

[0053] At S204, a query is made as to whether a terminal that is consistent with the

device type and the operation system type of the terminal and matches the IP address of the

terminal has successfully logged into a web application program that is related to the client

application within a predetermined period of time. The predetermined period of time refers

to a predetermined length of time before the current time.

[0054] Specifically, when the client application needs to log in, the client application may

first send the device type and the operation system type of the terminal t o the server. Since

the current IP address of the terminal and the device type and the operation system type of

the terminal have been obtained after the user successfully logs into a web page using the

browser, the server can obtain the current IP address of the terminal when receiving the

device type and the operation system type of the terminal from the client application. Based

on the device type and the operation system type of the terminal and the obtained current

IP address of the terminal, the server may determine whether a terminal that is consistent

with the device type and the operation system type of the terminal has successfully logged

in a web application related to the client application, with a IP address thereof being the

same as the IP address of the terminal or corresponding to a same area as the IP address of



the terminal within a predetermined period of time (which is a predetermined length of time

prior to the current time and may be set up according to special situations, e.g., configured

to be within one minute earlier than the current time). In other words, determination is

made as to whether a terminal that matches the device type, the operation system type and

IP address of the terminal has successfully logged in a web application related to the client

application within a predetermined length of time before the current time, in order to

determine whether the client application is allowed to send a relationship creating request

to the server through the browser. Specifically, determination is made in advance whether a

single sign on may be performed for logging into the client application in the terminal

currently. A single sign on corresponds to directly performing a login operation of the client

application according to the disclosed method without the need of the user to enter a user

name and a password when the client application is needed to be logged in. Since the IP

address of the terminal may change, the current IP address can be used to obtain a region

(e.g., a province or a city) where the terminal is currently located in order to determine

whether the current IP address of the terminal is consistent with a region associated with

the IP address that has previously been obtained when the user successfully logged in the

web application, i.e., whether a match exists for the IP address.

[0055] If no terminal that is consistent with the device type and the operation system

type of the terminal and that matches the IP address of the terminal exists within the

predetermined period of time, S205 will be performed.

[0056] At S205, the client application is notified to conduct a login operation using a user

name and a password. In other words, the client application cannot perform a single sign on

and needs the user to manually enter a user name and a password to perform the login

operation. For example, the client application may display a login interface to the user and

prompt the user to enter a user name and a password in corresponding fields on the login

interface to perform the login.

[0057] If a terminal that is consistent with the device type and the operation system

type of the terminal and matches the IP address of the terminal has successfully logged into

a web application related to the client application within the predetermined period of time,

this indicates that the user of the client application may have successfully logged in the web



application program via the terminal. The client application may then be notified to send a

relationship creating request, and S206 will be performed.

[0058] At S206, a relationship creating request sent by the browser is received, and a

corresponding relationship between the device information of the terminal and the access

token is created in accordance with the relationship creating request, wherein the

relationship creating request includes the access token and the device information of the

terminal.

[0059] At S207, an identification token is sent to the browser after the corresponding

relationship between the device information of the terminal and the access token is created

in accordance with the relationship creating request. The relationship creating request

includes the access token, which indicates that the user has successfully logged into the web

application using the browser of the terminal. Therefore, when a relationship creating

request is received, a corresponding relationship between the device information of the

terminal and the access token can be created in accordance with the relationship creating

request. Further, an identification token may be sent to the browser and the client

application may receive the identification token through the browser. If the client application

receives the identification token, this indicates that the server has already created the

corresponding relationship between the access token and the device information of the

terminal, and the client application may perform a single sign on. The identification token

may be generated randomly, e.g., the server may return a HTML that contains the

identification token to the browser. The browser wakes up the client application upon

receiving the HTML. The browser may wake up the client application by sending an Open

URL t o the client application. Further, the identification token may be sent to the browser

from the server in advance. The browser places the identification token in the Open URL for

waking the client application to be sent to the client application.

[0060] According to an embodiment of the present disclosure, in order to ensure the

security of the login process, an effective time period for storing the corresponding

relationship between the device information of the terminal and the access token can be

configured. The corresponding relationship may be deleted or be set to be invalid after the

effective time period is expired. The effective time period of the identification token can be



configured, for example, as one minute, so that the identification token will be invalid after

the effective time period of one minute is expired and the relationship creating request will

be rejected.

[0061] At S208, a login request of a client application is received. The login request

includes the device information of the terminal that operates the client application and may

further include the identification token that has been sent to the browser by the server after

the relationship creating request that is sent from the client application program via the

browser is received by the server.

[0062] At S209, determination is made as to whether the identification token included in

the received login request is valid. In other words, after receiving the login request from the

client application, determination is made as to whether the identification token included in

the received login request is a correct identification token, or whether the identification

token is still within the effective time period. If the identification is invalid (e.g., the

identification token is not a correct identification token or the effective time period of the

identification token is expired), S210 will be performed and the login request of the client

application is rejected.

[0063] If the identification token is valid, the access token corresponding to the device

information of the terminal that operates the client application is determined based on the

created corresponding relationship between the device information and the access token at

S211.

[0064] Specifically, the login request, which is sent by the client application and includes

the device information of the terminal and the identification token, may be a request in a

form of a URL, and thus may be called as a single sign on URL. The server verifies whether

the identification token included in the received login request is valid, and rejects the login

request if the identification token is invalid. The client application may encrypt and transmit

the device information of the terminal and the identification token to the server. After

decrypting, the server verifies whether the identification token is valid. The login request can

be performed if the identification token is valid, i.e., the access token corresponding t o the

device information of the terminal may be determined based on the device information

included in the login request, and the user information corresponding to the access token



may further be determined, so as to perform the login operation of the client application

based on the user information. Since the corresponding relationship between the device

information and the access token has been created at S206 as described above, the access

token corresponding to the device information of the terminal can be determined based on

the created corresponding relationship.

[0065] At S212, the device information corresponding to the access token is determined

based on the created corresponding relationship between the access token and the user

information, and the login operation for the client application is performed based on the

user information. Since the corresponding relationship between the access token and the

user information of the user has already been created at S201, the user information

corresponding to the access token which corresponds to the device information can be

further determined based on the created corresponding relationship between the access

token and the user information, and the client application can be logged in based on the

user information.

[0066] According to an embodiment of the present disclosure, after the client

application is successfully logged in, the corresponding relationship between the device

information of the terminal and the access token may be deleted. In other words, the single

sign on URL can be used only one time in order to ensure that the URL will not be used by

any other client application or a client application of another terminal to perform the single

sign on after the presently successful login operation, thus guaranteeing the security of the

user information.

[0067] The present disclosure further provides a server implementing a login operation

for a client application of a terminal.

[0068] Fig. 3 is a structural block diagram illustrating a server that performs a login

operation for a client application (app) of a terminal according to an embodiment of the

present disclosure. According to an embodiment of the present disclosure, the server 300

may include: a sending module 301, a first creation module 302, a first receiving module

303, a second creation module 304, a second receiving module 305, a first determination

module 306, a second determination module 307 and a login module 308.



[0069] The sending module 301 may be used for sending an access token to a browser of

a terminal after a user has successfully logged into a web application via the browser of the

terminal.

[0070] The first creation module 302 may be used for creating a corresponding

relationship between the access token and the user information of the user.

[0071] The first receiving module 303 may be used for receiving a relationship creating

request sent by the client application via the browser, wherein the request includes device

information of the terminal and the access token.

[0072] The second creation module 304 may be used for creating a corresponding

relationship between the device information of the terminal and the access token in

accordance with the creating relationship request.

[0073] The second receiving module 305 may be used for receiving a login request of the

client application, wherein the login request includes the device information of the terminal.

[0074] The first determination module 306 may be used for determining the access

token corresponding to the device information of the terminal that operates the client

application based on the created corresponding relationship between the device information

and the access token.

[0075] The second determination module 307 may be used for determining the user

information corresponding to the access token based on the created corresponding

relationship between the access token and the user information.

[0076] The login module 308 may be used for obtaining the corresponding user

information based on the device information of the terminal included in the login request,

and performing a login operation for the client application based on the user information.

[0077] According to an embodiment of the present disclosure, the device information

may comprise any one of the following: a unique identifier of the device or a physical

address of the device.

[0078] According to an embodiment of the present disclosure, the login module 308 may

include: a first determination sub-module, a second determination sub-module and a login

execution sub-module.



[0079] Accordingly, the first determination sub-module may be used for determining the

access token corresponding to the device information of the terminal included in the login

request.

[0080] The second determination sub-module may be used for determining the user

information corresponding to the access token that corresponds to the device information.

[0081] The login execution sub-module may be used for performing the login operation

for the client application based on the user information.

[0082] According to an embodiment of the present disclosure, the server 300 may

further include an acquisition module used for obtaining a current IP address of the

terminal, a device type and an operating system type of the terminal after the user has

successfully logged into the web application via the browser of the terminal.

[0083] According to an embodiment of the present disclosure, the server 300 may

further include: a third receiving module, an IP address acquisition module, a query module

and an information sending module.

[0084] The third receiving module may be used for receiving the device and the

operation system type of the terminal from the client application.

[0085] The IP address acquisition module may be used for obtaining the current IP

address of the terminal.

[0086] The query module may be used for querying whether a terminal that matches the

device type, the operation system type and the IP address of the terminal has successfully

logged in a web application related to the client application within a predetermined period

of time.

[0087] The information sending module may be used for sending, to the client

application, prompt information indicating that the client application of the terminal is

unable to perform a single sign-on on the terminal when no terminal that matches the

device type, the operation system type and the IP address of the terminal has successfully

logged in the web application related to the client application within the predetermined

period of time.

[0088] According to an embodiment of the present disclosure, the server 300 may

further include an identification token sending module used for sending an identification



token to the client application after the corresponding relationship between the device

information of the terminal and the access token is created in accordance with the

relationship creating request.

[0089] According to an embodiment of the present disclosure, the login request may

further include the identification token. The server 300 may further include a determination

module and a request rejection module. Accordingly, the determination module may be

used for determining whether the identification token included in the received login request

is valid. The request rejection module may be used for declining the login request of the

client application when the identification token is determined to be invalid.

[0090] According to an embodiment of the present disclosure, the server 300 may

further include a deletion module used for deleting the corresponding relationship between

the device information of the terminal and the access token after the client application is

successfully logged in.

[0091] Since the functionalities implemented by the server in this embodiment basically

correspond to the method embodiments described in Fig. 1 and Fig. 2, the descriptions of

the foregoing embodiments can be referred to for the details of the missing features and

thus the missing features will not be redundantly described herein.

[0092] According to another aspect of the present disclosure, a login method for a client

application is provided. Fig. 4 is a flowchart illustrating a login method for a client application

according to an embodiment of the present disclosure.

[0093] As shown in Fig. 4, at S401, when a browser is used t o log in an application

service provided by a web application of a server, an access token is received from the server,

and the access token is stored in a terminal. The access token corresponds to user

information associated with login of the web application.

[0094] Specifically, a server may randomly generate an access token after a user has

successfully logged into a certain web application via a browser of a terminal, and send the

access token to the browser. The access token may be placed within a cookie that is

generated by the server and sent to the browser. Furthermore, a corresponding relationship

between the access token and user information of the user can be created. The browser may

store the access token that is returned from the server.



[0095] At S402, device information of the terminal is obtained when the user uses the

client application (that is related to the web application) of the terminal to log in the

application service.

[0096] Specifically, if a user further wants to log into a client application that is related to

a web application after he/she has successfully logged into the web application using a

browser of a terminal, the client application may obtain device information of the terminal

when the client application is opened by the user. The device information may comprise any

one of the following: a unique identifier of the device or a physical address of the device. For

example, a physical address, i.e., MAC address, of the terminal may be obtained.

[0097] At S403, the browser is invoked and the device information of the terminal and

the access token are sent through the browser to request the server for creating a

corresponding relationship between the device information of the terminal and the access

token.

[0098] In other words, the client application may invoke the browser of the terminal,

and send the obtained device information of the terminal and the access token to the server

in a form of an http request parameter using the browser, so as t o request the server for

creating a corresponding relationship between the device information and the access token.

Upon receiving the relationship creating request, the server may create the corresponding

relationship between the device information of the terminal and the access token in

accordance with the request for creating the relationship.

[0099] According to an embodiment of the present disclosure, before the relationship

creating request that includes the device information of the terminal and the access token is

sent to the server through the browser, a device type and an operation system type of the

terminal may be sent to the server to enable the server to determine whether the client

application may be allowed to perform a single sign on operation in the terminal. In addition,

prompt information may be received from the server, indicating whether the client

application is allowed to perform the single sign on operation in the terminal.

[0100] Specifically, the device type and the operation system type may be sent to the

server in advance when the client application is to be logged in. When the user has

successfully logged into a web application that is associated with the client application, the



server may obtain a current IP address of the terminal, and resolve the terminal's device

type (such as resolving whether the terminal is a mobile terminal or other type of terminal)

and operation system type (i.e., which type of operation system t o which the terminal

belongs). According to the http transmission protocol, a browser typically sends user agent

information while visiting a webpage. Under normal circumstances, the user agent

information includes information of an operation system that runs the browser, i.e. type

information of the operating system of the terminal. Therefore, the device type and the

operation system type can be resolved from the user agent information carried in the http

request. Since the current IP address, the device type and the operation system type of the

terminal have been obtained when the user successfully logs into a web page using the

browser, the server can obtain the current IP address of the terminal when receiving the

device type and the operation system type of the terminal from the client application, and

determine whether a terminal that is consistent with the device type and the operation

system type of the terminal and matches the current IP address of the terminal has

successfully logged in a web application related to the client application within a

predetermined period of time (which is a predetermined length of time prior to the current

time. Specifically, determination is made as to whether a terminal that is consistent with the

device type and the operation system type of the terminal has successfully logged in a web

application related to the client application, with an IP address used during the associated

login being the same as the IP address of the terminal or corresponding to a same area as

the IP address of the terminal within a predetermined period of time, so that the server may

determine whether the client application is allowed to send a relationship creating request

to the server, and confirm whether the client application is allowed to send the relationship

creating request to the server. Specifically, determination is made in advance whether a

single sign on may be performed for the terminal to log into the client application in the

terminal currently. A single sign on corresponds to directly performing a login operation of

the client application according to the disclosed method without the need of the user to

enter a user name and a password when the client application is needed to be logged in.

[0101] If no terminal that is consistent with the device type and the operation system

type of the terminal and matches the IP address of the terminal has successfully logged into



a web application that is related to the client application within the predetermined period of

time, notification indicating that a user name and a password is t o be used for login is

received from the server. In other words, the user needs to manually enter a user name and

a password to perform a login operation. For example, the terminal may display a login

interface and prompt the user to enter a user name and a password in respective fields on

the login interface to log into the client application.

[0102] If a terminal that is consistent with the device type and the operation system

type of the terminal and matches the IP address of the terminal has successfully logged into

a web application related to the client application within the predetermined period of time,

notification which indicates a permission of sending a relationship creating request is

received from the server. A relationship creating request may then be sent to the server. The

relationship creating request includes the device information of the terminal and the access

token to request the server for creating a corresponding relationship between the device

information of the terminal and the access token.

[0103] According to an embodiment of the present disclosure, an identification token

that is sent from the server may be obtained from the browser. The identification token is

sent to the browser by the server after the server receives the relationship request and

creates the corresponding relationship between the device information of the terminal and

the access token in accordance with the received relationship creating request, to indicate

that the client application may perform a single sign on operation in the terminal.

[0104] Specifically, the server receives the relationship creating request. Since the

relationship creating request includes the access token, which indicates that the user has

successfully logged into the web application via the browser of the terminal, the server may

further send an identification token to indicate that the client application is allowed to

perform a single sign on operation in the terminal after a corresponding relationship

between the device information of the terminal and the access token is created in

accordance with the relationship creating request. The server may generate the

identification token randomly. The client application may obtain the identification token

through the browser. If the client application obtains the identification token from the

browser, this indicates that the client application can perform the single sign on operation in



the terminal. For example, the server may return HTML that contains the identification token

to the browser. The browser wakes up the client application upon receiving the HTML. The

browser may wake up the client application by sending an Open URL to the client application.

Furthermore, the browser may place the identification token in the Open URL which is used

for waking up the client application for sending to the client application. The client

application may obtain the identification token from the Open URL sent by the browser. If

the client application obtains the identification token that is sent by the server from the

browser, this indicates that the client application can perform the single sign on operation in

the terminal and S403 is performed.

[0105] At S404, the client application is used t o initiate a login request, wherein the login

request includes the device information of the terminal. The login request is used for

requesting the server to determine the access token corresponding to the device

information of the terminal based on the created corresponding relationship between the

device information of the terminal and the access token, to determine the user information

corresponding to the access token based on the corresponding relationship between the

access token and the user information, and t o perform a login operation using the

determined user information.

[0106] According to an embodiment of the present disclosure, the login request may

further include the identification token.

[0107] Specifically, if the identification token that is sent by the server can be obtained

from the browser of the terminal, the client application may perform the single sign on

operation in the terminal and may send a login request that includes the device information

of the terminal to the server. The login request may further include the identification token.

After receiving the login request, the server may first determine whether the identification

token included in the received login request is valid (i.e., determining whether the

identification token included in the received login request is a correct identification token or

whether the identification token is expired). The server rejects the login request of the client

application if the identification token is invalid. If the identification token is valid, the server

determines the access token corresponding to the device information of the terminal based

on the device information of the terminal included in the login request and the



corresponding relationship between the access token and the device information of the

terminal that has been created in advance. Moreover, the server further determines the user

information corresponding to the access token based on the corresponding relationship

between the access token and the user information of the user, and performs a login

operation for the client application based on the user information. This is the process of

performing the single sign on operation for the client application in the terminal.

[0108] According t o an embodiment of the present disclosure, the login request that is

sent by the client application and includes the device information of the terminal and the

identification token may be a request in form of URL, which is called as a single sign on URL.

Furthermore, the client application may encrypt the device information of the terminal and

the identification token to be transmitted t o the server. After decryption, the server verifies

whether the identification token is valid.

[0109] In a typical configuration, a computing device includes one or more processors

(CPU), an input/output interface, a network interface and memory.

[0110] Fig. 5 shows an example server 500, such as the server as described above, in

more detail. In an embodiment, the server 500 may include, but is not limited to, one or

more processors 501, a network interface 502, memory 503 and an input/output interface

504.

[0111] The memory 503 may include a form of computer readable media, e.g., a

non-permanent storage device, random-access memory (RAM) and/or a nonvolatile internal

storage, such as read-only memory (ROM) or flash RAM. The memory 503 is an example of

computer readable media.

[0112] The computer readable media may include a permanent or non-permanent type,

a removable or non-removable media, which may achieve storage of information using any

method or technology. The information may include a computer-readable command, a

data structure, a program module or other data. Examples of computer storage media

include, but not limited to, phase-change memory (PRAM), static random access memory

(SRAM), dynamic random access memory (DRAM), other types of random-access memory

(RAM), read-only memory (ROM), electronically erasable programmable read-only memory

(EEPROM), quick flash memory or other internal storage technology, compact disk read-only



memory (CD-ROM), digital versatile disc (DVD) or other optical storage, magnetic cassette

tape, magnetic disk storage or other magnetic storage devices, or any other

non-transmission media, which may be used to store information that may be accessed by a

computing device. As defined herein, the computer readable media does not include

transitory media, such as modulated data signals and carrier waves.

[0113] The memory 503 may include program modules 505 and program data 506. In

one embodiment, the program modules 505 may include a sending module 507, a first

creation module 508, a first receiving module 509, a second creation module 510, a second

receiving module 511, a first determination module 512, a second determination module

513, a login module 514, a first determination sub-module 515, a second determination

sub-module 516, a login execution sub-module 517, an acquisition module 518, a third

receiving module 519, an IP address acquisition module 520, a query module 521, an

information sending module 522, an identification token sending module 523, a

determination module 524, a request rejection module 525 and/or a deletion module 526.

Details of these modules and sub-modules may be found in the foregoing description and

are not redundantly described herein.

[0114] It should be noted that the terms "comprise", "include" or any other variations

thereof are meant to cover the non-exclusive inclusions. The process, method, product or

apparatus that includes a series of elements not only includes those elements, but also

includes other elements that are not explicitly listed, or further includes elements that

already existed in such process, method, product or apparatus. In a condition without

further limitations, an element defined by the phrase "include one..." does not exclude any

other similar elements from existing in the process, method, product or apparatus.

[0115] A person with ordinary skill in the art should understand that the embodiments

of the present disclosure can be provided as a method, a system or a product of a computer

program. Therefore, the present disclosure can be implemented as an embodiment of only

hardware, an embodiment of only software or an embodiment of a combination of

hardware and software. Moreover, the present disclosure can be implemented as a product

of a computer program that can be stored in one or more computer readable storage media



(which includes but is not limited to, a magnetic disk, a CD-ROM or an optical disk, etc.) that

store computer-executable instructions.

[0116] The above merely describes the embodiments of the present disclosure, which

are not intended to limit the scope of the present disclosure. Various modifications and

alternations can be made to the present disclosure by a person with ordinary skill in the art.

Any modifications, replacements and improvements within the scope of the spirit and

principle of the present disclosure should fall within the scope of the claims of the present

disclosure.



What is claimed is:

1. A login method for a client application, the method comprising:

sending an access token to a browser of a terminal and creating a corresponding

relationship between the access token and user information of a user after the user has

successfully logged into a web application via the browser of the terminal;

receiving a relationship creating request from the browser and creating a

corresponding relationship between device information of the terminal and the access token

in accordance with the relationship creating request, wherein the relationship creating

request includes the device information of the terminal and the access token;

receiving a login request of a client application, the login request including the device

information of the terminal that operates the client application;

determining the access token corresponding to the device information of the

terminal that operates the client application based on the created corresponding

relationship between the device information and the access token; and

determining the user information which corresponds to the access token based on

the created corresponding relationship between the access token and the user information,

and performing a login operation of the client application program based on the user

information.

2 . The method as recited in claim 1, further comprising obtaining a current IP

address, a device type and an operating system type of the terminal after the user has

successfully logged into the web application via the browser of the terminal.

3 . The method as recited in claim 2, further comprising:

receiving the device type and the operation system type of the terminal from the

client application and obtaining the current IP address of the terminal;

querying whether a terminal that is consistent with the device type and the

operation system type of the terminal and matches the IP address of the terminal has

successfully logged into a web application related to the client application within a

predetermined period of time; and



in response to a negative result of the querying, notifying the client application to log

in using a user name and a password.

4 . The method as recited in claim 1, further comprising sending an identification

token to the browser after the corresponding relationship between the device information

of the terminal and the access token is created in accordance with the relationship creating

request.

5 . The method as recited in claim 4, wherein the login request further includes the

identification token.

6 . The method as recited in claim 5, further comprising:

determining whether the identification token included in the received login request is

valid after receiving the login request of the client application; and

rejecting the login request of the client application upon determining that the

identification token is invalid.

7 . The method as recited in claim 1, further comprising deleting the corresponding

relationship between the device information of the terminal and the access token after the

client application is successfully logged in.

8 . The method as recited in claim 1, wherein the device information comprises one of

a unique identifier of the terminal and a physical address of the terminal.

9 . A server for implementing a login of a client application, the server comprising:

a sending module used for sending an access token to a browser of a terminal when

a user has successfully logged into a web application via the browser of the terminal;

a first creation module used for creating a corresponding relationship between the

access token and user information of the user;



a first receiving module used for receiving a relationship creating request from the

browser, wherein the relationship creating request includes device information of the

terminal and the access token;

a second creation module used for creating a corresponding relationship between

the device information of the terminal and the access token in accordance with the creating

relationship request;

a second receiving module used for receiving a login request of a client application,

wherein the login request includes the device information of the terminal that operates the

client application;

a first determination module used for determining the access token corresponding to

the device information of the terminal that operates the client application based on the

created corresponding relationship between the device information and the access token;

a second determination module used for determining the user information

corresponding to the access token based on the created corresponding relationship between

the access token and the user information; and

a login module used for obtaining the corresponding user information based on the

device information of the terminal included in the login request, and performing a login

operation of the client application based on the user information.

10. The server as recited in claim 9, further comprising an acquisition module used

for obtaining a current IP address, a device type and an operating system type of the

terminal after the user has successfully logged into the web application program via the

browser of the terminal.

11. The server as recited in claim 10, further comprising:

a third receiving module used for receiving the device type and the operation system

type of the terminal from the client application;

an IP address acquisition module used for obtaining the current IP address of the

terminal;



a query module used for querying whether a terminal that matches the device type,

the operation system type and the IP address of the terminal has successfully logged into a

web application program related to the client application within a predetermined period of

time; and

a notification module used for notifying the client application to log in with a user

name and a password when no terminal that matches the device type, the operation system

type and the IP address of the terminal has successfully logged into the web application

program related to the client application within the predetermined period of time.

12. The server as recited in claim 9, further comprising an identification token

sending module used for sending an identification token to the browser after the

corresponding relationship between the device information of the terminal and the access

token is created in accordance with the relationship creating request.

13. The server as recited in claim 12, wherein the login request further comprises the

identification token.

14. The server as recited in claim 13, further comprising:

a determination module used for determining whether the identification token

included in the received login request is valid; and

a request rejection module used for rejecting the login request from the client

application upon determining that the identification token is invalid.

15. The server as recited in claim 9, further comprising a deletion module used for

deleting the corresponding relationship between the device information of the terminal and

the access token after the client application is successfully logged in.

16. The server as recited in claim 9, wherein the device information comprises one

of: a unique identifier of the terminal or a physical address of the terminal.



17. A login method for a client application of a terminal, the method comprising:

receiving an access token returned from a server when a browser is used t o log into

an application service provided by a web application of the server, and storing the access

token in a terminal, wherein the access token corresponds to user information for logging

into the web application;

obtaining device information of the terminal when the client application in the

terminal that is related to the web application program is used to log into the application

service;

calling the browser and sending the device information of the terminal and the

access token through the browser to request the server to create a corresponding

relationship between the device information of the terminal and the access token;

initiating a login request using the client application, wherein the login request

includes the device information of the terminal, and the login request is used for requesting

the server to determine the access token which corresponds to the device information of the

terminal based on the created corresponding relationship between the device information of

the terminal and the access token; and

determining the user information corresponding to the access token based on the

corresponding relationship between the access token and the user information, and

performing a login operation using the determined user information.

18. The method as recited in claim 17, further comprising:

sending a device type and an operation system type of the terminal t o the server to

allow the server to determine whether the client application is permitted to send a

relationship creating request to the server; and

receiving notification from the server indicating whether the client application is

permitted to send the relationship creating request to the server.

19. The method as recited in claim 17, further comprising obtaining an identification

token that is sent by the server from the browser, wherein the identification token is sent to

the browser of the terminal from the server when the relationship creating request is



received, and wherein the login request that is sent to the server further includes the

identification token.

20. The method as recited in claim 17, wherein the device information comprises one

of: a unique identifier of the terminal or a physical address of the terminal.
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