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Description
TECHNICAL FIELD

[0001] This application relates to the field of virtual ma-
chines, and more specifically, to a virtual machine status
probe method, and a device.

BACKGROUND

[0002] In a high availability (HA) virtual machine sys-
tem, when resources in the virtual machine system are
permitted, an HA process is allowed to be triggered to
remotely recreate a virtual machine when the virtual ma-
chine in a source device is faulty, to further restore a
corresponding service. However, in the virtual machine
HA process, that the virtual machine in the source device
is faulty should be ensured. Otherwise, if the virtual ma-
chine is incorrectly considered faulty but actually the vir-
tual machine runs normally, after the virtual machine is
recreated remotely, two virtual machines thatuse a same
IP address and operate on a same volume exist in the
system. To be specific, the virtual machines are called
split-brain virtual machines. Because the split-brain vir-
tual machines simultaneously operate on a same storage
resource, unexpected abnormality may occur. In the prior
art, two manners are usually used to determine whether
a virtual machine in a source device is faulty, probe
whether a network from a management node to a server
in which the virtual machine is located is normal, or use
a shared storage for a virtual machine in a cluster, and
probe, in a storage plane, whether the virtual machine is
faulty. However, incorrect determining or a failure may
occur in both the manners.

[0003] Therefore, how to improve reliability of probing
whether a virtual machine in the source device is faulty
is an urgent problem to be resolved.

[0004] US2017/168903 A1 relates to a method for live
synchronization and management of virtual machines
across computing and virtualization platforms to support
disaster recovery. An "incremental forever" approach is
combined with deduplication and synthetic full backups
to speed up data transfer and update the disaster recov-
ery sites.

[0005] US 2017/257266 A1 relates a method for shar-
ing a JAVA virtual machine having multiple tenants. The
method comprises allocating an IP address to each of
the multiple tenants, respectively and creating a separate
virtual network interface for each of the multiple tenants
and configuring the allocated IP address. Respectively,
for each of the multiple tenants, its network operation is
performed via the virtual network interface created for
that tenant.

SUMMARY

[0006] This application provides a virtual machine sta-
tus probe method and a device, to improve reliability of
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probing whether a virtual machine in the source device
is faulty, thereby effectively avoiding occurrence of a vir-
tual machine split brain.

[0007] The subject-matter for which protection is
sought is defined by the appended claims. According to
a first aspect, a virtual machine status probe method is
provided. The method is used to: when a high availability
procedure of a first virtual machine is triggered, deter-
mine whether to recreate the first virtual machine in a
destination device, and the method is performed by the
destination device, and includes:

obtaining an invocation message, where the invoca-
tion message is used to probe the first virtual ma-
chine, and obtaining an identifier of the first virtual
machine; and

invoking a probe script based on the invocation mes-
sage, and transferring the identifier of the first virtual
machine to the probe script; sending a probe packet
by running the probe script, where the probe packet
is used to probe a status of the first virtual machine
in the source device, and the probe packet includes
the identifier of the first virtual machine; receiving
feedback information sent by the source device,
where the feedback information is used to indicate
the status of the first virtual machine; and determin-
ing, based on the feedback information, whether to
recreate the first virtual machine in the destination
device.

[0008] Therefore, if a virtual machine high availability
procedure is triggered, the destination device in which
the first virtual machine needs to be recreated sends a
probe packet to the source device in which the first virtual
machine is located, where the probe packet is used to
probe whether the first virtual machine runs in the source
device. The destination device determines, based on the
feedback information sent by the source device, whether
to configure the first virtual machine in the destination
device. This improves reliability of probing whether the
virtual machine in the source device is faulty, and effec-
tively avoids occurrence of a virtual machine split brain.
[0009] With reference to the first aspect, in some im-
plementations of the first aspect, when a probe port of
the source device and a probe port of the destination
device are located in a same virtual local area network,
the probe packet is a broadcast packet, and the probe
packet includes a probe virtual local area network VLAN
identifier of a service plane in which the first virtual ma-
chine is located.

[0010] With reference to the first aspect, in some im-
plementations of the first aspect, the method further in-
cludes: receiving the probe virtual local area network
VLAN identifier that is of the first service plane in which
the first virtual machine is located and that is sent by a
management device, configuring the probe port in the
first service plane, and configuring the probe virtual local
area network VLAN identifier for the probe port; and
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the sending a probe packet by running the probe script
includes: sending the probe packet through the probe
port.

[0011] With reference to the first aspect, in some im-
plementations of the first aspect, when the source device
communicates with the destination device through an
overlay network, the probe packet is a unicast packet,
and the probe packet includes an identifier of a tunnel
port of the source device.

[0012] With reference to the first aspect, in some im-
plementations of the first aspect, the method further in-
cludes: obtaining, from the management device based
on the identifier of the first virtual machine, the identifier
of the tunnel port corresponding to the source device;
and the sending a probe packet by running the probe
script includes: sending the probe packet through a tun-
nel port of the destination device.

[0013] With reference to the first aspect, in some im-
plementations of the first aspect, before the obtaining an
invocation message, the method further includes: send-
ing a first message to a server, where the first message
is used to request disk storage information of the first
virtual machine in the server, and is used to determine a
status of the first virtual machine by probing a storage
plane of the first virtual machine; and receiving no feed-
back information from the server within a predetermined
time period.

[0014] In this case, when a high availability procedure
of the virtual machine is triggered, if the system in which
the virtual machine is located supports storage plane
probe, the storage plane probe may be performed first.
If the storage plane probe fails, the destination device in
which the first virtual machine needs to be recreated may
further send a probe packet to the source device in which
the first virtual machine is located, to probe whether the
first virtual machine runs normally in the source device.
Therefore, if incorrect determining or a failure occurs
when whether the virtual machine is faulty is probed in
the storage plane, the destination device further sends
the probe packet to the source device in which the first
virtual machine is located, to probe whether the first vir-
tual machine runs normally in the source device. This
improves reliability of probing whether the virtual ma-
chine in the source device is faulty, and effectively avoids
occurrence of a virtual machine split brain.

[0015] With reference to the first aspect, in some im-
plementations of the first aspect, the determining, based
on the feedback information, whether to recreate the first
virtual machine in the destination device includes:

determining, when the feedback information indi-
cates that the status of the first virtual machine in the
source device is normal, not to recreate the first vir-
tual machine in the destination device; or
determining, when the feedback information indi-
cates that the status of the first virtual machine in the
source device is faulty, to recreate the first virtual
machine in the destination device.
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[0016] According toasecond aspect, a virtual machine
status probe method is provided. The method is used to:
when a high availability procedure of a first virtual ma-
chine is triggered, determine whether to recreate the first
virtual machine in the destination device, and the method
is performed by a source device, and includes: receiving
a probe packet sent by the destination device, where the
probe packet is used to probe a status of the first virtual
machine in the source device, and the probe packet in-
cludes an identifier of the first virtual machine; querying
for the status of the first virtual machine based on the
probe packet; and sending feedback information to the
destination device, where the feedback information is
used to indicate the status of the first virtual machine in
the source device.

[0017] With reference to the second aspect, in some
implementations of the second aspect, when a probe port
of the source device and a probe port of the destination
device are located in a same virtual local area network,
the probe packet is a broadcast packet, and the probe
packet includes a probe virtual local area network VLAN
identifier of a service plane in which the first virtual ma-
chine is located.

[0018] With reference to the second aspect, in some
implementations of the second aspect, the method fur-
ther includes: receiving the probe virtual local area net-
work VLAN identifier that is of the first service plane in
which the first virtual machine is located and that is sent
by a management device, configuring the probe port in
the first service plane, and configuring the probe virtual
local area network VLAN identifier for the probe port; and
the receiving a probe packet sent by the destination de-
vice includes: receiving, through the probe port, the probe
packet sent by the destination device.

[0019] With reference to the second aspect, in some
implementations of the second aspect, when the source
device communicates with the destination device
through an overlay network, the probe packet is a unicast
packet, and the probe packet includes an identifier of a
tunnel port of the source device.

[0020] With reference to the second aspect, in some
implementations of the second aspect, the receiving a
probe packet sent by the destination device includes: re-
ceiving, through the probe port, the probe packet sent by
the destination device.

[0021] According to a third aspect, a system is provid-
ed. The system includes a destination device and a
source device, and includes:

the destination device obtains invocation message
when a high availability procedure of a first virtual
machine is triggered, where the invocation message
is used to probe the first virtual machine;

the destination device obtains an identifier of the first
virtual machine;

the destination device invokes a probe script based
on the invocation message, and transfers the iden-
tifier of the first virtual machine to the probe script;
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the destination device sends a probe packet by run-
ning the probe script, where the probe packetis used
to probe a status of the first virtual machine in the
source device, and the probe packet includes the
identifier of the first virtual machine;

the source device receives the probe packet sent by
the destination device;

the source device queries for the status of the first
virtual machine based on the probe packet;

the source device sends feedback information to the
destination device, where the feedback information
is used to indicate the status of the first virtual ma-
chine in the source device;

the destination device receives the feedback infor-
mation sent by the source device; and

the destination device determines, based on the
feedback information, whether to recreate the first
virtual machine in the destination device.

[0022] Therefore, if a virtual machine high availability
procedure is triggered, the destination device in which
the first virtual machine needs to be recreated sends a
probe packet to the source device in which the first virtual
machine is located, where the probe packet is used to
probe whether the first virtual machine runs in the source
device. The destination device determines, based on the
feedback information sent by the source device, whether
to configure the first virtual machine in the destination
device. This improves reliability of probing whether the
virtual machine in the source device is faulty, and effec-
tively avoids occurrence of a virtual machine split brain.
[0023] With reference to the third aspect, in some im-
plementations of the third aspect, when a probe port of
the source device and a probe port of the destination
device are located in a same virtual local area network,
the probe packet is a broadcast packet, and the probe
packet includes a probe virtual local area network VLAN
identifier of a first service plane in which the first virtual
machine is located.

[0024] With reference to the third aspect, in some im-
plementations of the third aspect, the system further in-
cludes a management device. The management device
receives the probe virtual local area network VLAN iden-
tifier of the first service plane, and sends the probe virtual
local area network VLAN identifier to the source device
and the destination device.

[0025] With reference to the third aspect, in some im-
plementations of the third aspect, the destination device
receives the probe virtual local area network VLAN iden-
tifier; the destination device configures the probe portin
the first service plane, and configures the probe virtual
local area network VLAN identifier for the probe port; and
that the destination device sends a probe packet by run-
ning the probe script includes: the destination device
sends the probe packet through the probe port.

[0026] With reference to the third aspect, in some im-
plementations of the third aspect, the source device re-
ceives the probe virtual local area network VLAN identi-
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fier sent by the management device; the source device
configures the probe port in the first service plane, and
configures the probe virtual local area network VLAN
identifier for the probe port; and that the source device
receives the probe packet sent by the destination device
includes: the source device receives, through the probe
port, the probe packet sent by the destination device.
[0027] With reference to the third aspect, in some im-
plementations of the third aspect, the system further in-
cludes a switch; the controller sends the probe virtual
local area network VLAN identifier that is of the first serv-
ice plane in which the first virtual machine is located to
the switch; the switch receives the probe virtual local area
network VLAN identifier that is of the first service plane
in which the first virtual machine is located and that is
sent by the controller; the switch associates the VLAN
identifier with an overlay network identifier; and the switch
converts, based on the associated VLAN identifier and
overlay network identifier, a packet that is received by
the switch and that includes the VLAN identifier into a
packet in an overlay form for sending.

[0028] With reference to the third aspect, in some im-
plementations of the third aspect, when the source device
communicates with the destination device through an
overlay network, the probe packet is a unicast packet,
and the probe packet includes an identifier of a tunnel
port of the source device.

[0029] With reference to the third aspect, in some im-
plementations of the third aspect, the system further in-
cludes a management device; the destination device ob-
tains, from the management device based on the identi-
fier of the first virtual machine, the identifier of the tunnel
port corresponding to the source device; and that the
destination device sends a probe packet by running the
probe script includes: the destination device sends the
probe packet through a tunnel port of the destination de-
vice.

[0030] With reference to the third aspect, in some im-
plementations of the third aspect, that the source device
receives the probe packet sent by the destination device
includes: the source device receives the probe packet
through the tunnel port of the source device.

[0031] With reference to the third aspect, in some im-
plementations of the third aspect, before that the desti-
nation device invokes the invocation message, the meth-
od further includes: the destination device sends a first
message to a server, where the first message is used to
request disk storage information of the first virtual ma-
chine in the server, and is used to determine a status of
the first virtual machine by probing a storage plane of the
first virtual machine; and the destination device receives
no feedback information from the server within a prede-
termined time period.

[0032] With reference to the third aspect, in some im-
plementations of the third aspect, that the destination de-
vice determines, based on the feedback information,
whether to recreate the first virtual machine in the desti-
nation device includes: the destination device deter-
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mines, when the feedback information indicates that the
status of the first virtual machine in the source device is
normal, not to recreate the first virtual machine in the
destination device; or the destination device determines,
when the feedback information indicates that the status
of the first virtual machine in the source device is faulty,
to recreate the first virtual machine in the destination de-
vice.

[0033] According to a fourth aspect, a virtual machine
fault probe method is provided. The method is used to:
when a high availability procedure of a first virtual ma-
chine is triggered, determine whether to recreate the first
virtual machine in a destination device, and the method
is performed by a switch, and includes:

receiving a probe virtual local area network VLAN
identifier that is of a first service plane in which the
first virtual machine is located and that is sent by a
controller;

associating the VLAN identifier with an overlay net-
work identifier; and

converting, based on the associated VLAN identifier
and overlay network identifier, a packet that is re-
ceived by the switch and that includes the VLAN
identifier into a packet in an overlay form for sending.

[0034] According to afifth aspect, a destination device
is provided. The destination device includes: an obtaining
module, configured to obtain an invocation message,
where the invocation message is used to probe the first
virtual machine, where the obtaining module is further
configured to obtain an identifier of the first virtual ma-
chine; an invocation module, configured to invoke a
probe scriptbased on the invocation message, and trans-
fer the identifier of the first virtual machine to the probe
script; a sending module, configured to send a probe
packetby running the probe script, where the probe pack-
et is used to probe a status of the first virtual machine in
the source device, and the probe packet includes the
identifier of the first virtual machine; a receiving module,
configured to receive feedback information sent by the
source device, where the feedback information is used
to indicate the status of the first virtual machine; and a
determining module, configured to determine, based on
the feedback information, whether to recreate the first
virtual machine in the destination device.

[0035] With reference to the fifth aspect, in some im-
plementations of the fifth aspect, when a probe port of
the source device and a probe port of the destination
device are located in a same virtual local area network,
the probe packet is a broadcast packet, and the probe
packet includes a probe virtual local area network VLAN
identifier of a service plane in which the first virtual ma-
chine is located.

[0036] With reference to the fifth aspect, in some im-
plementations of the fifth aspect, the receiving module is
further configured to receive the probe virtual local area
network VLAN identifier that is of the first service plane
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in which the first virtual machine is located and that is
sentby amanagementdevice; and the destination device
further includes a configuration module, configured to:
configure the probe port in the first service plane, and
configure the probe virtual local area network VLAN iden-
tifier for the probe port; and

the sending module is specifically configured to: send
the probe packet through the probe port.

[0037] With reference to the fifth aspect, in some im-
plementations of the fifth aspect, when the source device
communicates with the destination device through an
overlay network, the probe packet is a unicast packet,
and the probe packet includes an identifier of a tunnel
port of the source device.

[0038] With reference to the fifth aspect, in some im-
plementations of the fifth aspect, the obtaining module
is further configured to obtain, from the management de-
vice based on the identifier of the first virtual machine,
the identifier of the tunnel port corresponding to the
source device; and

the sending module is specifically configured to: send
the probe packet through a tunnel port of the destination
device.

[0039] With reference to the fifth aspect, in some im-
plementations of the fifth aspect, the sending module is
further configured to send a first message to a server,
where the first message is used to request disk storage
information of the first virtual machine in the server, and
is used to determine a status of the first virtual machine
by probing a storage plane of the first virtual machine;
and the receiving module is further configured to receive
no feedback information from the server within a prede-
termined time period.

[0040] With reference to the fifth aspect, in some im-
plementations of the fifth aspect, the determining module
is specifically configured to: determine, when the feed-
back information indicates that the status of the first vir-
tual machine in the source device is normal, not to rec-
reate the first virtual machine in the destination device;
or determine, when the feedback information indicates
that the status of the first virtual machine in the source
device is faulty, to recreate the first virtual machine in the
destination device.

[0041] According to a six aspect, a source device is
provided. The source device includes: a receiving mod-
ule, configured to receive a probe packet sent by a des-
tination device, where the probe packet is used to probe
a status of the first virtual machine in the source device,
and the probe packet includes an identifier of the first
virtual machine; a query module, configured to query for
the status of the first virtual machine based on the probe
packet; and a sending module, configured to send feed-
back information to the destination device, where the
feedback information is used to indicate the status of the
first virtual machine in the source device.

[0042] With reference to the six aspect, in some imple-
mentations of the six aspect, when a probe port of the
source device and a probe port of the destination device
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are located in a same virtual local area network, the probe
packet is a broadcast packet, and the probe packet in-
cludes a probe virtual local area network VLAN identifier
of a service plane in which the first virtual machine is
located.

[0043] Withreference to the six aspect, in some imple-
mentations of the six aspect, the receiving module is fur-
ther configured to receive the probe virtual local area
network VLAN identifier that is of the first service plane
in which the first virtual machine is located and that is
sent by a management device; and the source device
further includes a configuration module, configured to:
configure the probe port in the first service plane, and
configure the probe virtual local area network VLAN iden-
tifier for the probe port; and

the receiving module is specifically configured to: re-
ceive, through the probe port, the probe packet sent by
the destination device.

[0044] With reference to the six aspect, in some imple-
mentations of the six aspect, when the source device
communicates with the destination device through an
overlay network, the probe packet is a unicast packet,
and the probe packet includes an identifier of a tunnel
port of the source device.

[0045] Withreference to the six aspect, in some imple-
mentations of the six aspect, the receiving module is spe-
cifically configured to: receive, through the tunnel port of
the source device, the probe packet.

[0046] According to a seventh aspect, a destination
device is provided. The destination device includes at
least one processor, a memory, and an interface, where
the interface is used for communication with a source
device, the memory is configured to store computer pro-
gram code, the computer program code includes an in-
struction, and the stored instruction is directly or indirectly
executed by the at least one processor, so that the des-
tination device can perform the method in any one of the
first aspect or the optional implementations of the first
aspect.

[0047] According to an eighth aspect, a source device
is provided. The source device includes at least one proc-
essor, a memory, and an interface, where the interface
is used for communication with a destination device, the
memory is configured to store computer program code,
the computer program code includes an instruction, and
when the atleast one processor executes the instruction,
the source device performs the method in any one of the
second aspect or the optional implementations of the
second aspect.

[0048] According to a ninth aspect, a chip system is
provided. The chip system includes at least one proces-
sor. The at least one processor is configured to execute
a stored instruction, so that a destination device can per-
form the method in any one of the first aspect or the op-
tional implementations of the first aspect.

[0049] According to a tenth aspect, a chip system is
provided. The chip system includes at least one proces-
sor. The at least one processor is configured to execute
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a stored instruction, so that a source device can perform
the method in any one of the second aspect or the op-
tional implementations of the second aspect.

[0050] According to an eleventh aspect, a computer
program product is provided. The computer program
product includes an instruction, and when the instruction
is executed, a destination device can be enabled to per-
form the method in any one of the first aspect or the op-
tional implementations of the first aspect.

[0051] According to a twelfth aspect, a computer pro-
gram productis provided. The computer program product
includes an instruction, and when the instruction is exe-
cuted, a source device can be enabled to perform the
method in any one of the second aspect or the optional
implementations of the second aspect.

[0052] According to a thirteenth aspect, a computer
storage medium is provided. The computer storage me-
dium stores a program instruction, and when the instruc-
tion is executed, the destination device can perform the
method in any one of the first aspect or the optional im-
plementations of the first aspect.

[0053] According to a fourteenth aspect, a computer
storage medium is provided. The computer storage me-
dium stores a program instruction, and when the instruc-
tion is executed, the source device can perform the meth-
od in any one of the second aspect or the optional im-
plementations of the second aspect.

BRIEF DESCRIPTION OF DRAWINGS
[0054]

FIG. 1 is a schematic block diagram of an architec-
ture of a system for a virtual machine status probe
method and a device according to this application;
FIG. 2 is a schematic block diagram of a physical
host according to this application;

FIG. 3 is a schematic flowchart of a virtual machine
status probe method according to this application;
FIG. 4 is a schematic block diagram of an application
scenario of a virtual machine status probe method
according to this application;

FIG.5is a schematic block diagram of an application
scenario of a virtual machine status probe method
according to this application;

FIG. 6 is a schematic block diagram of an application
scenario of a virtual machine status probe method
according to this application;

FIG. 7 is a schematic block diagram of an application
scenario of a virtual machine status probe method
according to this application;

FIG. 8 shows a format of a VLAN packet according
to this application;

FIG. 9 shows a format of a VxLAN packet according
to this application;

FIG. 10 is a schematic block diagram of a destination
device according to this application;

FIG. 11 is a schematic block diagram of a source



11 EP 3 764 226 B1 12

device according to this application; and
FIG. 12 is a schematic block diagram of a device
according to this application.

DESCRIPTION OF EMBODIMENTS

[0055] The following describes technical solutions of
this application with reference to the accompanying
drawings.

[0056] The technical solutions of the embodiments of
this application may be applied to various communica-
tions systems, such as a global system for mobile com-
munications (GSM) system, a code division multiple ac-
cess (CDMA) system, a wideband code division multiple
access (WCDMA) system, a general packet radio service
(GPRS) system, a long term evolution (LTE) system, an
LTE frequency division duplex (FDD) system, an LTE
time division duplex (TDD) system, a universal mobile
telecommunications system (UMTS), a worldwide inter-
operability for microwave access (WiMAX) communica-
tions system, a 5th generation (5G) system, and a new
radio (NR) system.

[0057] A destination device and a source device in the
embodiments of this application may be referred to as
user equipment, an access terminal, a subscriber unit, a
subscriber station, a mobile station, a mobile console, a
remote station, a remote terminal, a mobile device, a user
terminal, a terminal, a wireless communications device,
a user agent, or a user apparatus. The terminal device
may further be a cellular phone, a cordless phone, a ses-
sion initiation protocol (SIP) phone, a wireless local loop
(WLL) station, a personal digital assistant (PDA), a hand-
held device having a wireless communication function,
a computing device, another processing device connect-
ed to a wireless modem, a vehicle-mounted device, a
wearable device, a terminal device in a future 5G net-
work, a terminal device in a future evolved public land
mobile network (PLMN), or the like. This is not limited in
the embodiments of this application.

[0058] FIG. 1 is a schematic block diagram of an ar-
chitecture of a system 100 for a virtual machine status
probe method and a device according to this application.
As shown in FIG. 1, the architecture of the system 100
includes a management device 110, a destination device
120, and a source device 130. Different virtual machines
may be created in the destination device 120 and the
source device 130. The management device 110 is con-
figured to manage the destination device 120 and the
source device 130, for example, send, to the destination
device 120 and the source device 130, some configura-
tion information used to create and configure a virtual
machine, and the like.

[0059] It should be noted that, FIG. 1 is merely a dia-
gram of an example architecture. In addition to function
units shown in FIG. 1, a plurality of other physical devices
may further be included in the architecture of the system.
This is not limited in this embodiment of this application.
[0060] A virtual machine status probe method provided
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in this application may be applied to a destination device
and a source device. The destination device and the
source device each include a hardware layer, an oper-
ating system layer running on the hardware layer, and
an application layer running on the operating system lay-
er. The hardware layer includes hardware such as a cen-
tral processing unit (CPU), a memory management unit
(MMU), and a memory (also referred to as a main mem-
ory). The operating system may be any one or more types
of computer operating systems that process a service by
using a process , for example, a Linux operating system,
a Unix operating system, an Android operating system,
aniOS operating system, or awindows operating system.
The application layer includes applications such as a
browser, a contact list, text processing software, and in-
stant communication software.

[0061] In addition, aspects or features of this applica-
tion may be implemented as a method, an apparatus, or
a product that uses standard programming and/or an en-
gineering technology. The term "product" used in this ap-
plication covers a computer program that can be ac-
cessed from any computer-readable component, carrier
or medium. For example, the computer-readable medi-
um may include but is not limited to: a magnetic storage
component (for example, a hard disk, a floppy disk, or a
magnetic tape), an optical disc (for example, a compact
disc (CD), a digital versatile disc (DVD), a smart card,
and a flash memory component (for example, an erasa-
ble programmable read-only memory (EPROM), a card,
a stick, or a key drive). In addition, various storage media
described in this specification may indicate one or more
devices and/or other machine-readable media that are
configured to store information. The term "machine-read-
able media" may include but is not limited to various me-
dia that can store, contain, and/or carry an instruction
and/or data.

[0062] FIG. 2 is a schematic block diagram of a phys-
ical host according to this application. An example in
which the physical host is the destination device 120 is
used for description. The physical host 120 includes a
hardware layer 121, a virtual machine monitor (VMM)
122 running on the hardware layer 121, and one or more
virtual machines (VM) 123 running on the VMM 122. The
hardware layer 121 may include a processor 1211, a
physical memory 1212, a hard disk 1213, and a network
interface device 1214. There may be one or more proc-
essors 1211. The network interface device 1214 may be
anetwork adapter or a network interface card, configured
to connect to any connectable network such as the inter-
net or an enterprise network. The VM 123 may include
a virtual processor 1231, a virtual memory 1232, a virtual
hard disk 1233, and a guest operating system (Guest
0S) 1234, where the Guest OS 1234 is an operating
systemrunning on virtual devices such as the virtual proc-
essor 1231, the virtual memory 1232, and the virtual hard
disk 1233.

[0063] It should be understood that the physical host
shown in FIG. 2 is merely an example, and should not
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constitute a special limitation on the embodiments of this
application. The physical host shown in FIG. 2 may be
the destination device or the source device in this appli-
cation. The destination device may also be referred to
as a destination device, and the source device may also
be referred to as a source device.

[0064] The following describes in detail a virtual ma-
chine status probe method provided in this application
with reference to FIG. 3. FIG. 3 is a schematic flowchart
of a virtual machine status probe method 200 according
to an embodiment of this application. The method 200
may be applied to the system shownin FIG. 1, or certainly
may be applied to another system. This is not limited in
this embodiment of this application.

[0065] As shown in FIG. 3, the method 200 includes
the following content.

[0066] In 210, when a high availability procedure of a
first virtual machine is triggered, the destination device
obtains invocation message, where the invocation mes-
sage is used to probe the first virtual machine.

[0067] In 220, the destination device obtains an iden-
tifier of the first virtual machine.

[0068] In 230, the destination device invokes a probe
script based on the invocation message, and transfers
the identifier of the first virtual machine to the probe script.
[0069] In 240, the destination device sends a probe
packetby running the probe script, where the probe pack-
et is used to probe a status of the first virtual machine in
the source device, and the probe packet includes the
identifier of the first virtual machine.

[0070] In 250, the source device receives the probe
packet sent by the destination device.

[0071] In 260, the source device queries for the status
of the first virtual machine based on the probe packet.
[0072] In 270, the source device sends feedback infor-
mation to the destination device, where the feedback in-
formation is used to indicate the status of the first virtual
machine in the source device.

[0073] In280,the destination device receives the feed-
back information sent by the source device.

[0074] In 290, the destination device determines,
based on the feedback information, whether to recreate
the first virtual machine in the destination device.
[0075] Therefore, in this embodiment of this applica-
tion, if in an HA system, a virtual machine creation pro-
cedureistriggered in a destination device, the destination
device in which a first virtual machine needs to be rec-
reated sends a probe packet to a source device in which
the first virtual machine is located, where the probe pack-
et is used to probe whether the first virtual machine runs
in the source device. The destination device determines,
based on the feedback information sent by the source
device, whether to configure the first virtual machine in
the destination device. Thisimproves reliability of probing
whether the virtual machine in the source device is faulty,
and effectively avoids occurrence of a virtual machine
split brain.

[0076] Itshould be understood thatthe probing a virtual
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machine status means probing a running status of the
virtual machine in the source device, that is, whether the
virtual machine is faulty and cannot run normally in the
source device.

[0077] Optionally, when a probe port of the source de-
vice and a probe port of the destination device are located
in a same virtual local area network, the probe packet is
a broadcast packet, and the probe packet includes a
probe virtual local area network (VLAN) identifier of a first
service plane in which the first virtual machine is located.
[0078] Optionally, the destination device receives the
probe virtual local area network VLAN identifier. The des-
tination device configures the probe port in the first serv-
ice plane, and configures the probe virtual local area net-
work VLAN identifier for the probe port. That the desti-
nation device sends a probe packet by running the probe
script includes: the destination device sends the probe
packet through the probe port.

[0079] Optionally, the source device receives the
probe virtual local area network VLAN identifier sent by
amanagementdevice. The source device configures the
probe port in the first service plane, and configures the
probe virtual local area network VLAN identifier for the
probe port. That the source device receives the probe
packet sent by the destination device includes: the
source device receives, through the probe port, the probe
packet sent by the destination device.

[0080] Optionally, when the source device communi-
cates with the destination device through an overlay net-
work, the probe packetis a unicast packet, and the probe
packet includes an identifier of a tunnel port of the source
device.

[0081] Optionally, the system further includes a man-
agement device. The destination device obtains, from
the management device based on the identifier of the
first virtual machine, the identifier of the tunnel port cor-
responding to the source device. That the destination
device sends a probe packet by running the probe script
includes: the destination device sends the probe packet
through a tunnel port of the destination device.

[0082] Optionally, that the source device receives the
probe packet sent by the destination device includes: the
source device receives the probe packet through the tun-
nel port of the source device.

[0083] Optionally, before that the destination device
sends an invocation message, the method further in-
cludes: the destination device sends a first message to
a server, where the first message is used to request disk
storage information of the first virtual machine in the serv-
er, and is used to determine a status of the first virtual
machine by probing a storage plane of the first virtual
machine; and the destination device receives no feed-
back information from the server within a predetermined
time period.

[0084] In this case, when a high availability procedure
of the virtual machine is triggered, if the system in which
the virtual machine is located supports storage plane
probe, the storage plane probe may be performed first.
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If the storage plane probe fails, the destination device in
which the first virtual machine needs to be recreated may
further send a probe packet to the source device in which
the first virtual machine is located, to probe whether the
first virtual machine runs normally in the source device.
Therefore, if incorrect determining or a failure occurs
when whether the virtual machine is faulty is probed in
the storage plane, the destination device further sends
the probe packet to the source device in which the first
virtual machine is located, to probe whether the first vir-
tual machine runs normally in the source device. This
improves reliability of probing whether the virtual ma-
chine in the source device is faulty, and effectively avoids
occurrence of a virtual machine split brain.

[0085] Optionally, that the destination device deter-
mines, based on the feedback information, whether to
recreate the first virtual machine in the destination device
includes: when the feedback information indicates that
the status of the first virtual machine in the source device
is normal, the destination device determines not to rec-
reate the first virtual machine in the destination device;
or when the feedback information indicates that the sta-
tus of the first virtual machine in the source device is
faulty, the destination device determines to recreate the
first virtual machine in the destination device.

[0086] For clearer understanding of this application,
the following describes the method 200 in detail in differ-
ent application scenarios, for example, a VLAN scenario,
an overlay scenario, and a scenario of interconnection
with a third-party software-defined network (SDN) con-
troller.

[0087] FIG. 4 is a schematic block diagram of an ap-
plication scenario 300 of a virtual machine status probe
method according to this application. The application
scenario 300 is a virtual local area network (VLAN). A
VLAN is a logical network segment divided from a local
area network. A VLAN field (VLAN ID, VID) is used to
identify a VLAN. A length of the VID is 12 bits and a value
range is from 0 to 4095. 0 and 4095 are reserved values
and cannot be used by a user. Therefore, one Ethernet
can be divided into a maximum of 4094 VLANSs. The ap-
plication scenario 300 includes a management interface
310, amanagement node 320, a source device 330, and
a destination device 340.

[0088] The managementinterface 310 is an interface-
based installation and deployment tool, and an adminis-
trator uses the management interface 310 to configure
aphysical plane of a virtual machine and a probe identifier
(where the probe identifier may also be referred to as a
probe VLAN) of the physical plane.

[0089] The management node 320 includes a man-
agement configuration service module. The module is
mainly configured to: receive configuration information
that is delivered by the administrator by using the man-
agement interface 310, and trigger, based on the config-
uration information, a client in a corresponding host to
implement configuration or modify a corresponding con-
figuration. The management node 320 is responsible for

10

15

20

25

30

35

40

45

50

55

10

monitoring a running status of a virtual machine in each
host, and when the management node 320 finds that a
virtual machine in a host is faulty, an HA procedure may
be triggered to re-configure the virtual machine in another
host.

[0090] A first virtual machine (Virtual Machine 1, VM
1) is configured in the source device 330, and the source
device further includes a probe module 331, a client 332,
and a probe port 333. The probe module 331 may provide
a capability of sending a user-defined broadcast probe
packet, and receive a probe packet to probe whether a
virtual machine is alive. The client 332 is configured to:
receive the configuration information sent by the man-
agement node 320, and perform a related operation to
complete a configuration change. The probe port 333 is
a probe port of a corresponding physical plane, and the
probe module 331 sends and receives a packet through
the probe port 333.

[0091] The destination device 340 includes a probe
module 341, a client 342, a probe port 343, and a man-
agement module 344. For the probe module 341, the
client 342, and the probe port 343, refer to corresponding
descriptions of those in the source device 330. Details
are not described herein again. The management mod-
ule 344 is responsible for computing virtualization man-
agement, and is configured to create and manage a vir-
tual machine deployed in the destination device.

[0092] Itshould be understood thatthe application sce-
nario shown in FIG. 4 is merely for clearer understanding
of this application, and should not constitute a special
limitation on this embodiment of this application. For ex-
ample, in addition to the source device 330 and the des-
tination device 340, another host may further be man-
aged by the management node, and the application sce-
nario 300 may further include another management
node. Other virtual machines may be further configured
in the source device 330 and the destination device 340.
Modular units configured in the source device 330 and
the destination device 340 should be consistent. The
source device 330 may alternatively be a destination de-
vice, and the destination device 340 may alternatively be
a source device. For example, if a VM 2 is configured in
the destination device 340, and if the VM 2 needs to be
configured in the source device 330 in an HA application
scenario, the destination device 340 may be referred to
as a source device, and the source device 330 may be
referred to as a destination device.

[0093] For clearer understanding of this application,
the following describes a specific procedure of this ap-
plication in detail.

1. The administrator configures a probe identifier of
a service plane physnet 2 by using the management
interface 310 (where herein, it is assumed that a
physical plane corresponding to the VM 1 is physnet
2; when creating a virtual machine, the user needs
to specify a network VLAN used by the virtual ma-
chine to perform service communication; the net-
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work is mapped to a corresponding physical plane;
a mapping relationship between the network and the
physical plane is stored on the management node
320; and the virtual machine finally performs com-
munication by using the physical plane, and the
physical plane is also referred to as a service plane.)
and sends the probe identifier of the service plane
physnet 2 to the management node 320.

2. The management node 320 receives the probe
identifier of the service plane physnet 2 and sends
the probe identifier of the service plane physnet 2 to
each host managed by the management node, for
example, the source device 330 and the destination
device 340 shown in FIG. 4.

3. A client of each host creates a probe port corre-
sponding to the probe identifier in the service plane
physnet 2 and the probe port may use the probe
identifier as a mark. The probe port 333 of the source
device shown in FIG. 3 is a probe port of the service
plane physnet 2, a mark of the probe port 333 is the
probe identifier of the service plane physnet 2, the
probe port 343 of the destination device is a probe
port of the service plane physnet 2, and a mark of
the probe port 343 is the probe identifier of the serv-
ice plane physnet 2.

Optionally, each host may alternatively create, in the
service plane physnet 2 by using a custom script or
in another manner, a probe port corresponding to
the probe identifier. A specific method for creating a
probe port in the service plane by the host is not
limited in this application.

4. A probe module on a virtual machine in a cluster
monitors the probe port of the service plane physnet
2. This step is not shown in FIG. 3.

5. When a management configuration service mod-
ule in the management node 320 detects that the
VM 1 in the source device 330 is faulty, an HA pro-
cedure s triggered, and when the management con-
figuration service module determines to configure
the VM 1 in the destination device 340, the manage-
mentmodule 344 in the destination device 340 sends
an invocation message to the probe module 341,
where the invocation message is used to trigger the
probe module 341 to execute a probe script, and the
invocation message includes an identifier of the VM
1 and an identifier of a service plane in which the VM
1 is located.

[0094] The identifier of the service plane in which the
VM 1 is located is determined by obtaining, by the man-
agement module 344, a network used by the VM to per-
form communication and based on a mapping relation-
ship between the network and a physical plane.

[0095] Optionally, the invocation message may be an
application programming interface (API), and the appli-
cation programming interface triggers the probe module
341 to execute the probe script.

[0096] Optionally, before the managementmodule 344
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in the destination device 340 sends the invocation mes-
sage to the probe module 341, the destination device
340 triggers storage plane probe for the VM 1, but re-
ceives no feedback information from a storage server
350 within a specified time. Further, the management
module 344 sends the invocation message to the probe
module 341, and probes the virtual machine in the service
plane.

[0097] The following describes, with reference to FIG.
5, how the destination device 340 performs storage plane
probe. As shown in FIG. 5, the application scenario 300
may further include a server 350. The server 350 is a
shared storage unitin the application scenario 300. Each
virtual machine in the application scenario 300 uses
shared storage. A storage space in the server 350 is al-
located to each virtual machine, and when the virtual ma-
chine runs normally, the storage space corresponding to
the virtual machine is locked. The storage space corre-
sponding to the virtual machine is not locked only when
the virtual machine is abnormal. For example, at a mo-
ment t4, the VM 1 is created in the source device 330,
the VM 1 obtains a storage space 1 in the server 350,
and the storage space 1 is locked at the moment t;. If
the HA application scenario is caused by a non-virtual
machine fault, when the destination device 340 deter-
mines to configure the VM 1, the destination device 340
obtains the storage space 1 from the server 350 when
creating the VM 1, but the storage space 1 is locked.
Therefore, the destination device 340 no longer creates
the VM1. This can avoid occurrence of a virtual machine
split brain.

[0098] However, the storage plane probe depends on
the shared storage. If the virtual machine uses local stor-
age, the storage plane probe cannot be performed. In
addition, if the server that provides the shared storage is
faulty, or a software application scenario of the shared
storage is faulty, probe on the storage plane may be af-
fected. Therefore, when the storage plane probe is ab-
normal, or the application scenario in which the virtual
machine is located does not support the storage plane
probe, a virtual machine running status may be probed
by using a service plane in which the virtual machine is
located, in other words, as described above, in the HA
application scenario, when the destination device 340
determines to configure the VM 1, the management mod-
ule 344 in the destination device 340 sends an invocation
message to the probe module 341, where the invocation
message is used to trigger the probe module 341 to ex-
ecute a probe script, and the invocation message in-
cludes the identifier of the VM 1 and the identifier of the
service plane in which the VM 1 is located. Therefore, if
incorrect determining or a failure occurs when whether
the virtual machine s faulty is probed in the storage plane,
the destination device further sends a probe packet to
the source device in which the first virtual machine is
located, to probe whether the first virtual machine runs
normally in the source device. This improves reliability
of probing whether the virtual machine in the source de-
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viceis faulty, and effectively avoids occurrence of a virtual
machine split brain.

[0099] Optionally, the identifier of the VM 1 may be an
IP address of the VM 1, or may be a label of the VM 1,
or a type of mark information. In this embodiment of this
application, an example in which the identifier of the VM
1 is the IP address of the VM 1 is used for description.
[0100] 6. The probe module 341 in the destination de-
vice 340 sends the probe packet to the probe port 343.
The probe packet is a broadcast packet, and the probe
packetincludes the identifier ofthe VM 1 and the identifier
of the service plane in which the VM 1 is located.
[0101] Optionally, a destination MAC address of the
probe packet is "ff:ff:ff:ff:ff:ff, indicating that the probe
packet is the broadcast packet.

[0102] 7. The probe packet is received through the
probe port 333, of the service plane physnet 2, in the
source device 330.

[0103] 8. After the probe packet sent by the destination
device 340 is received through the probe port 333, of the
service plane physnet 2, in the source device 330, the
probe packet is sent to the probe module 331, and the
probe module 331 obtains the identifier of the VM 1 car-
ried in the probe packet, queries, by using a libvirt inter-
face, whether the corresponding VM 1 runs normally, and
feeds back a query result to the destination device 340.
A transfer path of the feedback information is opposite
to a transfer path of the probe packet. To be specific, the
probe module 331 sends the feedback information to the
probe port 333, the probe port 343 of the destination de-
vice 340 receives the feedback information, and sends
the feedback information to the probe module 341, and
the probe module 341 transfers the feedback information
to the management module 344.

[0104] Optionally, a command for querying, by using
the libvirtinterface, whether the corresponding VM 1 runs
normally may be:

(libvirt.open("gemu:///system") .lookupByUUIDString(v
m_uuid).isActive()).

[0105] When receiving the command, the VM 1 sends
feedback information to the probe module 331 based on
a running status of the VM 1, where the feedback infor-
mation may be true or false, where true indicates that the
virtual machine VM 1 runs normally, and false indicates
that the virtual machine VM 1 is faulty.

[0106] 9. The management module 344 in the desti-
nation device 340 determines, based on whether the VM
1 runs normally that is fed back by the source device 330,
whether to configure the virtual machine VM 1 in the des-
tination device 340; and

when the feedback information indicates that the VM
1 runs in the source device 330, determines not to
configure the VM 1 in the destination device 340; or
when the feedback information indicates that the VM
1 does not run in the source device 330, determines
to configure the VM 1 in the destination device 340.
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[0107] Therefore, in this embodiment of this applica-
tion, if in an HA application scenario, a virtual machine
creation procedure is triggered in a destination device,
the destination device in which a first virtual machine
needs to be recreated sends a probe packet to a source
device in which the first virtual machine is located, where
the probe packet is used to probe whether the first virtual
machine runs in the source device. The destination de-
vice determines, based on the feedback information sent
by the source device, whether to configure the first virtual
machine in the destination device. This improves relia-
bility of probing whether the virtual machine in the source
device is faulty, and effectively avoids occurrence of a
virtual machine split brain.

[0108] FIG. 6 is schematic block diagram of an appli-
cation scenario 400 of a virtual machine status probe
method according to this application. The application
scenario 400 is an overlay network. An existing overlay
network mainly includes a virtual extensible local area
network (virtual extensible LAN, VXLAN), network virtu-
alization using generic routing encapsulation (NVGRE),
and stateless transport tunneling (STT). The application
scenario 400 includes amanagementnode 410, a source
device 420, and a destination device 430.

[0109] The managementnode 410 includes a network
management service module, and the network manage-
ment service module is mainly configured to create and
manage a related network resource.

[0110] A first virtual machine (Virtual Machine 1, VM
1) is configured in the source device 420, and the source
device further includes a probe module 421 and a tunnel
422 (where the tunnel 422 may also be referred to as a
data network plane interface). The probe module 421
may provide a capability of sending a user-defined broad-
cast probe packet, and receive a probe packet to probe
whether a virtual machine is alive. The tunnel 422 is con-
figured to send and receive a packet.

[0111] The destination device 430 includes a probe
module 431, a tunnel 432, and a management module
433. For the probe module 431 and the tunnel 432, refer
to corresponding descriptions of those in the source de-
vice 420. Details are not described herein again. The
management module 433 is responsible for computing
virtualization management, and is configured to create
and manage a virtual machine deployed in the destina-
tion device.

[0112] Itshould be understood thatthe application sce-
nario shown in FIG. 6 is merely for clearer understanding
of this application, and should not constitute a special
limitation on this embodiment of this application. For ex-
ample, in addition to the source device 420 and the des-
tination device 430, another host may further be man-
aged by the management node, and the application sce-
nario 400 may further include another management
node. Other virtual machines may be further configured
in the source device 420 and the destination device 430.
Modular units configured in the source device 420 and
the destination device 430 should be consistent. The
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source device 420 may alternatively be a destination de-
vice, and the destination device 430 may alternatively be
a source device. For example, if a VM 2 is configured in
the destination device 430, and if the VM 2 needs to be
configured in the source device 420 in an HA application
scenario, the destination device 430 may be referred to
as a source device, and the source device 420 may be
referred to as a destination device.

[0113] For clearer understanding of this application,
the following describes a specific procedure of this ap-
plication in detail.

1. In a virtual machine application scenario, each
host starts a probe module, and the probe module
in each host monitors a tunnel, to identify a probe
packet.

2. When the VM 1 is determined to be configured in
the destination device 430 in the HA application sce-
nario, the management module 433 in the destina-
tion device 430 obtains, from the network manage-
ment service module in the management node 410,
an identifier of a tunnel in the source device 420 in
which the VM 1 is located.

[0114] Optionally, the management module 433 in the
destination device 430 may obtain, based on an API pro-
vided by the management node 410, the identifier of the
tunnel in the source device 420 in which the VM1 is lo-
cated.

[0115] Optionally, the identifier of the tunnel may be
an |IP address of the tunnel, or may be a label of the
tunnel, or may be a type of mark information. In this em-
bodiment of this application, an example in which the
identifier of the tunnel is the IP address of the tunnel is
used for description.

[0116] Optionally, before the managementmodule 433
in the destination device 430 obtains, from the network
management service module in the management node
410, the identifier of the tunnel in the source device 420
in which the VM 1 is located, the destination device 430
triggers storage plane probe for the VM 1, but receives
no feedback information from a storage server within a
specified time. Further, the management module 433 ob-
tains, from the network management service module in
the management node 410, the identifier of the tunnel in
the source device 420 in which the VM 1 is located.
[0117] For a specific process in which the destination
device 430 triggers storage plane probe for the VM 1,
refer to related descriptions in FIG. 4. To avoid repetition,
details are not described herein again.

[0118] 3. The management module 433 in the desti-
nation device 430 sends an invocation message to the
probe module 431, where the invocation message is
used to trigger the probe module 431 to send a probe
packet, and the invocation message includes an identifier
of the VM 1 and the identifier of the tunnel in the source
device 420 in which the VM 1 is located.

[0119] Optionally, the invocation message may be an
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application programming interface (API), and the appli-
cation programming interface triggers the probe module
431 to execute the probe script.

[0120] Optionally, the identifier of the VM 1 may be an
IP address of the VM 1, or may be a label of the VM 1,
or a type of mark information. In this embodiment of this
application, an example in which the identifier of the VM
1 is the IP address of the VM 1 is used for description.
[0121] 4. The probe module 431 in the destination de-
vice 430 sends the probe packet, where the probe packet
is a unicast probe packet, a destination address of the
probe packet is an IP address of the source device 420,
and the probe packet further includes the identifier of the
virtual machine.

[0122] 5. The probe packetis received through the tun-
nel 422 in the source device 420.

[0123] 6. The probe packetis sent to the probe module
421 through the tunnel 422 in the source device 420.
[0124] 7. The probe module 421 obtains the identifier
of the VM 1 carried in the probe packet, queries, by using
a libvirt interface, whether the corresponding VM 1 runs
normally, and feeds back a query result to the destination
device 430. A transfer path of the feedback information
is opposite to a transfer path of the probe packet. To be
specific, the probe module 421 sends the feedback in-
formation to the tunnel 422, the tunnel 432 of the desti-
nation device 430 receives the feedback information, and
sends the feedback information to the probe module 431,
and the probe module 431 transfers the feedback infor-
mation to the management module 433.

[0125] Optionally, a command for querying, by using
the libvirtinterface, whether the corresponding VM 1 runs
normally may be:

(libvirt.open("gemu:///system") .lookupByUUIDString(v
m_uuid).isActive()).

[0126] When receiving the command, the VM 1 sends
feedback information to the probe module 421 based on
a running status of the VM 1, where the feedback infor-
mation may be true or false, where true indicates that the
virtual machine VM 1 runs normally, and false indicates
that the virtual machine VM 1 is faulty.

[0127] 8. The management module 433 in the desti-
nation device 430 determines, based on whether the VM
1 runs normally thatis fed back by the source device 420,
whether to configure the virtual machine VM 1 in the des-
tination device 430; and

when the feedback information indicates that the VM
1 runs in the source device 420, determines not to
configure the VM 1 in the destination device 430; or
when the feedback information indicates that the VM
1 does not run in the source device 420, determines
to configure the VM 1 in the destination device 430.

[0128] Therefore, in this embodiment of this applica-
tion, if in an HA application scenario, a virtual machine
creation procedure is triggered in a destination device,
the destination device in which a first virtual machine
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needs to be recreated sends a probe packet to a source
device in which the first virtual machine is located, where
the probe packet is used to probe whether the first virtual
machine runs in the source device. The destination de-
vice determines, based on the feedback information sent
by the source device, whether to configure the first virtual
machine in the destination device. This improves relia-
bility of probing whether the virtual machine in the source
device is faulty, and effectively avoids occurrence of a
virtual machine split brain.

[0129] FIG. 7 is schematic block diagram of an appli-
cation scenario 500 of a virtual machine status probe
method and a device according to this application. The
application scenario 500 is a virtual extensible local area
network (virtual extensible LAN, VxXLAN) in virtual inter-
connection with a third-party software-defined network
(SDN). The application scenario 500 includes a manage-
ment node 510, a configuration interface 520, a manage-
ment interface 530, a source device 540, a destination
device 550, a switch 560, a switch 570, and a third-party
controller 580. In this application scenario, a VXLAN net-
work is mapped as a VLAN network. It should be under-
stood that the VXLAN network is only a form of an overlay
network. In this application, another overlay may alter-
natively be mapped as the VLAN network. For a specific
implementation of mapping the another overlay as the
VLAN network, refer to a process of mapping the VxLAN
network as the VLAN network. Details are not described
herein again.

[0130] The management node 510 includes a network
management service module 511 and a management
configuration service module 512. The network manage-
ment service module 511 is mainly configured to create
and manage a related network resource. The manage-
ment configuration service module 512 is mainly config-
ured to receive configuration information delivered by an
administrator by using the management interface 530,
and trigger, based on the configuration information, a cli-
ent in a corresponding host to implement configuration
or modify a corresponding configuration. When a virtual
machine is created, when an administrator specifies a
service network of the virtual machine as a VxLAN net-
work, the network management service module 511
maps the VXLAN network as a VLAN network through
hierarchical binding, so that a packet of the virtual ma-
chine can be forwarded in a manner in the VLAN network,
and when the packet is sent to a switch, the packet is
forwarded in a manner of forwarding the packet in the
VxXLAN network.

[0131] For the configuration interface 520, the admin-
istrator may perform, by using the configuration interface
520, interconnection configuration between a third-party
SDN controller and the VXLAN. The administrator sends,
by using the configuration interface 520 to the network
management service module 511 in the management
node 510, an identifier of a service plane mapped from
the VxXLAN network. The network management service
module 511 stores a mapping relationship of the service
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plane mapped from the VxXLAN network.

[0132] The managementinterface 530 is an interface-
based installation and deployment tool. The administra-
tor sends, by using the management interface to the des-
tination device 550, the identifier of the service plane
mapped from the VXLAN network. The management
module 554 in the destination device 550 records the
mapping relationship of the service plane mapped from
the VXLAN network. The administrator uses the manage-
ment interface 530 to configure a physical plane of a vir-
tualmachine and a probe identifier (where the probeiden-
tifier may also be referred to as a probe VLAN) of the
physical plane.

[0133] A first virtual machine (Virtual Machine 1, VM
1) is configured in the source device 540, and the source
device further includes a probe module 541, a client 542,
and a probe port 543. The probe module 541 may provide
a capability of sending a user-defined broadcast probe
packet, and receive a probe packet to probe whether a
virtual machine is alive. The client 542 is configured to
receive the configuration information sent by the man-
agement node 510, and perform a related operation to
complete a configuration change. The probe port 543 is
a probe port of a corresponding physical plane, and the
probe module 541 sends and receives a packet through
the probe port 543.

[0134] The destination device 550 includes a probe
module 551, a client 552, a probe port 553, and a man-
agement module 554. For the probe module 551, the
client 552, and the probe port 553, refer to corresponding
descriptions of those in the source device 540. Details
are not described herein again. The management mod-
ule 544 is responsible for computing virtualization man-
agement, and is configured to create and manage a vir-
tual machine deployed in the destination device.

[0135] The switch 560 and the switch 570 are config-
ured to transmit a packet.

[0136] The third-party controller 580 may implement
configuration of the switch 560 and the switch 570.
[0137] Itshould be understood thatthe application sce-
nario shown in FIG. 7 is merely for clearer understanding
of this application, and should not constitute a special
limitation on this embodiment of this application. For ex-
ample, in addition to the source device 540 and the des-
tination device 550, another host may further be man-
aged by the management node, and the application sce-
nario 500 may further include another management
node. Other virtual machines may be further configured
in the source device 540 and the destination device 550.
Modular units configured in the source device 540 and
the destination device 550 should be consistent. The
source device 540 may alternatively be a destination de-
vice, and the destination device 550 may alternatively be
a source device.

[0138] For clearer understanding of this application,
the following describes a specific procedure of this ap-
plication in detail.
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1. The administrator may perform, by using the con-
figuration interface 520, interconnection configura-
tion between a third-party SDN controller and a Vx-
LAN. The administrator sends, by using the config-
uration interface 520 to the network management
service module 511 in the management node 510,
an identifier of a service plane mapped from the Vx-
LAN network (where herein, it is assumed that the
service plane is a physnet 2). The network manage-
ment service module 511 stores a mapping relation-
ship of the service plane mapped from the VxLAN
network.

2. The network management service module 511 in
the managementnode 510 maps the VxLAN network
as a VLAN network through hierarchical binding.

3. The administrator sends, by using the manage-
mentinterface 530 to the destination device 550, the
identifier of the service plane mapped from the Vx-
LAN network. The management module 554 in the
destination device 550 records a mapping relation-
ship of the service plane mapped from the VxLAN
network.

4. The administrator configures a Layer 2 bridge
(Lay2bridge, L2BR) (where the L2BR is configured
toimplementLayer 2 interoperation between servers
of the VxLAN and the VLAN) in the SDN controller
to connect a probe identifier to a VNI. The L2BR en-
capsulates the packet into a VXLAN packet based
on VLAN-VNI mapping predefined by the controller,
searches a vxlan flow table of the destination device,
and forwards the packet to a destination virtual tun-
nel end point (Virtual Tunnel End Points, VTEP).

5. The administrator configures a probe identifier of
the service plane physnet 2 by using the manage-
ment interface 530, and sends the probe identifier
of the service plane physnet 2 to the management
node 510.

6. The management configuration service module
512inthe management node 510 receives the probe
identifier of the service plane physnet 2 and sends
the probe identifier of the service plane physnet 2 to
each host managed by the management node, for
example, the source device 540 and the destination
device 550 shown in FIG. 5.

7. A client of each host creates a probe port corre-
sponding to the probe identifier in the service plane
physnet 2 and the probe port may use the probe
identifier as a mark. The probe port 543 of the source
device shown in FIG. 6 is a probe port of the service
plane physnet 2, a mark of the probe port 543 is the
probe identifier of the service plane physnet 2, the
probe port 553 of the destination device is a probe
port of the service plane physnet 2, and a mark of
the probe port 553 is the probe identifier of the serv-
ice plane physnet 2.

Optionally, each host may alternatively create, in the
service plane physnet 2 by using a custom script or
in another manner, a probe port corresponding to
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the probe identifier. A specific method for creating a
probe port in the service plane by the host is not
limited in this application.

8. A probe module on a virtual machine in a cluster
monitors the probe port of the service plane physnet
2. This step is not shown in FIG. 6.

9. Wheniitis determined to configure the VM 1 in the
destination device 550 in an HA application scenario,
the management module 554 in the destination de-
vice 550 sends an invocation message to the probe
module 551, where the invocation message is used
to trigger the probe module 551 to execute a probe
script, and the invocation message includes an iden-
tifier of the VM 1 and an identifier of a service plane
in which the VM 1 is located.

[0139] Optionally, the invocation message may be an
application programming interface (API), and the appli-
cation programming interface triggers the probe module
551 to execute the probe script.

[0140] The identifier of the service plane in which the
VM 1 is located is determined by obtaining, by the man-
agement module 454, a network used by the VM to per-
form communication and based on a mapping relation-
ship between the network and a physical plane.

[0141] Optionally, before the managementmodule 554
in the destination device 550 sends the invocation mes-
sage to the probe module 551, the destination device
550 triggers storage plane probe for the VM 1, but re-
ceives no feedback information from a storage server
within a specified time. Further, the management module
554 sends the invocation message to the probe module
551, and probes the virtual machine in the service plane.
[0142] Foraspecific procedure inwhich the destination
device 550 triggers storage plane probe for the VM 1,
refer to related descriptions in FIG. 4. Details are not
described herein again.

[0143] 10. The probe module 551 in the destination
device 550 sends the probe packet to the probe port 553.
The probe packet is a broadcast packet, and the probe
packet includes the identifier of the VM 1 and the identifier
of the service plane in which the VM 1 is located.
[0144] 11.Thebroadcast packetsentby the probe port
553 is transferred to the switch 560, and the switch 560
identifies the probe packet based on a VLAN probe iden-
tifier carried in the probe packet, encapsulates the probe
packet from an original VLAN network packet format into
a VxLAN network packet format, and sends the encap-
sulated packet to the switch 570.

[0145] Specifically, the packet format of the VLAN
probe packet is shown in FIG. 8. The packet format is
defined in an 802.1Q standard, and the VLAN packet
includes a destination MAC address, a source MAC ad-
dress, an 802.1Q tag, a type, data, and a check bit FCS.
An 802.1Q field is added to an Ethernet frame format
defined in the 802.1Q standard based on a traditional
Ethernet frame format. The field includes four parts:
Type, PRI, CFl, and VID. Meanings of the four parts are
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as follows:

[0146] Type has a length of two bytes, and indicates a
frame type. A Type field in an 802.1Q tag frame has a
fixed value of 0x8100. If a device that does not support
802.1Q receives an 802.1Q frame, the device discards
the frame.

[0147] A priority (PRI) field has a length of three bits,
indicates a priority of the Ethernet frame, and has a value
ranging from 0 to 7. A larger value indicates a higher
priority. When transmission congestion occurs in a switch
or router, the switch or router preferentially sends a high-
priority data frame.

[0148] A canonical format indicator (CFI) has a length
of one bit, and indicates whether a MAC address is in a
classic format. A CFI having a value of 0 indicates that
a MAC address is in a classic format. A CFl having a
value of 1 indicates that a MAC address is not in a classic
format. This field is used to distinguish between an Eth-
ernet frame, an FDDI frame, and a token ring network
frame. In the Ethernet frame, a CFl has a value of 0.
[0149] A local area network ID (VLAN ID, VID) has a
length of 12 bits, and has a value ranging from 0 to 4095.
0 and 4095 are reserved values and cannot be used.
This field uniquely identifies a VLAN. The VID having a
length of 12 bits can represent 4096 different values. One
Ethernet can be divided into a maximum of 4094 VLANs
other than VIANs of the two reserved values.

[0150] The VxLAN encapsulates, in a physical net-
work, a data frame for communication in a logical network
for transmission, and a process of encapsulation and de-
capsulation is completed by the switch 560. After adding
a VxLAN header to the data frame in the logical network,
the VXLAN encapsulates the data frame into a UDP pack-
et in the physical network for transmission. A format of
the VXLAN headeris shown in FIG. 9. The VxLAN header
includes eight bytes, and the first byte is a flag bit. If a
flag bit | is set to 1, it indicates that the VXLAN header is
valid. Other flags are reserved and should be set to 0
during transmission. The second byte to the fourth byte
are reserved. The fifth byte to the seventh byte are VX-
LAN identifiers, used to indicate a unique logical network.
The eighth byte is also a reserved field and is not used
temporarily.

[0151] After adding the VXLAN header to the data
frame of the logical link network, the switch 560 sequen-
tially adds a user datagram protocol (UDP) header, an
IP header, and an Ethernetframe header, and then sends
the data frame to the switch 570.

[0152] It should be understood that if there are a plu-
rality of hosts managed by the management node, and
each host corresponds to a corresponding switch, the
encapsulated packet is sent to the plurality of switches.
[0153] 12. The switch 560 sends the encapsulated
packet to the switch 570.

[0154] 13. The switch 570 sends the probe packet to
the source device 540.

[0155] 14. The probe port 543, of the service plane
physnet 2, in the source device 540, receives the probe
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packet.

[0156] 15. After receiving the probe packet sent by the
destination device 550, the probe port 543, of the service
plane physnet 2, in the source device 540, sends the
probe packet to the probe module 541, and the probe
module 541 obtains the identifier of the VM 1 carried in
the probe packet, queries, by using a libvirt interface,
whether the corresponding VM 1 runs normally, and
feeds back a query result to the destination device 550.
A transfer path of the feedback information is opposite
to a transfer path of the probe packet. To be specific, the
probe module 541 sends the feedback information to the
probe port 543, then the switch 570, the switch 560, and
the probe port 553 that is of the destination device 550
sequentially receive the feedback information, and the
probe port 553 sends the feedback information to the
probe module 551, and the probe module 551 transfers
the feedback information to the management module
554.

[0157] Optionally, a command for querying, by using
the libvirtinterface, whether the corresponding VM 1 runs
normally may be:

(libvirt.open("gemu:///system") .lookupByUUIDString(v
m_uuid).isActive()).

[0158] When receiving the command, the VM 1 sends
feedback information to the probe module 541 based on
a running status of the VM 1, where the feedback infor-
mation may be true or false, where true indicates that the
virtual machine VM 1 runs normally, and false indicates
that the virtual machine VM 1 is faulty.

[0159] 16. The management module 554 in the desti-
nation device 550 determines, based on whether the VM
1 runs normally thatis fed back by the source device 540,
whether to configure the virtual machine VM 1 in the des-
tination device 550.

[0160] Therefore, in this embodiment of this applica-
tion, if in an HA application scenario, a virtual machine
creation procedure is triggered in a destination device,
the destination device in which a first virtual machine
needs to be recreated sends a probe packet to a source
device in which the first virtual machine is located, where
the probe packet is used to probe whether the first virtual
machine runs in the source device. The destination de-
vice determines, based on the feedback information sent
by the source device, whether to configure the first virtual
machine in the destination device. This improves relia-
bility of probing whether the virtual machine in the source
device is faulty, and effectively avoids occurrence of a
virtual machine split brain.

[0161] This application further provides a system. The
system includes a destination device and a source de-
vice, and includes:

[0162] The destination device obtains invocation mes-
sage when a high availability procedure of a first virtual
machine is triggered, where the invocation message is
used to probe the first virtual machine. The destination
device obtains an identifier of the first virtual machine.
The destination device invokes a probe script based on
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the invocation message, and transfers the identifier of
the first virtual machine to the probe script. The destina-
tion device sends a probe packet by running the probe
script, where the probe packet is used to probe a status
of the first virtual machine in the source device, and the
probe packet includes the identifier of the first virtual ma-
chine. The source device receives the probe packet sent
by the destination device. The source device queries for
the status of the first virtual machine based on the probe
packet. The source device sends feedback information
to the destination device, where the feedback information
is used to indicate the status of the first virtual machine
in the source device. The destination device receives the
feedback information sent by the source device. The des-
tination device determines, based on the feedback infor-
mation, whether to recreate the first virtual machine in
the destination device.

[0163] Optionally, when a probe port of the source de-
vice and a probe port of the destination device are located
in a same virtual local area network, the probe packet is
a broadcast packet, and the probe packet includes a
probe virtual local area network identifier of a first service
plane in which the first virtual machine is located.
[0164] Optionally, the system further includes a man-
agement device. The management device receives the
probe virtual local area network VLAN identifier of the
first service plane, and sends the probe virtual local area
network VLAN identifier to the source device and the des-
tination device.

[0165] Optionally, the destination device receives the
probe virtual local area network VLAN identifier.

[0166] The destination device configures the probe
port in the first service plane, and configures the probe
virtual local area network VLAN identifier for the probe
port. That the destination device sends a probe packet
by running the probe script includes: the destination de-
vice sends the probe packet through the probe port.
[0167] Optionally, the source device receives the
probe virtual local area network VLAN identifier sent by
the management device. The source device configures
the probe port in the first service plane, and configures
the probe virtual local area network VLAN identifier for
the probe port. Thatthe source device receives the probe
packet sent by the destination device includes: the
source device receives, through the probe port, the probe
packet sent by the destination device.

[0168] Optionally, the system furtherincludes a switch.
The controller sends the probe virtual local area network
VLAN identifier of the first service plane in which the first
virtual machine is located to the switch. The switch re-
ceives the probe virtual local area network VLAN identi-
fier thatis of the first service plane in which the first virtual
machine is located and that is sent by the controller, as-
sociates the VLAN identifier with an overlay networkiden-
tifier, and converts, based on the associated VLAN iden-
tifier and overlay network identifier, a packet that is re-
ceived by the switch and thatincludes the VLAN identifier
into a packet in an overlay form for sending.
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[0169] Optionally, when the source device communi-
cates with the destination device through an overlay net-
work, the probe packetis a unicast packet, and the probe
packet includes an identifier of a tunnel port of the source
device.

[0170] Optionally, the system further includes a man-
agement device. The destination device obtains, from
the management device based on the identifier of the
first virtual machine, the identifier of the tunnel port cor-
responding to the source device. That the destination
device sends a probe packet by running the probe script
includes: the destination device sends the probe packet
through a tunnel port of the destination device.

[0171] Optionally, that the source device receives the
probe packet sent by the destination device includes: the
source device receives the probe packet through the tun-
nel port of the source device.

[0172] Optionally, before that the destination device
sends an invocation message, the method further in-
cludes: the destination device sends a first message to
a server, where the first message is used to request disk
storage information of the first virtual machine in the serv-
er, and is used to determine a status of the first virtual
machine by probing a storage plane of the first virtual
machine; and the destination device receives no feed-
back information from the server within a predetermined
time period.

[0173] Optionally, that the destination device deter-
mines, based on the feedback information, whether to
recreate the first virtual machine in the destination device
includes: when the feedback information indicates that
the status of the first virtual machine in the source device
is normal, the destination device determines not to rec-
reate the first virtual machine in the destination device;
or when the feedback information indicates that the sta-
tus of the first virtual machine in the source device is
faulty, the destination device determines to recreate the
first virtual machine in the destination device.

[0174] It should be understood that, for understanding
of the source device and the destination device in the
system, refer to the descriptions in the foregoing embod-
iments. To avoid repetition, details are not described
herein again.

[0175] FIG. 10is a schematic block diagram of a des-
tination device 600 according to this application. As
shown in FIG. 10, the destination device includes the
following modules:

an obtaining module 610, configured to obtain an
invocation message, where the invocation message
is used to probe the first virtual machine, where
the obtaining module 610 is further configured to ob-
tain an identifier of the first virtual machine;

an invocation module, configured to invoke a probe
scriptbased on the invocation message, and transfer
the identifier of the first virtual machine to the probe
script;

a sending module 630, configured to send a probe
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packet by running the probe script, where the probe
packet is used to probe a status of the first virtual
machine in the source device, and the probe packet
includes the identifier of the first virtual machine;

a receiving module 640, configured to receive feed-
back information sent by the source device, where
the feedback information is used to indicate the sta-
tus of the first virtual machine; and

a determining module 650, configured to determine,
based on the feedback information, whether to rec-
reate the first virtual machine in the destination de-
vice.

[0176] Optionally, the obtaining module 610, the invo-
cation module 620, the sending module 630, the receiv-
ing module 640, and the determining module 650 are
configured to perform the operations of the virtual ma-
chine fault probe method 200 in this application. For brev-
ity, details are not described herein again.

[0177] FIG. 11isaschematicblock diagram of asource
device 700 according to this application. As shown in
FIG. 11, the source device includes the following mod-
ules:

a receiving module 710, configured to receive a
probe packet sent by a destination device, where the
probe packet is used to probe a status of the first
virtual machine in the source device, and the probe
packet includes an identifier of the first virtual ma-
chine;

a query module 720, configured to query for the sta-
tus of the first virtual machine based on the probe
packet; and

a sending module 730, configured to send feedback
information to the destination device, where the feed-
back information is used to indicate the status of the
first virtual machine in the source device.

[0178] Optionally, the receiving module 710, the query
module 720, and the sending module 730 are configured
to perform the operations of the virtual machine fault
probe method 200 in this application. For brevity, details
are not described herein again.

[0179] The foregoing destination device and source
device completely correspond to the destination device
and the source device in the method embodiments. Cor-
responding modules perform corresponding steps. For
details, refer to the corresponding method embodiments.
[0180] FIG. 12is aschematic block diagram of adevice
800 according to this application. The device 800 in-
cludes:

a memory 810, a processor 820, and an input/output in-
terface 830. The memory 810, the processor 820, and
the input/output interface 830 are connected by using an
internal connection path. The memory 810 is configured
to store a program instruction. The processor 820 is con-
figured to execute the program instruction stored in the
memory 810, to control the input/output interface 830 to
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receive input data and information, and output data such
as an operation result.

[0181] Optionally, when the program instruction is ex-
ecuted, the processor 820 may implement the operations
of the method 200. For brevity, details are not described
herein again. The input/outputinterface 830 is configured
to perform, under driving of the processor 820, specific
signal receiving and sending.

[0182] The device 800 may be the foregoing source
device or destination device, and performs operations of
the determining module, the query module, and the in-
vocation module. The input/output interface 830 per-
forms corresponding steps of the sending module and
the receiving module.

[0183] Itshould be understood that, inthis embodiment
of this application, the processor 820 may be a central
processing unit (CPU), or the processor 820 may be an-
other general purpose processor, a digital signal proces-
sor (DSP), an application-specific integrated circuit
(ASIC), a field programmable gate array (FPGA) or an-
other programmable logic device, a discrete gate or a
transistor logic device, a discrete hardware component,
or the like.

[0184] Apersonofordinary skillin the art may be aware
that, in combination with units and algorithm steps of the
examples described in the embodiments disclosed in this
specification, this application may be implemented by
electronic hardware or a combination of computer soft-
ware and electronic hardware. Whether the functions are
performed by hardware or software depends on particu-
lar applications and design constraints of the technical
solutions. A person skilled in the art may use different
methods to implement the described functions for each
particular application, but it should not be considered that
the implementation goes beyond the scope of this appli-
cation.

[0185] It may be clearly understood by a person skilled
in the art that, for the purpose of convenient and brief
description, for a detailed working process of the forego-
ing system, apparatus, and unit, refer to a corresponding
process in the foregoing method embodiments, and de-
tails are not described herein again.

[0186] Inthe several embodiments provided in this ap-
plication, it should be understood that the disclosed sys-
tem, apparatus, and method may be implemented in oth-
er manners. For example, the described apparatus em-
bodiments are merely examples. For example, the unit
division is merely logical function division and may be
other division during actual implementation. For exam-
ple, a plurality of units or components may be combined
or integrated into another system, or some features may
be ignored or not performed. In addition, the displayed
or discussed mutual couplings or direct couplings or com-
munication connections may be implemented by using
some interfaces. The indirect couplings or communica-
tion connections between the apparatuses or units may
be implemented in electronic, mechanical, or other forms.
[0187] The units described as separate parts may or
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may not be physically separate, and parts displayed as
units may or may not be physical units, may be located
in one position, or may be distributed on a plurality of
network units. Some or all of the units may be selected
based on actual requirements to achieve the objectives
of the solutions of the embodiments.

[0188] In addition, function units in the embodiments
of this application may be integrated into one processing
unit, or each of the units may exist alone physically, or
two or more units may be integrated into one unit.
[0189] When the functions areimplemented in the form
of a software function unit and sold or used as an inde-
pendent product, the functions may be stored in a com-
puter-readable storage medium. Based on such an un-
derstanding, the technical solutions of this application
essentially, or the part contributing to the prior art, or
some of the technical solutions may be implemented in
a form of a software product. The computer software
product is stored in a storage medium, and includes sev-
eral instructions for instructing a computer device (which
may be a personal computer, a server, a network device,
or the like) to perform all or some of the steps of the
methods described in the embodiments of this applica-
tion. The foregoing storage medium includes: any medi-
um that can store program code, such as a USB flash
drive, a removable hard disk, a read-only memory
(ROM), a random access memory (RAM), a magnetic
disk, or an optical disc.

[0190] The foregoing descriptions are merely specific
implementations of this application, but are not intended
to limit the protection scope of this application. Any var-
iation or replacement readily figured out by a person
skilled in the art within the technical scope disclosed in
this application shall fall within the protection scope of
this application. Therefore, the protection scope of this
application shall be subject to the protection scope of the
claims.

Claims

1. A virtual machine status probe method in a system
comprising

a destination device having a probe port; and
asource device having a probe port and running
a first virtual machine, wherein the first virtual
machine is located in a first service plane;
wherein the probe port of the source device
(130) and the probe port of the destination de-
vice (120) are located in a same VLAN;

a management device storing a probe virtual lo-
cal area network VLAN identifier of the service
planein which the first virtual machine is located;
wherein the method is performed by the desti-
nation device (120), and comprises:

when a high availability procedure of the first
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virtual machine is triggered,

obtaining (210), (220) from the manage-
ment device (110) an invocation message
comprising an identifier of the first virtual
machine and the probe virtual local area
network VLAN identifier of the first service
plane;

configuring the probe port of the destination
device (120) in the first service plane, and
configuring the probe virtual VLAN identifier
for the probe port of the destination device
(120);

sending (240) a probe packet through the
probe port of the destination device (120)
to the source device (130), wherein the
probe packet is used to probe a status of
the first virtual machine in the source device
(130), the probe packetis a broadcast pack-
et, and the probe packet comprises the ob-
tained identifier of the first virtual machine
and the obtained identifier of the probe
VLAN;

receiving (280) feedback information sent
by the source device (130), wherein the
feedback information is used to indicate the
status of the first virtual machine; and
determining, based on the feedback infor-
mation, whether to recreate the first virtual
machine in the destination device (120).

2. The method according to claim 1, wherein before the
obtaining an invocation message, the method further
comprises:
sending a first message to a server, wherein the first
message is used to request disk storage information
of the first virtual machine in the server, and is used
to determine a status of the first virtual machine by
probing a storage plane of the first virtual machine.

3. The method according to claim 2, the determining,
based on the feedback information, whether to rec-
reate the first virtual machine in the destination de-
vice (120) comprises:

determining, when the feedback information in-
dicates that the status of the first virtual machine
in the source device (130) is normal, not to rec-
reate the first virtual machine in the destination
device (120); or

determining, when the feedback information in-
dicates that the status of the first virtual machine
in the source device (130) is faulty, to recreate
the first virtual machine in the destination device
(120).

4. A virtual machine status probe method in a system
comprising
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a destination device having a tunnel port; and
asource device having a tunnel portand running
a first virtual machine, the method is performed
by a destination device (120), and comprises:

when a high availability procedure of a first
virtual machine is triggered,

obtaining (210), (220), from a management
device (110) an invocation message com-
prising an identifier of the first virtual ma-
chine;

obtaining, from the management device
based on the identifier of the first virtual ma-
chine, an identifier of the tunnel port corre-
sponding to the source device;

invoking (230) a probe script based on the
invocation message, and transferring the
identifier of the first virtual machine to the
probe script;

sending (240) a probe packet, by running
the probe script, through the tunnel port of
the destination device(120) to the source
device (130), wherein the probe packet is
used to probe a status of the first virtual ma-
chine in the source device (130), the probe
packet is a unicast packet, and the probe
packet comprises the identifier of the first
virtual machine and the identifier of the tun-
nel port corresponding to the source device,
and the source device (130) communicates
with the destination device (120) through an
overlay network;

receiving (280) feedback information sent
by the source device (130), wherein the
feedback information is used to indicate the
status of the first virtual machine; and
determining, based on the feedback infor-
mation, whether to recreate the first virtual
machine in the destination device (120).

The method according to claim4, wherein before the
obtaining an invocation message, the method further
comprises:

sending a first message to a server, wherein the first
message is used to request disk storage information
of the first virtual machine in the server, and is used
to determine a status of the first virtual machine by
probing a storage plane of the first virtual machine.

The method according to claim 4 or 5, the determin-
ing, based on the feedback information, whether to
recreate the first virtual machine in the destination
device (120) comprises:

determining, when the feedback information in-
dicates that the status of the first virtual machine
in the source device (130) is normal, not to rec-
reate the first virtual machine in the destination
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device (120); or

determining, when the feedback information in-
dicates that the status of the first virtual machine
in the source device (130) is faulty, to recreate
the first virtual machine in the destination device
(120).

7. A virtual machine status probe method in a system
comprising

a destination device having a probe port; and
a source device having a probe port and running
a first virtual machine, wherein the first virtual
machine is located in a first service plane;
wherein the probe port of the source device
(130) and the probe port of the destination de-
vice (120) are located in a same VLAN;

a management device storing a probe virtual lo-
cal area network VLAN identifier of the service
plane in which the first virtual machine is located;
wherein the method is performed by the source
device (130), and comprises:

when a high availability procedure of the first
virtual machine is triggered,

receiving a probe virtual local area network
VLAN identifier that is of a first service plane
in which the first virtual machine is located
and that is sent by a management device
(110);

configuring the probe port in the first service
plane, and configuring the probe VLAN
identifier for the probe port;

receiving (250) , through the probe port, a
probe packet sent by a destination device
(120), wherein the probe packet is used to
probe a status of the first virtual machine in
the source device (130), the probe packet
is a broadcast packet, and the probe packet
comprises the identifier of the first virtual
machine and the identifier of the probe
VLAN of the service plane in which the first
virtual machine is located, and the probe
port of the source device (130) and a probe
port of the destination device (120) are lo-
cated in a same VLAN;

querying (260) for the status of the first vir-
tual machine based on the probe packet;
and

sending (270) feedback information to the
destination device (120), wherein the feed-
back information is used to indicate the sta-
tus of the first virtual machine in the source
device (130), and wherein the destination
device (120) is configured to determine,
based onthe feedback information, whether
to configure the first virtual machine in the
destination device (120).
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A system, wherein the system comprises a destina-
tion device (120) and a source device (130), and
wherein:

the destination device (120)is configured to per-
form the virtual machine status probe method
according to any one of claims 1 to 3;

the source device (130) is configured to perform
the virtual machine status probe method accord-
ing to claim 7.

A system, wherein the system comprises a destina-
tion device (120) and a source device (130), and
wherein:

the destination device (120) is configured to per-
form the virtual machine status probe method
according to any one of claims 4 to 6;

the source device (130) is configured to perform
the virtual machine status probe method accord-
ing to claim 7.

A destination device (120), comprises:

a memory storing at least one program instruc-
tion;

a processor, when executing the at least one
program instructioninthe memory, is configured
to perform the virtual machine status probe
method according to any one of claims 1 to 3.

A destination device (120), comprises:

a memory storing at least one program instruc-
tion;

a processor, when executing the at least one
program instructioninthe memory, is configured
to perform the virtual machine status probe
method according to any one of claims 4 to 6.

A source device (130), comprises:

a memory storing at least one program instruc-
tion;

a processor, when executing the at least one
program instructioninthe memory, is configured
to perform the virtual machine status probe
method according to any one of claims 7.

A storage medium, wherein the storage medium
stores at least one instruction, and the at least one
instruction is loaded and executed by a processor to
implement the virtual machine status probe method
according to any one of claims 1 to 3.

A storage medium, wherein the storage medium
stores at least one instruction, and the at least one
instruction is loaded and executed by a processor to
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implement the virtual machine status probe method
according to any one of claims 4 to 6.

15. A storage medium, wherein the storage medium

stores at least one instruction, and the at least one
instruction is loaded and executed by a processor to
implement the virtual machine status probe method
according to any one of claims 7.

Patentanspriiche

Verfahren zur Statusprufung einer virtuellen Maschi-
ne in einem System, umfassend

eine Zielvorrichtung, die einen Prifport auf-
weist; und

eine Quellvorrichtung, die einen Prifport auf-
weist und auf der eine erste virtuelle Maschine
ausgefihrt wird, wobei sich die erste virtuelle
Maschine in einer ersten Dienstebene befindet;
wobei sich der Prifport der Quellvorrichtung
(130) und der Prifport der Zielvorrichtung (120)
in demselben VLAN befinden;

eine Verwaltungsvorrichtung, die eine VLAN-
Prufkennung eines virtuellen lokalen Netzwerks
der Dienstebene speichert, in der sich die erste
virtuelle Maschine befindet;

wobei das Verfahren durch die Zielvorrichtung
(120) durchgefiihrt wird und Folgendes umfasst:

wenn eine Hochverfiigbarkeitsprozedur der
ersten virtuellen Maschine ausgel6st wird,
Erlangen (210), (220) einer Aufrufnachricht,
die eine Kennung der ersten virtuellen Ma-
schine und die VLAN-Prifkennung des vir-
tuellen lokalen Netzwerks der ersten
Dienstebene umfasst, von der Verwal-
tungsvorrichtung (110);

Konfigurieren des Prifports der Zielvorrich-
tung (120) in der ersten Dienstebene und
Konfigurieren der virtuellen VLAN-Prifken-
nung fiir den Prifport der Zielvorrichtung
(120);

Senden (240) eines Prufpakets Uber den
Prufport der Zielvorrichtung (120) an die
Quellvorrichtung (130), wobei das Prifpa-
ket verwendet wird, um einen Status der
ersten virtuellen Maschine in der Quellvor-
richtung (130) zu priifen, das Prifpaket ein
Broadcast-Paket ist und das Priifpaket die
erlangte Kennung der ersten virtuellen Ma-
schine und die erlangte Kennung des Prif-
VLAN umfasst;

Empfangen (280) von Riickmeldungsinfor-
mationen, die von der Quellvorrichtung
(130) gesendet werden, wobei die Riick-
meldungsinformationen verwendet wer-
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den, umden Status der ersten virtuellen Ma-
schine anzugeben; und

Bestimmen, ob die erste virtuelle Maschine
in der Zielvorrichtung (120) neu erstellt wer-
den soll, basierend auf den Riickmeldungs-
informationen.

Verfahren nach Anspruch 1, wobei das Verfahren
vor dem Erlangen einer Aufrufnachricht ferner Fol-
gendes umfasst:

Senden einer ersten Nachricht an einen Server, wo-
bei die erste Nachricht verwendet wird, um Festplat-
tenspeicherinformationen der ersten virtuellen Ma-
schine im Server anzufordern, und verwendet wird,
um einen Status der ersten virtuellen Maschine
durch Priifen einer Speicherebene der ersten virtu-
ellen Maschine zu bestimmen.

Verfahren nach Anspruch 2, wobei das Bestimmen,
ob die erste virtuelle Maschine in der Zielvorrichtung
(120) neu erstellt werden soll, basierend auf den
Ruckmeldungsinformationen, Folgendes umfasst:

Bestimmen, wenn die Rickmeldungsinformati-
onen angeben, dass der Status der ersten vir-
tuellen Maschine in der Quellvorrichtung (130)
normal ist, dass die erste virtuelle Maschine in
der Zielvorrichtung (120) nicht neu erstellt wer-
den soll; oder

Bestimmen, wenn die Rickmeldungsinformati-
onen angeben, dass der Status der ersten vir-
tuellen Maschine in der Quellvorrichtung (130)
fehlerhaft ist, dass die erste virtuelle Maschine
in der Zielvorrichtung (120) neu erstellt werden
soll.

4. Verfahren zur Statuspriifung einer virtuellen Maschi-

ne in einem System, umfassend

eine Zielvorrichtung, die einen Tunnelport auf-
weist; und

ein Quellvorrichtung, die einen Tunnelport auf-
weist und auf der eine erste virtuelle Maschine
ausgefiihrt wird, wobei das Verfahren durch ei-
ne Zielvorrichtung (120) durchgefihrt wird und
Folgendes umfasst:

wenn eine Hochverfligbarkeitsprozedur ei-
ner ersten virtuellen Maschine ausgeldst
wird,

Erlangen (210), (220) einer Aufrufnachricht,
die eine Kennung der ersten virtuellen Ma-
schine umfasst, von einer Verwaltungsvor-
richtung (110);

Erlangen einer Kennung des Tunnelports,
der der Quellvorrichtung entspricht, von der
Verwaltungsvorrichtung basierend auf der
Kennung der ersten virtuellen Maschine;
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Aufrufen (230) eines Prifskripts basierend
auf der Aufrufnachricht und Ubertragen der
Kennung der ersten virtuellen Maschine an
das Prifskript;

Senden (240) eines Prifpakets durch Aus-
fUhren des Prifskripts (iber den Tunnelport
der Zielvorrichtung (120) an die Quellvor-
richtung (130), wobei das Prifpaket zum
Prufen eines Status der ersten virtuellen
Maschine in der Quellvorrichtung (130) ver-
wendet wird, das Priifpaket ein Unicast-Pa-
ket ist und das Prifpaket die Kennung der
ersten virtuellen Maschine und die Kennung
des der Quellvorrichtung entsprechenden
Tunnelports umfasst und die Quellvorrich-
tung (130) Uber ein Overlay-Netzwerk mit
der Zielvorrichtung (120) kommuniziert;
Empfangen (280) von Riickmeldungsinfor-
mationen, die von der Quellvorrichtung
(130) gesendet werden, wobei die Riick-
meldungsinformationen verwendet wer-
den,um den Status der ersten virtuellen Ma-
schine anzugeben; und

Bestimmen, ob die erste virtuelle Maschine
in der Zielvorrichtung (120) neu erstellt wer-
den soll, basierend auf den Riickmeldungs-
informationen.

Verfahren nach Anspruch 4, wobei das Verfahren
vor dem Erlangen einer Aufrufnachricht ferner Fol-
gendes umfasst:

Senden einer ersten Nachricht an einen Server, wo-
bei die erste Nachricht verwendet wird, um Festplat-
tenspeicherinformationen der ersten virtuellen Ma-
schine im Server anzufordern, und verwendet wird,
um einen Status der ersten virtuellen Maschine
durch Priifen einer Speicherebene der ersten virtu-
ellen Maschine zu bestimmen.

Verfahren nach Anspruch 4 oder 5, wobei das Be-
stimmen, ob die erste virtuelle Maschine in der Ziel-
vorrichtung (120) neu erstellt werden soll, basierend
auf den Rickmeldungsinformationen, Folgendes
umfasst:

Bestimmen, wenn die Rickmeldungsinformati-
onen angeben, dass der Status der ersten vir-
tuellen Maschine in der Quellvorrichtung (130)
normal ist, dass die erste virtuelle Maschine in
der Zielvorrichtung (120) nicht neu erstellt wer-
den soll; oder

Bestimmen, wenn die Rickmeldungsinformati-
onen angeben, dass der Status der ersten vir-
tuellen Maschine in der Quellvorrichtung (130)
fehlerhaft ist, dass die erste virtuelle Maschine
in der Zielvorrichtung (120) neu erstellt werden
soll.
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eine Zielvorrichtung, die einen Prufport auf-
weist; und

eine Quellvorrichtung, die einen Prifport auf-
weist und auf der eine erste virtuelle Maschine
ausgefiihrt wird, wobei sich die erste virtuelle
Maschine in einer ersten Dienstebene befindet;
wobei sich der Prifport der Quellvorrichtung
(130) und der Prifport der Zielvorrichtung (120)
in demselben VLAN befinden;

eine Verwaltungsvorrichtung, die eine VLAN-
Prifkennung eines virtuellen lokalen Netzwerks
der Dienstebene speichert, in der sich die erste
virtuelle Maschine befindet;

wobei das Verfahren durch die Quellvorrichtung
(130) durchgefiihrt wird und Folgendes umfasst:

wenn eine Hochverfligbarkeitsprozedur der
ersten virtuellen Maschine ausgeldst wird,
Empfangen einer VLAN-Priifkennung eines
virtuellen lokalen Netzwerks, die zu einer
ersten Dienstebene gehdrt, in der sich die
erste virtuelle Maschine befindet, und die
durch eine Verwaltungsvorrichtung (110)
gesendet wird;

Konfigurieren des Prifports in der ersten
Dienstebene und Konfigurieren der VLAN-
Prifkennung fiir den Prifport;

Empfangen (250) eines durch eine Zielvor-
richtung (120) gesendeten Prufpakets liber
den Prifport, wobei das Priifpaket verwen-
det wird, um einen Status der ersten virtu-
ellen Maschine in der Quellvorrichtung
(130) zu prifen, das Prifpaket ein Broad-
cast-Paket ist und das Prifpaket die Ken-
nung der ersten virtuellen Maschine und die
Kennung des Prif-VLAN der Dienstebene
umfasst, in der sich die erste virtuelle Ma-
schine befindet, und sich der Prifport der
Quellvorrichtung (130) und ein Prifport der
Zielvorrichtung (120) in demselben VLAN
befinden;

Abfragen (260) des Status der ersten virtu-
ellen Maschine basierend auf dem Priifpa-
ket; und

Senden (270) von Riickmeldungsinformati-
onen andie Zielvorrichtung (120), wobei die
Ruckmeldungsinformationen  verwendet
werden, um den Status der ersten virtuellen
Maschine in der Quellvorrichtung (130) an-
zugeben, und wobei die Zielvorrichtung
(120) dazu konfiguriert ist, basierend auf
den Rulckmeldungsinformationen zu be-
stimmen, ob die erste virtuelle Maschine in
der Zielvorrichtung (120) konfiguriert wer-
den soll.
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7. Verfahren zur Statusprifung einer virtuellen Maschi- 8. System, wobei das System eine Zielvorrichtung
ne in einem System, umfassend (120) und eine Quellvorrichtung (130) umfasst und
wobei:

die Zielvorrichtung (120) dazu konfiguriert ist,
das Verfahren zur Statuspriifung einer virtuellen
Maschine nach einem der Anspriiche 1 bis 3
durchzufihren;

die Quellvorrichtung (130) dazu konfiguriert ist,
das Verfahren zur Statuspriifung einer virtuellen
Maschine nach Anspruch 7 durchzufiihren.

9. System, wobei das System eine Zielvorrichtung
(120) und eine Quellvorrichtung (130) umfasst und
wobei:

die Zielvorrichtung (120) dazu konfiguriert ist,
das Verfahren zur Statuspriifung einer virtuellen
Maschine nach einem der Anspriiche 4 bis 6
durchzufihren;

die Quellvorrichtung (130) dazu konfiguriert ist,
das Verfahren zur Statuspriifung einer virtuellen
Maschine nach Anspruch 7 durchzufiihren.

10. Zielvorrichtung (120), umfassend:

einen Speicher, in dem mindestens eine Pro-
grammanweisung gespeichert ist;

einen Prozessor, der beim Ausfiihren der min-
destens einen Programmanweisung im Spei-
cherdazu konfiguriertist, das Verfahren zur Sta-
tuspriifung einer virtuellen Maschine nach ei-
nem der Anspriiche 1 bis 3 durchzuflihren.

11. Zielvorrichtung (120), umfassend:

einen Speicher, in dem mindestens eine Pro-
grammanweisung gespeichert ist;

einen Prozessor, der beim Ausfiihren der min-
destens einen Programmanweisung im Spei-
cherdazu konfiguriertist, das Verfahren zur Sta-
tuspriifung einer virtuellen Maschine nach ei-
nem der Anspriiche 4 bis 6 durchzuflihren.

12. Quellvorrichtung (130), umfassend:

einen Speicher, in dem mindestens eine Pro-
grammanweisung gespeichert ist;

einen Prozessor, der beim Ausfiihren der min-
destens einen Programmanweisung im Spei-
cherdazu konfiguriertist, das Verfahren zur Sta-
tuspriifung einer virtuellen Maschine nach An-
spruch 7 durchzufiihren.

13. Speichermedium, wobei in dem Speichermedium
mindestens eine Anweisung gespeichertist, und die
mindestens eine Anweisung durch einen Prozessor
geladen und ausgefuhrt wird, um das Verfahren zur
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Statusprifung einer virtuellen Maschine nach einem
der Anspriiche 1 bis 3 zu implementieren.

Speichermedium, wobei in dem Speichermedium
mindestens eine Anweisung gespeichert ist, und die
mindestens eine Anweisung durch einen Prozessor
geladen und ausgefiihrt wird, um das Verfahren zur
Statusprifung einer virtuellen Maschine nach einem
der Anspriiche 4 bis 6 zu implementieren.

Speichermedium, wobei in dem Speichermedium
mindestens eine Anweisung gespeichert ist, und die
mindestens eine Anweisung durch einen Prozessor
geladen und ausgefiihrt wird, um das Verfahren zur
Statusprifung einer virtuellen Maschine nach An-
spruch 7 zu implementieren.

Revendications

1.

Procédé de vérification d’état de machine virtuelle
dans un systéme comprenant

un dispositif de destination ayant un port de
sonde ; et

un dispositif source ayant un port de sonde et
exécutant une premiére machine virtuelle, dans
lequel la premiére machine virtuelle est située
dans un premier plan de service ;

dans lequel le port de sonde du dispositif source
(130) et le port de sonde du dispositif de desti-
nation (120) sont situés dans un méme VLAN ;
un dispositif de gestion stockant un identifiant
de réseau local virtuel, VLAN, de sonde du plan
de service dans lequel se trouve la premiére ma-
chine virtuelle ;

dans lequel le procédé est exécuté par le dis-
positif de destination (120) et comprend :

lorsqu’une procédure de haute disponibilité
de la premiere machine virtuelle est déclen-
chée,

I'obtention (210), (220) du dispositif de ges-
tion (110) d’'un message d’invocation com-
prenant un identifiant de la premiere machi-
ne virtuelle et l'identifiant de réseau local
virtuel, VLAN, de sonde du premier plan de
service ;

la configuration du port de sonde du dispo-
sitif de destination (120) dans le premier
plan de service, et la configuration de I'iden-
tifiant VLAN virtuel de sonde pour le port de
sonde du dispositif de destination (120) ;
'envoi (240) d'un paquet de sonde via le
port de sonde du dispositif de destination
(120) au dispositif source (130), dans lequel
le paquet de sonde est utilisé pour sonder
un état de la premiére machine virtuelle
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dans le dispositif source (130), le paquet de
sonde est un paquet de diffusion, et le pa-
quetde sonde comprend l'identifiant obtenu
de la premiére machine virtuelle et I'identi-
fiant obtenu du VLAN de sonde ;

la réception (280) des informations de re-
tour envoyées par le dispositif source (130),
les informations de retour étant utilisées
pour indiquer I'état de la premiere machine
virtuelle ; et

la détermination, sur la base des informa-
tions de retour, s’il convient de recréer la
premiére machine virtuelle dans le dispositif
de destination (120).

Procédé selon la revendication 1, dans lequel avant
I'obtention d’'un message d’invocation, le procédé
comprend également :

I’envoi d’'un premier message a un serveur, dans le-
quel le premier message est utilisé pour demander
des informations de stockage sur disque de la pre-
miére machine virtuelle dans le serveur, et est utilisé
pour déterminer un état de la premiére machine vir-
tuelle en sondant un plan de stockage de la premiére
machine virtuelle.

Procédé selon la revendication 2, dans lequel la dé-
termination, sur la base des informations de retour,
du fait de savoir s'il convient de recréer la premiére
machine virtuelle dans le dispositif de destination
(120) comprend :

la détermination, lorsque les informations de re-
tour indiquent que I'état de la premiere machine
virtuelle dans le dispositif source (130) est nor-
mal, du fait de ne pas recréer la premiére ma-
chine virtuelle dans le dispositif de destination
(120) ; ou

la détermination, lorsque les informations de re-
tour indiquent que I'état de la premiere machine
virtuelle dans le dispositif source (130) est dé-
fectueux, du fait de recréer la premiére machine
virtuelle dans le dispositif de destination (120).

4. Procédé de vérification d’état de machine virtuelle

dans un systeme comprenant

un dispositif de destination ayant un porttunnel ;
et

un dispositif source ayant un port tunnel et exé-
cutant une premiere machine virtuelle, le procé-
dé est exécuté par un dispositif de destination
(120) et comprend :

lorsqu’une procédure de haute disponibilité
d’'une premiere machine virtuelle est dé-
clenchée,

I'obtention (210), (220), auprés d’un dispo-
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sitif de gestion (110), d’'un message d’invo-
cation comprenant un identifiant de la pre-
miére machine virtuelle ;

I'obtention, auprés du dispositif de gestion
sur la base de l'identifiant de la premiére
machine virtuelle, d’'un identifiant du port
tunnel correspondant au dispositif source ;
I'appel (230) d’un script de sonde sur la ba-
se du message d’invocation, et le transfert
de l'identifiant de la premiére machine vir-
tuelle au script de sonde ;

I'envoi (240) d’'un paquet de sonde, en exé-
cutant le script de sonde, via le port tunnel
du dispositif de destination (120) vers le dis-
positif source (130), dans lequel le paquet
de sonde est utilisé pour sonder un état de
la premiéere machine virtuelle dans le dispo-
sitif source (130), le paquet de sonde est un
paquet unicast, et le paquet de sonde com-
prend l'identifiant de la premiére machine
virtuelle et I'identifiant du port tunnel corres-
pondant au dispositif source, et le dispositif
source (130) communique avec le dispositif
de destination (120) via un réseau
superpose ;

la réception (280) des informations de re-
tour envoyées par le dispositif source (130),
dans lequel les informations de retour sont
utilisées pour indiquer I'état de la premiéere
machine virtuelle ; et

la détermination, sur la base des informa-
tions de retour, du fait de savoir s’il convient
de recréer la premiére machine virtuelle
dans le dispositif de destination (120).

Procédé selon la revendication 4, dans lequel avant
I'obtention d’'un message d’invocation, le procédé
comprend également :

I'envoi d’'un premier message a un serveur, dans le-
quel le premier message est utilisé pour demander
des informations de stockage sur disque de la pre-
miére machine virtuelle dans le serveur, et est utilisé
pour déterminer un état de la premiere machine vir-
tuelle en sondant un plan de stockage de la premiére
machine virtuelle.

Procédé selon la revendication 4 ou 5, dans lequel
la détermination, sur la base des informations de re-
tour, du fait de savoir s’il convient de recréer la pre-
miere machine virtuelle dans le dispositif de desti-
nation (120) comprend :

la détermination, lorsque les informations de re-
tour indiquent que I'état de la premiere machine
virtuelle dans le dispositif source (130) est nor-
mal, du fait de ne pas recréer la premiére ma-
chine virtuelle dans le dispositif de destination
(120) ; ou
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la détermination, lorsque les informations de re-
tour indiquent que I'état de la premiere machine
virtuelle dans le dispositif source (130) est dé-
fectueux, du fait de recréer la premiére machine
virtuelle dans le dispositif de destination (120).

Procédé de vérification d’état de machine virtuelle
dans un systeme comprenant

un dispositif de destination ayant un port de
sonde ; et

un dispositif source ayant un port de sonde et
exécutant une premiére machine virtuelle, dans
lequel la premiére machine virtuelle est située
dans un premier plan de service ;

dans lequel le port de sonde du dispositif source
(130) et le port de sonde du dispositif de desti-
nation (120) sont situés dans un méme VLAN ;
un dispositif de gestion stockant un identifiant
de réseau local virtuel, VLAN, de sonde du plan
de service danslequel se trouve la premiére ma-
chine virtuelle ;

dans lequel le procédé est exécuté par le dis-
positif source (130) et comprend :

lorsqu’une procédure de haute disponibilité
de la premiere machine virtuelle est déclen-
chée,

la réception d’un identifiant de réseau local
virtuel, VLAN, de sonde qui appartient a un
premier plan de service dans lequel se trou-
ve la premiére machine virtuelle et qui est
envoyé par un dispositif de gestion (110) ;
la configuration du port de sonde dans le
premier plan de service, et la configuration
de l'identifiant VLAN de sonde pour le port
de sonde ;

la réception (250), via le port de sonde, d’'un
paquet de sonde envoyé par un dispositif
de destination (120), dans lequel le paquet
de sonde est utilisé pour sonder un état de
la premiere machine virtuelle dans le dispo-
sitif source (130), le paquet de sonde estun
paquet de diffusion, et le paquet de sonde
comprend l'identifiant de la premiére machi-
ne virtuelle et l'identifiant VLAN de sonde
du plan de service dans lequel se trouve la
premiére machine virtuelle, et le port de
sonde du dispositif source (130) et un port
de sonde du dispositif de destination (120)
sont situés dans un méme VLAN ;
l'interrogation (260) de I'état de la premiére
machine virtuelle sur la base du paquet de
sonde ; et

I'envoi (270) des informations de retour au
dispositif de destination (120), dans lequel
les informations de retour sont utilisées
pour indiquer I'état de la premiere machine
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virtuelle dans le dispositif source (130), et
dans lequel le dispositif de destination (120)
est configuré pour déterminer, sur la base
des informations de retour, s'il faut configu-
rer la premiere machine virtuelle dans le dis-
positif de destination (120).

8. Systéme, dans lequel le systéme comprend un dis-

positif de destination (120) et un dispositif source
(130), et dans lequel :

le dispositif de destination (120) est configuré
pour exécuter le procédé de vérification d’état
de machine virtuelle selon'une quelconque des
revendications 1a 3 ;

le dispositif source (130) est configuré pour exé-
cuter le procédé de vérification d’état de machi-
ne virtuelle selon la revendication 7.

9. Systéme, dans lequel le systéme comprend un dis-

positif de destination (120) et un dispositif source
(130), et dans lequel :

le dispositif de destination (120) est configuré
pour exécuter le procédé de vérification d’état
de machine virtuelle selon'une quelconque des
revendications 4 a 6 ;

le dispositif source (130) est configuré pour exé-
cuter le procédé de vérification d’état de machi-
ne virtuelle selon la revendication 7.

10. Dispositif de destination (120), comprenant :

une mémoire stockant au moins une instruction
de programme ;

un processeur, lors de I'exécution de I'au moins
une instruction de programme dans la mémoire,
est configuré pour exécuter le procédé de véri-
fication d’état de machine virtuelle selon I'une
quelconque des revendications 1 a 3.

11. Dispositif de destination (120), comprenant :

une mémoire stockant au moins une instruction
de programme ;

un processeur, lors de I'exécution de I'au moins
une instruction de programme dans la mémoire,
est configuré pour exécuter le procédé de véri-
fication d’état de machine virtuelle selon I'une
quelconque des revendications 4 a 6.

12. Dispositif source (130) comprenant :

une mémoire stockant au moins une instruction
de programme ;

un processeur, lors de I'exécution de I'au moins
une instruction de programme dans la mémoire,
est configuré pour exécuter le procédé de véri-
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fication d’état de machine virtuelle selon la re-
vendication 7.

Support de stockage, dans lequel le support de stoc-
kage stocke au moins une instruction, et I'au moins
une instruction est chargée et exécutée par un pro-
cesseur pour mettre en oeuvre le procédé de vérifi-
cation d’état de machine virtuelle selon I'une quel-
conque des revendications 1 a 3.

Support de stockage, dans lequel le support de stoc-
kage stocke au moins une instruction, et I'au moins
une instruction est chargée et exécutée par un pro-
cesseur pour mettre en oeuvre le procédé de vérifi-
cation d’état de machine virtuelle selon I'une quel-
conque des revendications 4 a 6.

Support de stockage, dans lequel le support de stoc-
kage stocke au moins une instruction, et I'au moins
une instruction est chargée et exécutée par un pro-
cesseur pour mettre en oeuvre le procédé de vérifi-
cation d’état de machine virtuelle selon la revendi-
cation 7.
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