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(57) Abstract: A transaction processing
system (130) is arranged to receive atrans-
action request from a user device (110),
the transaction processing system (130)
comprises a cookie retriever (141) ar-
ranged to obtain acookie (112) stored in a
browser application (111) of the user
device (110) containing outcome data in-
dicative of an outcome of at least one prior
transaction, a processing setter (142) ar-
ranged to determine based on the outcome
data which of a plurdity of transaction
processes (152) is to be applied by the
transaction processing system (130) to the
transaction reguest, and a transaction pro-
cessor (143) arranged to process the trans-
action in accordance with the determined
transaction process.
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Title

METHOD OF PROCESSI NG A TRANSACTI ON REQUEST

Field

The invention relates to a method of processing a
transaction request and a transaction processing system

Backaqgr ound

By providing the facility for consunmers to purchase goods
and services on-line, nerchants expose thenselves to the
potential for fraudulent transactions through these
channel s.

Accordingly, there is a need for techniques that mtigate
agai nst the risk of fraud.

Sunmary

In a first aspect, the invention provides a nethod of
processing a transaction request, the nethod conprising:

receiving a transaction request from a user device at
a transaction processing system

obtai ning a cookie stored in a browser application of
the user device containing outconme data indicative of an
outcone of at |east one prior transaction

determ ning by the transaction processing system
based on the outcome data, which of a plurality of
transaction processes is to be applied by the transaction
processing system to the transaction request; and

processing the transaction in the transaction
processing system in accordance with the determ ned
transaction process.
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In an enbodi nent, determ ning which of a plurality of
transaction processes is to be applied conprises selecting
between a plurality of available processes, and at |least a
first transaction process contains at |east one additiona
val idation process than a second transaction process.

In an enbodi nent, determ ning which of a plurality of
transaction processes is to be applied conprises selecting
between a plurality of available processes, and at |least a
first transaction process contains at |east one
alternative validation process to a validation process of
a second transaction process.

In an enbodiment, there are a plurality of avail able

val idation processes that can be forned into the plurality
of transaction processes and determ ning which of a the
plurality of transaction processes conprises selecting

whi ch of the avail able validation processes will form the
transacti on process.

In an enbodi nent, the outcone data conprises a transaction
score and determ ning which of the plurality of
transaction processes is to be applied conprises
determining to which of the plurality of transaction
processes the score corresponds.

In an enbodi ment, the transaction processing system has a
menory storing a plurality of ranges of scores in
association with respective transaction processes such

t hat any score uniquely corresponds to a transaction
process .

In an enbodi nent, the method conprises setting a further
cookie in the browser application of the user device based
on the outcone of the determ ned transaction process.
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In a second aspect, the invention provides a transaction
processing system for processing a transaction request,
the transaction processing system arranged to receive a
transaction request from a user device, the transaction
processi ng system conpri sing:

a cookie retriever arranged to obtain a cookie stored
in a browser application of the user device containing
outcone data indicative of an outcone of at |east one
prior transaction;

a processing setter arranged to determ ne based on
the outcone data which of a plurality of transaction
processes is to be applied by the transacti on processing
system to the transaction request; and

a transaction processor arranged to process the
transaction in accordance with the determ ned transaction
process .

In a third aspect, the invention provides conputer program
code whi ch when executed inplenents the above nethod. The
invention also provides a tangi ble conputer readable

medi um conprising the conputer program code.

Brief Description of Draw ngs

Enbodi nents of the invention will now be described wth
reference to the acconpanying draw ngs in which:

Figure 1 is a block diagram of a transaction processing
system of an enbodi nent; and

Figure 2 is a flow chart of a nethod of an enbodi nent.

Detai |l ed Description

Referring to the drawings, there is shown an enbodi nent of
transaction processing system 130 for inplenenting a
met hod for processing a transaction request. In Figure 1,
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the processor 140 of transaction processing system 130 is
shown inplenmenting a nunber of nodul es based on program
code and data stored in nmenory 150. Persons skilled in the
art will appreciate that one or nore of the nodules could
be inmplenmented in sone other way, for exanple by a
dedicated circuit.

The nethod is inplenented by the transaction processing
system 130 in response to a custonmer seeking to purchase
an item from the system 130. In this respect, the
transaction processing system conprises a product selector
148 inplemented by processor 140 which enables a user to
browse and select products from the product database 155.
In one enbodinent, the product selector 148 provides a web
interface via which a user can browse products for

sel ection. The product selector 148 may also incorporate
known functionality for of e-commerce systens, e.g. a
shopping cart application to enable a user to select

mul tiple products to be paid for in a single purchase
transaction. In another enbodinment, product selection may
be inplemented by a separate system such that the
transaction processing system 130 is enployed once a user
has chosen products for purchase and is seeking to pay for
them In other enbodinents, the transaction my be
initiated in another manner, for exanple by the user
selecting a product from an e-mail nessage sent to the
user.

The items in product database 155 may be physical itens of
some particular value, for exanple, a nobile handset for
$500 or a virtual item such as a recharge voucher for
applying credit to a pre-paid nobile phone account. That
is, in exchange for paynent, the user is provided with a
code that they can enter in order to apply credit to a
prepaid nobile account and as such, may not be provided
with a physical receipt.
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Assumi ng, cookies are enabled in the web browser
application 111 on the user's device 110 and the browser
111 has been used in a prior transaction, cookie 112 wll
include a secured algorithmc output wthin it that
contains outconme data indicative of the outcone of at

| east the previous transaction outconme. In one exanpl e,
the transaction outcone can be one of a nunber of defined
outcome statuses such as: conpleted successful, conpleted
declined, conpleted fraud risk, conpleted velocity breach,
abandoned, etc. In another enbodinent, the transaction
outconme data can be a score (for exanple, a secured nunber
with a range between 0 and 100 to determine the |evel of
risk) or both a defined outcone status and a score

During a transaction, the cookie retriever 141 of system
130 looks to the user's browser 111 to see if any previous
cookies exist. If a cookie exists, then the outcone data

i s obtained and deci phered by the cooked retriever 141 to
obtain the transaction outcone status. In one enbodi nent
the outcome status is then enployed by the processing
setter 142 to determne what rules sets and processing may
be applied to the in-situ transaction. For exanple, the
processing setter may be arranged to choose between a
first set 153 and a second set 154 of transaction
processing rules 152.

Thus, for exanple, in a high volune processing environment
the processing setter 142 and processing rules 152 can be
arranged so that a transaction outcome with the status
"conpleted fraud risk" undergoes a higher detail of
scrutiny than a transaction with a transaction outconme of
"conpl eted successful"

During processing of the transaction, the transaction
scorer scores the current transaction based on transaction
scoring rules 151 and the cookie setter 141 sets an
updated cookie 112 in the browser.
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In anot her enbodi nent, each successful transaction outcone
contains a transaction state and a transaction score which
is stored as outcone data in the cookie 112. The
transaction state is a statenent as to the end outcone of
the transaction, such as conpleted successful, declined,
abandoned, insufficient funds, attenpted fraud, velocity
breach etc. A three digit nunber is used to define the
transaction state. For exanple, an approved transaction
may hold a transaction state nunber of 167.

In one enbodinent, the transaction score is a nunber in a
defined range which may be, for exanple between

theoretical mnus infinity and infinity. In one enbodi nent
of system 130, when the transaction processor 143
processes a transaction, any score over 99 will see that
transaction fail. In one enbodinent, the transaction score
stored in the cookie, scores are restricted to the range
to between 0000 and 9999. Scores below zero generate an
automatic 0000 score and above 9999 generate a 9999

rating .

A cookie is then issued with the transaction state and
transaction score tied together as a masked 7 digit nunber
as part of the cookie's credentials. For exanple, an
approved transaction that had an initial transaction score
of 65 may have a smart cookie containing the follow ng
string:

878df 7653653 1670065 328768768543askh32234sr | kh312h8, with
the underlined portion encoding the transaction data where
the "167" identifies the transaction state (Approved) and
the "0065" identifies the transaction score.

The above exanple indicates to the system 130 that the
device having this cookie is a device on which a
potentially acceptable user was going to perform a
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transaction and select transaction processing rules 152
accordingly

However, if the enbedded code were "2290970", this would
indicate that the last transaction was an attenpted fraud
(where the device was used in previous fraud activities
and the transaction score was 970) . In this case, certain
ot her defence nechanisnms for the system may slow the
transaction processing down. For exanple, the system may
i mpl ement additional Device |ID checking rules, rainbow
forms and the like during the transaction processing.

If the device used for the transaction has cookies turned
off, or there is no cookie, or the format of the cookie
has been tanpered with then the processing setter 142 is
arranged such that additional measures for transaction
processing are automatically enabled.

In this respect, Figure 1 shows transaction processing
rules 152 containing a first set 153 and a second set 154
of rules. The first set 153 and the second set 154 may
differ from each other in that the second set 154 contains
addi tional transaction validation processing steps that
are undertaken based on the processing score. I n anot her
example, alternative transaction validation processing
steps may be undertaken, for exanple the second set 154
may replace a processing step fromthe first set 153 with
an alternative set.

Persons skilled in the art will also appreciate that the
presence of two sets of rules in Figure 1 is indicative

only and that a nunber of different sets of rules may be
enpl oyed depending on the degree of granularity required
in processing the transactions

Further, in one enbodinent, the rules may not be
established as separate sets but rather a series of
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different processing nodules that are assenbled based on
the transaction outcone data that is set.

Referring to Figure 2, there is shown a nethod in
accordance wth one enbodi nent of the invention. In the
met hod 200 a transaction request is received from the
devi ce 210. It is then determ ned whether the browser
contains a cookie. If the browser does not contain a
cookie then the transaction is processed based on default
transaction rules 225 and a cookie is set 230 in the
browser for use in future transactions before the
processi ng ends 280. In one exanple, the default
transaction rules may include additional validation
processing steps to a base set of rules used when the
cookie indicates that a prior transaction has been
approved .

If it is determned 220 that the transaction request
contains a cookie (in the sense that a cookie can be
retrieved from the browser) it is determned whether the
cookie is indicative of the prior approved transaction
235. If it is not indicative of a prior approved
transaction, the request is processed wth additional
transaction rules 260 and the cookie is updated 270 and
the process ends 280. If the cookie is indicative of a
prior transaction that has been approved, it is processed
in accordance wth base transaction rules 240 and the
cookie is updated 250.

Scoring

In one exanple, scoring is based on data obtained by the
processing system 130 from the user's device. For exanple
the transaction may involve a custoner placing a request
to purchase a physical product on a web site managed by
the transaction processing system 130. The device
"appearing" to be presented by the customer is an Apple
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i Phone 4S with iOS 6.1 software installed. Al so derived
from the device are other 1D markings such as:

nanme of the device (e.g. the user's iTunes user nane)
tel econmuni cati on network provider (the entity that
provi des the phone service to the user)

network carrier (the entity that provides the
physical infrastructure used by the tel ecomunication
network provider (which may be the sanme or different)
serial nunber of the device

capacity of the device

network carrier's operating system version

WFi address used for the transaction (if used)

Bl uetooth address of the device (if turned on)

IMEI (International Mbile Station Equipnent

I dentity) nunber

| CCI D nunber (a SIM (subscriber identification

nmodul e) card serial nunber

nodem firmvare version

The above list is specifically for an Apple iPhone.

However, as discussed above, the list would vary based on

t he devi ce.

The above information is recorded to the extent that it is

conplete. Sone fields for each device ID list are

mandatory and sone are not and this may differs for

different devices. For exanple, the WFi address and

Bl uetooth address of an iPhone device are not mandatory

as,

in order to collect them both services need to be

turned on. \Were these fields are conpleted, this adds

positively (in the sense of inproving) an initial score

f or

For

the first identification data.

exanpl e, the transaction scorer 144 of processing

system 130 may initially score an iPhone 5 with all of the

above fields with a score of O points if the total device

information possible is retrieved. (A |ower score being
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treated as nore indicative that the device is
trustworthy) . If the wiFi field was not popul ated but an

| P address was received along with the incomng details
then the device nmay be treated as suspicious and granted a
score of 25 points .

In one exanple, the device details are matched internally
agai nst existing device details. In one exanple, the score
may be decreased based on the nunmber of transactions
previously presented where that particular device was used
and the transactions either failed or were considered of a
fraudul ent nature. Alternatively, a device ID may have
been presented previously and have been used in multiple
successful transactions. Over tinme, those individual
transactions begin to garner their own score weighting to
the initial score. A successful transaction using a
particular device ID that was perforned 9 nonths ago and
has not had a chargeback or refund against it has a
negative score against it (say -5) , whereas a successful
transaction performed on the current date my only
receive -1 points. The reason for the different scores is
that, although a transaction today is successful, a bank
may apply a chargeback against the transaction anywhere
(generally) up to 180 days past the date of the
transaction. In this way a score can reflect nore than one
transacti on outcone.

Points are also allocated based on the outcone of the
transaction itself. In this respect transactions can be
allocated into different categories with associated point
scores such as conpleted successful, conpleted declined
conpleted fraud risk, conpleted with velocity breach,
abandoned , etc.

In an alternative enbodinment, these categories can be the
outcone data. That is, instead of the transaction being
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scored, a category can be allocated to it and stored in
the cookie as the outconme data.

Persons skilled in the art wll appreciate that in
accordance wth known techniques , functionality at the
server side of the network may be distributed over a
plurality of different conputers , for exanple for I|oad
bal ancing or security.

Further aspects of the nmethod will be apparent from the
above description of the system It will be appreciated
that at least part of the nethod will be inplenented

el ectronically, for exanple, digitally by a processor
executing program code. In this respect, in the above
description certain steps are described as being carried
out by the system it will be appreciated that such steps
will often require a nunber of sub-steps to be carried out
for the steps to be inplemented electronically, for
exanple due to hardware or programmng limtations . For
exanple, to carry out a step such as evaluating,
determning or selecting, a processor may need to conpute
several values and conpare those val ues .

As indicated above, the nethod may be enbodied in program
code. The program code could be supplied in a nunber of
ways, for exanple on a tangible conputer readable storage
medi um such as a disc or a nmenory device, e.g. an EEPROV
(for exanple, that could replace part of nenory 103) or as
a data signal (for exanple, by transmtting it from a
server) . Further different parts of the program code can
be executed by different devices, for exanple in a client
server relationship. Persons skilled in the art wll
appreciate that program code provides a series of
instructions executable by a processor.

Herein the term "processor"” is used to refer generically
to any device that can process ganme play instructions in
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accordance with gane play rules and may include : a

m croprocessor, mcrocontroller, programmable [ogic device
or other conputational device, a general purpose conputer
(e.g. a PO or a server. That is a processor nmay be
provided by any suitable logic circuitry for receiving

i nputs, processing them in accordance wth instructions
stored in menory and generating outputs (for exanple on
the display) . Such processors are sonetinmes also referred
to as central processing units (CPUs) . Most processors are
general purpose units, however, it is also know to provide
a specific purpose processor, for exanple, an application
specific integrated circuit (ASIC) or a field programmuable
gate array (FPG&)

It will be understood to persons skilled in the art of the
invention that many nodifications may be nmade w thout
departing from the spirit and scope of the invention, in
particular it will be apparent that certain features of

enbodi mrents of the invention can be enployed to form
further enbodinments

It is to be understood that, if any prior art is referred
to herein, such reference does not constitute an adm ssion
that the prior art forms a part of the commobn general
knowl edge in the art in any country.

In the clainms which follow and in the preceding
description of the invention, except where the context
requires otherwise due to express |anguage or necessary
implication, the word "conprise" or variations such as
"conprises"” or "conprising” is used in an inclusive sense,
i.e. to specify the presence of the stated features but
not to preclude the presence or addition of further
features in various enbodinents of the invention .
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CLAI M5:

1. A nmet hod of processing a transaction request, the
met hod conpri si ng:

receiving a transaction request from a user device at
a transaction processing system

obtaining a cookie stored in a browser application of
the user device containing outconme data indicative of an
out cone of at |east one prior transaction;

determ ning by the transaction processing system
based on the outcone data, which of a plurality of
transaction processes is to be applied by the transaction
processing system to the transaction request; and

processing the transaction in the transaction
processi ng system in accordance with the determ ned
transacti on process .

2. A method as clainmed in claim 1, wherein determ ning
which of a plurality of transaction processes is to be
applied conprises selecting between a plurality of
avai |l abl e processes, and at least a first transaction
process contains at |east one additional validation
process than a second transaction process.

3. A nmethod as clainmed in claim 1, wherein determ ning
which of a plurality of transaction processes is to be
applied conprises selecting between a plurality of
avai l abl e processes, and at least a first transaction
process contains at |east one alternative validation
process to a validation process of a second transaction
process .

4. A nmethod as clainmed in claim 1, wherein there are a
plurality of available validation processes that can be
formed into the plurality of transaction processes and
determ ning which of a the plurality of transaction
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processes conprises selecting which of the avail able
val i dation processes will formthe transacti on process

5. A method as clainmed in any one of clains 1 to 4,
wherein the outcone data conprises a transaction score and
determ ning which of the plurality of transaction
processes is to be applied conprises determning to which
of the plurality of transaction processes the score
corresponds .

6. A nmethod as clained in claim5, wherein the
transaction processing system has a nenory storing a
plurality of ranges of scores in association with
respective transaction processes such that any score
uni quely corresponds to a transaction process.

7. A method as clainmed in any one of clains 1 to 6,
further conprising setting a further cookie in the browser
application of the user device based on the outcone of the
determ ned transaction process.

8. A transaction processing system for processing a
transaction request, the transaction processing system
arranged to receive a transaction request from a user
device, the transaction processing system conprising:

a cookie retriever arranged to obtain a cookie stored
in a browser application of the user device containing
outcone data indicative of an outcone of at |east one
prior transaction;

a processing setter arranged to determ ne based on
the outcone data which of a plurality of transaction
processes is to be applied by the transaction processing
system to the transaction request; and

a transaction processor arranged to process the
transaction in accordance with the determ ned transaction
process .
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9. A transaction processing systemas clained in claim
8, wherein the processing setter is arranged to sel ect
between a plurality of available processes, and at |least a
first transaction process contains at |east one additiona
val i dation process than a second transaction process.

10. A transaction processing systemas clained in claim
8, wherein the processing setter is arranged to sel ect
between a plurality of available processes, and at |least a
first transaction process contains at |east one
alternative validation process to a validation process of
a second transaction process.

11. A transaction processing systemas clained in claim
8, wherein there are a plurality of available validation
processes that can be fornmed into the plurality of
transacti on processes and the processing setter is
arranged to select which of the available validation
processes will formthe transaction process.

12. A transaction processing systemas clainmed in any one
of clainms 8 to 11, wherein the outcone data conprises a
transaction score and the processing setter determ nes
which of the plurality of transaction processes is to be
applied by determining to which of the plurality of
transacti on processes the score corresponds.

13. A transaction processing systemas clainmed in claim
12, conprising a menory storing a plurality of ranges of
scores in association with respective transaction
processes such that any score uniquely corresponds to a
transacti on process.

14. A transaction processing systemas clainmed in any one
of claims 8 to 13, further arranged to set a further
cookie in the browser application of the user device based
on the outcone of the determ ned transaction process.
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15. Conputer program code whi ch when executed inplenents
the nmethod of any one of clains 1 to 7.

5 16. A tangible conputer readable nedium conprising the
conmput er program code of claim 8.
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