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(57) Abstract: Technologies are described herein for differentiating normal operation ot an application program from error condi-
tions to predict, diagnose, and recover from application failures. Access to resources by the application program is monitored, and
resource access events are logged. Resource access patterns are established from the logged resource access events utilizing com-
puter pattern recognition techniques. If subsequent access to resources by the application program deviates from the established pat-
terns, then a user and/or administrator of the application program is notified of a potential error condition based on the detected de -
viation. In addition, sequences of resource access events that deviate from the established resources access patterns are correlated
with an error condition based on a temporal proximity to the time of occurrence of the error to provide diagnostic information re -
garding the error.
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