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OPTIMIZATION OF BROADCAST MESSAGING FOR LOW-ENERGY
DEVICES COMMUNICATING WITH A NODE ON A TIME-SLOTTED
CHANNEL HOPPING NETWORK

Technical Field
[0001] This disclosure relates generally to networking and more particularly
relates to a method and system for broadcasting messages to low-energy devices

communicating with a node on a time-slotted channel hopping network.

Background

[0002] Utility companies, home automation providers, 1ndustrial automation
providers, scientific and environmental application providers, and other resource
providers may communicate with low powered endpoints via parent devices operating on
a time-slotted channel hopping (TSCH) network, such as that defined by IEEE 802.15.4.
Parent devices (e.g., electric meters, routers) are connected and communicate with each
other and with the resource provider via a TSCH network, which 1s referred to herein as
the primary network or the primary TSCH network (PN-TSCH network). Parent devices
are also referred to herein as parent nodes or TSCH nodes. Parent nodes on the primary
TSCH network periodically switch channel frequencies according to a channel hopping

protocol.

[0003] Low-energy (LE) devices are used to monitor and/or manage consumption
of resources (e.g., electricity, heat, water, other utilities, as well as other types of
resources). LE devices (also referred to as LE nodes, LE endpoints, LE endpoint nodes)
include, for example, battery powered devices, energy harvesting devices, and vampire
tapping devices. In some aspects, LE devices can be Internet-Of-Things (IoT) enabled
devices that can be used 1n smart power grid and smart home technologies. Low energy
devices are utilized as endpoints in TSCH networks and communicate messages with A/C
powered parent nodes. LE endpoints utilize a second, low energy hopping pattern in a
secondary TSCH network. The secondary TSCH network utilized by the LE endpoints
uses a channel hopping protocol 1n which channel frequencies switch at a much slower
rate than the primary TSCH network used by the parent devices. The secondary TSCH

network 1s referred to herein as a LE-TSCH network. To save on power consumption and

1



CA 03041670 2015-04-24

WO 2018/089227 PCT/US2017/059239

conserve battery life, the LE-TSCH network allows LE devices to enter a sleep state (1.e.
turning off or placing in a low power mode higher powered electronics such as
oscillators). Upon an LE device waking from sleep, the connected parent device initiates
a Receiver Initiated Transmit communication to maintain clock synchronization based on
clock drift. As part of a response to the RIT communication from the parent, the
connected LE device may transmit check-in messages. Upon receiving the check-in
message, the connected parent device may assert that downstream messages frames are

pending for the LE device.

[0004] In some 1nstances, multiple LE devices may be connected to a parent
device on the TSCH network. Parent devices may need to broadcast transmissions to all
connected LE devices. Multiple LE devices connected to the parent device may operate
on different wake/sleep cycles and wake up from sleep states at different times. Because
LE devices may wake up and transmit check-in messages and engage in Receiver
Initiated Transport communication at different times with the parent devices, parent
devices may need to serially repeat broadcast packets to each LE device as 1t checks 1n.
As such, there 1s a need for a mechanism that optimizes broadcast transmissions from

parent devices to connected LE devices.

Summary

[0005] Systems and methods are disclosed for optimizing broadcast transmissions
from a parent device communicating on a primary time-slotted channel hopping (TSCH)
network using a TSCH protocol to one or more low-energy endpoint devices (LE devices)
connected to the parent device. The LE devices may be powered by a battery source and
operate during wake states of a wake/sleep cycle 1in order to conserve battery life. In
examples disclosed herein, the communications from the LE devices are synchronized
with the channel hopping pattern of the TSCH protocol. The TSCH parent device stores
downstream messages intended for one or more LE devices in memory while the LE
devices are 1n a sleep state. The downstream messages may include broadcast messages
for multiple LE devices. To optimize broadcast transmissions to the LE devices, the
TSCH parent device broadcasts the messages by coordinating the broadcast during a
timeslot the LE devices are tuned 1n and listening for communications from the TSCH

parent device.
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[0006] In one example, 1n response to a Receiver Initiated Transmit (RIT) message
recetved from the TSCH parent device, the LE device transmits a check-in
communication to the primary network TSCH (PN-TSCH) parent device. The LE device
transmits the check-in communication on a frequency channel according to the PN-TSCH
protocol. In response to the check-in communication, the PN-TSCH parent device
transmits an acknowledgment message as part of the RIT process. The acknowledgment
message 1ncludes an indication of a subsequent broadcast timeslot during which the PN-
TSCH parent device will broadcast stored messages intended for the LE device. The PN-
TSCH parent device may receive additional check-in communications from additional LE
devices as they check in upon waking from sleep states. The connected LE devices may
operate on different wake/sleep cycles. Accordingly, the check-in messages from
respective LE devices may be received on different TSCH timeslots. During the
broadcast timeslot, the PN-TSCH parent device broadcasts the broadcast message stream
to any LE devices that are tuned 1n and listening on the frequency channel according to
the channel hopping pattern utilized by the PN-TSCH parent devices. By broadcasting
messages from the broadcast message queue to multiple LE devices and coordinating the
broadcast with the RIT communication process, the PN-TSCH parent device reduces the
need for serially transmitting the broadcast packets as repeated transmissions to each LE

device as they check 1n.

[0007] These 1llustrative aspects and features are mentioned not to limit or define
the imnvention, but to provide examples to aid understanding of the inventive concepts
disclosed 1n this application. Other aspects, advantages, and features of the present

invention will become apparent after review of the entire application.

Brief Description of the Figures

[0008] These and other features, aspects, and advantages of the present disclosure
are better understood when the following Detailed Description 1s read with reference to

the accompanying drawings, where:

[0009] FIG. 1 1s a network diagram illustrating example computing devices for
implementing optimized broadcast transmissions from parent devices operating on a time-

slotted channel hopping (TSCH) network to connected low-energy devices;

3
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[0010] FIG. 2 1s a block diagram illustrating an example of a TSCH parent device,

according to examples disclosed herein;

[0011] FIG. 3 1s a block diagram 1llustrating an example of a low-energy endpoint

device, according to examples disclosed herein;

[0012] FIG. 4 1s a diagram 1llustrating the arrangements of timeslots 1n a time

slotted channel hopping pattern;

[0013] FIG. 5 1s a diagram 1illustrating an example of one of the timeslots shown 1n
FIG. 4;
[0014] FIG. 6 1s a timing diagram 1llustrating an example of communication

between a TSCH parent device and multiple low-energy endpoint devices for
coordinating broadcast transmissions with the RIT communications between the TSCH

parent device and the low-energy endpoint devices;

[0015] FIG. 7 1s a timing diagram 1llustrating an example of communication
between a TSCH parent device and multiple low-energy endpoint devices where the

TSCH parent device appends a unicast message to a broadcast stream,;

[0016] FIG. 8 1s a flowchart 1llustrating an example process executed at a TSCH
parent device for optimizing broadcast transmissions to connected low-energy endpoint

devices; and

[0017] FIG. 9 1s a flowchart illustrating an example process executed at a low-

energy endpoint device for recerving broadcast transmissions from the TSCH parent

device.
Detailed Description
[0018] Systems and methods are provided for optimizing broadcast transmissions

from A/C powered parent devices operating on a time-slotted channel hopping (TSCH)
network to low-energy endpoint devices (LE devices) that are battery powered and
synchronized to a channel hopping pattern of the TSCH network. The TSCH network

used by the powered parent devices 1s referred to herein as a primary TSCH network, and
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the parent devices operating on the primary TSCH network are referred to as primary
network TSCH (PN-TSCH) devices or PN-TSCH parent devices. The PN-TSCH
network includes, for example, multiple PN-TSCH devices in a mesh network that
provide communications with a resource provider system. The PN-TSCH devices may
communicate using a TSCH protocol, such as that defined by IEEE 802.15.4. By
communicating using a TSCH protocol, nodes within the PN-TSCH network transmit and
recerve signals using a series of time slots according to a scheduled frequency channel
hopping pattern. LE devices are communicatively coupled to one or more PN-TSCH
parent devices. To conserve battery life, LE devices communicate with PN-TSCH parent
devices during wake periods of a wake/sleep cycle. During a sleep state, one or more
components of the LE device (e.g., the transceiver, LNA, or the CPU/MPU, among other
components) may be depowered or placed in a low power mode. While 1n a sleep state,
the LE device 1s unable to receive messages from the parent device. During the sleep
cycle, parent devices store in memory messages that are intended for a sleeping LE
device. Upon waking from sleep, the PN-TSCH parent device transmits to the LE device
pending messages that were stored 1n memory while the LE device was 1n a sleep state.
In aspects disclosed herein, a PN-TSCH parent device may have broadcast messages
intended for multiple connected LE devices. For example, in certain aspects, the
firmware software operating on the LE devices may need to be upgraded. Parent devices
may need to transmit a broadcast communication carrying an over-the-air firmware
software update to multiple connected LE devices. To avoid having to serially broadcast
the communication to each LE device individually as 1t checks 1n, the parent device
coordinates transmission of broadcast messages with the Receiver Initiated Transmit

(RIT) communications with the connected LE devices.

[0019] For example, an RIT communication process, defined in IEEE 802.15.4e-
2012, may be used to correct any clock drift that may have occurred while the connected
LE device was 1n a sleep state and maintain clock synchronization between the PN-TSCH
parent device and the connected LE device. Upon waking from a sleep state, the LE
device may communicate a synchronization request message to the PN-TSCH parent
device. As part of the synchronization response, the PN-TSCH parent device includes an

RIT communication including the information for the LE device to synchronize its clock
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with the PN-TSCH parent device.  Along with synchronizing the clock, the
synchronization response and RIT communication allows the LE device to synchronize
1its communications with the channel hopping pattern used by the primary PN-TSCH
network. Techniques for synchronizing communications of the LE devices with the
channel hopping pattern used by the parent devices 1nclude the exchange of
synchronization requests and synchronization responses between LE devices and their
parent, transmission of synchronization responses from a parent without requiring a
synchronization request, and broadcast of a synchronization response by a parent. The
synchronization response may include synchronization data to allow the LE device to
synchronize with the channel hopping pattern of the PN-TSCH network. Synchronization
data may include, but 1s not Iimited to, duration of the PN-TSCH timeslots, the channel
hopping pattern of the PN-TSCH network, identification of the frequency channels for
each timeslot, an absolute slot number 1dentifier. Exemplary synchronization methods
are disclosed 1n detail in co-pending U.S. patent application serial number 15/291,690,

which 1s incorporated by reference herein.

[0020] Once synchronized with the parent device, an LE device checks in by
transmitting a check-in message to the connected parent device. The check-in message
allows the parent device to assert, via an acknowledgment message, if there are any stored
messages intended for the LE device. In response to the check-in message, the parent
transmits an acknowledgment message to the LE device. The acknowledgment message
may include an indication that there are stored messages intended for the LE device that
were stored while the LE device was 1n a sleep state. In examples disclosed herein, the
acknowledgment message 1dentifies a subsequent broadcast timeslot in the TSCH
protocol during which the parent device will broadcast the stored messages. For example,
the acknowledgment message may include a timeslot offset number 1dentifying the
number of subsequent timeslots 1n which the broadcast will be transmitted (1.e. the
number of timeslots following the current timeslot). As additional LE devices wake from
their respective sleep states and transmit check-in messages with the parent device 1n
response to RIT communications, the parent device transmits respective acknowledgment
messages and 1dentifies the broadcast timeslot during which the parent device will

broadcast the stored messages. During the broadcast timeslot, the multiple LE devices
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listen for and receive the broadcast transmission from the parent device. The parent
device transmits the broadcast communication to multiple LE devices substantially
simultaneously. Since the multiple LE devices are coordinated to listen for and receive
the broadcast messages during a scheduled broadcast timeslot, the parent device does not
need to serially transmit the broadcast messages to individual LE devices as each LE
device wakes from a sleep state. Examples disclosed herein improve the channel
efficiency by reducing the number of repeated transmissions from the parent device and

thereby expanding the available channel bandwidth.

[0021] In additional examples, the parent device may append unicast messages to
a broadcast communication and transmit unicast message tframes for specific LE devices
as part of the broadcast transmission. For example, parent devices may have unicast
message queues building for individual LE devices while the LE devices are in sleep
states. Subsequent to broadcasting the broadcast transmissions to the multiple LE
devices, the parent device may piggyback unicast messages to specific LE devices. Upon
recetving the unicast message frames, the LE device compares the frame destination
address included 1n the unicast message frames with the address of the LE device. For
example, the unicast message frames may include a frame destination address 1dentifier
such as an IP address or a MAC address. If the LE device determines that its address
(e.g., IP address / MAC address) matches the frame destination address in the unicast
message frames, the LE device continues to receive and process the unicast message. If
the LE device determines that its address does not match the frame destination address,

the LE device discards the received unicast message frame.

[0022] In certain examples, the PN-TSCH parent device may store messages
intended for connected LE devices while the LE devices exist in a sleep state. For
example, the PN-TSCH parent device may have received downstream communications
intended for one or more of the connected LE devices from the resource provider system
or from neighboring PN-TSCH devices. The downstream communications may comprise
broadcast messages intended for multiple LE devices. The PN-TSCH parent device
stores the broadcast messages 1n memory. In some system, the broadcast messages are
stored 1n a broadcast message queue. Upon recerving a check-in message from an LE

device as part of a response to an RIT communication, the PN-TSCH parent device
7
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determines a subsequent timeslot 1n the TSCH protocol as a broadcast timeslot and begins
transmitting a broadcast communication that includes broadcast messages from the queue
during the broadcast timeslot. In some examples, the PN-TSCH parent device 1s
configured to determine the broadcast timeslot as a pre-determined number of timeslots
subsequent to the timeslot in which the PN-TSCH parent device received the check-in

communication.

[0023] These 1llustrative examples are given to introduce the reader to the general
subject matter discussed here and are not intended to limit the scope of the disclosed
concepts. The following sections describe various additional aspects and examples with

reference to the drawings 1n which like numerals indicate like elements.

[0024] Referring now to the drawings, FIG. 1 1s a network diagram 1llustrating an
example PN-TSCH network 100 comprising PN-TSCH devices 102a-d communicatively
coupled to a resource provider 110. The PN-TSCH network 100 provides
communications between LE devices 104a-c and the resource provider 110 via network
115. For example, network 115 may include any suitable network or intermediary

computing devices, including intranets or the Internet.

[0025] The LE devices 104a-c can be used to perform one or more applications
relating to managing, monitoring, or otherwise using information regarding one or more
attributes of a power distribution system associated with the resource provider 110. Non-
limiting examples of such LE devices 104a-c include an intelligent metering device for
monitoring and analyzing power consumption, a programmable thermostat for managing
power consumption, an in-home display device for displaying information related to
power consumption and associated billing information for the power consumption, and
the like. LE devices 104a-c also include other Internet-Of-Things enabled devices for

providing smart home capabilities 1n a home area network.

[0026] The PN-TSCH devices 102a-c may be powered by standard A/C power or
Mains powered and may be battery backed or supercapacitor backed. In a power failure
the primary TSCH network may remain operational for a duration allowable by the
backup. The PN-TSCH devices 102a-c communicate by operating on a TSCH protocol.

In contrast, the LE devices 104a-c are powered by a power source that 1s limited 1n the
3
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capability for sustained power usage but instead provides enough power for bursts of
communication, allowing LE devices 104-ac to communicate for synchronization, RIT
command responses, unsolicited push messages, and other burst communications. For
example, LE devices 104a-c may be battery powered or may use other limited power
sources, such as vampire tapping power and power harvesting. LE devices 104a-c are
configured to conserve battery life / energy usage by periodically shutting down or
limiting power to components (e.g., oscillators and transceivers) and thus cycle between a
sleep state and a wake state. LE devices 104a-c communicate with each other by
operating on a secondary network that utilizes a low-energy TSCH protocol. The
secondary network 1s also referred to herein as a low-energy TSCH network (LE-TSCH
network). In the LE-TSCH network, the LE devices 104a-c switch frequency channels at
a slower rate than 1n the channel hopping pattern for the primary network used by the PN-
TSCH devices. The LE devices 140a-c are communicatively coupled to PN-TSCH parent
devices. For example, PN-TSCH device 102d 1s a parent device for LE devices 104a and
104b. PN-TSCH device 102c 1s a parent device for LE device 104c.

[0027] In aspects disclosed herein, the parent PN-TSCH devices 102c¢c-d can
communicate with both the neighboring PN-TSCH devices (e.g., PN-TSCH devices
102b-c being neighboring to PN-TSCH device 102d and PN-TSCH devices 102b, 102d
being neighboring to PN-TSCH device 102¢) and connected LE devices 104a-c via a

single radio transcerver that implements more than one MAC interface.

[0028] In examples disclosed herein, the LE devices 104a-b, 104¢c are already
synchronized with the channel hopping pattern of the PN-TSCH parent devices 102d,
102¢, respectively. Any suitable technique for synchronizing communications of the LE
devices 104a-b, 104c with the channel hopping pattern of parent devices 102d, 102c,
which operate on a primary TSCH network, may be used. Because the LE devices 104a-
b, 104c¢ are synchronized with the channel hopping pattern of the PN-TSCH network 100,
in examples disclosed herein, the LE devices 104a-b, 104c communicate with respective
parent devices 104d, 104¢ on the corresponding frequency channels according to the PN-
TSCH protocol. Further, while synchronized, the LE devices 104a-c switch frequency
channels according to the faster channel hopping pattern of the PN-TSCH protocol (as

compared to the slower channel hopping pattern of the LE-TSCH network).
9
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[0029] FIG. 2 1s a block diagram 1llustrating an example of a PN-TSCH device
102¢ with a single transceiver device 220 for communicating with both neighboring PN-
TSCH devices and a connected LE device. The PN-TSCH device 102 includes a
processor 202. Non-limiting examples of the processor 202 include a microprocessor, an
application-specific integrated circuit (ASIC), a state machine, a field programmable gate
array (FPGA) or other suitable processing device. The processor 202 can include any
number of processing devices, including one. The processor 202 can be communicatively
coupled to non-transitory computer-readable media, such as memory device 204. The
processor 202 can execute computer-executable program instructions and/or access

information stored 1n the memory device 204.

[0030] The memory device 204 can store instructions that, when executed by the
processor 202, causes the processor 202 to perform operations described herein. The
memory device 204 may be a computer-readable medium such as (but not limited to) an
electronic, optical, magnetic, or other storage device capable of providing a processor
with computer-readable instructions. Non-limiting examples of such optical, magnetic, or
other storage devices include read-only (“ROM”) device(s), random-access memory
(“RAM”) device(s), magnetic disk(s), magnetic tape(s) or other magnetic storage,
memory chip(s), an ASIC, configured processor(s), optical storage device(s), or any other
medium from which a computer processor can read instructions. The instructions may
comprise processor-specific instructions generated by a compiler and/or an interpreter
from code written 1n any suitable computer-programming language. Non-limiting
examples of suitable computer-programming languages include C, C++, C#, Visual

Basic, Java, Python, Perl, JavaScript, ActionScript, and the like.

[0031] The PN-TSCH device 102 can also include a bus 206. The bus 206 can
communicatively couple one or more components of the TSCH device 102. Although the
processor 202, the memory device 204, and the bus 206 are respectively depicted in FIG.
2 as separate components 1n communication with one another, other implementations are
possible. For example, the processor 202 the memory device 204, and the bus 206 can be
respective components of respective printed circuit boards or other suitable devices that

can be disposed in TSCH device 102 to store and execute programming code.

10
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[0032] The PN-TSCH device 102 also includes a transceiver device 220
communicatively coupled to the processor 202 and the memory device 204 via the bus
206. Non-limiting examples of a transceiver device 220 include an RF transceiver and
other transceivers for wirelessly transmitting and receiving signals. The transceiver
device 220 1s capable of implementing two MAC 1nterfaces to communicate with both
neighboring PN-TSCH devices 102a, 102d and a connected LE device 104¢ via antennas
208, 210, respectively. While multiple antennas 208, 210 are shown for illustrative
purposes, other aspects include a transceiver device 220 that can communicate with the
PN-TSCH devices 102a, 102d and an LE device 104c with a single antenna. The PN-
TSCH device 102 can communicate with neighboring PN-TSCH devices and the LE
device 104 using a single transceiver device 220 via the same or differing network
protocols. For example, the PN-TSCH device 102 can communicate with an LE device
104 configured to operate using a low-energy TSCH protocol, in which the LE device
104 switches frequency channels at a slower rate compared to the channel hopping
pattern of a PN-TSCH protocol. The PN-TSCH device 102 can communicate with
neighboring PN-TSCH devices using the PN-TSCH protocol via antenna 208. The TSCH
device 102 may communicate with both neighboring PN-TSCH devices 102a, 102d
operating on a PN-TSCH network and the LE device 104c even 1f the PN-TSCH device
102a, d and the LE device 104c¢ use different frequencies.

[0033] While PN-TSCH device 102c¢ 1s shown with a single transceiver device 220
for exemplary purposes, in some examples, the PN-TSCH device 102¢ may include
multiple transceiver devices when the primary TSCH network 100 1s operating on a
different set of frequencies or modulation techniques than the LE device 104c. For
example, a first transceiver device (configured for a first set of frequencies or modulation
techniques) may be used for communication with the neighboring PN-TSCH devices
102a, 103d and a second transceiver device (configured for a second set of frequencies or

modulation techniques) may be used for communication with the LE device 104c.

[0034] FIG. 3 1s a block diagram 1llustrating an example of an LE device 104c¢ for
communicating with parent TSCH device 102¢. The LE device 104c¢ includes a processor
302, memory 304, transceiver device 320, all interconnected via bus 306. Processor 302,

memory 304, transceiver device 320, and bus 306 perform operations similar to those
11
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described above with respect to FIG. 2. The LE device 104c communicates wirelessly
with PN-TSCH parent device 102¢ via transceirver device 320. Additionally, as LE
device 104c 1s battery powered, the memory 304, processor 302, bus 306, and transceiver

device 320 are powered by a battery 330.

[0035] Each timeslot 1n a primary TSCH network 100 1s of a time duration of
duration “T” which can be defined in milliseconds or other appropriate time unit. A
primary TSCH network also uses multiple channel frequencies for communication
between devices 1n the network. A hopping pattern defines the channel used to
communicate during each timeslot. FIG. 4 1s a diagram 1illustrating timeslots and channel
hopping pattern for a primary TSCH network following a TSCH protocol. FIG. 4
illustrates timeslots 411-415, 421-425, and 431-435, each with the same timeslot duration
430. As an example, timeslot duration 430 can be 25 milliseconds. Each slot frame 410
and 420 includes seven timeslots. FIG. 4 also 1llustrates the channel hopping pattern 440
(shown as channel hopping patterns 440a-c). A channel hopping pattern defines a
channel frequency or channel for each timeslot 1n the hopping pattern. For example, the
hopping pattern 440a may be channel 4, channel 6, channel 3, channel 5, channel 7, i.e., 1t
may associate channel 4 with timeslot 1, channel 6 with timeslot 2, channel 3 with
timeslot 3, channel 5 with timeslot 4, and channel 7 with timeslot 5. In Figure 4 the
hopping pattern 440a has a hopping pattern length of 5. The hopping pattern repeats.
The first 1llustrated iteration of the hopping pattern 440a contains timeslots 1-5 (411-415),
the second iteration of the hopping pattern 440b contains timeslots 6-10 (421-425), and
the third 1teration of the hopping pattern 440¢ contains timeslots 11-15 (431-435). The
number of timeslots 1n a hopping pattern 1s independent of the number of timeslots 1n a

slot frame.

[0036] While PN-TSCH devices 102a-d communicating using a TSCH protocol
change channel frequencies every timeslot duration 430 (e.g., every 25 milliseconds), LE
devices 104a-c typically operate on a low-energy TSCH protocol, where channel
frequencies change at a slower rate than the channel hopping pattern of the PN-TSCH
protocol. For example, LE devices 104a-c may change channel frequencies every 1,024

slot frames 410, 420. In another example, LE devices 104a-c may change channel
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frequencies every 1,024 timeslots (1.e. for a 25 millisecond timeslot, LE devices 104a-c

may switch to a different channel every 25 seconds).

[0037] When LE devices 104a-c first join and connect to a PN-TSCH parent
device 102c, 102d, the LE device 104a-c communicates the low-energy channel hopping
pattern used by the LE-TSCH network to the parent device. Accordingly, the PN-TSCH
parent devices 102¢c, 102d are able to switch to the appropriate low-energy frequency
channel to communicate with the LE devices 104a for synchronization purposes. Once
LE devices 104a-c wake from a sleep state, LE devices 104a-c synchronize
communications with the channel hopping pattern of the PN-TSCH network 100 by
communicating synchronization messages on the low-energy frequency channel used by
the LE-TSCH network. Any suitable technique for synchronizing the communications of
LE devices 104a-c with the channel hopping pattern of the PN-TSCH network 100 may
be used, including the exemplary methods described above. By synchronizing
communications between the LE device 104 and the PN-TSCH network 100 with the
channel hopping protocol of the PN-TSCH network 100, the LE device 104 1s able to
communicate with the parent device 102 on the appropriate frequency channel according
to the primary TSCH protocol. As such, once synchronized, the channel hopping rate of
the LE device 104 matches the channel hopping rate of the primary TSCH network 100.
In examples herein, the disclosed techniques for optimizing broadcast transmission from
the PN-TSCH parent device 102 to the connected LE devices 104 may be implemented

once the LE devices 104 are synchronized to the channel hopping pattern of the primary
TSCH network 100.

[0038] FIG. 5 1illustrates a TSCH timeslot structure for timeslot 500 according to
examples herein. In this example, the time periods shown are exemplary and other values
may be used 1n other implementations (e.g., timeslot 500 1s shown with a duration of 25
milliseconds, but other periods of a timeslot are also possible). In the TSCH timeslot
structure, a PN-TSCH device 102 1in the PN-TSCH network communicates with
neighboring PN-TSCH devices 102 or connected LE devices 104 that are synchronized
with the PN-TSCH network 100 on a channel determined by the PN-TSCH hopping
pattern during a primary portion of the timeslot 504. The primary portion of the timeslot

504 1s shown as 6 ms for exemplary purposes, but the primary portion of the timeslot can
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be adjusted for other durations as well. After an RF settle period 502, the PN-TSCH
device 102 can transmit or receive messages on a channel during the primary portion of
the timeslot 504. If the PN-TSCH device 102 begins transmission or receipt of a message
prior to the expiration of the primary portion of the timeslot 504, then the device can
proceed to transmit or receive the rest of the message for the duration of the timeslot 500.
If the PN-TSCH device 102 does not receive a message prior to the expiration of the
primary portion of the timeslot 504, then the PN-TSCH device 102 may determine that 1t
will not recetve a communication from another device on the primary network during the
present timeslot. Following an RF settle period 506, a secondary portion of the TSCH
timeslot 508 1s utilized for synchronizing communications between connected LE devices
104 and the channel hopping protocol of the TSCH network 100 (e.g., by listening to a
synchronization request from an LE device 104 on a low-energy channel). During the
secondary portion of the TSCH timeslot 508, the PN-TSCH device 102 utilizes the
appropriate frequency channel used by the LE-TSCH network 1n order to communicate

and synchronize with the LE devices 104.

[0039] Upon entering wake states from respective wake/sleep cycles, LE devices
104a-b synchronize communications with the PN-TSCH parent device 102d via a suitable
method, including those described above. After communications between LE devices
104a-b and TSCH parent device 102d are synchronized, the LE devices 104a-b transmit
check-in messages to the TSCH parent device 102d during the primary portion of the
timeslot 504 of the TSCH protocol. The check-in messages are transmitted from the LE
devices 104a-b to the PN-TSCH parent device 102d as responses to initial RIT messages
that were used to synchronize the LE devices 104a-b to the PN-TSCH parent device
102d.

[0040] FIGs. 6-7 illustrate timing diagrams for different examples in which a
parent PN-TSCH device 102 coordinates broadcast transmissions with the RIT
communications with the LE devices 104. FIG. 6 depicts communication timing diagram
600 utilized by the PN-TSCH parent device 102d. Communication timing diagram 600
depicts PN-TSCH timeslots (e.g., an example shown as timeslot 650) utilized by the PN-
TSCH parent device 102d. Each “A” period shown 1in the TSCH timeslots refer to the

primary portions of the timeslots as discussed above with respect to FIG 5. Each “B”
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period shown 1n the TSCH timeslots refer to the secondary portions of the timeslots. The
examples shown 1n FIG. 6 further indicates that communications from the connected LE
devices 104a-b are synchronized to the channel hopping pattern of the TSCH network
100. Specifically, LE device 104a communicates according to the communication timing
diagram 602 and LE device 104b communicates according to the communication timing
diagram 604. Both FIG. 6 and FIG. 7 depict timing diagrams where communications of
the LE devices 104 are already synchronized with the PN-TSCH parent device 102d.
Upon waking from sleep, the LE devices 104 may synchronize with the PN-TSCH device
102d by communicating on the “B” period of a TSCH timeslot (1.e. on a frequency
channel used by the LE-TSCH network). Once synchronized, communications between
the PN-TSCH device 102d and the LE devices 104 are initiated during the “A” period of
a TSCH timeslot (1.e. on a frequency channel used by the PN-TSCH). As such,
communication timing diagrams 602, 604 depict channel hopping patterns 652a-b that
match the channel hopping pattern used by the PN-TSCH device 102d in FIG. 6.
Similarly, communication timing diagrams 702, 704 depict channel hopping patterns
752a-b that match the channel hopping pattern used by the PN-TSCH device 102d in FIG.
7.

[0041] Turning to the communication between LE device 104a and PN-TSCH
device 102d in FIG. 6, communication period 608a depicts the period during which LE
device 104a transmits a check-in message 612 to the parent device 102d and receives an
acknowledgment message from the parent device 102d. Upon waking from a sleep state
and synchronizing with the parent device 102d, LE device 104a transmits a check-in
message 612 to the parent PN-TSCH device 102d. The check-in message may be
transmitted as a response to an RIT message from the PN-TSCH device 102d. The
check-in message 612 indicates to the parent device 102d that the LE device 104a has
woken from a sleep state and 1s checking for pending messages that may have been
queued while the LE device 104a was 1n a sleep state. The LE device 104a transmits the
check-in message 612 during the primary portion of the PN-TSCH timeslot on the
frequency channel according to the channel hopping pattern utilized by PN-TSCH device
102d and the rest of the PN-TSCH network 100. The PN-TSCH parent device 102d, in

response to the check-in message, transmits an acknowledgment message 614 to the LE
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device 104a. The acknowledgment message 614 may be transmitted on the MAC layer.
If the PN-TSCH parent device 102d has a pending broadcast message stream to transmut,
the acknowledgment message 614 1dentifies a broadcast timeslot during which the parent

device 102d will broadcast the message stream.

[0042] For example, the acknowledgment message 614 may include an RIT bit as
enabled (indicating that the parent device 102d has pending messages for LE device
104a) and a timeslot offset number. The timeslot offset number indicates a number of
timeslots between the current timeslot and the broadcast timeslot. In the example shown
in FIG. 6, the acknowledgment message 614 includes a timeslot offset number set to two.
The acknowledgment message 614 thus indicates to the LE device 104a that the PN-
TSCH device 102d will transmit messages intended for the LE device 104a during a
broadcast timeslot that will occur two timeslots from the current timeslot. The timeslot
offset numbers 1ndicated in FIG. 6 are provided as examples and are not intended to be

limiting.

[0043] Turning to the communications between LE device 104b and parent device
102d, communication period 610a depicts the period during which LE device 104b
transmits a check-in message 616 to the parent device 102d and receives an
acknowledgment message 618 from the parent device 102d.  Similar to the
communication between LE device 104a and parent device 102d, upon waking up from a
sleep state and synchronizing with the parent device 102d, LE device 104b transmits a
check-in message 616 to parent device 102d. The check-in message 616 may be
transmitted as a response to an RIT message from the parent device 102d. As shown 1n
FIG. 6, LE devices 104a-b connected to parent PN-TSCH device 102d may operate on
different wake/sleep cycles and thus wake from sleep states during different timeslots of
the TSCH protocol. In response to receiving the check-in message 616, the parent device
102d transmits the acknowledgment message 618 to the LE device 104b. To coordinate
the transmission of the pending broadcast message stream with the RIT communications
with the LE devices 104a-b, the parent device 102d includes, in the acknowledgment
message 618, an indication of the broadcast timeslot during which the TSCH parent

device 102d will broadcast the message stream.
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[0044] For example, smmilar to the acknowledgment message 614, the
acknowledgment message 618 may include an RIT bit as enabled (indicating that the
parent device 102d has pending messages for LE device 104b) and a timeslot offset
number. The timeslot offset number indicates a number of timeslots between the current
timeslot and the broadcast timeslot. In the example shown 1n FIG. 6, the
acknowledgment message 618 includes a timeslot offset number set to one. The
acknowledgment message 618 thus indicates to the LE device 104b that the PN-TSCH
device 102d will transmit messages intended for the LE device 104b during a broadcast
timeslot that will occur one timeslot from the current timeslot. The timeslot offset

numbers 1ndicated in FIG. 6 are provided as examples and are not intended to be limiting.

[0045] During the broadcast timeslot (the start of the broadcast timeslot 1s shown
at ttme period 654), the PN-TSCH device 102d begins the broadcast (the start of the
broadcast as shown by transmission 620) by transmitting messages from the broadcast
message queue to any device listening for the communication. Communication period
606¢ depicts the period during which PN-TSCH device 102d broadcasts broadcast
message stream and communication periods 608b, 610b depict the periods during which
LE devices 104a-b listen for the broadcast transmissions from the PN-TSCH device 102d.
Because LE devices 104a-b were instructed, via timeslot offset numbers 1n the
acknowledgment messages 614, 618, respectively, that the PN-TSCH device 102d will
broadcast the broadcast message stream during the broadcast timeslot, the LE devices
104a-b listen for the broadcast transmissions from the PN-TSCH device 102d during the
start of the broadcast timeslot.  For example, LE devices 104a-b listen for
communications from the PN-TSCH device 102d during the broadcast timeslot by tuning
into the appropriate frequency channel on the TSCH protocol for the timeslot indicated by

the PN-TSCH device 102d as the broadcast timeslot.

[0046] In some examples, instead of transmitting the entire broadcast message
stream 1n one continuous transmission, the PN-TSCH device 102d may leave a broadcast
ogap and transmit the broadcast message stream via multiple broadcasts. Transmitting the
broadcast message stream via multiple broadcasts allows additional LE devices to check
1in and receive the remaining broadcast message stream. In the example shown 1n FIG. 6,

PN-TSCH device 102d leaves a broadcast gap and resumes transmitting the broadcast
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message stream during communication period 606d. The PN-TSCH device 102d can
transmit, during communication period 606¢ as part of the broadcast messages, a timeslot
offset indicating a subsequent timeslot during which the PN-TSCH device 102d will
resume transmitting the broadcast message. The PN-TSCH device 102d resumes the
broadcast (as shown by transmission 622) during the subsequent timeslot and LE devices
104a-b resume listening for the broadcast transmission. Communication periods 608c,
610c depict the periods during which LE devices 104a-b resume listening and receiving

the broadcast transmissions from the PN-TSCH device 102d.

[0047] During the broadcast gap, additional LE devices that may be connected to
the PN-TSCH device 102d may wake from sleep states and transmit check-1n messages to
PN-TSCH device 102d. The PN-TSCH device 102d provides acknowledgment messages
to the additional LE devices, the acknowledgment messages providing an indication of
the next timeslot that will be a broadcast timeslot (e.g., the start of communication period
606d). Since the additional LE devices that checked 1in during the broadcast gap will have
missed communication period 606¢, the additional LE devices may have missing blocks
or data packets of information from the broadcast message stream. To obtain the missing

blocks or data packets of the broadcast stream, the new LE devices can report back to the

PN-TSCH parent device 102d.

[0048] For example, after the PN-TSCH parent device 102d finishes transmitting
the broadcast message (1.e. subsequent to the end of the communication period 606d), the
additional LE devices that checked in during a broadcast gap determine that they are
missing blocks or data packets of information. The additional LE devices transmit a
report message to the PN-TSCH parent device 102d identifying the missing blocks or
data packets of information. The PN-TSCH parent device 102d, upon receiving an
1dentification of the missing blocks or data packets, compiles a list of the blocks / data
packets that are reported as missing across LE devices (including LE devices 104a-b and
any additional LE devices that may have checked in during broadcast gaps). During a
subsequent broadcast timeslot, the PN-TSCH parent device 102d may re-broadcast the
missing blocks / data packets of information. If an LE device that receives the re-
broadcast determines that 1t already received a given re-broadcasted block / data packet,

the LE device may discard the duplicate information.
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[0049] FIG. 7 depicts the timing diagrams for an example in which parent PN-
TSCH device 102d appends unicast transmissions for specific LE devices 104a-b
subsequent to broadcast transmissions for multiple LE devices 104a-b. FIG. 7 depicts
communication timing diagram 700 utilized by the PN-TSCH parent device 102d.
Communication timing diagram 700 depicts TSCH timeslots utilized by the PN-TSCH
parent device 102d. As in FIG. 6, each “A” period shown 1n the TSCH timeslots refer to
the primary portions of the timeslots as discussed above with respect to FIG 5. Each “B”
period shown 1n the TSCH timeslots refer to the secondary portions of the timeslots. The
examples shown 1n FIG. 7 further indicates that communications from the connected LE
devices 104a-b are synchronized to the channel hopping pattern of the TSCH network
100. Specifically, LE device 104a communicates according to the communication timing
diagram 702 and LE device 104b communicates according to the communication timing
diagram 704. As the LE devices 104a-b are synchronized with the PN-TSCH parent
device 102d, communication timing diagrams 702, 704 depict channel hopping patterns

752a-b that match the channel hopping pattern used by the TSCH device 102d.

[0050] Turning to the communication between LE device 104a and PN-TSCH
device 102d, communication period 708a depicts the period during which LE device 104a
transmits a check-in message 712 to the parent device 102d and receives an
acknowledgment message from the parent device 102d. Upon waking from a sleep state
and synchronizing with the PN-TSCH device 102d, LE device 104a transmits a check-in
message 712 to the parent PN-TSCH device 102d. The check-in message 712 indicates
to the parent device 102d that the LE device 104a has woken from a sleep state and 1s
checking for pending messages that may have queued while the LE device 104a was 1n a
sleep state. The LE device 104a transmits the check-in message 712 during the primary
portion of the TSCH timeslot on the frequency channel according to the channel hopping
pattern utilized by the PN-TSCH device 102d and the rest of the primary TSCH network
100. The PN-TSCH parent device 102d, 1in response to the check-in message, transmits
an acknowledgment message 714 to the LE device 104a. The acknowledgment message
714 may be transmitted on the MAC layer. If the PN-TSCH parent device 102d has a

pending broadcast message stream to transmit to multiple connected LE devices 104a-b,
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the acknowledgment message 714 1dentifies a broadcast timeslot during which the parent

device 102d will broadcast the message stream.

[0051] Turning to the communications between LE device 104b and parent device
102d, communication period 710a depicts the period during which LE device 104b
transmits a check-in message 716 to the parent device 102d and receives an
acknowledgment message 718 from the parent device 102d. Smmilar to the
communication between LE device 104a and parent device 102d, upon wake up from a
sleep state and synchronizing with the parent device 102d, LE device 104b transmits the
check-1n message 716 to parent device 102d. As shown 1in FIG. 7, LE devices 104a-b
connected to parent PN-TSCH device 102d may operate on different wake/sleep cycles
and thus wake from sleep states during different timeslots of the TSCH protocol. In
response to receirving the check-in message 716, the parent device 102d transmits the
acknowledgment message 718 to the LE device 104b. To coordinate the transmission of
the pending broadcast message stream with the RIT communications of the LE devices
104a-b, the parent device 102d includes, in the acknowledgment message 718, an
indication of the broadcast timeslot during which the TSCH parent device 102d will

broadcast the message stream.

[0052] During the broadcast timeslot, the PN-TSCH device 102d begins the
broadcast (the start of the broadcast as shown by transmission 720) by transmitting
messages from the broadcast message queue to any device listening for the
communication. Communication period 706¢ depicts the period during which PN-TSCH
device 102d broadcasts broadcast message stream and communication periods 708b, 710b
depict the periods during which LE devices 104a-b listen for the broadcast transmissions
from the TSCH device 102d. Because LE devices 104a-b were instructed, via timeslot
offset numbers 1n the acknowledgment messages 714, 718, respectively, that the PN-
TSCH device 102d will broadcast the broadcast message stream during the broadcast
timeslot, the LE devices 104a-b listen for the broadcast transmissions from the PN-TSCH
device 102d during the start of the broadcast timeslot. For example, LE devices 104a-b
listen for communications from the PN-TSCH device 102d during the broadcast timeslot

by tuning into the appropriate frequency channel on the TSCH protocol for the timeslot

indicated by the PN-TSCH device 102d as the broadcast timeslot.
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[0053] While the broadcast transmission 1s intended for multiple connected LE
devices 104a-b, the PN-TSCH device 102d may, in some implementations, append a
unicast transmission to the broadcast transmission. The unicast transmission includes
message data intended for a specific LE device 104, 104b. Communication period 724a
depicts the period during which the PN-TSCH device 102d pauses or stops broadcasting
from the broadcast message queue and transmits from a unicast message queue. While
the unicast message queue may store information for a specific LE device 104a, 104b,
The PN-TSCH device 102d broadcasts messages from the unicast message queue to all
devices that may be listening to the communication. As LE devices 104a-b were still in
the process of listening for and receiving a broadcast communication (1.e. as shown 1n
communication periods 708b, 710b), LE devices 104a-b also receive the unicast
communication during communication periods 726a, 728a. The unicast communications
includes one or more unicast messages that comprise downstream message
communication frames specific to an LE device 104b. The unicast communications carry
a frame destination address that identifies an LE device 104b. The frame destination

address can include, for example, an IP address or a MAC address identifying an LE

device 104b.

[0054] As the unicast communication 1s broadcast from the PN-TSCH device 102d
to any device listening for the communication, both LE devices 104a-b receive the initial
stream of unicast messages 1n the broadcast. Communication periods 726a, 728a depict
periods during which LE devices 104a, 104b receive unicast messages from the PN-
TSCH device 102d. Upon receiving an 1nitial packet of the unicast messages, the LE
devices 104a-b determine whether the frame destination address included 1n the unicast
message matches the address of the LE device 104a-b recerving the message. A frame
destination address indicated in the unicast message that does not match the address of the
receiving LE device 104a, 104b results 1n a frame address mismatch. If an LE device
104a, 104b determines that the frame destination address does not match 1ts address, the
LE device 104a, 104b discards the received unicast frames and stops listening for the
remainder of the unicast frames. In the example shown in FIG. 7, LE device 104a
1dentifies a frame address mismatch 1n the received unicast stream and thus discards the

recerved unicast messages and stops receirving the remainder of the unicast message
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stream (as shown by the shorter communication period 726a for LE device 104a as
compared to communication period 728a for LE device 104b). LE device 104b
determines that the frame destination address in the initial received unicast message
packets match the address of LE device 104b and thus continues to receive the remainder
of the unicast message stream, as shown by communication period 728a. Upon receiving
the unicast message stream, the LE device 104b transmits an acknowledgment message to

the PN-TSCH device 102d indicating that the LE device 104b successfully received the

unicast message.

[0055] In some examples, the PN-TSCH device 102d may rotate through
broadcasts of different unicast message streams, each unicast message stream intended for
a different LE device 104a-b. Each unicast message stream that 1s broadcast may be
appended to a different broadcast message stream. In FIG. 7, PN-TSCH device 102d
transmits, during communication period 706d, a broadcast message stream (or resumes
transmitting a previously paused broadcast message stream, as explained above with
respect to FIG. 6) by broadcasting the broadcast message stream to LE devices 104a-b.
LE devices 104a-b listen for the broadcast message stream, as shown in communication
periods 708c, 710c. While PN-TSCH device 102d appended a unicast message stream
intended for LE device 104b during communication period 724a, PN-TSCH device 102d
appends a second unicast message stream intended for LE device 104a during
communication period 724b. As the unicast message stream 1s appended to the broadcast
stream, the PN-TSCH device 102d transmits the unicast message stream by broadcasting
the stream to any listening devices. LE devices 104a-b both receive the unicast message
stream and 1dentify 1f there 1s a frame address mismatch as discussed above. Specifically,
LE device 104b receives the unicast message stream during communication period 728b.
LE device 104b 1identifies a frame address mismatch in the message stream and
accordingly discards the received unicast message communication frames that were
recetved and stops listening for the remainder of the message. LE device 104a
determines that the frame destination address 1n the unicast message packets match the
address of LE device 104a and continues to listen for and receive the remainder of the

unicast message stream during communication period 726b. Upon receirving the unicast
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message stream, LE device 104a transmits an acknowledgment message 732 to TSCH

device 102d.

[0056] While the above examples are described 1n terms of appending unicast
message streams to the broadcast from the PN-TSCH parent device 102d, 1t should be
appreciated that the TSCH parent device 102d may also append multicast message
streams to the broadcast in the same manner as described above with respect to unicast
messages. A multicast message may include a frame destination address with the IEEE
group bit set — this may be translated into an Organizationally Unique Identifier (OUI)
specific group address as determined by the vendor specific applications or an Extended
Unique Identifier-64 (EUI-64) address as determined by the IEEE. For example, for a
PN-TSCH parent device that 1s broadcasting to three different LE devices, a multicast
message may include frame destination address for a multicast group comprising two of
the three LE devices. The PN-TSCH parent device 102d can append multicast messages
at the end of a broadcast message stream. Upon receiving the multicast messages, a
receiving LE device compares the frame destination address with the known multicast
membership addresses of the LE device. If the frame destination address matches a
multicast membership address of the LE device, the LE device continues to receive the
rest of the frame, otherwise the LE device discards the received multicast message 1n the

manner described above.

[0057] FIG. 8 1s a flowchart illustrating an example method 800 executed by a
processor of a PN-TSCH parent device 102d for optimizing broadcast transmissions from
the PN-TSCH parent device to LE devices 104a-b synchronized to the primary TSCH
network. For 1llustrative purposes, the method 800 1s described with reference to the
system 1mplementations depicted 1in FIGs. 1-3 and with regards to the TSCH timeslot

1llustrations shown 1n Figures 4-7. Other implementations, however, are possible.

[0058] As shown 1n block 810, the process 800 includes transmitting, during a first
timeslot of a TSCH protocol from a PN-TSCH parent device 102d to a first LE device
104a, a first communication i1dentifying a broadcast timeslot in the TSCH protocol.
Because the LE device 104a 1s synchronized to the channel hopping pattern of the TSCH

network 100, the first timeslot corresponds to a wake period of a wake/sleep cycle of the
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LE device 104a. The broadcast timeslot 1dentifies the TSCH timeslot during which the
parent device 102d will broadcast a broadcast communication to any LE devices 104a-b
that may be listening. For example, the first communication 1dentifying the broadcast
timeslot 1s an acknowledgment message transmitted 1n response to a check-in
communication recerved from the first LE device 104a. The check-in communication
may be 1n response to an RIT communication transmitted from the parent device 102d,

and the acknowledgment message may be part of an RIT response to the LE device 104a.

[0059] The PN-TSCH device 102d may be configured or programmed to select a
subsequent timeslot 1n the PN-TSCH protocol as the broadcast timeslot upon receiving
the check-in communication from the LE device 104a. For example, the PN-TSCH
device 102d may be programmed to select a broadcast timeslot that occurs a
preconfigured number of timeslots subsequent to timeslot during which the PN-TSCH
device 102d received the check-in communication. By setting the broadcast timeslot as
occurring later 1n the PN-TSCH protocol, the PN-TSCH device 102d allows for multiple

LE devices 104a-b to check 1in before broadcasting the broadcast message stream.

[0060] The process 800 further includes transmitting, during a second timeslot of
the PN-TSCH protocol, a second communication 1dentifying the broadcast timeslot to a
second LE device 104b, as shown 1n block 810. The step of transmitting the second
communication 1s similar to the step described above with respect to block 810. The
second LE device 104b may operate on a different wake/sleep cycle compared to the first
LE device 104a. As such, the second timeslot occurs subsequent to the first timeslot and

during a different channel on the channel hopping pattern of the PN-TSCH protocol.

0061} The process 800 further includes broadcasting, during the broadcast
timeslot, the broadcast communication to both the first LE device 104a and the second LE
device 104b. By broadcasting the broadcast communication, the PN-TSCH device 102d
provides the messages from the broadcast message queue that has been building while LE
devices 104a-b were 1n a sleep state. The broadcast communication includes information
that 1s intended for each of the LE devices 104a-b. For example, the broadcast

communication may include firmware upgrade software for the LE devices 104a-b.

24



CA 03041670 2015-04-24

WO 2018/089227 PCT/US2017/059239

[0062] FIG. 9 1s a flowchart illustrating an example method 900 executed by a
processor of a LE device 104a to receive broadcast transmissions from a PN-TSCH
parent device as part of the RIT communications between the LE device 104d and the
PN-TSCH parent device 102d. For 1illustrative purposes, the method 900 1s described
with reference to the system implementations depicted in FIGs. 1-3 and with regards to
the TSCH timeslot 1llustrations shown 1in Figures 4-7. Other implementations, however,

are possible.

[0063] As shown 1n block 910, the process 900 includes transmitting, during a first
timeslot of a PN-TSCH protocol and from the LE device 104a to a PN-TSCH parent
device 102d, a check-in communication. The check-in communication includes a
message to the parent device 102d indicating that the LE device 104a has entered a wake
state and allows the parent device 102d to assert that that 1t has pending messages (as
broadcast messages or unicast messages) for the LE device 104a. Because
communications from the LE device 104a are synchronized with the channel hopping
pattern of the primary TSCH network 100, the first timeslot referred to with respect to
FIG. 9 corresponds to wake period of the wake/sleep cycle of the of the LE device 104a.
Further, the check-in communication 1s transmitted during a primary portion of the first

timeslot (as described above with respect to FIG. 5).

[0064] The process 900 further includes receirving, at the LE device 104a, an
acknowledgment communication from the PN-TSCH parent device 102d, as shown 1n
block 920. The PN-parent device 102d asserts that 1t has pending messages for the LE
device 104a (1.e. as broadcast messages or unicast messages) as part of an RIT response
as an acknowledgment message. The acknowledgment communication i1dentifies a
broadcast timeslot of the PN-TSCH protocol for recerving a broadcast communication.
As discussed above with respect to FIG. 8, acknowledgment message may 1dentify the
broadcast timeslot via a timeslot offset number, allowing the LE device 104a to determine
the subsequent timeslot in which to tune 1n at the appropriate frequency channel

determined by the PN-TSCH protocol to receive the broadcast message.

[0065] The process 900 further includes listening for the broadcast communication

from the parent device during the broadcast timeslot, as shown in block 930. For
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example, based on the acknowledgment message carrying a timeslot offset number X,
the PN-TSCH device 102d 1dentifies the broadcast timeslot as the subsequent timeslot
that will occur ‘X° timeslots from the timeslot in which the PN-TSCH device 102d
recetved the acknowledgment message. Because the PN-TSCH device 102d 1s
synchronized to the channel hopping pattern of the PN-TSCH network 100, the LE device
104a tunes 1n to the appropriate channel frequency as according to the PN-TSCH protocol
during the broadcast timeslot. During the broadcast timeslot, the LE device 104a receives
the broadcast communication from the PN-TSCH device 102d. As the broadcast
transmission 1s broadcast from the PN-TSCH device 102d to any device listening for the

communication, the broadcast transmission 1s recetved by LE device 104a and LE device

104b.

[0066] In some examples, the broadcast communication from the parent device
102d includes a first set of downstream message frames common to the multiple LE
devices 104a-b and further includes a second set of downstream message frames specific
to one of the LE devices 104a, 104b. The second set of message frames comprises a
unicast message stream. Upon receirving the second set of message frames, LE device
104a determines whether the frame destination address included in the initial set of
packets of the unicast message stream matches an address of the LE device 104a. If the
frame destination address does not match the address of the LE device 104a, the LE
device 104a discards the received unicast message packets. If the frame destination
address matches the address of the LE device 104a, the LE device 104a continues

recerving the remainder of the unicast message.

[0067] While the present subject matter has been described in detail with respect
to specific aspects thereof, 1t will be appreciated that those skilled in the art, upon
attaining an understanding of the foregoing, may readily produce alterations to, variations
of, and equivalents to such aspects. Accordingly, i1t should be understood that the present
disclosure has been presented for purposes of example rather than limitation and does not
preclude inclusion of such modifications, variations, and/or additions to the present

subject matter as would be readily apparent to one of ordinary skill 1n the art.
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[0068] Further, while the examples disclosed herein are described with respect to
PN-TSCH devices that are A/C powered and LE devices that are battery powered, 1t
should be understood that these examples are provided for purposes of example rather
than limitation. Examples disclosed herein do not preclude use of PN-TSCH devices 1n a

PN-TSCH network that are powered by non-A/C sources and/or LE devices that are

powered by non-battery sources of power.
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Claims

1. A method executed by a processor within a parent device operating on a
time-slotted channel hopping (TSCH) network, the method comprising:

transmitting, during a first timeslot of a TSCH protocol from the parent device to a
first low-energy endpoint device of a plurality of low-energy endpoint devices, a first
communication identifying a broadcast timeslot in the TSCH protocol for transmitting a
broadcast communication to the plurality of low-energy endpoint devices, the first
timeslot corresponding to a first wake period of a wake/sleep cycle of the first low-energy
endpoint device;

transmitting, during a second timeslot of the TSCH protocol from the parent
device to a second low-energy endpoint device of the plurality of low-energy endpoint
devices, a second communication i1dentifying the broadcast timeslot, the second timeslot
corresponding to a second wake period of a second wake/sleep cycle of the second low-
energy endpoint device; and

during the broadcast timeslot, broadcasting the broadcast communication to both

the first low-energy endpoint device and the second low-energy endpoint device.

2. The method of claim 1, further comprising:

prior to transmitting the first communication to the first low-energy endpoint
device, recerving a check-in communication from the first low-energy device, wherein the
first communication 1s transmitted as part of a Receiver Initiated Transmuit

communication in response to the check-in communication.

3. The method of claim 2, wherein the first communication includes a first
offset number indicating a number of subsequent timeslots until the broadcast timeslot,
and wherein the second communication includes a second offset number indicating a
second number of subsequent timeslots until the broadcast timeslot, the second offset

number less than the first offset number.

4. The method of claim 1, wherein the broadcast communication includes a

common message comprising a first set of downstream message frames common to the
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plurality of low-energy devices, and wherein the broadcast communication further
includes a unicast or multicast message comprising a second set of downstream message
frames specific to the first low-energy endpoint device, the unicast or multicast message

occurring subsequent to the common message.

5. The method of claim 4, wherein receipt by the second low-energy endpoint
device of the unicast or multicast message causes the low-energy endpoint device to
1dentify a frame address mismatch 1n the unicast or multicast message and further causes

the low-energy endpoint device to enter a sleep state due to the frame address mismatch.

6. The method of claim 1, wherein the broadcast communication comprises

firmware upgrade software for the plurality of low-energy endpoint devices.

7. The method of claim 1, further comprising:
prior to the broadcast timeslot:
receiving, from a neighboring device operating on the TSCH network or
from a resource provider system, a first broadcast message;
receiving, from the neighboring device or the resource provider system, a
second broadcast message; and
storing the first broadcast message and the second broadcast message 1n a
memory of the parent device, wherein the broadcast communication comprises the first

broadcast message and the second broadcast message.

8. A method executed by a processor within a low-energy endpoint device
synchronized to a channel hopping pattern of a time-slotted channel hopping (TSCH)
protocol, the method comprising:

transmitting during a first timeslot of the TSCH protocol, from the low-energy
endpoint device to a parent device operating on the TSCH network, a check-in
communication subsequent to exiting a sleep state and entering a wake state of a

wake/sleep cycle;
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recerving, by the low-energy endpoint device, an acknowledgment communication
from the parent device, the acknowledgment communication identifying a broadcast
timeslot of the TSCH protocol for receiving a broadcast communication; and

during the broadcast timeslot, listening for the broadcast communication from the
parent device, wherein the broadcast communication 1s for a plurality of low-energy

endpoint devices communicating with the parent device.

9. The method of claim 8, wherein the acknowledgment communication 1s
recerved as part of a Recerver Initiated Transmit communication 1n response to the check-
in communication, and wherein the acknowledgment communication includes an offset
number 1dentifying a number of timeslots subsequent to the first timeslot until the

broadcast timeslot.

10.  The method of claim 8, further comprising:

receiving the broadcast communication from the parent device, the broadcast
communication comprising a first set of downstream message frames common to the
plurality of low-energy endpoint devices, and wherein the broadcast communication
further includes a unicast or multicast message comprising a second set of downstream
message frames specific to one low-energy endpoint device of the plurality of low-energy
endpoint devices;

identifying a frame destination address included in the unicast or multicast
message;, and

determining whether the frame destination address included in the unicast or

multicast message matches an address of the low-energy endpoint device.

11.  The method of claim 10, further comprising:
responsive to 1dentifying a frame address mismatch by determining that the frame
destination address does not match the address of the low-energy endpoint device,

discarding the second set of downstream message frames and entering a sleep state.

12.  The method of claim 10, further comprising:
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responsive to determining that the frame destination address matches the address
of the low-energy endpoint device, recerving an entirety of the unicast or multicast

message.

13.  The method of claim 8, wherein the broadcast communication comprises

firm upgrade software for the plurality of low-energy endpoint devices.

14. A system, comprising;

a plurality of devices communicatively coupled to each other in a time-slotted
channel hopping (TSCH) network, at least one of the plurality of devices comprising a
parent device, the parent device comprising:

a processor, and
a non-transitory computer-readable medium, wherein the processor 1s
configured for executing instructions embodied 1in the non-transitory computer-readable
medium to perform operations comprising:
transmitting, during a first timeslot of a TSCH protocol from the
parent device to a first low-energy endpoint device of a plurality of low-energy endpoint
devices, a first communication 1dentifying a broadcast timeslot in the TSCH protocol for
transmitting a broadcast communication to the plurality of low-energy endpoint devices,
the first timeslot corresponding to a first wake period of a wake/sleep cycle of the first
low-energy endpoint device;
transmitting, during a second timeslot of the TSCH protocol from
the parent device to a second low-energy endpoint device of the plurality of low-energy
endpoint devices, a second communication identifying the broadcast timeslot, the second
timeslot corresponding to a second wake period of a second wake/sleep cycle of the
second low-energy endpoint device; and
during the broadcast timeslot, broadcasting the broadcast
communication to both the first low-energy endpoint device and the second low-energy

endpoint device.

15.  The system of claim 14, wherein the non-transitory computer readable

medium 1ncludes 1nstructions to perform operations further comprising:
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prior to transmitting the first communication to the first low-energy endpoint
device, recerving a check-in communication from the first low-energy device, wherein the
first communication 1s transmitted as part of a Receiver Initiated Transmit

communication in response to the check-in communication.

16.  The system of claim 15, wherein the first communication includes a first
offset number indicating a number of subsequent timeslots until the broadcast timeslot,
and wherein the second communication includes a second offset number indicating a
second number of subsequent timeslots until the broadcast timeslot, the second offset

number less than the first offset number.

17.  The system of claim 14, wherein the broadcast communication includes a
common message comprising a first set of downstream message frames common to the
plurality of low-energy devices, and wherein the broadcast communication further
includes a unicast or multicast message comprising a second set of downstream message
frames specific to the first low-energy endpoint device, the unicast or multicast message

occurring subsequent to the common message.

18.  The system of claim 17, wherein receipt by the second low-energy
endpoint device of the unicast or multicast message causes the low-energy endpoint
device to identify a frame address mismatch 1n the unicast or multicast message and
further causes the low-energy endpoint device to enter a sleep state due to the frame

address mismatch.

19.  The system of claim 14, wherein the broadcast communication comprises

firmware upgrade software for the plurality of low-energy endpoint devices.

20.  The system of claim 14, wherein the non-transitory computer readable
medium 1ncludes 1nstructions to perform operations further comprising:
prior to the broadcast timeslot:
receiving, from a neighboring device operating on the TSCH network or

from a resource provider system, a first broadcast message;
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receiving, from the neighboring device or the resource provider system, a
second broadcast message; and

storing the first broadcast message and the second broadcast message 1n a
memory of the parent device, wherein the broadcast communication comprises the first

broadcast message and the second broadcast message.
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