OFFICE DE LA PROPRIETE

INTELLECTUELLE DU CANADA t‘.

OPIC CIPO

PROPERTY OFFICE

(72) LEDZIUS, ROBERT C., US
(71) QUICKFLEX, INC., US

51) Int.C1.° GO6F 12/14
30) 1997/10/20 (60/063,188) US

(12) (19) (CA) Dem ande-Application

(CANADIAN INTELLECTUAL

(21) (A1) 2,308,755
86) 1998/10/19
87) 1999/04/29

54) DISPOSITIF MATERIEL DE SECURITE RECONFIGURABLE
ET PROCEDE DE FONCTIONNEMENT
54) RECONFIGURABLE SECURE HARDWARE APPARATUS AND

METHOD OF OPERATION

(57) La présente mvention concerne un systeme et un
procede permettant d’assurer que seul un utilisateur
autorise peut faire fonctionner un dispositif matériel dans
un systeme de haison de donnees. Le procede consiste a
attribuer un numero d’identification unique au dispositif
mateériel; a produire au moms un ensemble
d’informations de s€curit¢ pour le dispositif materiel,
¢tabli a partir du numeéro d’identification unique dudit
dispositif matériel; a distribuer a un utilisateur autorise
au moins une chaine de donnees a partir de laquelle on
peut deériver l'ensemble d’informations de sécurite
permettant d’activer le dispositif matériel de maniere
fonctionnelle; et a introduire la chaine de données dans
le dispositif matéeriel de fagon a désactiver au moins un
niveau de fonctionnalit¢ du dispositif matériel s1 un
ensemble d informations incorrect est dérive de la chaine
de données, ou a activer au moins ['une des
fonctionnalisés du dispositif matériel s1 un ensemble
d’informations de securit¢ correct est deérve de la
chaine de donn¢es.

l*l Industrie Canada  Industry Canada

(57) A system and method of ensuring that a hardware
apparatus 1n a data-link system can be operated only by
an authorized user. The method comprises the steps of
assigning (14) a unique 1dentification number (32) to the
hardware apparatus (34), generating (16) at least one
security information set (30) for the hardware apparatus
which 1s based on the unique 1dentification number of the
hardware apparatus, distributing to an authorized user at
least one data string from which the security information
set for the hardware apparatus can be derived to
functionally enable the hardware apparatus, and
inputting the data string into the hardware apparatus to
either disable at least one level of functionality of the
hardware apparatus 1f an incorrect security mformation
set 1s derived from the data string, or to enable at least
one level of functionality of the hardware apparatus if a
correct security information set 1s derived from the
data string.
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RECONFIGURABLE SECURE HARDWARE APPARATUS .
AND METHOD OF OPERATION |

LONICAal, BRI () | Mt NV 2\ o\

This invention relates generally to the field of
computer hardware apparatus configuration and more
specifically to a system ahd method of programming
and reprogramming a computer hardware apparatus

utilizing an encryption key system.

SAL K | N L O

Computer systems today incorporate and interface
wlth a growing number of other devices. Ascertaining
with a measure of accuracy that the interface
established 1s between an authorized party or device
1s often desirable to ensure proper use of computer
hardware, software and data.

Solutions have been developed to ensure that
data transferred between persons utilizing a computer
1s only available to authorized parties. One such
method of ensuring proper authorization is public key
cryptography. Public key cryptography utilizes an
encryption key set consisting of two keys. Generally
available software can encrypt computer files using
either of the keys, such that the computer files are
inoperable and unreadable until decrypted. Generaliy
avallable software can similarly decrypt such
ehcrypted files as long as a user can provide the

appropriate complement to the key used to encrypt the

files.
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Each key in the encryption/decryption key set
can be used to encrypt data and its complement key
can be used to decrypt data. However, it can be very
difficuit and very time consuming to determine one
key 1n the set from knowledge of the other. This
fact allows a user tc make one key of the set public
so that others can use this'"public key" to encrypt
messages prior to sending them to the user. The user
keeps the compliement, or "private key", secret so
that only the user has the means to decrypt messages
sent by someone using the public key.

Conversely, a user may use the private key to
encrypt a message Lo be sent to another person. The
message can only be decrypted if the recipient has
access to the public key. 1In this way, the recipient
can be assured that the author of the message was the
holder of the private key. Additicnally, if the
sender of the message has disclosed the public key to
only a small set of recipients, the sender of the
message can be reasonably assured that only the
intended recipients can decrypt the message, provided
that care 1s taken to limit access to the decryption
key.

Software providers can use this same encryption
technology to control access to software programs.

By encrypting files with one key, and providing the
other key on a limited basis, software providers can
prevent unauthorized use or copying of their product.

The above solutions, however, only address
controlling access to data or a set of software

objects. They fail to address security issues
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surrounding computer peripherals and their

interfaces.

One such peripheral is a Personal Computer
Memory Card International Association (PCMCIA) card.
These computer cards meet the minimum compliance
requirements of the PCMCIA standard (which is hereby
incorporated by reference). PCMCIA cards are
typically used to add functionality or memory to a
personal, portable, or desktop computer ‘i.e., host
computer), as described in the PCMCIA Standard. Many
types cf PCMCIA cards are available, incliuding
input/output (I/0) PCMCIA cards that transfer data
between a host computer system and an I/0 bus, and
data acquisition PCMCIA cards. Typically, data

acquisition cards receive and digitize analog

information from sensors and temporarily store the

information before transferring it to the host‘
computer.

A typical PCMCIA card includes a standard PCMCIA
connector connected to a PCMCIA interface circuit
through a standard PCMCIA bus. The PCMCIA interface
circuit operates according to the standard PCMCIA
protocol to send data to and receive data from a host

computer. The typical PCMCIA card also may include a

PCMCIA card controller that sends data to and
receives data from the PCMCIA interface circuit and
controls the operation of the functional hardware on
the card. For example, if the PCMCIA card is a
memory card, then the functional hardware is memory

(e.g., a bank of random access memory (RAM) chips or
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a hard disk drive) and the PCMCIA card controller
controls reading and writing to the memory. B
PCMCIA card controllers and interface circuits

can be implemented as hardwired logic or as

5 programmable logic (e.g., one or more field
programmable gate arrays (FPGAs). The programmable
architecture of FPGAs is provided through
programmable logic blocks interconnected by a
hierarchy of routing resources. The devices are

10 customized by loading programming data into internal
static memory cells. FPGA programming data are
design-specific data that define the functional
operation of the FPGA's internal blocks and their
interconnections. Typically, when a PCMCIA card,

15 having the PCMCIA card controller and interface
circult 1mplemented in an FPGA(s), is inserted in an
operating (l1.e., powered) host computer or is
inserted in a powered down host computer that is then
powered-up, the FPGA is programmed with FPGA

20 programming data stored in non-volatile memory (e.g.,
EPROM, EEPROM, Flash memory, etc.) on the PCMCIA
card. However, the memory required to store the FPGA
programming data generally consumes a measurable area
of the PCMCIA card which could be used to provide

25 other functions within the PCMCIA card.

Additionally, since these cards are highly
pilferable, security protocols should be established
to ensure authorized use and programming of these
configurable computer hardware devices, especially if

30 the device 1s intended to be used for and contains

key information used to protect data or data access.
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Thus there 1s a need for an improved system and
method of ensuring authorized and secure use'of a
computer hardware apparatus.

There 1s also a need for an improved system of

5 ensuring authorized and secure programming of
configurable computer hardware apparatus.
Additionally, there is a need for an improved
system of ensuring authorized and secure programming
of re-configurable computer hardware apparatus.

10 There 1s also need for an improved system of
ensuring authorized and secure communication between
re-contfigurable computer hardware apparatus and host
computer systems.

Moreover, there is a need for a system of

15 preventing unauthorized execution of software

programs on unauthorized hardware apparatus.

There 1s also a need for a system that fulfills

each of the described needs together in a single

system solution.
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SUMMARY OF INVENTION

The present invention provides a system‘ahd
method for reconfiguring a secure hardware apparatus
in a data-iink system, wherein a data link system
comprises a plurality of objects which exchange data,
that substantially eliminates or reduces
disadvantages and problems.associated with previously
developed systems and methods for reconfiguring
hardware apparatus.

More specifically, the present invention
provides a system and method of ensuring that a
hardware apparatus in a data-link system can be
operated cnly by an authorized user. The method
comprises the steps of assigning a unigque number,
possibly a serial number, to the hardware apparatus,
generating at least one key or key set for the
hardware apparatus which is based on the uniqgue
serial number of the hardware apparatus, distributing
to an authorized user at least one data string from
which the key set for the hardware apparatus can be
derived to functionally enable the hardware
apparatus, and 1nputting the data string into the
hardware apparatus to either disable at least one
level of functionality of the hardware apparatus if
an i1ncorrect key set is derived from the data string,
Or to enable at least one level of functionality of
the hardware apparatus if a correct key set is
derived from the data string.

Additional embodiments of the reconfigurable
secure hardware apparatus of the present invention

provide a method and system to ensure that the
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hardware apparatus can be utilized only bv an
authorized computer system or group of computéf
systems and a method and system for ensuring that the
reconfigurable secure hardware apparatus can be

5 programmed only by an authorized user utilizing an
authorized host computer system.

A further embodiment of the present invention
ensures that neither the reconfigurable secure
hardware apparatus nor the host computer system will

10 alone have sufficient information to allow a person
who has obtrained access to only one of either of the
host computer system or the reconfigurable secure
hardware apparatus to successfully operate the
reconfigurable secure hardware apparatus with another .

15 unauthorized computer system.

In a still further embodiment of the present
lnvention, a portion of an encrypted code is recorded
ln a memory location within the reconfiaurable secure
hardware apparatus and another portion cf the

20 encrypted code 1s recorded in the host computer.
This prevents an unauthorized person who obtains
access to either the reconfigurable secure hardware
apparatus or the host computer database, from
discovering more than a portion of the correlating

25 relationship between an account number and the
related personal serial number. The present
invention also provides for the use of a changeable
personal encryption key stored in a memory location.
A further embodiment of the present invention can

30 store multiple keys, one for each key set encompassed

by the present invention. The storage takes place in
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an extension of the standard CIS (Card Information
Structure) storage space of the PC-card.

Accordingly, it is an object of this invention

to substantially improve the security protocols of a

5 computer hardware apparatus. A technical advantage
of the present Invention is that it provides a
personal identity verification method wherein only
part of the information necessary to correlate an
account number to characteristic information is

10 available at any one accessible place within the
terminal system.

Another technical advantage of the ovresent
invention 1s that it can store an encrypted typed in
password for apparatus operation authorization for

15 the entire device key sets, or additional passwords
for individual key sets, that may be chosen by the
user.

A still further technical advantage of the
present invention 1s the combination of the ability

20 to prevent sotftware piracy and the ability to allow
secure user communication via accelerated encryption

in a single device.
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A more complete understanding of the prééént
invention and advantages thereof may be acquired by
referring to the following description taken in
conjunction with the accompanying drawings in which
like reference numbers indicate like features and
wherein: .

FIGURE 1 1s a system overview of one embodiment
of the reconfigurable secure hardware apparatus of
the present invention;

FIGURE 2 1s a flow diagram of a method of
assigning manufacturing key sets;

FIGURE 3 1s a flow diagram of a user
registration process according to one embodiment of
the present invention;

FIGURE 4 1s a flow diagram of a method of
reglstration of software to enable the use of the
reconfigurable secure hardware apparatus of the
present invention for piracy protection;

FIGURE 5 1s a description of a method of machine
registration;

FIGURE 6 1s a flow diagram of a QARD plug-in
procedure according to one embodiment of the present
invention;

FIGURE 7 1s a description of a method of
password protection according to one embodiment of
the present invention; and

FIGURE 8 1s diagram illustrating an embodiment
of the reconfigurable secure hardware apparatus of

the present invention.
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FIGURE 9 1s a diagram illustrating a functional

block of the reconfigurable computer hardware

apparatus.
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Several embodiments of the present invenfion are
described in detail below and in the FIGUREs, like
numerals being used to refer to like and
corresponding parts of the various drawings.

However, -t shouid be understood that various
changes, substitutions and'alterations can be made
nereto without departing from the spirit and scope of
the inventicn.

The rresent Invention can be implemented using
detachable cards that are operable to be used on
various ccmputing devices. For example, a detachable
card could be used on a personal computer through a
PCMCIA slot. The following description refers to
detachable cards used for personal computers
(hereafter called “PC-Cards"), but the present
invention can be applied to other types of computing
devices as well.

One example of a PC-Card that could implement
the present invention is a reconfigurable secure
hardware apparatus, or Reconfigurable-Computing (RC)
card, such as those designed by QUICKFLEX INC., of
Austin, Texas. Quick Qard Technology (QQT) is
comprised of a family of several PC-Card products
that allow different software applications to define
the hardware within the PC-Card specific for each
application at the time that it is executed. These
RC PC-Cards are nicknamed "QUICK QARDS" or “QARDS"
and can be used for a variety of standard or custom
interfaces, as well as for hardware accelerating

software applications. Applications that can benefit
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from QQT include persocnal digital assistant
interfaces, PC interfaces, industrial, emulaﬁion,
video, audio, encryption, computer games, etc.

The security features of the reconfigurable
secure hardware apparatus of the present invention
described herein can be used for access or piracy
protection of third-party SOftware. This third-party
software may be comprised of configuration files of
hardware apparatus for use within the PC~-Carxrds, or
may be general software not targeted to use the
reconfigurable computing aspects of the PC-Cards.

The security features of the present invention can be
implemented as a security system that can be adapted
to other types of implementations beyond the QOT
products.

Protection of files containing documents, data,
executable code, interpretive code or other
intellectual property or information which must be
protected 1s achievable using the described security
features of the present invention. Protection can be
achieved by the use of various sets of public keys.
Half of each of the public key sets are stored in the
PC-card, which is detachable and thus physically
protectable, and half can be stored on the host
computer system. Additional security levels of
flexible software defined adaptable
encryption/decryption algorithms and flexible
reconfigurable hardware implementable

encryption/decryption algorithms can be implemented
within the reconfigurable computing PC-card that

allow for customization of the security features.
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For purposes of a complete understanding of
the scope cof the present invention, although -
reference is made to encryption/decryption
algorithms, it should be clear that these are
algorithms that are implemented in the reconfigurable
computing functional circuits described more
completely below for the purpose of hardware
accelerating said algorithms. This may be separate
from 'check word' algorithms implemented for the
purpose of enabling the different levels of security.
The later 1s used to enable the present invention to
perform the final functionality of the reconfigurable
computing platform for the device.

FIGURE 1 shows a system overview of one
embodiment of the present invention that provides
protections for information in any form, whether to
be kept internal or to be shipped externally, for
individual users, groups of users and organizations.
FIGURE 1 demonstrates how Quick Qards 1, when used
with Anti-Piracy Software 3 and/or Communications &
Data Security software 5, result in a Secure Qard
system 7. This Secure Qard system 7 can be further
used with encryption/decryption key management and
authentication software 9 to form an overall OQuick
Secure system 11l.

FIGURE 2 1s a flow diagram for a method of
assigning unique manufacturing key sets 30 to
individual hardware apparatuses 34. Manufacturing
key sets 30 can be used to ensure authorized feature
enablement of the various features offered by Quick

Secure system 11 of FIGURE 1. At step 14 of
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FIGURE 4, a unique manufacturing serial number 32 is
assigned to each hardware apparatus 34 at ' '
manufacture. Unique manufacturing serial number 32
1s programmed into the CIS non-volitile memory at
manufacturing. The seed value for generating
manufacturing key set 30 can be based on unique
manufacturing serial number 32 or can be derived by a
variety of other methods or algorithms. Step 16 of
FIGURE 2 corresponds to manufacturing key set 30
being generated from unique manufacturing serial
number 32. Manufacturing key set 30 is the first of
the multipie key sets used by the reconfigurable
secure haraware apparatus of the present invention
and may be referred to as level-zero key set (LOKS)
36 as shown in step 16. Manufacturing key set 30 can
be generated and programmed into hardware apparatus
34 at the time i1t 1i1s manufactured. LOKS 36 comprises
an encryption key (LOEK) 38 and decryption key (LODK)
40.

At step 18 orf FIGURE 2 the unique manufacturing
serial number 32 and the LODK 40 for a group of
manufactured hardware apparatuses can be stored in
step 18 in list file 42 for future use. Step 20
creates a registry data file 43 which comprises
unique manufacturing serial number 32 and LOEK 38.
Registry data file 43 complements list file 42 in
that LODK 40 and LOEK 38 must both be used to enable
hardware apparatus 34. Registry data file 43 should
be stored in a remote location from hardware
apparatus 34 to be accessed by the end user at a

later time. This remote location may include a
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remote nost computer system 86 as shown in step 50 of
FIGURE 3 which may be accessed via a communicétion.
path such as the internet.

It should be noted that a list of serial numbers
and key list for programming into the hardware
apparatus could just as easily be generated in
advance and given to the manufacturer so that

generation or the information is no done on the site

of a contract manufacturer who has no need for

knowiedge of the information that is not to be
programmed 1nto the physical hardware apparatus. At
step 22, each hardware apparatus 34 is assigned a
unique pbarcode 45 for manufacturing tracking
purposes. Barcode 45 may be incorporated into list
file 42 and made to correspond to a particular unigque
serial number 32 and LODK 40 combination. Barcode 45
will ensure that the correct manufacturing serial
number 32 and LODK 40 pair are programmed into
hardware apparatus 34 during testing of hardware
apparatus 34 1n step 24. rollowing testing, hardware
apparatus 34 can be packaged in step 26 with a
certificate 46 containing the unique manufacturing
serial number 32, LODK 40 and barcode 45. This will
allow a hardware apparatus 34 designer to ensure that
a hardware apparatus 34 registered after purchase was
authorized for manufacture by the designer to prevent
manufacture of copies of the design by an
unauthorized manufacturing house. In step 28 the
product is shipped.

During product registration and enablement,

which can occur by mail, e-mail, or other electronic
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means, unigque manufacturing serial number 32 and LOEK
38 (or the manufacturing encryption public kéy of the
set) can be given back to the card designer. This
allows the registration information to be checked
against registry data file 43 (which comprises a list
of approved manufactured PC-Cards) for wvalidity.
Also, a card designer can ascertain if a given PC-
Card has been previously registered to insure that no
un-authorized PC-Card copies with copies of the CIS
are being manuracctured, as each PC-Card should have 3
unique code.

FIGURE 3 1llustrates one potential registration
process Ior the present invention. In step 50 a
communication data path is established rtetween a
local computer system 84 and a host computer system
86 wherein hardware apparatus 34 is installed in the
local computer system 84. The communication data
path may take the form of an internet connection to a
"QUICKFLEX"” website. A software object operating
within host computer system 86 may offer the user a
variety of options concerning hardware apparatus 34
wherein the user can select to register the hardware
apparatus 34 with the designer in step 52.

Step 54 of FIGURE 3 corresponds to a
registration process that can require the user to
supply registration information 88 comprising namé,
emall address, information regarding where the
hardware apparatus 34 was purchased, and the like.
This will allow tracing back to the source of
unauthorized hardware apparatus 34 manufacturing.

Most importantly, the user will be prompted to supply
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elther a certificate number which corresponds to.
barcode 45 of FIGURE 2 or to unique manufacturing

serial number 32 and LODK 40.

In step 56 a check is performed to determine if
5 nardware apparatus 34 support software S0 is

installed on local computer system 84. 3ased on the
results of this check a dedision 1s made in step 58
to either download and install the necessary software
support 90 at step 60 or to proceed to step 62. Step

10 62 provides for establishing a secure link 92 between
hardware apparatus 34 and host computer system 86 if
software 20 1s present on local computer system 84.
Secure link 92 provides for the transfer of unique
manufacturing serial number 32 and LODK 40 from a

15 programmed memory location within hardware apparatus
34 to host computer system 86.

At step 64 of FIGURE 2 the user is required to

manually enter barcode 45 or the unique manufacturing
serial number 32 and LODK 40 pair. At step 66, a

20 verification 1s performed on manually entered barcode
45 or unique manufacturing serial number 22 and LODK
40 pair against a copy of unique manufacturing serial
number 32 and LODK 40 transferred from a programmed
memory location within hardware apparatus 34. If the

25 verification fails the user is prompted with an error
mescsage at steep 68 to return to registration data
entry process step 54. If the verification is
successful, additional verifications are made in step
70 to verify that unique manufacturing serial number

30 32 1s contained within registry data file 43 and in

step 72 to verify that hardware apparatus 34 has not
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been previously registered. Any problems associated
with these verifications force the user =o cdﬁtact
the designers concerning the registraticn error as
shown in step 74 so that the problem can be
identified and resolved.

Registry data file 45 is updated in step 76 of
FIGURE 3 to 1nclude the information associated with
unique manufacturing serial number provided in step
54. To further prevent misappropriation or
unauthorized use of hardware apparatus 34, step 78
generates a new LOKS 36 comprising a new LODK 40 and
a new LOEK 33. At step 80, a secure link is again
establishead between hardware apparatus 24 and host
computer system 86 allowing host computer system 86
Lo reprogram new LODK 40 into a memory location of
hardware apparatus 34. A new LOEK 38 is also
downloaded to the user that can be recorded on
certificate 46 or programmed directly into a memory
location of hardware apparatus 34. Registry data
file 43 1s also updated with the new LOKS 36 in step
82.

An important technical advantage associated with
the present invention allows a software vendor to
prevent unauthorized use of its proprietary software.
Software or configuration file vendors or authors can
use the LOKS 36 encryption key for providing an
access code for licensing or allowing their
Intellectual Property (IP) contained in virtual
hardware objects for the RC system to be accessed by
one and only one Secure Qard user. They may also

limit the time span in which their IP is accessible
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or limit the number of times their IP is accessible
to the user with other security provisions. Vendors
can also use an on-line card designer‘s public key
listing of users, provided that users ailow this at
registration time, to verify that a given user is
reglistered for utrilizing the secure authorization
code.

FIGURE 4 1s a flow diagram of a method of
registration of software to enable the use of the
current 1inventicn for software piracy protection.
The user establishes a communication path in step 90
via the internet or other means between local
computer system 84 containing hardware apparatus 34
and a vendor (host) computer system 86. In step 92,
the user i1s prompted by software vendor computer
system 86 to select an option allowing the user to
reglister a software application 434. Step 94
requires the user to supply registration information
120 which may pe comprised of name, email address,
information regarding where software application 434
was purchased, the unique software registration
number 124 and the like to vendor computer system 86.
Vendor computer system 86 can access unigque
manufacturing serial number 32 of hardware apparatus
34 directly from a memory location within hardware
apparatus 34 as shown in step 96. In step 98, vendor
computer system 86 establishes a communication path
to software registry database 122. Software registry
database 122 may be contained in a third computer
system 424 and can comprise a website, such as

QUICKFLEX INC.’'s registry website. At step 102,
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unigque software registration number 124 is submitted
to the third computer system 424 software reéistry
database 122.

In step 104 unique software registration number
124 1s compared to the entries in software registry
database 122 to determine if it is a valid unique
software registration numbér 124. If unique software
registration number 124 is not valid, an error
message will be generated at step 106 that is echoed
Dy venaor computer system 86 to the user in step 108.
If unique software registration number 124 is valid,
vendor computer system 86 can supply a software
authorization code 126 in step 110 to be sent to
third computer system 424.

At step 112, third computer system 424 generates
a software run code 128 for hardware apparatus 34.
Software run code 128 is transmitted to vendor
computer system 86 which echoes it to hardware
apparatus 34. Software run code 128 can allow the
vendor software to be installed on the local computer
system or the vendor software can verify the presence
of software run code 128 on hardware apparatus 34
before executing the vendor software. Both the
authorized installation of the vendor software on a
given local computer system 32 and the authorized
execution of the vendor software are thus ensured.

At step 116, a counter 750 counts upward by one
for each software run code 128 sent to vendor
computer system 86 to account for possible royalty

payments. In step 118, software vendor computer
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system 86 sets a license in place for the user to use

the software.

An i1mportant technical advantage associated with
the present invention allows hardware apparatus 34 to
be operated not only by a specific user but also only
on a specific local computer system 84. _ocal
computer system 84 may comprise a group of individual
computers. FIGURE 5 1s a method of ensuring chat
hardware apparatus 34 is utilized only by authorized
local computer systems 84. FIGURE 5 uses the QUICK
QARD system of FIGURE 1 for illustrative purposes,
but any secure hardware apparatus, reccnfigurable or
not, of the present invention can be used instead.
Support software 90 of hardware apparatus 34 is
installed and executed on the local computer system
84. A communication path is established between
hardware apparatus 34 and local computer system 84.

A verification 1s made to determine if hardware
apparatus 34 1s password protected. If so, a valid
password must bDe supplied before proceeding. Support
software. 90 will verify if unique manufacturing
serial number 32 of hardware apparatus 34 is in a
registry list 130 maintained on local computer system
84. If unique manufacturing serial number 32 of
hardware apparatus 34 is not in registry list 130,
the user must register hardware apparatus 34. The
list of authorized host ID’s permutated with the
unique serial number or key set information could
also be stored within the EEPROM memory of the

apparatus for allowing apparatus enabling on a
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particular machine as well. 1In this case the host ID
must be registered with the apparatus. B

One such registration method is described in
FIGURE 5. Both software and hardware must be
installed and registered for each computer in local
computer system 84. This feature allows a PC-Card to
be locked for uée on one or a group of machines.
Registration with a card designer can insure that if
a LOEK 3B certificate or a password is forgotten or
lost, the PC-Card can be reprogrammed to erase the
password and create a new manufacturing LOKS 36 for
the PC-Card, or to program a recoverable SN & Keyset
on the registered user’'s request. This insures thar
no encrypted data may be compromised.

Memory space 1n the CIS memory device can be
made available for the purpose of holding an
encrypted password defined by the user. In such
fashion, the present invention can insure that the
PC-Card is only used by that user. This memory space
can be left cleared at test (all zero’s; and can be
enabled for password protection if the purchaser
decides to activate that feature. Users may define
any password they wish and the entry can then be
encrypted using the LOEK 38 that resides on the
machine during the initial setup of the . PC-Card after
purchase. When password checks are made, the
encrypted password programmed into the PC-Card can be
decrypted using LODK 40 and can be checked against
the typed in wvalue.

PC-Cards implementing the current invention can

also be configured to only execute on a specific
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machine or group of machines with the use of
passwords, thus making the PC-Card hardware of little
use in the event it is stolen. FIGURE £ provides a

detaliled description of one method of machine

registration.

FIGURE 6 1s a flow diagram of a QARD plug-in
procedure according CLO one embodiment of the present
invention. In step 150, hardware apparatus 34 is
installed in a local computer system 84. A check is
performed in step 152 to determine the rresence in
local computer system 84 of the necessary support
software 90. If support software 90 is not present,
the QARD plug-in procedure terminates and the support
software 90 must be installed before resuming with
the QARD plug-in procedure.

Hardware apparatus 34 may be protected by a
password and step 154 tests to determine if password
protection 1s enabled. If password protection is
enabled, the password must be provided in step 156.
At step 158 the provided password is encrypted using
LOEK 38. If the provided password matches the
password stored 1n a memory location on hardware
apparatus 34, then at step 160 the plug in procedure
is‘allowed Lo proceed. Furthermore, hardware
apparatus 34 may be protected by a verification step,
to verify authorization by local computer system 84,
requiring the input of a match to unique serial
number 174 provided by local computer system 84 (such
as by a hard disk drive serial number). Hardware
apparatus 34's use 1s not permitted unless the unique

serial number 174 inputted at step 162 matches the
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unique serial number 174 stored in local computer

system 84. Step 164 determines if the inputﬁed

serial number 174 is a match. If it is, than the

QARD plug-in procedure is complete.

Unique serial number 174 is generated during the
user registration process as described above for
FIGURE 2. It can be stored either 1n hardware
apparatus 34 memory or in local computer system 84

memory. If unique serial number 174 does not match

20 at step 164, then the user registration process of

FIGURE 2 must be performed in steps 168-172 of FIGURE

6 to complete the QARD plug in procedure.
FIGURE 7 1s a description of a method of

password protection according to one embodiment of

15 the present invention which additionally is

1llustrated as part of the flow diagram presented in

FIGURE 6. Steps 154-160 of FIGURE 6 correspond to

this method of password protection.

FIGURE 8 1llustrates another embodiment of the

reconfigurable secure hardware apparatus of the

present invention. Reconfigurable hardware apparatus

100 1nterfaces with a host computer system 200 or

with another hardware apparatus. Reconfigurable

hardware apparatus 100 may be divided into three

25 modules, a configuration control module 300, a

configuration status module 400 and a functional

module 500. Host computer system 200 interfaces with

reconfigurable hardware apparatus 100 by way of data
input/output bus 202. Input/cutput bus 202 is shown
30 accessing four control data registers, 304a, 304b,

304c and 304d, 1inside configuration control module
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300 and two status data registers, 306a and 306b,

inside configuration status module 400. Contfdl data

registers 304a-304d provide a temporary storage

location for data transmitted or received from data

5 input/output bus 202. While this embodiment of the

reconfigurable secure hardware apparatus of the
present invention has been described with four data
registers, 1t can have more or less registers, as
needed.

L0 Code Generator (CG) 310 accepts input data from
data register 304b to generate a check data word.
The check data word generated by CG 310 can be LOKS
36. Multiple generated check words can be generated
for different security features for enabling the

15 separate security features of the invention. Since
the features described are security related, a
process or algorithm for generating the check data
words should be kept as a trade secret for an
organization producing reconfigurable hardware

20 apparatus 100. The process chosen should vyield as
output check data words that are not easily
determined from the input data to the process, which
could be comprised of manufacturing serial number 32,
and should have properties that output a pseudo-

25 random sequence that is sufficient in length to not
easlly be guessed by trial and error.

The embodiment of the reconfigurable secure
hardware apparatus of the present invention described
herein is only one.of many possible implementations

30 and is provided for illustrative purposes only. The

focus of this embodiment of the present invention is
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the way in which CG 310 is used to realize the _
security features described. The check data wcrds
outputted by CG 310 can be checked with code
comparator (CC) 312 against an input check value
stored in data registers 304c and 3044, which
together comprise the Code Check Register (CCR) 314.
The i1nput check value stored in CCR 314 can be
comprised of LOEK 38 and LODK 40 and can also be user
inputted. CCR 314 can be a register having a length
equal to the lenath of the CG 310 check data word
output and can pbe written to allow an authorization
check of the reconfigurable hardware apparatus 100
feature being used. Longer check data words may
require multiple CCRs 314 if they extend beyond the
host computer system 200 data bus width. The values
written to CCR 314 may be provided in several
different manners depending on what feature of
reconfigurable hardware apparatus 100 is being
authorized.

CC 312 performs a bit-by-bit check of the CG 310
check data word output and the entered CCR 314 value
to determine 1f the feature authorization check
passes or falls. If the feature authorization check
passes, (CC 312 generates a high digital bit output (a
digital “1”) and forwards it to configuration and
control gates 318, which is comprised of a plurality
of “AND” logic gates 700 corresponding to the
plurality of features of reconfigurable hardware
apparatus 100. These features include, but are not

limited to, product enable check 319, HDD ID enable
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Check 320, Flasn Write enable 322, password enable
324 and Configuration File Vendor Enable 326."

Control register 316 receives an input from host
computer system 200 through data registers 304a and
304b to seiect one or more of the features of

reconfigurable hardware apparatus 100. 3Based on the
1nput received from data registers 304a and 304D,
control register 316 will generate a high digital bit
output (“"1”,) as an 1nput for the selected features
and a low aigital bit output (“0”) as an input for
all the other features. The AND gates 700 for the
selected features will therefore have two high
digital b:it inputs and will output a high digital bit
as an 1nput to thelr corresponding pull-down
reslistors 350 1n configuraticn status module 400,
thereby allowing access to the corresponding feature
in functionality circuit 500 as directed by host
computer system 200. The pull down resistors are
necessary -I 1t is possible that the Security Login
Module 300 disappears due to the module being
implemented within the FPGA of the RC hardware
apparatus_lOO.

In this manner, configuration status module 400
can be 1nsgtructed to reprogram and enable the various
features of functionality circuit 500 depending on
which features are so selected. Functional Module
500 may receive virtual hardware objects for
performing applications specific tasks within the
reconfigurable computing hardware apparatus FPGA.
Additionally, status data registers 306a and 306b can

interface with host computer system 200 through datsa
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input/output bus 202 to communicate the configuration

200.

of functionality circuit 500 to host computer system

Representative input check value scurces for the

5 various features of reconfigurable secure hardware

apparatus 100 for the various embodiments of the

present invention are shown in the following table:

Security Feature:

Product Operation Enable

New Machine Operation

Registration

Machine Operation Enable

- (never programmed into

{ each checked until a match

| are the results of CG's of

CCR 14 Source:

1~ portion ¢r Product

Enable Cert_ficate Code

(After 1“‘authorization,
the code 1s programmed
into FLASH memory of the
hardware apparatus for
automated driver access)
2nd portion of Product

Enable Cert:ficate Code

FLASH memorv of the

hardware apparatus, always
required toc be typed in)
Read by driver from a list
of HDD codes entered in
FLASH memory of the

hardware apparatus and

is found or the list 1is |
exhausted. The HDD ID's |
are obtainable by reading

this list, as the wvalues
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previously zuthorized

machines.

Password Operation Enable

Read by the driver from

| the FLASH attribute memory
and programmed. into the

| CCR. The prassword is not
obtainable Zrom looking at

 the CG resulit of the

password.
Anti-Piracy Operation Written by avplication
Enable (this feature may software progaram

|

{

'contain a venaor defined
'specific CG different from

' what is used in QQT

| features)

FIGURE 9 provides a rfunctional block diagram 400
of the reconfigurable computing hardware apparatus
used to 1llustrate the reconfigurable computing

S operations that the present invention makes possible.
EEPROM 410 provides CIS memory, key memory, and
password storage functions. Programmable Logic Device
420, which may be an application specific integrated
circult provides interface/configuration/and status

10 register functions. In addition, the security feature

circuit (block 300, FIGURE 8), which may be within

FPGA 420 or within PLD configuration register 430,

provides the necessary implementation for these

functions. Field programmable gate array 420
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implements security feature circuit functions of the
present embodiment. Either a programmable 1o§ic
device or field programmable gate array 420 may make
possible the reconfigurable computing functional

5 circults. Virtual hardware objects 500 of FIGURE 8,
attentively, may also provide these functions. Host
bus 1nterface socket 440 includes a 68-pin PCMCIA
connector. Other components of FIGURE 9, including
the various generic items such as oscillators 450,

10 expansion connectors 460 and 470, RAM 480, or other
features provide the ability to apply the
recontigurable computing to a desired application.

The Zcllowling paragraphs provide a descr:iption

of several additional features and terms fcr the

15 different embodiments of the reconfigurable secure
hardware apparatus of the present invention and their

operation.

20 hevel -One Xey set ., (L1KS): Jser Public Ke
A L1KS space can be provided for a user to
generate and define a key set specific for that user
which 1s not registered with the card designer and is
kept secret by the user. The L1KS can be stored just
25 like LOKS 36. Password space for a level-one
password (L1PW) can also be allocated in the CIS and
can execute 1n the same manner as the level-zero
password (LOPW) .
The L1KS can be generated by the user and thus
30 there are no guarantees that the code is unique. The

bit length can be long enough, however, to insure
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that 1t is improbable that the key set is in use by
another user. The bit length of this key caﬁ'differ
in length from LOKS 36. The user public key is a
secure Key set and may be changed by the user over
time.

This key 1s useful when the informaction is
intended only for the user. Even so, however, a
further advantage of the present invention is that
severa. PC-Cards mav be programmed with the same L1KS
for project sharing access. The key set for the
group could be common to all PC-Cards used by the
group. An example of usage of this key is for
encrypting and decrypting information regarding a
common project where access 1s required by multiple
project members. Members of the group may be local

or remote and may securely exchange data utilizing

this key.

Addit 1 ¥
The present invention contemplates that the

number of key sets can be expanded beyond the two

sets defined in the above sections.

File Header Information
This section describes how one embodiment of the

present invention uses header information of an

encrypted file which utilizes the security features

of the present invention.
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A file header can contain the following
lnformation 1in addition to the normal file hééder
information normally found in files for a particular
operating system. The present embodiment could wrap
this additional header information around the
informacion indicated.

The following is a description of an embodiment
of the present invention implemented USING a QQT card
of QUICKFLEX INC. with two encryption levels.

QQTSL: (0,1) Quick PC-Carad Technology

Security Level 0 or 1

KIND Kind of file

AN The name of the encryption

algorithm used in encrypting

the file.

LnEK Level-n Encryption Key used

| for encryvpting the file

EMD Encrypted Message Data

EFD Encrypted File Data

UL, ® *  {J
Level 0 ox 1:

This information can indicate the security level

of the key used for the encryption process. QQTSLO
and QQTSL1 correspond to the LOKS and L1KS,

respectively, used in the PC-Card.

IND: Kind of Fil
This information indicates one of the following

kinds of files:
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QQT: model Quick PC-Card Technoldéy

configuration file for

specified PC-Card model.
EXE: type Executable file for defined

| type of machine and operating

system.

OTHER Other kind of file.

The QQT PCMCIA driver during a configuration
load can automatically decrypt QQT files using the
specified algorithm. During the load process by an
application program, information in the file for a
window message can be displayed indicating
information the author wishes to be displayed and the
user must respond to the window to continue
execution. Notices such as "“QQT Module: name is the
property of Company XYZ and may not be sold or
distributed without the prior written consent of
Company XYZ". This enables the author to freely
distribute hardware apparatuses for PC-Cards,
allowing possible developers who may be interested in
licensing the hardware apparatuss the ability to
evaluate the work prior to agreeing to license rights
to the work. Encrypted configuration files may be
encrypted for use only with certain PC-Cards to
protect against mass unauthorized distribution of the
intellectual property. Generation of unique
encrypted hardware apparatuss for target evaluation
PC-Cards can be done automatically and transparently

through a web site. The requesting party can be
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required to have a PC-Card and register the PC-Card
at the site 1n order to build an encrypted
configuration file of the hardware apparatus for

evaluation purposes.

AN: Algorichm Name
Encryption algorithms used to encrypt or decrypt
files can be changed over time. Groups of users or a
software vendor may develop their own custom
10 algorithm. Algorithms may be executed as software or
as hardware within a RC PC-Card, provided the RC PC-
Card has enough gate capacity to execute the defined
algorithm in hardware. For example, the QQT driver
has a default algorithm built into it that 1is
15 executed in software as data is passed through the
PC-Card for configuration file protection purposes.
Algorithms utilizing run time authorization
codes, date expiration codes, or other access limits
may utilize additional external information other
20 than that found in the encrypted file that needs to

be supplied by the source of the encrypted data for

ACCEES.
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This information is the Public Key Encrybtion.
Key used Ifor encrypting the file. This key can be
originally supplied by a receiver and made public.
The key length can be derived from the CQOT SECURE
FILE i1ndication on the first line. It is included in
the file so that an easy and fast determination of

the target destination for the data can be verified.

=MD; Encrvpted Megsage Dates

The EMD contains information regarding the
contents c¢r the file that may be decrypted and looked
at quickly without decrypting the entire EFD. For
example, the EMD for a QQT configuration file is
displayed in a window whenever the file is loaded.
Certain algorithms may also utilize the EMD to
transmit an additional—encrypted key for decrypting
the EFD with a non -public key algorithm. 1In other
words, the security system may use public key to

secretly transmit a separate secure key.

L
. ‘ -
. \ - c o - . . - . - us’ (n A - i

-
. A

The EFD contains the encrypted file data
including original operating system header

information.

[ 4
~Urecnasead AUuthnoyryizatcion ® YOTLwarye

—

An additional technical advantage the present
invention is to allow flexibility for software
distributors. For example, the software distributor

could freely distribute software or provide the

SUBSTITUTE SHEET (RULE 25)



CA 02308755 2000-04-19

WO 99/21094 PCT/US98/22062 _

36

software in a freely downloadable format to the

public, but in order for the software toc be éXécuted,

a valid authorization code must be present. The

software vendor could create an authorization code

5 that corresponds to a specific PC-Card encompassing
the present invention. Just as configuration files
for the PC-Cards can be obtained via a web page,
authorization codes to run software can be purchased
via a web page. Each user would need oniy one PC-

10 Card to allow authorization of running any software
utilizing the piracy aspects of the invention. Each
software vendor may also define their own algorithms
for protecting theilr software using the 2C-Cards. A
machine could run the software as long as the

15 authorization codes for the particular QARD used in
this system 1is present to validate the execution of
the software. A further embodiment of the invention
would allow a database of authorized QARD users to be
made available to software vendors.

20 A further embodiment of the invention cculd use
RC aspects of a PC-Card in order to allow the user to
define hardware encryption / decryption algorithms
that could be changed over time.

Although the present invention has been

25 described in detalil herein with reference to the
illustrative embodiments, it should be understood
that the description is by way of example only and is
not to be construed in a limiting sense. It is to be
further understood, therefore, that numerous changes

30 1n the details of the embodiments of the invention

and additional embodiments of the invention will be
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apparent to, and may be made by, persons of ordinary
skill in the art having reference to this
descriprtion. It is contemplated that all such
changes and additional embodiments are within the

5 spirit and true scope of the invention as claimed

below.
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WHAT 1O CLAIMED IO:

1. A reconfigurable computing system for
incorporating into a personal computer rortable
removable interface, comprising:

reconfigurable computing circuitry comprising
flexibly configurable circuitry for enabling a
plurality of security features:

memory Cclrcultry associated with said
reconrigurable computing circuitry for storing a
plurality of personal security information, and

sald reconfigurable computing circuitry and said

memory circultry packaged for portable association

along with a personal computer.

2. The reconfigurable computing system of Claim
1, further comprising circuitry for changing data
protection cryptography algorithmic hardware for
accelerating the operation of hardware implementation

security algorithms associated with said

reconfigurable computing circuitry.

3. The reconfigurable computing system of Claim

1, wherein said personal security information

comprises a public key set.

4. The reconfigurable computing system of Claim
1, wherein said personal security information

comprises a private key set.

5. The reconfigurable computing system of

Claim 1, further comprising:
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a data input/output system to allow a transfer
of data between the reconfigurable secure hardware
apparatus and a first host computer system;

a plurality of data registers to accept at leasrt

5 one data input from the data input/output system;

a code generator to accept at least one data
input from at least one data register and generate an
output code;

a code comparator to compare an authorization

20 code stored in at.least one data register to the
output code of the code generator and send a signal
representing wnether the authorization code and the
output code are identical;

a control register which specifies to a

15 plurality of logic circuits which functions of the
reconfigurable secure hardware apparatus are to be
examined for enablement wherein the plurality of
logic circuits provide at least one signal to a
configuration register based on the input of the code

20 comparator and control register; and

at least one functionality circuit operably
connected to the configuration register wherein the
functionality of the functionality is specified by
the configuration register.

25
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6. The reconfigurable secure hardware
apparatus of Claim 5, wherein the at least one
functionality circuit further comprises at least one

external input/output bus connector.

7. The reconfigurable secure hardware
apparatus of Claim 5, wherein reconfigurable secure

hardware apparatus comprises a PCMCIA card.

8 . The reconfigurable secure hardware
apparatus of Claim 5, wherein at least one data
register is used as a code check register to provide

an lnput to the code comparator.

9. A method for reconfigurably computing
security features for a personal computer modem card
interface for ensuring hardware apparatus operation
in a data-link system only by an authorized user,
comprising:

enapbling a plurality of security features using
a reconfigurable computing circuitry comprising
flexibly configurable circuitry;

storing a plurality of personal security
information sets using a memory circuitry associated
with said reconfigurable computing circuitry; and

packaging saild reconfigurable computing

circultry and said memory circuitry for association

within a personal computer.

10. The method of Claim 9, further comprising

the steps of changing data protection cryptography
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algorithmic hardware for accelerating the operation
of hardware implementation security aigorithms
associlated with  said reconfigurable computing

circuitry.

11. The method of Claim 9, further comprising
the steps of:

assigning a unigue identification number to the
hardware apparatus;

generatling a first level-zero security
information set for the hardware apparatus wherein
the first ievel-zero security information set is
based on the unique identification number of the
hardware apparatus;

distributing to an authorized user at least one
data string from which can be derived the first
level-zero security information set for the hardware
apparatus to functionally enable the hardware
apparatus; and

1nputting into the hardware apparatus the at
least one data string wherein at least one level of
functionality of the hardware apparatus is disabled
1f an incorrect first level-zero security information
set 1s derived from the data string and at least one
level of functionality of the hardware apparatus is
enabled 1f a correct first level-zero security

information set 1s derived from the data string.

12. The method of Claim 11, further comprising

the steps of:
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forming the first level-zero security
information set with a first encryption code data
string and a first decryption code data string;

programming the unique identification number and
the first level-zero security information set into a
memory tiocation of the hardware apparatus;

distributing the uniqﬁe identification number
and the first decryption code to the authorized user
of the hardware apparatus;

separately distributing the first encryption
code to the authorized user:

entering the unique identification number, the
first encryption code, and the first decryption code
into at least one data register of the hardware
apparatus;

verifylng the unique identification number
entered into the at least one data register of the
hardware apparatus matches the unique identification
number programmed 1nto the memory location of the
hardware apparatus disabling at least one level of
functionality of the hardware apparatus if the
entered unique identification number does not match
the programmed unique identification number; and

combining the entered first encryption code and
the entered first decryption code to form the data

string through the use of an algorithm.

13. The method of Claim 11, wherein the
algorithm utilized to combine the first encryption
code and the first decryption code is an adaptable

encryption/decryption algorithm.
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14. The method of Claim 11, further combrising
registering the hardware apparatus, comprising the
steps of:

establishing a communication path from the
hardware apparatus to a host computer system;

choosing an option to register the hardware
apparatus from a plurality of options ocffered by a
software object operating on the host computer
system;

supplving registration information which
ldentifies the authorized user and the unique
identification number for the hardware apparatus;

determining 1f a software application to operate
the hardware apparatus is present on an authorized
user’s computer;

transferring the software application to the
authorized user’s computer if the software
application 1s not present on the authorized user’s
computer;

establishing a secure link utilizing the
software application from the memory location of the
hardware apparatus to the host computer system;

transferring the unique identification number
for the hardware apparatus and the first decryption
code to an encryption/decryption database inside the
host computer syétem;

verifying that the hardware apparatus has not
been previously registered with a registration
database located on the host computer system, and

wherein at least one level of functionality will be
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disabled 1f the hardware apparatus has been
previously registered;

updating the registration database located on
the host computer with the registration information;
and

transferring the first encryption code to the

hardware apparatus.

15. The method of Claim 11, wherein the step of
separately aistributing the first encryption code to
the authorized user is accomplished after the
authorized user has registered the hardware

apparatus.

16. The method of Claim 11, wherein the step of
establishing a communication path from the hardware
apparatus to a host computer system comprises
utilizing a local computer system to navigate to an

internet web site operated by a host computer system.

17. The method of Claim 11, wherein the step of
establishing a communication path from the hardware
apparatus to the host computer system comprises a
secure communication path utilizing an internet

connection to the host computer system.

18. The method of Claim 11, wherein
registration of the hardware apparatus further
comprises the steps of:

generating a second level-zero security

information set from a second data string that is

SUBSTITUTE SHEET (RULE 26)




WO 99/21094

10

15

20

25

30

CA 02308755 2000-04-19

PCT/US98/22062 _

45

different from the first level-zero security
information set generated using the first data
string;

generating a second encryption code and a second
decryption code based on the second level-zero
security information set;

updating the encryption/decryption database
inside the host computer system with the second
level~zero security information set, the second
encryption code and the second decryption code
associated with the unique identification number for
the hardware apparatus;

erasing the first level-zero security
information set from the memory location of the
hardware apparatus;

programming the hardware apparatus with the
second level-zero security information set wherein
the second level-zero security information set may be
used 1n place of the first level-zero security
information set for any later registration events;
and

distributing to an authorized user a second
decryption code comprising at least one data string
from which can be derived the second level-zero
security 1nformation set for the hardware apparatus
which may be used in place of the first level-zero
securlty information set for any later registration

events.

15. The method of Claim 11, wherein the

communication path between the hardware apparatus and
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the host computer system is contained within a secure

connection.

20. A method of ensuring that a hardware

apparatus in a data linked system can be operated
only with an authorized local computer svstem
comprising the steps of:

assigning a first unique i1dentification number
to the hardware apparatus;

assigning a second unique identification number
to the authorized local computer system that can be
accessed by the hardware apparatus;

generating a first level-zero securlity
information set for the hardware apparatus which is
formed from a first decryption code and a first
encryption code;

distributing to the authorized user the first
decryption code from which can be derived the first
level-zexro security information set for the hardware
apparatus which 1s based on the first uniqgue
ldentification number to functionally enable the
hardware apparatus;

programming the first unique identification
number, the first decryption code, a copy of the
second unique l1dentification number and the first
level-zero security information set into a memory
location of the hardware apparatus;

inputting into the hardware apparatus the first
encryption code which combines with the first
decryption code to form a data string corresponding

to the first level-zero security information set
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wherein at least one level of functionality of the
hardware apparatus is disabled i1f the data stfing
does not exactly match the first level-zero security
information set;

verifying that the second unique identification
number of the authorized local computer system
exactly matches the copy of the second unigue
identification number programmed into the memory
location of the hardware apparatus wherein at least
one level of functionality of the hardware apparatus
1s disabled 1f the second unique identification
number of the authorized local computer system that
can be accessed by the hardware apparatus does not
exactly match the copy of the second unique
identification number programmed into the memory

location of the hardware apparatus.

21. The method of Claim 20, further comprising
the steps of:

separately distributing the first encryption
code to the authorized user;

entering the first unique identification number,
the first encryption code, and the first decryption
code 1nto the hardware apparatus; and

combining the first encryption code and the
first decryption code to form the data string
corresponding to the first level-zero security

information set through the use of an algorithm.

22. The method of Claim 20, wherein the

algorithm utilized to combine the first encryption
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code and the first decryption code is an adaptable

encryption/ decryption algorithm.

23. The method of Claim 20, wherein the step of
verifying the second unique identification number of
the authorized local computer system further
comprises verifyilng that the second unique
lidentification number that can be accessed by the
hardware apparatus exactly matches one cf a group of
second unique identification codes wherein the group
of second unique 1dentification codes corresponds to
a group of local computer systems wherein the group
of second unique 1dentification codes are programmed
into a memory location of the hardware apparatus
wnerein at least one level of functionality of the
hardware apparatus 1s disabled if the second unique
identification number of the authorized local
computer system that can be accessed by the hardware
apparatus does not exactly match one of the group of

gsecond unigue 1dentification codes.

24. The method of Claim 20, wherein the
hardware apparatus 1s a reconfigurable secure

hardware apparatus.

25. A method of ensuring that a software
application cannot be installed or executed on an
unauthorized local computer system comprising the
steps'of:

establishing a data path between a hardware

apparatus and a host computer system;
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choosing an option to register the software
application from a plurality of options offered by a
software object operated on the host computer system;

transferring a unique identification number for
the software application collected during the option
to register the software application from the host
computer system to a software vendor computer system
containing a software registry database;

verifying the unique identification number
entered for the software application matches
information contained in the software registry
database; and

providing a software run code from the software
vendor computer system to the local computer system
via the host computer system wherein at least one
level of functionality will be disabled if the unique
identification number does not match information

contained in the software registry database.

26. The method of Claim 25, wherein the step of
establishing a data path between the hardware
apparatus and the host computer system comprises
utilizing a local computer system which contains the
hardware apparatus to navigate to an internet web

site operated on the host computer system.

27. The method of Claim 25, wherein the data
path between the hardware apparatus and the host
computer system 1s contained within a secure

connection.
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Step:| Description: 30

I |1t QUICKFLEX support software is not present on the machine, navigote online to
3 QUICKFLEX web site and download the driver support software for Quick Qards.
txecute and install the support software.

lnsert the Qard into the machine.

3 |Driver checks if Qord is Level 0 password protected. 130

4 |If required, user is prompted for o password before proceeding.

Driver checks if Qard SN is in the local Qard reqistry list” (kept on machine).

If the Qard 1s not included in the list, user is told that the Qord must be
registered for use on the machine and osks the user if they want to proceed
with machine registration. Otherwise the Qard is not useable.

7 |User enters registration information, just as if reqistering the Qard for the 1st time.
' 8 |Information is checked ogoinst the QUICKFLEX registry dotabaose.

' 9 |Machine reqistry file 1s updoted to include the Qerd so it is useable on the machine.
10 |LOEK for the Qard is downloaded to the machine for inclusion in the registry.

Software using the Qord protection must be installed and re-reqistered for the machine.
Software vendors could aollow the authorization file from another machine for the
Qard to be copied on other machines for use with the same Qard if desired.

FIG. 5
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FIG. 6
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Step:| Description:
User indicates desire to password protect or change the password protection of the
Qord to the utility progrom.

2 |Program prompts user for current password if currently password protected.
Then encrypts it using LOEK, checking it against the progrommed possword on Qard.

User Is prompted for o new password and o reentry of it to insure correctness.

4 |New password is encrypted using LOEK and the encrypted password is programmed
into the Qard.

FIG. 7
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