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FIG. 1 
(RELATED ART) 
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FIG. 5 
(RELATED ART) 
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METHOD AND APPARATUS FOR DIGITAL 
SIGNATURE GENERATION AND 

VALIDATION 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

This application claims benefit under 35 U.S.C. S 119 from 
Korean Patent Application No. 2005-17716, filed on Mar. 3, 
2005, the entire content of which is incorporated herein by 
reference. 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
Methods and apparatuses consistent with the present 

invention relate to digital signature generation, and in particu 
lar, to reducing a degree of complexity of the signature for 
generating the digital signature and rapidly carrying out the 
digital signature generation. 

2. Description of the Related Art 
A digital signature is information generated for validating 

identification of the signer by the medium of a computer. The 
digital signature is an electronic document attached to or 
logically connected to a document message, and is used for 
validating the signer and representing an approval of the 
signer about contents of the document message. The digital 
signature is an electronic Substitution for a manual signature 
or a seal. In general, a public key encryption scheme (i.e., an 
asymmetrical encryption system) is used for the digital sig 
nature. 

The digital signature acts to prove the fact that a person 
who is written as the signer of the digital signature has created 
the electronic document and the fact that the contents are not 
forged nor altered in transit. The digital signature also acts to 
prevent the person from Subsequently denying that he has 
written the contents. 

The digital signature has the capability of reducing the risk 
of information leakage which might occur in an Internet 
shopping transaction or a cyber financial transaction, so that 
a fraudulent use or alteration of the personal information can 
be prevented by utilizing the digital signature. 
A representative usage of the digital signature may corre 

spond to a financial transaction Such as Internet banking, 
Internet public affairs service, Internet shopping and so forth, 
and may extend to international e-commerce, electronic Vot 
ing and so forth in the future. A public certificate necessary for 
an Internet banking or an on-line stock trading is a represen 
tative digital signature which is issued by a certificate author 
ity designated by the country. The certificate authority man 
ages a public key. 

FIG. 1 shows an example of generating a digital signature 
in the related art. Hereinafter, a method of generating the 
digital signature according to the related art will be described 
with reference to FIG.1. Hereinafter, an apparatus generating 
the digital signature will be referred to as a digital signature 
generation unit for simplicity of description. 
When a message to be transmitted is generated, the digital 

signature generation unit generates a digital signature from 
the generated message. The digital signature generation unit 
calculates a hash operation value from the generated message 
using a hash function. The digital signature generation unit 
generates the digital signature using the calculated hash 
operation value. 
When the hash operation value generated by the digital 

signature generation unit is represented as eight bits, the hash 
operation value generated by the digital signature generation 
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2 
unit has values in range of "0000 0000 to *11111111. That 
is, the hash operation value has values from 0 to 2-1. 
Referring to FIG.1, n is 2-1. When the hash operation value 
of the generated message is 00001111, it can be represented 
as “15” in the decimal numeral. 
The digital signature generation unit uses, as the digital 

signature, a value resulting from hashing with a secret key (a). 
The hash operation value from the generated message is 

used to determine the number of times for hashing the secret 
key in the digital signature generation unit. As described 
above, the hash operation value of the generated message is 
“15”, so that the digital signature to be delivered has a key 
value which is hashed fifteen times to generate the public key. 
That is, the digital signature generation unit setsh''' 
(a) to the digital signature. 

Referring to FIG. 1, a denotes a secret key, and h'(a) is a 
public key. Accordingly, the hash function is a unidirectional 
function so that a third party cannot obtain the secret key from 
the public key. 
A digital signature receiving unit receives the message and 

the digital signature from the digital signature generation 
unit. The digital signature receiving unit calculates a value by 
hashing the received message. The digital signature receiving 
unit then hashes the received digital signature by the number 
of times corresponding to the calculated value. As described 
above, if the number corresponding to the calculated value 
from the message is 15, the digital signature receiving unit 
hashes the received digital signature fifteen times. When the 
value resulting from the fifteen hash operations is equal to the 
public key, the digital signature receiving unit recognizes that 
the digital signature is not forged nor altered. However, when 
the value resulting from the fifteen hash operations is not 
equal to the received public key, the digital signature receiv 
ing unit recognizes that the digital signature is forged or 
altered. 
As described with reference to FIG. 1, the digital signature 

receiving unit hashes the received digital signature by the 
number of times corresponding to the calculated value. That 
is, the number corresponding to the calculated value is pro 
portional to the number of hash operations. Accordingly, 
when the number corresponding to the calculated value is 
large, the number of hash operations also increases. 
When the number corresponding to the calculated value is 

large, the number of operations carried out in the digital 
signature receiving unit increases, which in turn causes an 
increase in time taken for validating the forgery or alteration 
of the digital signature. 

Similar problems occur in the digital signature generation 
unit. That is, the number corresponding to the value calcu 
lated in the digital signature generation unit is in inverse 
proportion to the number of hash operations. That is, when the 
number corresponding to the value calculated in the digital 
signature generation unit is Small, the number of hash opera 
tions for the secret key increases. Accordingly, the number of 
operations of the digital signature generation unit increases, 
which in turn causes an increase in time taken for generating 
the digital signature. 

SUMMARY OF THE INVENTION 

The present invention provides a method for reducing time 
taken for the digital signature generation unit to generate the 
digital signature. 
The present invention also provides a method for generat 

ing the digital signature by enabling the digital signature 
generation unit to use a minimum number of operations. 
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The present invention also provides a method for enabling 
the digital signature receiving unit to validate whether the 
digital signature is forged or altered by means of the mini 
mum number of operations. 
The present invention also provides a method for enabling 

the digital signature receiving unit to reduce the time taken for 
generating the public key from the received digital signature. 

According to one aspect of the present invention, there is 
provided a method of generating a digital signature, which 
includes: determining one secret key among at least two 
secret keys set from a value resulting from hashing a message 
to be transmitted, and the number of times for hashing the 
secret key; and setting a value resulting from hashing the 
determined secret key by the determined hashing number of 
times as the digital signature. 

According to another aspect of the present invention, there 
is provided a method of validating a digital signature, which 
includes: calculating a number of times of hashing the 
received digital signature received from a value resulting 
from hashing a received message; and validating whether a 
value resulting from hashing the digital signature by the cal 
culated number of times is equal to any one public key 
between at least two public keys. 

According to yet another aspect of the present invention, 
there is provided a digital signature generation and validation 
system, which includes: a digital signature generation unit 
determining one secret key among at least two secret keys set 
from a value resulting from hashing a message to be trans 
mitted, and the number of times of hashing the secret key, 
setting a value resulting from hashing the determined secret 
key by the determined hashing number of times as the digital 
signature, and transmitting the set digital signature and the 
message; and a digital signature receiving unit calculating a 
number of times of hashing the received digital signature 
received from a value resulting from hashing a received mes 
sage, and validating whether a value resulted from hashing 
the digital signature by the calculated number of times is 
equal to any one public key among at least two public keys. 

According to yet another aspect of the present invention, 
there is provided a digital signature generation apparatus, 
which includes: a decision unit determining one secret key 
among at least two secret keys set from a value resulting from 
hashing a message to be transmitted, and the number of times 
of hashing the secret key; and a setting unit setting a value 
resulting from hashing the determined secret key by the deter 
mined hashing number of times as the digital signature. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The above and other aspects and features of the present 
invention will be more apparent by describing exemplary 
embodiments of the present invention with reference to the 
accompanying drawings, in which: 

FIG. 1 is a view illustrating a secret key and a public key for 
generating a digital signature in the related art; 

FIG. 2 is a view illustrating at least two secret keys in 
accordance with an exemplary embodiment of the present 
invention; 

FIG.3 is a view illustrating a secret key and a public key for 
generating a digital signature in accordance with an exem 
plary embodiment of the present invention; 

FIG. 4 is a view illustrating operations carried out in the 
digital signature generation unit in accordance with an exem 
plary embodiment of the present invention; 

FIG. 5 is a view illustrating relations between a length of a 
public key and a degree of complexity of operations neces 
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4 
sary for validating whether the received digital signature is 
forged in accordance with the related art; and 

FIG. 6 is a view illustrating relations between a length of a 
public key and a degree of complexity of operations neces 
sary for validating whether the received digital signature is 
forged in accordance with an exemplary embodiment of the 
present invention. 

FIG. 7 is a block diagram of a digital signature generation 
and validation system in accordance with an exemplary 
embodiment of the present invention. 

DETAILED DESCRIPTION OF THE 
EXEMPLARY EMBODIMENTS 

The present invention proposes a method of generating the 
digital signature by using at least two secret keys. Hereinafter, 
an exemplary embodiment of the method for generating the 
digital signature proposed by the present invention will be 
described with reference to accompanying drawings. 
The matters defined in the description such as a detailed 

construction and elements are provided to assist in a compre 
hensive understanding of the invention. Thus, it is apparent 
that the present invention can be carried out without those 
defined matters. Also, well-known functions or constructions 
are not described in detail since they would obscure the inven 
tion in unnecessary detail. 

FIG. 2 shows secret keys used in an exemplary embodi 
ment of the present invention. That is, only one secret key a 
was used in the related art, whereas a plurality of Secret keys 
a to a, is used to generate the digital signature in the present 
invention. 

FIG.3 is a view for explaining the method of generating the 
digital signature by using the secret keys in accordance with 
an exemplary embodiment of the present invention. Herein 
after, the method of generating the digital signature according 
to the present invention will be described in detail with ref 
erence to FIG. 3. 

FIG. 3 shows three secret keys a, a2, as, however, the 
number of the secret keys may be varied in response to a 
setting of a user. In addition, it shows a public key h'(a) 
related to the secret key all, a public key h'(a) related to the 
secret keya, and a public key h'(a) related to the secret key 
a. The size ofk, l, and m can be varied in response to a setting 
of the user. 

Hereinafter, an apparatus generating the digital signature 
will be referred to as a digital signature generation unit for 
simplicity of description. FIG. 7 is a block diagramofa digital 
signature generation and validation system 700 in accordance 
with an exemplary embodiment of the present invention illus 
trating a digital signature generation unit 710 and a digital 
signature receiving unit 720. 
When a message m to be transmitted is generated, the 

digital signature generation unit 710 generates a digital sig 
nature from the generated message. The digital signature 
generation unit 710 calculates a hash operation value from the 
generated message using a hash function. A decision unit 730 
determines a secret key and a number of times to hash the 
secret key based at least in part on the hash operation value. 
The a setting unit 740 sets the digital signature using the 
calculated hash operation value. 
By way of an example, when the hash operation value 

generated in the digital signature generation unit 710 is rep 
resented as four bits, the hash operation value generated in the 
digital signature generation unit 710 has values from 0000 
to 1111. That is, the hash operation value has values from 
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0 to 15. In general, the message having a variable length 
has a constant length when the hash operation is carried out 
thereon. 

Hereinafter, an example of k, l, and m will be 
described for simplicity of description. That is, it is assumed 
that k is 6, and 1 and mare 5. When the hash operation 
value of the generated message is 0011, it can be repre 
sented as 3 in the decimal numeral. The digital signature 
generation unit 710 generates the digital signature using the 
hash operation value of the generated message. Table 1 below 
shows the digital signatures corresponding to the hash opera 
tion values. 

TABLE 1. 

Hash operation 
value 

Digital 
signature 

h'(a) 
h(a) 
h(a) 
h'(a) 
a 3 
h'(a) 
h(a)) 
h'(a)) 
h'(a) 
a2 
h(a) 
h'(a) 
h(a) 
h(a) 
h(a) 
al s 

By doing so, a number of operations for generating the 
digital signature in the digital signature generation unit 710 
can be reduced, which can in turn decrease the time taken for 
generating the digital signature. 
The digital signature receiving unit 720 validates whether 

the digital signature is forged or altered using the received 
message and the digital signature. That is, the digital signa 
ture receiving unit 720 calculates the hash operation values of 
the received message, and hashes the digital signature using 
the calculated operation values. When the hash operation 
value is equal to the public key, the digital signature receiving 
unit 720 recognizes that the digital signature it not forged nor 
altered, and when the hash operation value is not equal to the 
public key, the digital signature receiving unit 720 recognizes 
that the digital signature it forged or altered. 

Examples will be given for the above description. The 
digital signature receiving unit, when the value resulting from 
hashing the received message is 3, hashes the digital signa 
ture three times. When the value hashed three times is equal to 
h'(as), the digital signature receiving unit 720 recognizes 
that the received digital signature is not forged nor altered. 
The digital signature receiving unit, when the value resulting 
from hashing the received message is 15, hashes the digital 
signature five times. When the value hashed five times is 
equal to h(a), the digital signature receiving unit 720 
recognizes that the received digital signature is not forged or 
altered. 
As described above, when the number of secret keys to be 

used increases, the number of operations for generating the 
digital signature or validating whether the digital signature is 
forged decreases. That is, the received digital signature was 
hashed fifteen times when the value resulting from hashing 
the received message was 15 in accordance the related art, 
however, it can be validated whether the received digital 
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6 
signature is forged or altered by hashing the received digital 
signature five times in accordance with the present invention. 

FIG. 4 shows operations carried out in the digital signature 
generation unit 710 in accordance with an exemplary embodi 
ment of the present invention. Hereinafter, operations carried 
out in the digital signature generation unit 710 in accordance 
with the exemplary embodiment of the present invention will 
be described in detail with reference to FIG. 4. 

In operation S400, the digital signature generation unit 710 
sets a plurality of secret keys. The number of secret keys can 
be varied in response to a setting of a user. In operation S402. 
the digital signature generation unit 710 allocates respective 
generated secret keys to respective groups without any over 
lap therebetween. 

In operation S404, the digital signature generation unit 710 
calculates values resulting from hashing the message to be 
delivered. In operation S406, the digital signature generation 
unit 710 calculates the groups corresponding to the calculated 
values and the number of times of hashing. Such operations 
are carried out in a calculation unit which constitutes a part of 
the digital signature generation unit. In operation S408, the 
digital signature generation unit 710 calculates the values 
resulted from hashing the secret keys corresponding to the 
calculated groups by the number of times of calculation, and 
sets the calculated value as the digital signature. Such opera 
tions are carried out in a setting unit which constitutes a part 
of the digital signature generation unit. In operation S410, the 
digital signature generation unit 710 transmits the calculated 
values (that is, digital signature). The digital signature gen 
eration unit 710 also transmits message along with the digital 
signature. 

FIG. 5 is a view illustrating relations between a length of a 
public key and a degree of complexity of operations neces 
sary for validating whether the received digital signature is 
forged in accordance with the related art, and FIG. 6 is a view 
illustrating relations between a length of a public key and a 
degree of complexity of operations necessary for validating 
whether the received digital signature is forged in accordance 
with an exemplary embodiment of the present invention. 
As shown in FIGS. 5 and 6, the degree of complexity of 

operations according to the method of the present invention 
decreases as compared to the related art. 

Hereinafter, another exemplary embodiment of generating 
the digital signature using a plurality of secret keys proposed 
by the present invention will be described. 

Different secret keys to be used can be set in response to 
kinds of messages to be transmitted. For example, a secret key 
a may be used for a message requiring a rapid transmission 
speed, a secret key a may be used for a message requiring a 
transmission speed of middle level, and a secret key as may be 
used for a message requiring a slow transmission speed. The 
message requiring the rapid transmission speed minimizes 
the number of operations necessary for generating the digital 
signature or validating whether the received digital signature 
is forged. This can be possible by reducing the number of hash 
operations necessary for calculating the public key from the 
secret key. 

In addition, different kinds of secret keys can be set in 
response to the frequency of transmission. For example, a 
secret key a may be used for a message which is frequently 
transmitted, a secret key a may be used for a message having 
a transmission number of middle level, and a secret key as is 
used for a message having a small number of transmissions. 
Besides the above-described methods, other methods may be 
employed to set different secret keys to be used in response to 
characteristics of the message. 
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To this end, the digital signature generation unit 710 
changes the hashed value resulting from hashing the message 
So as to allow the digital signature to be generated by using the 
corresponding secret key. That is, the digital signature gen 
eration unit 710 generates the digital signature by the method 
illustrated in FIG. 3 when the secret key requested by the 
message is equal to the secret key corresponding to the hashed 
value resulting from hashing the message. 

However, when the secret key requested by the message is 
not equal to the Secret key corresponding to the hashed value 
resulting from hashing the message, the digital signature 
generation unit 710 changes the hashed value. For example, 
when the secret key requested by the message is the secret key 
a, and the secret key corresponding to the hashed value 
resulting from hashing the message is the secret key as the 
digital signature generation unit 710 adds or Subtracts a nec 
essary number so as to include the hashed value in a... Infor 
mation about the added number or the subtracted number is 
delivered to the digital signature receiving unit. 

Besides the above-described method, the digital signature 
receiving unit, when a number added or subtracted to the 
hashed value is fixed, can include the hashed value in the 
secret key a, by repeating the fixed number several times. 
That is, when the number to be added is 4 and the fixed 
number is 2, the digital signature generation unit 710 can 
reduce the number of bits required for transmitting informa 
tion by only transmitting 2 which is the number of repeti 
tions. 

The digital signature receiving unit 720 can validate 
whether the digital signature is forged by using the received 
message, the digital signature, and the information. 
The digital signature generation unit 710 uses a plurality of 

secret keys to generate the digital signature as proposed by the 
present invention, so that a time taken for generating the 
digital signature can be reduced. In addition, the digital sig 
nature generation unit 710 can generate the digital signature 
even with a small number of operations. 
The digital signature receiving unit 720 can also validate 

whether the received digital signature is forged or altered 
even with a small number of operations. In addition, the 
digital signature receiving unit 720 can enable a reduced time 
taken for validating whether the digital signature is forged or 
altered. 
The foregoing embodiments and advantages are merely 

exemplary and are not to be construed as limiting the present 
invention. The present teaching can be readily applied to 
other types of apparatuses. Also, the description of the exem 
plary embodiments of the present invention is intended to be 
illustrative, and not to limit the scope of the claims, and many 
alternatives, modifications, and variations will be apparent to 
those skilled in the art. 

What is claimed is: 
1. A method of generating a digital signature, the method 

comprising: 
setting at least two secret keys, dividing hash operation 

values for messages to be transmitted into a plurality of 
groups, and allocating a respective one of the at least two 
Secret keys to a respective one of the plurality of groups 
without any overlap in the allocation of the at least two 
Secret keys to the plurality of groups; 

determining a secret key from among the allocated secret 
keys based on a hash operation value resulting from 
hashing a message to be transmitted, and determining a 
number of times of hashing the secret key corresponding 
to the hash operation value; and 
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8 
setting a value resulting from hashing the determined 

Secret key by the number of times corresponding to the 
hash operation value as the digital signature. 

2. The method according to claim 1, wherein the secret key 
has a corresponding public key, and the public key is obtained 
by hashing the secret key by the number of times determined 
by setting the Secret key. 

3. The method according to claim 2, wherein the digital 
signature is the secret key, or a value resulting from hashing 
the secret key at least one time so as to obtain the public key 
by hashing the digital signature by the number of times for 
determining the digital signature. 

4. The method according to claim 2, wherein the number of 
times for hashing the secret key for obtaining the public key is 
set to the value resulting from hashing the message. 

5. The method according to claim 2, wherein the number of 
times for hashing the secret key for obtaining the public key is 
set to a different number in response to the secret key. 

6. The method according to claim 1, wherein the secret key 
is determined with respect to a characteristic of a message 
including at least one of a number of times of transmission, a 
degree of significance, and a required transmission speed. 

7. The method according to claim 6, wherein the value 
resulting from hashing the message for determining the secret 
key is changed by a set manner, and information about the 
change is transmitted with the message and the digital signa 
ture. 

8. A method of validating a digital signature, the method 
comprising: 

calculating a value resulting from hashing a received mes 
Sage, 

determining a public key of at least two public keys corre 
sponding to the calculated hashing value and determin 
ing a number of times of hashing the digital signature; 
and 

validating whether a value resulting from hashing the digi 
tal signature by the determined number of times is equal 
to the determined public key. 

9. The method according to claim 8, wherein it is deter 
mined that the digital signature is not forged if a public key 
having the same value as the value resulting from hashing the 
digital signature is present. 

10. A digital signature generation and validation system 
comprising: 

a digital signature generation unit which sets at least two 
Secret keys, divides hash operation values of messages to 
be transmitted into a plurality of groups, allocates a 
respective one of the at least two secret keys to a respec 
tive one of the plurality of groups without any overlap in 
the allocation of the at least two secret keys to the plu 
rality of groups, determines a secret key from among the 
allocated secret keys based on a hash operation value 
resulting from hashing a message to be transmitted, 
determines a number of times for hashing the secret key 
corresponding to the hash operation value, sets as the 
digital signature a value resulting from hashing the 
determined secret key by the determined number of 
times corresponding to the hash operation value, and 
transmits the set digital signature and the message; and 

a digital signature receiving unit which calculates a value 
resulting from hashing a received message, determines a 
public key of at least two public keys corresponding the 
calculated hashing value and determines a number of 
times of hashing the digital signature, and validates 
whether a value resulting from hashing the digital sig 
nature by the calculated number of times is equal to the 
determined public key. 
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11. The digital signature generation and validation system 
according to claim 10, wherein the digital signature genera 
tion unit has a public key corresponding to the Secret key, and 
the public key is obtained by hashing the secret key by the 
number of times determined by setting the secret key. 

12. The digital signature generation and validation system 
according to claim 10, wherein the digital signature genera 
tion unit sets, as the digital signature, the secret key or a value 
resulted from hashing the secret key at least one time so as to 
obtain the public key by hashing the digital signature by the 
number of times for determining the digital signature. 

13. The digital signature generation and validation system 
according to claim 11, wherein the digital signature genera 
tion unit sets the number of times for hashing the secret key 
for obtaining the public key to the same value resulting from 
hashing the message. 

14. The digital signature generation and validation system 
according to claim 11, wherein the digital signature genera 
tion unit sets the number of times of hashing the secret key for 
obtaining the public key to a different value in response to the 
secret key. 

15. The digital signature generation and validation system 
according to claim 10, wherein the digital signature genera 
tion unit determines a different secret key based on a charac 
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teristic of the message including at least one of a number of 
times of transmitting the message to be delivered, a degree of 
significance, and a required transmission speed. 

16. A digital signature generation unit comprising: 
a decision unit which determines a secret key among at 

least two secret keys respectively allocated to a plurality 
of groups by a value resulting from hashing a message to 
be transmitted, and determines a number of times of 
hashing the secret key corresponding to the resulting 
hashing value; and 

a setting unit which sets a value resulting from hashing the 
determined secret key by the determined number of 
times of hashing as the digital signature. 

17. The digital signature generation unit according to claim 
16, wherein the apparatus has a public key corresponding to 
the secret key, and the public key is obtained by hashing the 
secret key by the number of times determined by setting the 
secret key. 

18. The digital signature generation unit according to claim 
20 17, wherein the number of times for hashing the secret key for 

obtaining the public key is set to a different value in response 
to the secret key. 


