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SERAL PASS-THROUGH DEVICE 

CROSS REFERENCE 

This application is a continuation-in-part and claims the 
benefit of U.S. patent application Ser. No. 1 1/941,559, 
entitled “Communication Between a Host Device and an 
Accessory Via an Intermediate Device filed Jun. 18, 2008, 
which is a non-provisional of and claims the benefit of U.S. 
Provisional Patent Application Ser. No. 60/945,860, entitled 
“Communication Between a Host Device and an Accessory 
Via an Intermediary.” filed Jun. 22, 2007, the entire disclo 
sures of which are incorporated herein by reference for all 
purposes. 

This application is also a non-provisional, and claims the 
benefit, of U.S. Provisional Patent Application No. 61/160, 
601, entitled "Accessory and Mobile Computing Device 
Communication Using an Accessory Communication Proto 
col, filed Mar. 16, 2009, the entire disclosure of which is 
incorporated herein by reference for all purposes. 

This application is also a non-provisional, and claims the 
benefit, of U.S. Provisional Patent Application No. 61/257, 
781, entitled “Serial Pass-Through Device.” filed Nov. 3, 
2009, the entire disclosure of which is incorporated herein by 
reference for all purposes. 

FIELD OF THE INVENTION 

The present invention relates generally to communication 
of information between electronic devices and in particular to 
communication of information between a host device and an 
accessory via an intermediate device. 

BACKGROUND OF THE INVENTION 

Recently, there has been considerable interest in providing 
short-range wireless devices that are easily interoperable with 
other devices not necessarily produced by the same manufac 
turer. For instance, it is desirable to provide wireless headsets 
for mobile phones that will work with phones made by dif 
ferent manufacturers, or to provide keyboards, mice or other 
peripheral devices that will work with computers made by 
different manufacturers. Interoperability increases consumer 
choice and flexibility. 

Various standards bodies and industry groups have defined 
standards for short-range wireless communication. One com 
mon example is the standard developed by the Bluetooth 
Special Interest Group (a non-profit organization) and 
licensed under the trademark Bluetooth R. The Bluetooth 
standard (referred to herein simply as “Bluetooth') allows a 
host device Such as a mobile phone and an accessory such as 
aheadset to establish a wireless “pairing. A pairing is usually 
established through a partly-automated, partly-manual pro 
cess. For example, a wireless headset might send a signal 
identifying itself as a Bluetooth-enabled device. A mobile 
phone detects this signal and thus determine that the acces 
sory is available for pairing. The mobile phone then prompts 
the user to entera “passcode' or “PIN code” for the accessory. 
In some cases, the accessory’s passcode is hard-coded in the 
accessory, and the user must look up the passcode (e.g., in 
documentation associated with the accessory) and enter it 
into the mobile phone. In other cases, the accessory’s pass 
code is not hard-coded, and the accessory can make up an 
arbitrary passcode, which the user then enters into the mobile 
phone. 

In either case, after receiving the passcode from the user, 
the mobile phone sends the passcode to the accessory. If the 
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2 
passcode matches the accessory’s passcode, the accessory 
confirms the match, and a pairing is established. If the pass 
code does not match, the pairing is not established, and the 
user may be advised of the failure and allowed to retry. The 
number of retries is normally limited to prevent unauthorized 
users from determining passcodes through trial and error. 
The Bluetooth standard also provides for encryption of 

data transmitted between paired devices. Symmetric-key 
cryptography, in which the same “link key” is used for both 
encryption and decryption, is used. The initial link key is 
generated independently by both devices using the passcode 
and a random number that is generated by one of the paired 
devices and transmitted to the other as cleartext. Thereafter, 
the two devices can generate a new link key. However, 
because the random number and the passcode are transmitted 
wirelessly as cleartext, an interloper could gain access to that 
information and determine the initial link key, then monitor 
Subsequent transmissions. 

Thus, existing procedures for configuring Bluetooth or 
other wireless links can be cumbersome, and the links them 
selves might not be as secure as desired. 

It would therefore be desirable to provide improved meth 
ods for communicating information, such as information 
related to configuring a Bluetooth or other wireless commu 
nication link, between two devices. 

BRIEF SUMMARY OF THE INVENTION 

Embodiments of the present invention relate to communi 
cation of information between electronic devices and in par 
ticular to communication of information between a host 
device and an accessory via an intermediate device. The host 
device and the accessory can “tunnel commands and data to 
each other through the intermediate device. For example, the 
host can send a “tunneling command to the intermediate 
device, with a command and/or data intended for the acces 
sory packaged as a payload inside the tunneling command. 
The intermediate device can repackage the payload as a tun 
neling commandina format Suitable for sending to the acces 
sory and can send this latter tunneling command to the acces 
sory. The accessory can unpackage the payload and interprets 
it as a command from the host. Communication from the 
accessory to the host device can be accomplished in a similar 
a. 

Any type of information can be exchanged using tunneling 
commands. In some embodiments, the information commu 
nicated may relate to configuring a wireless communication 
link (e.g., a Bluetooth pairing) between the host device and 
the accessory. For example, the host can provide to the acces 
sory parameters establishing a Bluetooth pairing or other 
wireless link. Thus, an indirect (and possibly wired) channel 
connecting the host and the accessory can be used to config 
urean alternative (wireless) connection. Instill other embodi 
ments, a host device and an accessory can communicate 
directly via a first link (such as a direct wired connection) to 
establish a second link (such as a Bluetooth pairing or other 
wireless link) without using tunneling commands or an inter 
mediate device. 
Embodiments of the present invention relate to communi 

cation of information between electronic devices and in par 
ticular to communication of information between a host 
device and an accessory via an intermediate device. In some 
embodiments, the intermediate device can act as a serial 
pass-through device by converting a serial data stream from 
an accessory into data formatted according to a host commu 
nication protocol, and sending the formatted data to the host 
device. The intermediate device can also receive formatted 
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data from the host device, convert it to a serial data stream, 
and send the serial data stream to the accessory. In some 
embodiments the serial pass-through device can perform 
authentication functions necessary to authenticate itself for 
communication with the host. In such embodiments, the host 
device can receive data as if the data were coming solely from 
the serial pass-through device and not from the accessory. The 
serial pass-through device can therefore provide an interface 
between the host and the accessory Such that the accessory 
can send serial data to the host device and vice versa. 
The following detailed description together with the 

accompanying drawings will provide a better understanding 
of the nature and advantages of the present invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIGS. 1A and 1B illustrate systems with a host device 
connected to an accessory through an intermediate device 
according to embodiments of the present invention. 

FIG. 2 is a block diagram of a system including a host 
device, accessory and intermediate device according to an 
embodiment of the present invention. 

FIG. 3 is a block diagram showing communication paths 
among a host device, accessory and intermediate device 
according to an embodiment of the present invention. 

FIG. 4A is a table listing tunneling commands for a host 
side protocol according to an embodiment of the present 
invention. 

FIG. 4B is a table listing tunneling commands for an acces 
sory-side protocol according to an embodiment of the present 
invention. 

FIG. 5 is a flow diagram of a tunneling communication 
process between a host device and an accessory via an inter 
mediate device according to an embodiment of the present 
invention. 

FIG. 6 is a flow diagram of a process for establishing the a 
tunneling connection between a host device and an accessory 
via an intermediate device according to an embodiment of the 
present invention. 

FIG. 7A is a table listing tunnel protocol commands that 
can be sent by a host device to an accessory according to an 
embodiment of the present invention. 

FIG. 7B is a table listing tunnel protocol commands that 
can be sent by an accessory to a host device according to an 
embodiment of the present invention. 

FIG. 8 is a flow diagram of a process for establishing a 
wireless link (e.g., a Bluetooth pairing) between a host device 
and an accessory according to an embodiment of the present 
invention. 

FIGS. 9A and 9B illustrate systems with a host device 
directly connected to an accessory to allow establishment of 
a wireless link (e.g., a Bluetooth pairing) according to an 
embodiment of the present invention. 

FIG. 10 is a block diagram of a serial pass-through device 
according to some embodiments of the invention. 

FIG. 11 is a flowchart of a process that can be followed at 
a serial pass-through device to allow an accessory to commu 
nicate with a host according to Some embodiments of the 
invention. 

FIG. 12 is a flowchart of a process that can be followed at 
a serial pass-through device to allow a host to communicate 
with an accessory according to some embodiments of the 
invention. 

DETAILED DESCRIPTION OF THE INVENTION 

Embodiments of the present invention relate to communi 
cation of information between electronic devices and in par 
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4 
ticular to communication of information between a host 
device and an accessory via an intermediate device. The host 
device and the accessory can “tunnel commands and data to 
each other through the intermediate device. For example, the 
host can send a “tunneling command to the intermediate 
device, with a command and/or data intended for the acces 
sory packaged as a payload inside the tunneling command. 
The intermediate device can repackage the payload as a tun 
neling commandina format Suitable for sending to the acces 
sory and can send this latter tunneling command to the acces 
sory. The accessory can unpackage the payload and interprets 
it as a command from the host. Communication from the 
accessory to the host device can be accomplished in a similar 
a. 

Any type of information can be exchanged using tunneling 
commands. In some embodiments, the information commu 
nicated may relate to configuring a wireless communication 
link (e.g., a Bluetooth pairing) between the host device and 
the accessory. For example, the host can provide to the acces 
sory parameters establishing a Bluetooth pairing or other 
wireless link. Thus, an indirect (and possibly wired) channel 
connecting the host and the accessory can be used to config 
urean alternative (wireless) connection. Instill other embodi 
ments, a host device and an accessory can communicate 
directly via a first link (such as a direct wired connection) to 
establish a second link (such as a Bluetooth pairing or other 
wireless link) without using tunneling commands or an inter 
mediate device. 
Host Devices and Accessories 

FIG. 1A illustrates system 100 according to an embodi 
ment of the present invention. System 100 includes host 
device 102, accessory 104, and intermediate device 106. In 
Some embodiments, host device 102 can be a media player, 
such as any iPodTM media player produced and sold by Apple, 
Inc., assignee of the present application. In general, a media 
player can be any device capable of storing and playing media 
assets, including but not limited to audio, video, and/or still 
images. Alternatively, host device 102 can be a mobile phone 
(e.g., using conventional cellular communication technol 
ogy), a personal digital assistant (PDA), or a multifunctional 
device that incorporates a combination of media player, 
mobile phone, and/or PDA capabilities, such as an iPhoneTM 
mobile device produced and sold by Apple, Inc. Host device 
102 might also be a general-purpose computer, Such as a 
handheld computer, laptop computer, desktop computer, or 
the like. 

Accessory 104 can be any accessory adapted to interoper 
ate with host device 102. For example, in an embodiment 
where host device 102 incorporates a mobile phone, acces 
sory 104 might be a hands-free headset adapted for use with 
host device 102 and might include, e.g., an earbud speaker 
108 and microphone 110 connected to a body member 112. 

In some embodiments, accessory 104 is capable of com 
municating wirelessly with host device 102 once a channel 
for wireless communication has been established between the 
two. For example, accessory 104 and host device 102 may 
each be provided with Bluetooth technology, including 
appropriate short-range transceiver units. In some embodi 
ments, it may be possible to establish a Bluetooth pairing 
between host device 102 and accessory 104 using conven 
tional techniques, such as manual entry of a passcode (or PIN 
code) associated with accessory 104 into host device 102. In 
other embodiments, Bluetooth pairings can be established 
automatically as described below. 

Accessory 104 may also have the capability of Supporting 
multiple Bluetooth (or other wired or wireless) pairings. For 
example, accessory 104 can have sufficient storage capability 
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to store pairing information, such as a Bluetooth address of a 
paired device (e.g., host device 102) and an associated link 
key, for multiple pairings with different devices (e.g., up to 
256 pairings in Some embodiments). Such an accessory 104 is 
described herein as having multiple “pairing slots.” When in 
use, accessory 104 communicates with only one of its paired 
devices at a given time, and the paired device to be used can 
be selected, e.g., based on user operation of the paired device 
(s) and/or algorithms within accessory 104 that prioritize the 
paired devices (e.g., a most recently used device or other 
pre-specified default device might be selected in the absence 
of user instructions). Thus, for example, a user can pair the 
same wireless headset (an example of accessory 104) with 
multiple phone handsets, with a phone handset and a com 
puter terminal, with a phone handset and a media player, and 
so on. Configuration of an accessory with multiple pairing 
slots is described below; it is to be understood that accessories 
with any number of pairing slots (including just one pairing 
slot) can be used in connection with the present invention. 

Other accessories may be substituted for accessory 104 
shown in FIG. 1A. For example, if host device 102 includes 
media player capability, accessory 104 can be a pair of stereo 
headphones and/or a display Screen adapted to communicate 
wirelessly with host device 102. Accessory 104 can also 
provide a wireless user input device (such as a keyboard, 
mouse, remote control or the like) for controlling operation of 
host device 102. 

In the embodiment shown in FIG. 1A, intermediate device 
106 can be a docking station having a first receptacle 114 
adapted to receive host device 102 and a second receptacle 
116 adapted to receive accessory 104. Host device 102 can 
include a connector 118, and receptacle 114 can include a 
mating connector (not explicitly shown) Such that when host 
device 102 is placed into receptacle 114, host device 102 
becomes physically and electrically coupled to intermediate 
device 106. When so coupled, information can be exchanged 
in the form of electrical signals between host device 102 and 
intermediate device 106. In one embodiment, connector 118 
can be the 30-pin connector provided on an iPodTM or 
iPhoneTM, but other connectors, such as standard USB and/or 
FireWire (IEEE 1394) connectors or any other type of con 
nector might also be used. 

Similarly, accessory 104 can include a connector 120, and 
receptacle 116 can include a mating connector (not explicitly 
shown) such that when accessory 104 is placed into recep 
tacle 116, accessory 104 becomes physically and electrically 
coupled to intermediate device 106. When so coupled, infor 
mation can be exchanged in the form of electrical signals 
between accessory 104 and intermediate device 106. In one 
embodiment, connector 120 includes at least power and 
ground contacts, and at least one pair of transmit and receive 
contacts for serial communication. As with connector 118 
described above, any type of connector can be used. 

In some embodiments, intermediate device 106 is also 
capable of connecting to other devices or systems. For 
example, intermediate device 106 may include connector 
122, which can be, e.g., a USB or FireWire (IEEE 1394) 
connector or the like. Connector 122 can be connected to a 
personal computer system (not explicitly shown), thereby 
allowing host device 102 and/or accessory 104 to exchange 
information with the computer system. Thus, for instance, in 
an embodiment where host device 102 includes media player 
capability, media assets can be transferred to host device 102 
from a computer system via connector 122 and intermediate 
device 106. 

In some embodiments, intermediate device 106 is also 
capable of providing power to host device 102 and/or acces 
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6 
sory 104. For instance, intermediate device 106 may include 
a power cable (not explicitly shown) that can be plugged into 
a conventional wall outlet. Alternatively or in addition, when 
connector 122 is connected to a computer system, intermedi 
ate device 106 can draw power via connector 122 and supply 
such power to host device 102 and/or accessory 104. Power 
supplied by intermediate device 106 can be used, e.g., to 
charge batteries that may be included in host device 102 
and/or accessory 104. 

Host device 102 and accessory 104 are independently con 
nectable to (and detachable from) intermediate device 106. 
Thus, at any given time, either, neither or both of host device 
102 and accessory 104 can be connected to intermediate 
device 106. When host device 102 and accessory 104 are both 
connected to intermediate device 106, communication 
between host device 102 and accessory 104 via intermediate 
device 106 becomes possible, as described below. 

FIG. 1B illustrates system 130 according to another 
embodiment of the present invention. In system 130, host 
device 102 and accessory 104 can each be connected to inter 
mediate device 136. Intermediate device 136 provides recep 
tacle 138 that can receive accessory 104 (similar to receptacle 
116 of FIG. 1A) and cable 140 adapted to connect to connec 
tor 118 of host device 102. Intermediate device 136 can also 
include power cable 142, which can be used to supply power 
to host device 102 and/or accessory 104. In one embodiment, 
intermediate device 136 is similar to intermediate device 106 
except that intermediate device 136 is optimized for portabil 
ity. Thus, while intermediate device 106 might be a docking 
station for home or office use, intermediate device 136 might 
be a travel charger that can easily be carried by a user (e.g., in 
a briefcase or other luggage). 
As with system 100, in system 130 host device 102 and 

accessory 104 are independently connectable to (and detach 
able from) intermediate device 136. Thus, at any given time, 
either, neither or both of host device 102 and accessory 104 
can be connected to intermediate device 136. When host 
device 102 and accessory 104 are both connected to interme 
diate device 136, communication between host device 102 
and accessory 104 via intermediate device 136 becomes pos 
sible, as described below. 

“Host Device' and Accessory” are used herein to distin 
guish two electronic devices. In general, a "host device' can 
be any type of personal communication and/or computing 
device, e.g., a media player, mobile phone, PDA, handheld 
computer, laptop computer, desktop computer, etc. Acces 
sory can be any device that facilitates use or enhances capa 
bility of a host device, e.g., a headset with earphone and 
microphone, Stereo headphones, microphone, remote con 
trol, keyboard, mouse, etc. 
An “intermediate device' is any device that can be con 

nected to at least a host device and an accessory at the same 
time. The intermediate device is capable of communicating 
with the host device and the accessory, in particular forward 
ing, or “tunneling commands from one of the host device or 
accessory to the other. The intermediate device may also 
Support other functionality, Such as charging the host device 
and/or accessory. 

FIG. 2 is a block diagram of system 200 according to an 
embodiment of the present invention. System 200 can include 
a host device 202 (e.g., implementing host device 102 of 
FIGS. 1A-1B), an accessory 220 (e.g., implementing acces 
sory 104 of FIGS. 1A-1B), and an intermediate device 240 
(e.g., implementing intermediate device 106 of FIG. 1A or 
intermediate device 136 of FIG. 1B). 

Host device 202 in this embodiment can provide media 
player and mobile phone capability. Host device 202 can 
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include processor 204, storage device 206, user interface 208, 
Bluetooth (BT) transceiver 210, cellular transceiver 212, and 
accessory input/output (I/O) interface 214. 

Storage device 206 may be implemented, e.g., using disk, 
flash memory, or any other non-volatile storage medium. In 
Some embodiments, storage device 206 can store media 
assets (e.g., audio, video, still images, or the like) that can be 
played by host device 202. In other embodiments, storage 
device 206 can store other information such as information 
about a user's contacts (names, addresses, phone numbers, 
etc.); scheduled appointments and events; notes; and/or other 
personal information. In still other embodiments, storage 
device 206 can store one or more programs to be executed by 
processor 204 (e.g., video game programs, personal informa 
tion management programs, etc.). 

User interface 208 may include input controls such as a 
touch pad, touch screen, Scroll wheel, click wheel, dial, but 
ton, keypad, microphone, or the like, as well as output devices 
Such as video screen, indicator lights, speakers, headphone 
jacks or the like, together with Supporting electronics (e.g., 
digital-to-analog or analog-to-digital converters, signal pro 
cessors or the like). A user can operate the various input 
controls of user interface 208 to invoke the functionality of 
host device 202 and can view and/or hear output from host 
device 202. 

Processor 204, which can be implemented as one or more 
integrated circuits, can control the operation of host device 
202. For example, in response to user input signals provided 
by user interface 208, processor 204 can initiate programs to 
search, list or play media assets stored in storage device 206. 
In communication with cellular transceiver 212, processor 
204 can control placing and receiving of telephone calls. 

Cellular transceiver 212, which may include conventional 
cellular telephone components such as an RF transmitter, 
receiver, and signal processing circuitry, can be used to place 
and/or receive telephone calls via a cellular network. Other 
mobile telephone or real-time mobile telecommunication 
technologies may be substituted; the invention is not limited 
to conventional cellular networks. 

Bluetooth transceiver 210 can be used to support short 
range wireless communication between host device 202 and 
various accessory devices, including accessory 204. Use of 
Bluetooth is not required, and host device 202 may commu 
nicate with accessories using other wired and/or wireless 
protocols. 

Accessory I/O interface 214 can allow host device 202 to 
communicate with various accessories. In one embodiment, 
accessory I/O interface 214 includes a 30-pin connector cor 
responding to the connector used on iPodTM products manu 
factured and sold by Apple, Inc. For example, accessory I/O 
interface 214 might Support connections to an external 
speaker dock, a radio (e.g., FM, AM and/or satellite) tuner, an 
external video device, or the like. In accordance with an 
embodiment of the present invention, accessory I/O interface 
214 allows host device 202 to communicate with intermediate 
device 206. 

Intermediate device 220 can include controller (e.g., 
microcontroller) 222, host I/O interface 224 and accessory 
I/O interface 226. Host I/O interface 224 allows intermediate 
device 220 to communicate with host device 202 and may 
include Suitable hardware and/or Software components, e.g., 
a 30-pin connector capable of coupling with a corresponding 
connector on host device 202. Similarly, accessory I/O inter 
face 226 allows intermediate device 220 to communicate with 
accessory 240 and may include suitable hardware and/or 
Software components. 
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8 
Controller 222 can be used to execute one or more control 

programs for intermediate device 220. Such control programs 
may be stored in memory (e.g., programmable read-only 
memory) integrated with controller 222 or in separate 
memory devices or circuits (not shown). The control pro 
grams can enable controller 222 to detect the presence of host 
device 202 and/or accessory 240 and to communicate with 
either or both of host device 202 and/or accessory 240, e.g., 
via host I/O interface 224 and/or accessory I/O interface 226. 
For example, the control programs can enable intermediate 
device 220 to determine whether host device 202 or accessory 
240 requires power and to Supply power as required, e.g., for 
charging of host device 202 or accessory 240; it is to be 
understood that both host device 202 and accessory 240 may 
be charging at the same time. The control programs can also 
enable intermediate device 220 to forward commands 
received from one of host device 202 or accessory 240 to the 
other of host device 202 or accessory 240, as described below. 

In some embodiments, intermediate device 220 may also 
include additional interfaces adapted to communicate with 
other devices, such as a personal computer or another acces 
sory. It is to be understood that intermediate device 220 can 
include any number of I/O interfaces and associated control 
programs; any combination of I/O interfaces may be in use at 
a given time depending on which connections are made. 

It will be appreciated that the system configurations and 
components described herein are illustrative and that varia 
tions and modifications are possible. Any host device and 
accessory can be coupled via a suitably configured interme 
diate device. 
Tunneling Commands 

FIG. 3 illustrates system 300 with communication among 
host device 302, accessory 304 and intermediate device 306. 
Host device 302 can be, for example, host device 102 of FIGS. 
1A and 1B or host device 202 of FIG.2. Accessory 304 can be, 
for example, accessory 104 of FIGS. 1A and 1B or accessory 
240 of FIG. 2. Intermediate device 306 can be, for example, 
intermediate device 106 of FIG. 1A, intermediate device 136 
of FIG. 1B, or intermediate device 220 of FIG. 2. 
As shown, host device 302 can communicate with inter 

mediate device 306 via first connection 308 (e.g., a cable, 
docking connection, or other wired connection). Intermediate 
device 306 can communicate with accessory 304 via second 
connection 310 (e.g., a cable, docking connection or other 
wired connection). Host device 302 can include wireless 
(e.g., Bluetooth or other short-range wireless) connection 
312, and accessory 304 can include compatible wireless con 
nection 314. Thus, host device 302 and accessory 304 can 
communicate wirelessly. 

Host device 302 and accessory 304 can also communicate 
via virtual wired path 316 (indicated by a dotted line) even 
though there is no direct wire connection between them. In 
Some embodiments of the present communication, virtual 
wired path 316 is implemented by using intermediate device 
306 to “tunnel information between host device 302 and 
accessory 310. 

For example, host device 302 can communicate with inter 
mediate device 306 by exchanging commands according to a 
“host-side' command protocol that is mutually understood by 
both devices. In one embodiment, the protocol may specify 
that each command is a packet with a header and a payload. 
The header, which is fixed-length, can specify, e.g., the packet 
size, a command to be read and responded to by the recipient, 
and a transaction identifier. The payload, which can be vari 
able-length, can include data associated with the command. 
The packet can also include other information, such as cyclic 
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redundancy check data or other data usable by a packet recipi 
ent to detect and/or correct errors in the transmission or recep 
tion of a packet. 

Similarly, accessory 306 can communicate with interme 
diate device 306 by exchanging commands according to an 
“accessory-side command protocol that is mutually under 
stood by both devices. Like host-side commands, in one 
embodiment, the accessory-side protocol may specify that 
each command can be a packet with a header and a payload. 
In one embodiment, the header, which is fixed-length, speci 
fies, e.g., the packet size, a command to be read and responded 
to by the recipient, and a transaction identifier. The payload, 
which is variable-length, includes data associated with the 
command. Other information, such as error detection and/or 
correction codes, can also be included. 

It is allowed but not required that the host-side and acces 
sory-side protocols use the same command format; in fact, 
either protocol can specify any format. Thus, for instance, the 
accessory-side command protocol might specify an explicit 
start byte and/or termination byte for each packet, while the 
host-side protocol does not use start or termination bytes. As 
is known in the art, a start byte or termination byte is a specific 
value (e.g., 8 bits) indicating the beginning or end of a packet. 
Where start bytes (or termination bytes) are used, a byte 
escape sequence can be used to distinguish a byte having the 
start byte (or termination byte) value but intended as packet 
content from the start byte (or termination byte). As another 
example, the host-side command protocol and the accessory 
side command protocol can specify different error-checking 
mechanisms. 

In accordance with an embodiment of the invention, the 
host-side protocol can include “tunneling commands that 
can be used by host device 302 to instruct intermediate device 
306 to forward the payload of the command packet to acces 
sory 304 and by intermediate device 306 to provide informa 
tion originating from accessory 304 as a payload to host 
device 302. Similarly, the accessory-side protocol can also 
include tunneling commands that can be used by intermediate 
device 306 to provide information originating from host 
device 302 as a payload to accessory 304 and by accessory 
304 to instruct intermediate device 306 to forward the pay 
load of a command packet to host device 302. 

Using the tunneling commands, intermediate device 306 
can emulate a direct, point-to-point, bidirectional connection 
between the host and the accessory by forwarding informa 
tion received from either device to the other device. This 
forwarding process is referred to herein as “tunneling infor 
mation from host device 302 to accessory 304 (or vice versa), 
and the information so forwarded is referred to herein as 
being “tunneled.” 

In one embodiment, the tunneled information may include 
commands from host device 302 to accessory 304 and/or 
commands from accessory 304 to host device 302; in some 
instances, the command may include a command code and/or 
associated data. Such commands can be defined according to 
a “tunnel protocol that is understood by host device 302 and 
accessory 304; it is not required that intermediate device 306 
understand the tunnel protocol. A specific example of a tunnel 
protocol is described below; it is to be understood that a 
tunnel protocol can be implemented to Support any desired 
communication between host device 302 and accessory 304. 

FIG. 4A shows table 400 listing tunneling commands for a 
host-side protocol according to an embodiment of the present 
invention. In this example, four tunneling commands are used 
between host device 302 and intermediate device 306; three 
other commands are provided to exchange status information 
related to the availability of accessory 304. Each command is 
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10 
sent only in one direction, either from host device 302 to 
intermediate device 306 (denoted H->I in table 400) or from 
intermediate device 306 to host device 302 (denoted I->H) in 
table 400. 
The TXHTunnelToAccessory command can be sent by host 

device 302 to intermediate device 306 to initiate tunneling of 
a command to accessory 304. Its payload in one embodiment 
can be a command in the tunnel protocol and/or associated 
data that is to be tunneled to accessory 304. Upon receiving a 
TXHTunnelToAccessory command, intermediate device 306 
repackages the payload as a payload of a tunneling command 
in the accessory-side protocol (e.g., as described below with 
reference to FIG. 4B) and sends the repackaged command to 
accessory 304. It should be noted that intermediate device 
306 need not parse or otherwise interpret the content of the 
payload. 
The AckHTunnelToAccessory command can be sent by 

intermediate device 306 to host device 302 to acknowledge 
receipt of a packet containing a TXHTunnelToAccessory 
command. The payload of the AckHTunnelToAccessory 
command can include the transaction ID of the TXHTunnel 
ToAccessory packet that is being acknowledged and/or status 
information indicating whether the packet was successfully 
received by intermediate device 306. In some embodiments, 
after sending a TXHTunnelToAccessory command to inter 
mediate device 306, host device 302 waits to send further 
Such commands until a corresponding AckHTunnelToAcces 
sory command indicating Successful receipt by intermediate 
device 306 is received or until a timeout period expires. This 
can prevent host device 302 from sending tunneled com 
mands faster thana rate supported by intermediate device 306 
and/or accessory 304. 
The TXHTunnelToHost command can be sent by interme 

diate device 306 to host device 302 to complete tunneling of 
a command originating from accessory 304. Its payload in 
one embodiment can be a command in the tunnel protocol 
and/or associated data that originated from accessory 304. 
Upon receiving a TXHTunnelToHost command, host device 
302 can extract the payload and interpret the payload as a 
command in the tunnel protocol (i.e., a tunneled command); 
host device 302 can respond to the tunneled command, e.g., 
by generating another command in the tunnel protocol and 
using a TXHTunnelToAccessory command to send the new 
command to accessory 304. 
The AckHTunnelToHost command can be sent by host 

device 302 to intermediate device 306 to acknowledge receipt 
of a packet containing a TXHTunnelToHost command. The 
payload of the AckHTunnelToHost command can include the 
transaction ID of the TXHTunnelToHost packet that is being 
acknowledged and/or status information indicating whether 
the packet was successfully received by host device 302. In 
some embodiments, after sending a TXHTunnelToHost com 
mand to host device 302, intermediate device 306 waits to 
send further Such commands until a corresponding AckHTun 
nelToHost command is received or until a timeout period 
expires. This can prevent intermediate device 306 from send 
ing tunneled commands faster than host device 302 can 
receive them. In some embodiments, intermediate device 306 
does not forward the information contained in the AckHTun 
nelToHost command to accessory 304; any communication 
between host device 302 and accessory 304 related to 
acknowledging receipt or indicating errors is handled using 
tunneled commands. 
The GetTunnelCtlToHost command can be sent by host 

device 302 to intermediate device 306 to request information 
as to the availability of accessory 304, e.g., whether accessory 
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304 is currently connected to intermediate device 306. In this 
embodiment, no payload is used. 
The TxTunnelCtlToHost command can be sent by interme 

diate device 306 to host 302 to indicate the availability of 
accessory 304. The payload is a status field providing status 
information for accessory 304, such as whether accessory 304 
is connected to intermediate device 306 and optionally other 
information about accessory 304. In some embodiments, a 
TxTunnelCtlToHost command can be sent by intermediate 
device 306 to host 302 in response to a GetTunnelCtlToHost 
command sent by host 302. In other embodiments, interme 
diate device 306 can automatically generate a TxTunnelCtl 
ToHost command when the presence of accessory 304 is 
detected. For instance, as described below, accessory 304 can 
sendan AStatusBeacon command to intermediate device 306, 
and receipt of this command may trigger intermediate device 
306 to send a TxTunnelCtlToHost command to host device 
3O2. 
The AckTunnelCtlToHost command can be sent by host 

302 to intermediate device 306 in response to a received 
TxTunnelCtlToHost command. This command can simply be 
an acknowledgement, with a transactionidentifier of the com 
mand being acknowledged and status information indicating 
whether an error occurred. 

FIG. 4B shows table 450 listing tunneling commands for 
an accessory-side protocol according to an embodiment of 
the present invention. In this example, five tunneling com 
mands are used between accessory 304 and intermediate 
device 306. Each command is sent only in one direction, 
either from accessory 304 to intermediate device 306 (de 
noted A->I in table 450) or from intermediate device 306 to 
accessory 304 (denoted I->A) in table 450. 
The TxATunnelToHost command can be sent by accessory 

304 to intermediate device 306 to initiate tunneling of a 
command to host device 302. Its payload in one embodiment 
can be a command in the tunnel protocol and/or associated 
data that is to be tunneled to host device 302. Upon receiving 
a TxATunnelToHost command, intermediate device 306 
repackages the payload as a payload of a tunneling command 
in the host-side protocol (e.g., as described above with refer 
ence to FIG. 4A) and sends the repackaged command to host 
device 302. It should be noted that intermediate device 306 
need not parse or otherwise interpret the content of the pay 
load. 
The AckCmdFrom Accessory command can be sent by 

intermediate device 306 to accessory 304 to acknowledge 
receipt of any command received from accessory 304, includ 
ing a TxATunnelToHost command. The payload of the Ack 
CmdFromAccessory command can include the transaction 
ID of the command packet that is being acknowledged and/or 
status information indicating whether the packet was success 
fully received by intermediate device 306. In some embodi 
ments, after sending a TXATunnelToHost command to inter 
mediate device 306, accessory 304 waits to send further such 
commands until a corresponding AckCmdFrom Accessory 
command indicating receipt by intermediate device 306 is 
received or until a timeout period expires. This can prevent 
accessory 304 from sending tunneled commands faster than a 
rate supported by intermediate device 306 and/or host device 
3O2. 
The TxATunnelToAccessory command can be sent by 

intermediate device 306 to accessory 304 to complete tunnel 
ing of a command originating from host device 302. Its pay 
load in one embodiment can be a command in the tunnel 
protocol and/or associated data that originated from host 
device 302. Upon receiving a TxATunnelToAccessory com 
mand, accessory 304 can extract the payload and interpret the 
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payload as a command in the tunnel protocol (i.e., a tunneled 
command); accessory 304 can respond to the tunneled com 
mand, e.g., by generating another command in the tunnel 
protocol and using a TXATunnelToHost command to send the 
new command to host device 302. 
The AckCmdToAccessory command can be sent by acces 

sory 304 to intermediate device 306 to acknowledge receipt 
of any command packet from intermediate device 306, 
including a TXATunnelToAccessory command packet. The 
payload of the AckCmdToAccessory command can include 
the transaction ID of the TxATunnelToAccessory packet that 
is being acknowledged and/or status information indicating 
whether the packet was successfully received by accessory 
304. In some embodiments, after sending a TxATunnelToAc 
cessory command to accessory 304, intermediate device 306 
waits to send further such commands until a corresponding 
AckCmdToAccessory command is received. This can pre 
vent intermediate device 306 from sending tunneled com 
mands faster than accessory 304 can receive them. In some 
embodiments, intermediate device 306 does not forward the 
information contained in the AckCmdToAccessory com 
mand to host device 302; any communication between acces 
sory 304 and host device 302 related to acknowledging 
receipt or indicating errors is handled using tunneled com 
mands. 
The AStatusBeacon command can be sent by accessory 

304 to intermediate device 306 to indicate that it is present 
and properly connected to intermediate device 306. In one 
embodiment, accessory 304 detects when a connection is 
made and begins to periodically send out AStatusBeacon 
commands to intermediate device 306 until such time as 
intermediate device 306 returns an AckCmdFromAccessory 
command. The payload of an AStatusBeacon command may 
include status information, such as whether accessory 304 is 
in need of charging, and intermediate device 306 can use the 
status information to control interactions with accessory 304 
(e.g., Supplying power to charge accessory 304). 

It will be appreciated that the commands and packet for 
mats described herein is illustrative and that variations and 
modifications are possible. For example start bytes, data pro 
tection and/or error correction fields, termination bytes, and 
the like may be included or not as desired in either or both of 
the host-side or accessory-side protocols. In some embodi 
ments, data associated with a single command might be dis 
tributed across multiple packets, and some packets can con 
tain only data (no command). Further, in some instances, data 
sent in response to a command can be sent without a com 
mand identifier. Specific command names are used by way of 
illustration, and other names can be substituted. Acknowl 
edgement of a received command can be handled by a return 
packet, a separate signal, or other techniques; in some 
embodiments, acknowledgement of a tunneling command 
can be omitted. For example, the tunnel protocol can provide 
that an endpoint device (host or accessory) that receives a 
tunneled command send back an acknowledgement or other 
response as a separate tunneled command, and receipt of that 
acknowledgement or other response by the other endpoint 
device can be the only confirmation of a tunneling command. 
Communication Process. Using Tunneling 

FIG. 5 is a flow diagram of communication process 500 
that can be used between host device 302 and accessory 304 
according to an embodiment of the present invention. In 
process 500, host device 302 sends a first tunneled command, 
and accessory 304 responds with a second tunneled com 
mand; it is to be understood that the roles can be reversed, and 
that accessory 304 can send a tunneled command before 
receiving any tunneled commands from host device 302. Pro 
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cess 500 can be performed at any time when host device 302 
and accessory 304 are both connected to intermediate device 
306. 
At step 502, host device 302 determines a command to be 

tunneled to accessory 304. For example, the tunneled com 
mand might request that accessory 304 provide an internal 
parameter value or state information to host device 302, or it 
might instruct accessory 304 to set an internal parameter 
value or change Some aspect of its state. Examples of com 
mands related to Bluetooth pairing that can be tunneled from 
host device 302 to accessory 304 are described below, but the 
present invention is not limited to these examples. 

At step 504, host device 302 sends a host-side tunneling 
command (e.g., a TXHTunnelToAccessory command as 
shown in FIG. 4A) to intermediate device 306, with the tun 
neled command as the payload. In some embodiments, inter 
mediate device 306 can send an acknowledgement (e.g., an 
AckHTunnelToAccessory command as shown in FIG. 4A) 
back to host device 302 upon receipt of the host-side tunnel 
ing command. 

At step 506, intermediate device 306 repackages the pay 
load of the host-side tunneling command (i.e., the tunneled 
command) as the payload of an accessory-side tunneling 
command (e.g., a TXATunnelToAccessory command as 
shown in FIG. 4B) and (step 508) sends the accessory-side 
tunneling command to accessory 304. 

At step 510, accessory 304 receives the accessory-side 
tunneling command and can extract the tunneled command 
therefrom. In some embodiments, accessory 304 can send an 
acknowledgement (e.g., an AckCmdToAccessory command 
as shown in FIG. 4B) back to intermediate device 306 upon 
receipt of the accessory-side tunneling command. 

Accessory 304 can then process the tunneled command. In 
this example, command processing results in accessory 304 
determining, at step 512, a response to the tunneled command 
that is to be returned to host device 302. For instance, if the 
tunneled command requested a parameter value, accessory 
304 can return the requested value; if the tunneled command 
instructed accessory 304 to change a parameter value or 
update its state, accessory 304 can return a confirmation that 
the instruction has been carried out. Alternatively, accessory 
304 might respond by instructing host device 302 to provide 
a parameter value or update its own state via a new tunnel 
protocol command. 

At step 514, accessory 304 sends an accessory-side tunnel 
ing command (e.g., a TXATunnelToHost command as shown 
in FIG. 4B) to intermediate device 306, with the tunneled 
command response as the payload. In some embodiments, 
intermediate device 306 sends an acknowledgement (e.g., an 
AckCmdFromAccessory command as shown in FIG. 4B) 
back to accessory 304 upon receipt of the accessory-side 
tunneling command. 

At step 516, intermediate device 306 repackages the pay 
load of the accessory-side tunneling command (i.e., the tun 
neled command response) as the payload of a host-side tun 
neling command (e.g., a TXHTunnelToHost command as 
shown in FIG. 4A) and (step 518) sends the host-side tunnel 
ing command to host device 302. 

At step 520, host device 302 receives the host-side tunnel 
ing command and can extract the tunneled command 
response therefrom. In some embodiments, host device 302 
can send an acknowledgement (e.g., an AckHTunnelToHost 
command as shown in FIG. 4A) back to intermediate device 
306 upon receipt of the host-side tunneling command. 

In this manner, host device 302 and accessory 304 can 
communicate any number of commands and responses via 
intermediate device 306. It should be noted that any command 
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or other information that can be created and/or processed by 
host device 302 and accessory 304 can be tunneled using the 
tunneling commands and methods described herein. It should 
also be noted that intermediate device 306 need not parse or 
otherwise interpret any of the tunneled information; the role 
of intermediate device 306 can be simply to repackage a 
payload of a received packet in a first protocol (e.g., host-side 
or accessory-side protocol) as a payload of a packet to be 
transmitted in a second protocol (e.g., accessory-side or host 
side protocol). 

Tunneling can be used at any time when host device 302 
and accessory 304 are both communicably connected to inter 
mediate device 306 and mutually aware of each other's pres 
ence. In some embodiments, intermediate device 306 can 
facilitate detection of this condition and can notify host 
device 302 of the presence of accessory 304 and vice versa. 
FIG. 6 is a flow diagram of a process 600 for establishing a 
tunneling connection between host device 302 and accessory 
304 via intermediate device 306 according to an embodiment 
of the present invention. 
When process 600 begins (step 602), neither host device 

302 nor accessory 304 is connected to intermediate device 
306. At step 604, intermediate device 306 checks for the 
presence of host device 302 and accessory 304. For example, 
in some embodiments, accessory 304 can detect when it 
becomes electrically coupled to intermediate device 306 and 
can periodically send the AStatusBeacon command of FIG. 
4B while it is so coupled. Intermediate device 306 can check 
for this command on connection path 310: when this com 
mand is detected, intermediate device 306 can infer that 
accessory 304 is connected and available for communication. 
In some embodiments, establishing the connection between 
accessory 304 and intermediate device 306 may involve addi 
tional actions, e.g., authentication of intermediate device 306 
as being authorized to communicate with accessory 304 or 
Vice versa. 

Similarly, in some embodiments, intermediate device 306 
can detect when host device 302 is electrically coupled via 
connection 308; when host device 302 becomes coupled, 
intermediate device 306 can send a device identification com 
mand, identifying itself to host device 302. When host device 
302 responds to the device identification command (e.g., with 
an acknowledgement command), intermediate device 306 
can infer that host device 302 is connected and available for 
communication. In some embodiments, establishing the con 
nection between host device 302 and intermediate device 306 
may involve additional actions, e.g., authentication of inter 
mediate device 306 as being authorized to communicate with 
host device 302 or vice versa. 

Accordingly, step 604 may include intermediate device 
306 checking for an incoming command or electrical signal 
indicating the presence of host device 302 and/or accessory 
304. At step 606, intermediate device 606 can determine 
whether host device 302 and accessory 306 are both present. 
If not (e.g., if one or neither is present), process 600 can return 
to step 604 to check again. It is to be understood that a waiting 
period may be interposed between determining that at least 
one of host device 302 and accessory 306 is not present and 
checking again for presence of the missing device(s). 

Eventually, host device 302 and accessory 304 are both 
present. When step 606 results in such a determination, pro 
cess 600 can proceed to step 608, at which intermediate 
device 306 notifies host device 302 that accessory 304 is 
present, e.g., using a TXTunnelCtlToHost command with a 
payload indicating that the accessory is present as described 
above with reference to FIG. 4A. At step 610, intermediate 
device 306 can notify accessory 304 that host device 302 is 
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present. In one embodiment, intermediate device 306 notifies 
host device 302 that an accessory device is present but does 
not provide specific identifying information for accessory 
304. Similarly, intermediate device 306 can notify accessory 
304 that a host device is present without providing specific 5 
identifying information for host device 304. 

Thereafter host device 302 and accessory 304 can begin to 
exchange tunneling commands in accordance with the tunnel 
protocol. In one embodiment, accessory 304 can initiate the 
tunneling communication by tunneling a self-identification 
command, which is a command that includes accessory-iden 
tifying information, to host device 302 (step 612); accessory 
304 then waits (step 614) for a response to be tunneled back 
from host device 302 by intermediate device 306. At step 616, 
accessory 304 determines whether a tunneled response has 
been received. If no response is received within a timeout 
period (which may be fixed or variable), then process 600 
returns to step 612, and accessory 304 again tunnels the 
self-identification command to host device 302. When a tun- 20 
neled response is received at step 616, process 600 proceeds 
to step 618, at which accessory 304 ceases to tunnel the 
self-identification command. Accessory 304 may then tunnel 
a different command to host device 302 or wait for further 
commands to be tunneled from host 302. 25 

It will be appreciated that the communication processes 
described herein is illustrative and that variations and modi 
fications are possible. Steps described as sequential may be 
executed in parallel, order of steps may be varied, and steps 
may be modified or combined. For instance, in one alternative 
embodiment, after receipt of a TxTunnelCtlToHost command 
indicating that accessory 304 is present, host device 302 can 
senda tunneled command requesting that accessory 304 iden 
tify itself. Receipt of this tunneled command by accessory 
304 can serve as notification to accessory 304 that host device 
302 is present, and accessory 304 can send its self-identifica 
tion command in response to this tunneled command. 

In still other embodiments, some steps may be omitted 
entirely. For example, in some embodiments, accessory 304 40 
can periodically send the tunneled self-identification com 
mand whenever it is connected to intermediate device 306; if 
host device 302 is not also connected, there will be no 
response. In some embodiments, the status information in an 
AckCmdFromAccessory command (FIG. 4B) sent in 45 
response to a TXATunnelToHost command may indicate 
whether host device 302 is present. 
Tunnel Protocol Commands for Wireless Pairing 
As noted above, any type of information can be tunneled 

between host device 302 and accessory 304 via intermediate 50 
device 306. In some embodiments, the tunneled information 
can include tunneled commands and associated data defined 
according to a tunnel protocol. 

In one embodiment of a tunnel protocol, each tunneled 
command can be a variable-length “message' that includes a 55 
fixed-length command ID (e.g., 1 byte, 2 bytes, etc.) followed 
by a variable amount of associated data (e.g., 0 or more 
bytes). The messages can be passed as payloads of packets as 
described above, and the packets can provide Sufficient length 
information, error checking, etc. to Support correct interpre- 60 
tation of a received message. 

In some embodiments, some or all of the tunneled com 
mands are related to configuring a wireless connection (e.g., 
a Bluetooth pairing) between host device 302 and the acces 
sory 304. FIG. 7A is a table listing tunneled commands that 65 
can be sent by host device 302 to accessory 304 according to 
an embodiment of the present invention, and FIG. 7B is a 
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table listing tunneled commands that can be sent by accessory 
304 to host device 302 according to an embodiment of the 
present invention. 
The HostAck command (FIG. 7A) can be sent by host 

device 302 to acknowledge a command from accessory 304 
that does not require data in response. The HostAck com 
mand can be accompanied by data indicating the status of the 
received command, e.g., whether the command was success 
fully completed. In some embodiments, the HostAck com 
mand can also be sent to indicate an error in any received 
command. Such as a bad parameter value, timeout or the like. 

Similarly, the AccAck command (FIG. 7B) can be sent by 
accessory 304 to acknowledge a command from host device 
302 that does not require data in response. The AccAck com 
mand can be accompanied by data indicating the status of the 
received command, e.g., whether the command was success 
fully completed. In some embodiments, the AccAck com 
mand can also be sent to indicate an error in any received 
command. Such as a bad parameter value, timeout or the like. 
The GetAccVersion command (FIG. 7A) can be sent by 

host device 302 to request that accessory 304 identify the 
version of the tunnel command protocol that it Supports. In 
response, accessory 304 can return a RetAccVersion com 
mand (FIG. 7B) with the version information as the accom 
panying data. In one embodiment, the version information 
can include a major version identifier and a minor version 
identifier. Host device 302 can compare the received version 
identifiers to its own version identifiers to determine whether 
it is compatible with accessory 304. Various definitions of 
compatibility can be used. For example, in some embodi 
ments, host device 302 is compatible with accessory 304 as 
long as they have the same major version identifier; in other 
embodiments, host device 302 is compatible with accessory 
304 as long as the protocol version installed on host device 
302 is not older than the protocol version installed on acces 
sory 304. Still other tests for compatibility can be substituted 
for these examples. In some embodiments, host device 302 
can notify the user (e.g., by displaying a message on a display 
screen) if it is not compatible with accessory 304. 
The GetAccInfo command (FIG. 7A) can be sent by host 

device 302 to obtain information from accessory 304. In some 
embodiments, this command can Support requests for mul 
tiple types of information, and a parameter accompanying the 
command specifies the requested information. For example, 
in one embodiment, host device 302 can use a parameter to 
request any of the following information: an identifier of 
accessory 304; version information for software or firmware 
running on accessory 304; power status information for 
accessory 304 (e.g., whether accessory 304 is operating from 
battery power, is charging, needs charging, etc.); or the num 
ber of pairing slots Supported by accessory 304. Accessory 
304 can respond using a RetAccInfo command (FIG.7B) that 
includes the requested information. In one embodiment, the 
RetAccInfo command can be accompanied by the parameter 
that was received from host device 302 (indicating the type of 
information being returned) and the appropriate data values 
indicative of the requested information. 
The GetAccBTAddr command (FIG. 7A) can be sent by 

host device 302 to obtain Bluetooth (or other wireless) 
address information for accessory 304. In some embodiments 
where accessory 304 Supports multiple pairing slots, the com 
mand can be accompanied by an index indicating the pairing 
slot for which an address is being requested. Accessory 304 
can respond using a RetAccBTAddr command (FIG.7B) that 
includes the index specified by host device 304 and the Blue 
tooth address associated with the pairing slot corresponding 
to that index. In some embodiments, one of the pairing slots 
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(e.g., index 0) can be reserved to store the Bluetooth address 
of accessory 304 while other pairing slots can be used to store 
the address and link key for each paired device. Thus, for 
example, host device 302 can use the GetAccBTAddr to 
determine the Bluetooth address of accessory 304 and to 
determine what (if any) devices are paired with accessory 
304. 
The SetAccBTAddr command (FIG. 7A) can be sent by 

host device 302 to set a Bluetooth address for one of the 
pairing slots of accessory 304. In embodiments where one of 
the pairing slots is reserved to store the Bluetooth address of 
accessory 304, host device 302 does not set a Bluetooth 
address for that slot. Addresses associated with other pairing 
slots can be set to any value host device 302 selects. Thus, for 
instance, host device 302 can establish a pairing with acces 
sory 304 by setting the address for one of accessory 304's 
paring slots to the Bluetooth address associated with host 
device 302. SetAccBTAddr can also be used to remove a 
pairing, for instance by setting the address for that pairing to 
a recognized null state (e.g., a six-byte Bluetooth address can 
be set to (hex) FFFFFFFFFFFF). 

The GetAccBTState command (FIG. 7A) can be sent by 
host device 302 to obtain state information for accessory 304. 
In one embodiment, the state information simply indicates 
whether the Bluetooth transceiver of accessory 304 is on or 
off, and parameters identifying the state information need not 
be provided. In other embodiments, the state information may 
include other information items, such as whether any pairing 
slots are available, diagnostic information related to the Blue 
tooth transceiver of accessory 304 or the like; parameters 
identifying particular state information of interest may be 
used if desired. Accessory 304 can respond using a RetAc 
cBTState command (FIG. 7B), with an accompanying data 
field that carries the requested state information. 
The SetAccBTState command (FIG. 7A) can be sent by 

host device 302 to instruct accessory 304 to change its state. 
In some embodiments, any state information that is obtain 
able using GetAccBTState can be modified using SetAccBT 
State. Thus, for example, host device 302 can instruct acces 
sory 304 to turn its Bluetooth transceiver on (or off). 
The GetAccBTName command (FIG. 7A) can be used by 

host device 302 to retrieve a Bluetooth name associated with 
accessory 304. As is known in the art, a Bluetooth-enabled 
device can be assigned a name, e.g., a 32-byte character 
string, that canaida user in recognizing the device. Accessory 
304 can store its own Bluetooth name and can respond to a 
GetAccBTName command by using a RetAccBTName com 
mand, with the Bluetooth name of accessory 304 as the 
accompanying data. If accessory 304 does not have a Blue 
tooth name, it may return a value indicating the absence of a 
name (e.g., a null string). 
The SetAccBTName command (FIG. 7A) can be used by 

host device 302 to set a new Bluetooth name for accessory 
304. This command can be accompanied by a character string 
or other data indicating the new name to be used. In response, 
accessory 304 can store the new name in the appropriate local 
Storage. 
The DelAccBTPairs command (FIG. 7A) can be used by 

host device 302 to instruct accessory 304 to delete all of its 
Bluetooth pairings. In response, accessory 304 can set all 
pairing addresses to a recognized null state (e.g., a six-byte 
Bluetooth address can be set to (hex) FFFFFFFFFFFF). 
The AccIdentify command (FIG.7B) can be used by acces 

sory 304 to advise host device 302 of its presence when the 
two are initially connected. In some embodiments, accessory 
304 periodically sends AccIdentify (e.g., as a tunneled com 
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mand) whenever it is connected to intermediate device 306 
until Such time as a tunneled response is received from host 
device 302. 

It will be appreciated that the commands described herein 
are illustrative and that variations and modifications are pos 
sible. It is contemplated that any or all of the commands in 
FIGS. 7A and 7B can be sent as tunneled commands via 
intermediate device 306 using the tunneling commands and 
host-side and accessory-side protocols described above. It is 
also contemplated that where a direct wired link is available 
between host device 302 and accessory 304, the commands 
might be sent directly along that link, without tunneling. 

Other information can also be exchanged using the com 
mands described above or additional commands. For 
example, in Some embodiments, the commands can include 
commands to establish a link key for a pairing that is intended 
to communicate encrypted data. Bluetooth devices (and other 
devices) can Support encrypted communication using sym 
metric-key cryptography, in which the same key (referred to 
herein as a “link key’) can be used both for encryption and 
decryption. The link key is associated with a particular pair 
ing and should be kept secret. 

In some embodiments of the present invention, host device 
302 can provide a link key for a particular pairing to accessory 
304. For example, the SetAccBTAddr command may be 
accompanied by a link key as an additional parameter. Alter 
natively, the link key can be sent using a separate command. 
In still other embodiments, host device 302 might not send the 
link key directly and might instead send information that 
accessory 304 and host device 302 can each use to generate 
the same link key. 
Wireless Pairing Process 

FIG. 8 is a flow diagram of a process 800 for establishing a 
wireless link (e.g., a Bluetooth pairing) between a host device 
and an accessory according to an embodiment of the present 
invention. Process 800 begins (step 802) when an accessory 
(e.g., accessory 304 of FIG. 3) becomes connected to an 
intermediate device (e.g., intermediate device 306). For 
example, accessory 304 might be docked with a cradle or 
travel dock implementing intermediate device 306. At step 
804, accessory 304 sends a self-identifying command to host 
device 302 using the tunnel protocol. For example, the self 
identifying command can be the AccIdentify command of 
FIG. 7B, and accessory 304 can send this command as a 
tunneled command, e.g., using the TXATunnelToHost com 
mand of FIG. 4B. Intermediate device 306 attempts to repack 
age the self-identifying command and forward it to a host 
device. If a host device is not connected, intermediate device 
306 may return the AckCmdToAccessory command of FIG. 
4B with a status payload indicating that no host device is 
present. 
At step 806, accessory 304 determines whether a response 

was received from a host device (e.g., host device 302). If no 
response was received, then accessory 304 can wait (step 
808), e.g., for a specified timeout period, before retrying the 
sending of the self-identifying command (step 804). 
Once host device 302 is connected to intermediate device 

306, it can receive and respond to the self-identifying com 
mand from accessory 304. For example, host device 302 can 
respond by tunneling the GetAccVersion command of FIG. 
7A to accessory 304, thereby requesting information as to 
tunnel protocol versions Supported by accessory 304 (step 
810). At step 812, accessory 304 can respond by providing the 
version information requested by host device 302, e.g., by 
tunneling the RetAccVersion command of FIG. 7B to host 
device 302. 
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At step 814, host device 302 uses the protocol version 
information provided by accessory 304 to determine whether 
accessory 304 and host device 302 are compatible with 
respect to the tunnel protocol. If not, then host device 302 can 
send an error message to accessory 304 (step 816), e.g., by 
tunneling the HostAck command of FIG.7A to accessory 304 
with status information indicating an incompatible protocol, 
and process 800 can end (step 818). 

If, at step 814, host device 302 determines that the proto 
cols are compatible, then at step 820, host device 302 can 
request information related to the wireless capabilities of 
accessory 304, e.g., by tunneling one or more GetAccInfo 
commands (FIG. 7A) to accessory 304. For example, host 
device 302 can request the number of pairing slots Supported 
by accessory 304. Accessory 304 can return the requested 
information (step 822), e.g., by tunneling one or more RetAc 
cInfo commands (FIG. 7B) to host device 302. 

Host device 302 can also request current pairing informa 
tion from accessory 304 (step 824), e.g., by tunneling one or 
more GetAccBTAddr commands (FIG.7A) to accessory 304. 
For example, host device 302 can use multiple GetAc 
cBTAddr commands with different index parameters to 
obtain the Bluetooth address of accessory 304 as well as 
Bluetooth addresses (and possibly other information) for any 
devices that may already be paired with accessory 304. 
Accessory 304 can provide the requested information (step 
826), e.g., by tunneling one or more RetAccBTAddr com 
mands (FIG.7B) to host device 302. In one embodiment, host 
device 302 waits for a response to a first GetAccBTAddr from 
accessory 304 before tunneling any further commands to 
accessory 304, and steps 824 and 826 can be executed in a 
loop to obtain all desired pairing information. 

At step 828, host device 302 uses the pairing information 
obtained from accessory 304 to determine whether host 
device 302 and accessory 304 are already paired. For 
example, host device 302 may search for its own Bluetooth 
address in a list of Bluetooth addresses with which accessory 
304 is paired, or host device 302 may search for the Bluetooth 
address of accessory 304 in a list of accessories with which 
host device 302 is paired. 

If host device 302 and accessory 304 are already paired, 
host device 302 may choose to maintain the existing pairing 
(step 830). If a pairing does not exist, or if host device 302 
chooses to change parameters of the pairing, process 800 can 
proceed to step 832 to establish (or in some instances update) 
a pairing. For example, host device 302 can tunnel a SetAc 
cBTAddr command (FIG. 7A) to accessory 304. The SetAc 
cBTAddr command can include an index identifying the pair 
ing slot to be used and a Bluetooth address (e.g., the Bluetooth 
address of host device 302) to be associated with the selected 
pairing slot. The SetAccBTAddr command may also include 
other information useful in establishing a pairing, such as a 
link key or other parameters. Because the pairing information 
is transmitted over wired, point-to-point connections, it is 
expected that the information can be kept secure while in 
transit. 

At step 834, host device 302 determines whether accessory 
304 has other Bluetooth pairings, in particular pairings with 
devices other than host device 302. For example, host device 
302 can use the pairing information obtained during steps 824 
and 826 to make this determination. If accessory 304 has 
other pairings, host device 302 can notify the user of the other 
detected pairings (step 836), e.g., by displaying a list of Such 
pairings on a display screen of host device 302. 

In some embodiments, the user may take various actions in 
response to the notification at step 836, and at step 838, host 
device 302 responds to the user action. For example, host 
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device 302 can prompt the user to delete any or all of the 
Bluetooth pairings listed in the notification at step 836. A 
specific pairing can be deleted, e.g., by tunneling to accessory 
304 a SetAccBTAddr command that sets the address for the 
pairing slot to a null state, such as (hex) FFFFFFFFFFFF. 
Alternatively, all pairings can be deleted, e.g., by tunneling to 
accessory 304 a DelAccBTPairs command (FIG. 7A), after 
which the pairing with host device 302 can be recreated. 
As another example, host device 302 might prompt the user 

to select which pairing should be the active pairing or the 
default pairing for accessory 304 and tunnel appropriate com 
mands to accessory 304 to effect the user's selection. 
Once a pairing is established and the user has been notified 

of other pairings, process 800 can end (step 840). It is to be 
understood that host device 302 and/or accessory 304 can 
thereafter remain connected to intermediate device 306 
indefinitely without requiring process 800 to be repeated. 

It will be appreciated that the Bluetooth pairing process 
and associated commands described herein are illustrative 
and that variations and modifications are possible. Steps 
described as sequential may be executed in parallel, order of 
steps may be varied, and steps may be modified or combined. 
In some embodiments, process 800 may be initiated in 
response to a user request rather than being initiated every 
time an accessory is connected to the intermediate device. For 
example, the user might operate a control located on host 
device 302, accessory 304, or intermediate device 306 (or 
another device. Such as a computer system coupled to inter 
mediate device 306) to indicate that a pairing should be estab 
lished, after which process 800 can be performed without 
further user input. In particular, the user is not required to 
enterpin codes, Bluetooth addresses or other information into 
any device. 
The particular information exchanged (e.g., wireless 

addresses, link keys) may vary from that described herein. 
Additional examples of information that may be exchanged to 
establish a Bluetooth pairing are described in commonly 
owned co-pending U.S. patent application Ser. No. 1 1/513, 
616 and U.S. patent application Ser. No. 11/513,692, which 
are incorporated herein by reference in their entirety. 

In addition, host device 302 in some embodiments can 
provide additional information to the user during the course 
of process 800, Such as one or more messages on a display 
screen of host device 302 indicating whether a pairing was 
attempted or Successful, identifying a paired accessory 304 
by its Bluetooth name, and so on. 

Further, although the embodiments described herein may 
make reference to commands between a host device and an 
accessory being tunneled through an intermediate device, 
those skilled in the art will appreciate that it is possible to 
design accessory 304 and/or host device 302 in such a way 
that the two can be directly coupled to exchange commands 
using a Suitable protocol without tunneling, and that Such 
commands can be used to establish a Bluetooth pairing (or 
other wireless connection) between a host device and an 
accessory. For example, as shown in FIG.9A, host device 902 
(which can be similar to host device 102, 202, or 302 
described above) can include receptacle or bay903 adapted to 
receive accessory 904 (which can be similar to accessory 104, 
204, or 304 described above), and receptacle or bay 903 can 
be provided with an electrical connector that mates with a 
corresponding electrical connector of accessory 904. Alter 
natively, as shown in FIG. 9B, a cable 920 can be provided 
that is at one end 926 adapted to mate with a connector of host 
device 922 (which can be similar to host device 102, 202, or 
302 described above) and at the other end 928 adapted to mate 
with a connector of accessory 924 (which can be similar to 
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accessory 104, 204, or 304 described above). Other director 
indirect communication paths may also be provided. 
Serial Pass-Through Device 

In Some embodiments, the intermediate device can operate 
as a serial pass-through device. As a serial pass-through 
device, the intermediate device can provide serial data that is 
received from an accessory device to a host (e.g., a mobile 
computing device or phone). Thus, a serial pass-through 
device can include a serial interface that can be coupled with 
an accessory using any type of connector (e.g., a standard 
serial connector) and can provide serial communication 
between the serial pass-through device and the accessory. The 
serial pass-through device can also include a host interface 
that provides communication between the serial pass-through 
device and the host using a host communication protocol. In 
Some embodiments, the serial pass-through device can par 
ticipate in authentication procedures with the host. In 
response to the authentication process, the host can allow or 
deny the serial pass-through device from communicating 
with the host and/or accessing functionality of the host. In 
Some embodiments, the serial pass-through device can pro 
vide serial data to a specific application executing at the host 
device using an accessory defined protocol, a host communi 
cation protocol, or both. 
As shown in FIG.3 intermediate device 306 can operate as 

a serial pass-through device coupled with host device 302 and 
accessory 304. First connection 308 (wired or wireless) can 
couple intermediate device 306 with host device 302. In some 
embodiments, intermediate device 306 can couple directly 
with host device 302. Communication between host device 
302 and intermediate device 306 can occur using any type of 
host communication protocol. Second connection (wired or 
wireless) 310 can couple accessory 304 with intermediate 
device 306. In some embodiments, intermediate device 306 
can couple directly with accessory 304. Communication 
between accessory 304 and intermediate device 306 can 
occur using any type of serial communication protocol. In 
Some embodiments, second connection 310 can include a 
send and receive channel for sending and receiving serial data 
StreamS. 

Serial pass-through device can include a number of internal 
components and/or interfaces. FIG.10 shows a block diagram 
of serial pass-through device 1005 (e.g., intermediate device) 
according to Some embodiments of the invention. Serial pass 
through device 1005 can include controller 222, host connec 
tor 1020, accessory connector 1025, buffer 1010, and/or 
authentication controller 1015, among other components. 
Buffer 1010 can include any type or computer readable 
memory. In some embodiments, data and/or packets can be 
stored in buffer 1010 upon receipt from the host or the acces 
sory. Moreover, data can be stored in buffer 1010 prior to 
being sent to the accessory and/or the host. Controller 222 can 
control operation of buffer 1010. The buffer can be coupled 
with both accessory connector 1025 and/or the host connector 
1020 as well as controller 222. 

In one embodiment, host connector 1020 allows serial 
pass-through device 1005 to communicate with host 202 and 
may include Suitable hardware and/or Software components. 
Host connector 1020 can be a 30-pin connector provided on 
an iPodTM or iPhoneTM, but other connectors, such as standard 
USB and/or FireWire (IEEE 1394) connectors or any other 
type of connector might also be used. In some embodiments, 
host connector 1020 might be a Bluetooth module, or other 
wireless communication device/protocol, to make a wireless 
connection to the host. 

Accessory connector 1025 can allow serial pass-through 
device 1005 to communicate with accessory 240 and may 
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include Suitable hardware and/or Software components. 
Accessory connector 1025 can include any type of connector 
that can couple an accessory with the serial pass-through 
device. For example, connector 1025 can include an RS-232 
connector, DE-9M connector, RJ-RS232 connector, 25-pin 
serial connector, 9-pin serial connector, universal serial bus 
(USB) connector, FireWire connector, DIN-8 connector, 
DE-9 connector, etc. In some embodiments, accessory con 
nector 1025 can include a wireless interface. Generally, a 
serial connector provides transmit and receive connections 
allowing the pass-through device and the accessory to both 
transmit and receive data. The transmit pin can be used for 
transmitting data to the accessory and the receive pin for 
receiving data from the accessory. Some connectors can also 
include power pins, ground pins, sense pins, identification 
pins, carrier detect pins, request to send pins, ready to send 
pins, clear to send pins, etc. Many other pins and/or pin 
arrangements can be used with accessory connector 1025. 

Authentication controller can be coupled with host connec 
tor 1020 and/or controller 222. In some embodiments, 
authentication controller 1015 may provide authentication 
information, digital signatures, encrypted data, responses to 
challenge questions, and/or credentials to the host through 
communication channel 1015. Information provided by 
authentication controller 1015 can be used to authenticate 
authentication controller 1015 and by extension to authenti 
cate serial pass-through device 1005. After authentication, 
host 202 can grant permissions to the communication port 
where serial pass-through device 1005 is coupled. These per 
missions, for example, may define the extent to which serial 
pass-through device 1005 can access and/or control various 
functions of host 202. Moreover, once authenticated, host 202 
can communicate with serial pass-through device 1005 and 
Vice versa. In some embodiments, applications executing at 
host 202 can communicate with serial pass-through device 
1005. 

Authentication controller 1015 can include a processor, 
random access memory (RAM), and read-only memory 
(ROM). ROM may include a private key and/or an authenti 
cation algorithm. Authentication controller 1015 may be 
coupled with controller 222 and/or host connector 1020. Con 
troller 222 may interact with host 202 (for example, via a 
communication bus 1015) to authenticate serial pass-through 
device 1005. During an authentication process, authentica 
tion controller 1015 can make use of an authentication algo 
rithm and/or a private key stored within memory. The authen 
tication algorithm can vary with different implementations, 
and Suitable authentication algorithms are known to those 
skilled in the art. 

Authentication controller 1015 can include a device iden 
tifier and additional circuitry. The device identifier can, for 
example, pertain to a product identifier, a device identifier, 
and/or a manufacturer identifier associated with the serial 
pass-through device. The additional circuitry can vary with 
implementation. Various authentication schemes and/or pro 
cedures can be used without limitation. For example, the 
authentication schemes disclosed in U.S. patent application 
Ser. No. 11/051.499 entitled “Accessory Authentication For 
Electronic Devices' filed Feb. 3, 2005, which is incorporated 
herein by reference for all purposes. 

In one embodiment, authentication controller 1015 can be 
implemented on a single integrated circuit, for example, on a 
single chip and/or as part of controller 222. By providing 
authentication controller 1015 on a single integrated circuit, 
external access to the private key and/or the authentication 
algorithm may be substantially reduced. As a result, the 
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authentication process may not only be cryptographically 
secured but also physically secured by limited physical 
aCCCSS, 

Host 202 can include an authentication manager, which 
may communicate with authentication controller 1015 to 
authenticate and provide privileges (or permissions) to serial 
pass-through device 1005. The authentication manager may 
perform cryptography functions in conjunction with the 
authentication controller. In some embodiments, such cryp 
tography functions include public-private key cryptography. 

Serial pass-through device can perform a number of func 
tions. For example, serial pass-through device can perform 
authentication functions in conjunction with a host; serial 
pass-through device can packetize serial data into host com 
munication protocol data and/or application communication 
protocol data; and serial pass-through device can also 
unpacketize host communication protocol data and/or appli 
cation communication protocol data and send serial data to 
the accessory. The following describes two examples of pro 
cesses operable with a serial pass-through device. 

FIG. 11 is a flowchart of process 1100 that can be imple 
mented in a serial pass-through device to allow an accessory 
to communicate with a host according to Some embodiments 
of the invention. Process 1100 starts at block 1105. At block 
1110 the serial pass-through device can determine whether 
the device has been coupled with a host. Once coupled, serial 
pass-through device can authenticate itself with the host at 
block 1115. Various authentication techniques can be used to 
authenticate the serial pass-through device with the host. If 
authentication fails, process 1100 can end. Once authenti 
cated, the serial pass-through device can determine whether 
an accessory is coupled with the serial pass-through device at 
block 1120. Process 1100 can idle at block 1120 until an 
accessory is connected or until process 1100 is aborted (e.g., 
if the serial device becomes disconnected from the host). In 
Some embodiments, connection with the host and authentica 
tion with the host can occur after connection with the acces 
sory has occurred. 

Serial data can be received from the accessory at block 
1125, and stored in a buffer at block 1130. In some embodi 
ments, block1125 can occur while serial pass-through device 
is connect to the accessory but before it is connected with the 
host. In some embodiments, serial data can be sent directly to 
the controller without buffering. At block 1135the data can be 
packetized according to the host communication protocol. In 
Some embodiments packetization can segment the data into 
specific data lengths (e.g., a set number of words, bytes, or 
bits) and can include adding header data and or tail data. 
Various packetization techniques can be used. Provided that 
the resulting packet conforms to the communication protocol 
used by the host. At block 1140 data packets can be sent to the 
host. In some embodiments, data packets can be buffered 
prior to being sent to the host. If the host and/or accessory are 
not disconnected, as determined at block 1145, process 1100 
can return to block 1125, otherwise process 1100 ends at 
block 1150. 

Serial pass-through device can also send and receive data in 
the opposite direction. FIG. 12 is a flowchart of process 1200 
that can be implemented using a serial pass-through device to 
allow a host to communicate with an accessory host accord 
ing to some embodiments of the invention. Blocks 1105, 
1110, 1115, and 1120 can be the same as described above in 
regard to FIG. 11. At block 1225, packetized data can be 
received from the host. The packetized data can include data 
that is meant to be sent to the accessory or acted upon by the 
serial pass-through device (e.g., control data). In some 
embodiments, block 1225 can occur prior to the serial pass 
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through device being coupled with an accessory at block 
1120. In some embodiments, data packets can be queued in a 
buffer when they are received from the host prior to the serial 
pass-through device becomes coupled to an accessory. 
At block 1230, packet information can be stripped from the 

data. For example, the header, tail, and/or any commands can 
be removed leaving raw data. The raw data can then be sent to 
the accessory at block 1235 (e.g., as serial data). If the host 
and/or accessory are not disconnected, as determined at block 
1145, process 1100 can return to block 1125, otherwise pro 
cess 1100 ends at block 1150. 

While FIG. 11 shows a flow chart of data being transmitted 
from an accessory to a host through a serial pass-through 
device and FIG. 12 show data flowing in the opposite direc 
tion, the two processes are not exclusive and can occur con 
currently. 

In some embodiments the host device can specify and/or 
control various serial communication parameters between the 
accessory and the serial pass-through device. In some 
embodiments, an application program executing at the host 
can provide a user interface that allows a user to change 
and/or control Such serial communication parameters. For 
example, settings can be communicated to the serial pass 
through device using various commands that when received 
at the serial pass-through device enable the serial pass 
through device to change and/or control serial communica 
tion parameters. 

In some embodiments, the host device can specify and/or 
control serial communication parameters such as, for 
example, asynchronous start-stop communication, commu 
nication speed, number of data bits per character, parity, 
and/or the number of stop bits per character. In some embodi 
ments, some serial communication parameters can have fixed 
values that cannot be adjusted and/or controlled from the host 
device, so that users cannot and need not change the configu 
ration; for example, the speed can be fixed or automatically 
negotiated. 

In some embodiments, the host device can control the baud 
rate of the serial communication between the accessory and 
the serial pass-through device. In some embodiments, the 
serial communication speed is fixed. In other embodiments 
the serial communication speed is automatically negotiated. 
In some embodiments, the host device can control the number 
of bits in each character as well as set how error correction 
occurs (e.g., by setting the parity bit) during serial commu 
nication. Moreover, the host can set the stop bits, conven 
tional notation, and/or flow control. 
A number of commands can be used to communicate 

between a serial pass-through device and a host device, for 
example, to allow a user to control operation of the accessory 
via a user interface of the host device. In some embodiments, 
these can be commands of the host-side command protocol 
that are exchanged between the host and the serial pass 
through device. In other embodiments, the control commands 
can be commands of an application-specific protocol associ 
ated with a particular application program executing on the 
host device and Supported by the serial pass-through device. 
The application specific protocol commands can be for 
warded by the hosts operating system from the application 
program to the serial pass-through device and from the serial 
pass-through device to the application program. The follow 
ing commands are examples of commands that can be used. 
Various other commands can be implemented. 
The OpenControlSession command can be used by the 

host to initiate a serial communication session. The command 
can be sent to the serial pass-through device in response to a 
users interaction with a user interface of the host device 
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selecting to open a control session. A Close(ControlSession 
command can be sent to close an open session. During a 
control session, packets sent to and from the serial pass 
through device can be control only packets that are then used 
by the serial pass-through device to change parameters of the 
serial pass-through device. An OpenDataSession command, 
on the other hand, can be sent to the serial pass-through device 
to indicate that data and not control data is coming. Similarly, 
a ClosedataSession command can be sent to end the data 
session. 

In some embodiments opening and closing data or control 
session may not be necessary as data and control commands 
can be sent independently. For example, a SerialData com 
mand can be sent from serial pass-through device to a host to 
indicate that the following data is serial data received at the 
serial pass-through device from the accessory. Similarly, a 
SerialData command can be sent from the host to the serial 
pass-through device indicating the packetized data is data to 
be sent serially to the accessory. 

The SetBaudRate command can be sent by the host to the 
serial pass-through device to set the baud rate of the serial 
communication between the accessory and the serial pass 
through device. The ReqExactSpeedUsed command can be 
used by the host to request the exact speed used during the 
recent or current communication and the exact speed can be 
sent to the host from the serial pass-through device using the 
ExactSpeedUsed command. The SetParity command can be 
used by the host to set the parity of the serial communication, 
for example, between none, even, or odd parity. The SetDat 
aBits command can be used by the host to set the number of 
data bits, for example, between 5, 6, 7, or 8 data bits. The 
SetStopBits command can be used by the host to set the 
number of stop bits, for example, one or two stop bits. The 
SetFlow Control command can be used by the host to indicate 
whether hardware flow control is enabled. The ReqFormat 
command can be used by the host to request the number of 
data bits, parity and number of stop bits currently in use, using 
conventional format (Data/Parity/Stop), for example, 8/N/1 
or 7/E/1. Similarly, the SetFormat command can be used by 
the host to set parameters at the serial pass-through device 
using the conventional format. 

The ResetDefaults command can be used by the host to 
request that the factory default parameters of the serial pass 
through device be restored. The EnableRTS command can be 
used by the host to enable or disable use of the request to send 
line of the serial channel between the serial pass-through 
device and the accessory. Similarly, the EnableCTS com 
mand can be used to enable or disable the clear to send line of 
the serial channel between the serial pass-through device and 
the host. The SetCTSMessaging command can be used to set 
the serial pass-through device to send messages to the host 
when the CTS line rises or falls or both. Similarly, the Set 
ExtDetectMessaging command can be used to set up auto 
matic messaging to the host when the external detect pin rises 
or falls or both. The SetBufferOptions command can be used 
to set the number of bytes buffered when a data session is 
closed. 
The DeviceInfo command can be used to send device info 

to the host. The device info can include the name of the serial 
pass-through device, the manufacturer of the serial pass 
through device, and/or the model number of the serial pass 
through device. 

In some embodiments, the serial pass-through device can 
use an application protocol for communication with an appli 
cation executing at the host. Such protocols can be tunneled, 
as described above, using the host communication protocol. 
In some embodiments, the serial pass-through device can use 
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control protocols and data protocols defined by the applica 
tion protocol. Once the protocols are identified, the host can 
then execute or find a Suitable application that can be used to 
communicate with the serial pass-through device. 

In some embodiments, an application protocol can be used 
by the serial pass-through device and the host to communicate 
serial data to an application executing on the host. The appli 
cation protocol can be different than the host communication 
protocol. For example, when an serial pass-through device 
couples with the host it may perform authentication proce 
dures (e.g., including initialization and/or identification pro 
cedures) using the host communication protocol. The acces 
sory can communicate one or more application protocols that 
can be used by an application executing on the host to com 
municate serial pass-through device specific information 
(e.g., commands and/or serial data) to the accessory. 

In some embodiments, the tunneling commands described 
above can be used to send data and/or commands according to 
the application protocol, which can be encapsulated or pack 
etized within host communication protocol messages. For 
example, an application executing at the host can packetized 
data and or data according to the application protocol. The 
host device can then send packetized data to the accessory 
using the various tunneling commands described above. 
Thus, serial pass-through device commands or data can be 
encapsulated within a host communication protocol message. 
At the serial pass-through device, the host communication 
protocol information can be stripped from the message leav 
ing the data or command packetized according to the appli 
cation protocol. The data and/or commands can then be pro 
cessed by the serial pass-through device, and in some 
embodiments further depacketization can occur. Similarly, 
the serial pass-through device can packetize data and/or com 
mands using the application protocol and send this packetized 
data within a host communication protocol message. Such 
tunneling can allow applications executing at the host to 
include commands that are specific to the serial pass-through 
device without requiring the host operating system to expand 
its command set beyond the tunneling commands. 

In some embodiments, the host communication protocol 
can specify communication commands, transport links, 
authentication routines, identification processes, lingoes, 
packet structures, data types, tunneling processes, or any 
other Suitable command or data that can be used to commu 
nicate between an accessory device and a host. The applica 
tion protocol can be used by a serial pass-through device 
and/oran application executing on the host to provide specific 
commands for communication between the application and 
the host. 

Accordingly, when a serial pass-through device is con 
nected with the host, the serial pass-through device can pro 
vide the host with a list of its supported application protocols 
by Supplying the name that was assigned to each Supported 
protocols using a reverse domain name convention. A serial 
pass-through device can Support a single application protocol 
or multiple application protocols. Based on the received 
information, the host can access a lookup table with informa 
tion Such as serial pass-through device type, serial pass 
through device identifier, application protocol name, and/or 
communication port identifier. An application executing at 
the host or the host can use a lookup table to determine 
whether the serial pass-through device is compatible with the 
any accessory available at the host. 

In some embodiments, a reverse domain name convention 
can be adopted for managing the accessory protocol 
namespace. Conventional domain names provide, from left to 
right, lower level domains to top level domains. For example, 
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in the domain name: “help.example.com', the term “com' is 
the top level domain and the term “example' is a lower level 
domain, and the term “help' is the lowest level domain. As 
another example, the domain name “mac.apple.com’ from 
left to right specifies the lowest level domain “mac', the 
middle domain “apple', and the top level domain “com'. 
Reverse domain names, on the other hand, would provide 
“com.apple.mac'. In some embodiments, reverse domain 
names can be appended to include a global identifier that is 
specific to all serial pass through devices. For example, a 
reverse domain name may have the following format: 
“com.apple.mac. Serialpass' or 'serialpass.com.apple.mac'. 

In some embodiments, reverse domain names can be 
appended to include a global identifier that is specific to all 
devices in a class of devices. For instance, all serial pass 
through devices can include an identifier appended to the 
reverse domain name. For example, Such a reverse domain 
aC may have the following format: 

“com.company 1...accessory 1. serialpass' O 
'serialpass.com.company 1...accessory1. With Such a conven 
tion, different companies can produce serial pass through 
devices and yet the MCD can recognize such devices despite 
manufacturer differences. 
The reverse domain name convention can be used to 

specify application protocols used by a specific company. 
That is, the eVeSe domain aC 
“com.company 1...accessory 1” specifies that the “accessory 1” 
protocol is associated with the company (or other developer) 
“company1'. Thus, in general, a company can implement a 
protocol using the reverse domain name convention, where 
the first portion of the reverse domain name references the 
company ("com.companyl) and is associated with the com 
pany's (or other developer's) Internet domain name. The 
second portion of the reverse domain name ('accessory1) 
specifies a specific protocol. To the extent that the different 
developers of serial pass-through devices and/or applications 
are associated with different Internet domain names, a reverse 
domain name convention allows developers to distinguish 
applications and/or protocols and/or accessories from others 
by naming their protocols based on the reverse of their Inter 
net domain name. This convention allows developers to inde 
pendently name their protocols without concern for the nam 
ing conventions of other developers. Moreover, if there is a 
conflict between two developers using the same names, a 
simple check of who owns the corresponding Internet domain 
name should determine which developer has rights to a par 
ticular reverse domain name. 

In some embodiments, the GetProtocol command can be 
used by the host to request the protocols used by the serial 
pass-through device. Similarly, the SendProtocol command 
can be used to send the useable protocols to the host. 

In some embodiments, a serial pass-through device can 
couple with a proximity sensor that generates serial data. 
Serial data from the proximity sensor can be transmitted to the 
serial pass-through device using a standard serial protocol. 
The serial data can then be packetized according to an proX 
imity application protocol executing at the host device (e.g., 
an iPhoneTM) and tunneled to the application using the host 
communication protocol. Various other accessories can 
include, for example, laboratory test equipment, medical 
equipment, etc. 

Additional Embodiments 

While the invention has been described with respect to 
specific embodiments, one skilled in the art will recognize 
that numerous modifications are possible. For example, 
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28 
although Bluetooth pairing and serial data pass-through 
devices are examples of operations that can be performed 
using tunneled commands, it is to be understood that tunnel 
ing can also be used to perform other operations or commu 
nications between a host device and an accessory. 

Those skilled in the art will appreciate that the terms “host 
device' and “accessory” are used herein to distinguish 
between two interoperable electronic devices. A “host 
device' can include any type of personal communication 
and/or computing device including but not limited to a media 
player, mobile phone, PDA, handheld computer, laptop com 
puter, desktop computer, or the like. An “accessory can 
include any device that facilitates use or enhances a capability 
of a host device; examples include telephone headsets (with 
earphone and microphone), Stereo or monaural headphones, 
microphones, remote controls, keyboards, mice, etc. 
An “intermediate device' as used herein can be any device 

capable of being connected to a host device and an accessory 
at the same time. The intermediate device can be capable of 
communicating with the host and the accessory, in particular 
forwarding, or tunneling, commands from one of the host/ 
accessory to the other. The intermediate device may also 
Support other functionality, Such as charging the host device 
and/or the accessory. In some instances, the intermediate 
device may be capable of being concurrently connected to 
multiple host devices and/or multiple accessories. 
More generally, the tunneling techniques described herein 

can be used to facilitate communication between two elec 
tronic devices via an intermediate device. For example, any 
alternative communication link (wired or wireless) between 
two devices can be configured using tunneling commands and 
an intermediate device capable of communicating with both 
devices. As another example, content stored on two portable 
electronic devices (e.g., mobile phone and PDA or media 
player and mobile phone) can be synchronized by coupling 
both devices to an intermediate device capable of communi 
cating with both devices and tunneling appropriate data and 
commands to effect the synchronization. 

Thus, although the invention has been described with 
respect to specific embodiments, it will be appreciated that 
the invention is intended to cover all modifications and 
equivalents within the scope of the following claims. 

What is claimed is: 
1. A serial pass through device comprising: 
an accessory interface configured to connect with an acces 

Sory, wherein the accessory and the serial pass through 
device communicate using a serial communication pro 
tocol through the accessory interface; 

a host interface configured to connect with a host, wherein 
the host and the serial pass through device communicate 
using a host communication protocol through the host 
interface; 

an authentication controller configured to authenticate the 
serial pass through device with the host; and 

a controller configured to: 
receive serial data from the accessory through the acces 

sory interface; 
packetize the data according to the host communication 

protocol; 
send the packetized data to the host through the host 

interface; 
receive a command from the host through the host inter 

face, the command including a change to one or more 
serial communication parameters used to configure 
serial communication between the accessory and the 
serial pass through device; and 
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change the one or more serial communication param 
eters in accordance with the received command. 

2. The serial pass through device according to claim 1, 
wherein the controller is further configured to receive pack 
etized data from the host through the host interface, de-pack 
etize the packetized data, and send the data to the accessory 
through the accessory interface. 

3. The serial pass through device according to claim 1, 
wherein the accessory interface includes a serial send channel 
and a serial receive channel. 

4. The serial pass through device according to claim 1, 
wherein the host interface comprises a 30 pin connector. 

5. The serial pass through device according to claim 1, 
wherein the accessory interface comprises either a USB con 
nector or a RS232 connector. 

6. The serial pass through device according to claim 1, 
wherein the host interface comprises a Bluetooth module. 

7. The serial pass through device of claim 1 wherein the one 
or more serial communication parameters include at least one 
of baud rate, parity, number of data bits, number of stop bits, 
or flow control. 

8. The serial pass through device of claim 1 wherein pack 
etizing the serial data according to the host communication 
protocol comprises segmenting the serial data into specific 
data lengths and adding header data. 

9. A method of processing at an intermediate device 
coupled with an accessory and a host, the method comprising: 

participating in authentication with the host, wherein the 
result of the authentication determines whether the inter 
mediate device is authorized to communicate with the 
host; 

receiving data from the accessory in a serial data stream; 
packetizing the data according to a host communication 

protocol; 
transmitting the packetized data to the host; 
receiving a command from the host including a change to 

one or more serial communication parameters used to 
configure serial communication between the accessory 
and the intermediate device; and 

changing the one or more serial communication param 
eters in accordance with the received command. 

10. The method according to claim 9 further comprising 
buffering the data after the data is received from the acces 
sory. 

11. The method according to claim 9 further comprising 
buffering the packetized data before the data is sent to the 
host. 

12. The method according to claim 9 further comprising: 
receiving packetized data from the host; 
removing the packet information from the data; and 
transmitting the data to the accessory as a serial data stream 

using serial communication parameters. 
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13. A method processing at an intermediate device coupled 

with an accessory and a host, the method comprising: 
participating in authentication with the host, wherein the 

result of the authentication determines whether the inter 
mediate device is authorized to communicate with the 
host; 

receiving packetized data from the host, wherein the pack 
etized data is packetized according to a host communi 
cation protocol; 

extracting data from the packetized data; 
sending the data to the accessory in a serial data stream; 
receiving a command from the host including a change to 

one or more serial communication parameters used to 
configure serial communication between the accessory 
and the intermediate device; and 

changing the one or more serial communication param 
eters in accordance with the received command. 

14. The method according to claim 13 further comprises 
buffering the packetized data. 

15. The method according to claim 13 further comprises 
buffering the data prior to the sending. 

16. A serial pass through device comprising: 
an accessory interface configured to connect with an acces 

sory Such that the serial pass through device communi 
cates with the accessory using a serial communication 
protocol; 

a host interface configured to connect with a host, wherein 
the host and the serial pass through device communicate 
using a host communication protocol; 

an authentication controller configured to authenticate the 
serial pass through device with the host; and 

a controller configured to: 
receive data from the accessory through the accessory 

interface using the serial communication protocol, 
format the data according to a host communication 
protocol, and send the formatted data to the host 
through the host interface; 

receive formatted data from the host through the host 
interface using a host communication protocol, 
extract the data from the formatted data, and send the 
extracted data to the accessory using the serial com 
munication protocol; 

receive a command from the host through the host inter 
face, the command including a change to one or more 
serial communication parameters used to configure 
serial communication between the accessory and the 
serial pass through device; and 

change the one or more serial communication param 
eters in accordance with the received command. 


