Office de la Propriete Canadian CA 2949429 A1 2015/11/26

Intellectuelle Intellectual Property
du Canada Office (21) 2 949 429
;’,Png[%?rfi“esgaena i mjgt‘?;‘éyaﬁ; i 12y DEMANDE DE BREVET CANADIEN
CANADIAN PATENT APPLICATION
(13) A1
(86) Date de depot PCT/PCT Filing Date: 2015/05/20 (51) Cl.Int./Int.Cl. GO6F 9/455 (2006.01),

HO4L 29/06 (2006.01)

(71) Demandeur/Applicant:
AMAZON TECHNOLOGIES, INC., US

(72) Inventeurs/Inventors:

(87) Date publication PCT/PCT Publication Date: 2015/11/26
(85) Entree phase nationale/National Entry: 2016/11/16
(86) N° demande PCT/PCT Application No.: US 2015/031/61

(87) N° publication PCT/PCT Publication No.: 2015/1/79508 SURYANARAYANAN, DEEPAK, US:
(30) Priorité/Priority: 2014/05/20 (US14/283,179) KOUSHIK, SHESHADRI SUPREETH, US;
WILT, NICHOLAS PATRICK, US;

PRASAD, KALYANARAMAN, US
(74) Agent: GOWLING WLG (CANADA) LLP

(54) Titre : CONNEXIONS A FAIBLE TEMPS DE LATENCE A DES ESPACES DE TRAVAIL DANS UN ENVIRONNEMENT
INFORMATIQUE DANS LE NUAGE
(54) Title: LOW LATENCY CONNECTIONS TO WORKSPACES IN A CLOUD COMPUTING ENVIRONMENT

700

avallability zone or region 710 avallabifity zone or region £20

dala ceniar

data conter
72

/12

WOrkspace
management
COMPOnNent(s)

[16

WOrKSpace

management worKspace

instance(s)
724

WOrkspace
nstance(s;
714

COMponent(s)

20

l o |
|| ws PoP WS POP WS POP W;’;ﬁizge WS POP WS POP WS POP | |
| gateway gateway gateway gaisway gateway gateway |
| VPG I
l £31 132 l
| 730 |
.~ i ________________________________________________ .
<" public network o
740

chont clhenf
758 754

FiG. 7A

(57) Abrege/Abstract:
A computing system providing virtual computing services may generate and manage remote computing sessions between client

devices and virtual desktop instances (workspaces) hosted on the service provider's network. The system may implement a virtual
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(57) Abrege(suite)/Abstract(continued):

private cloud for a workspaces service that extends out to gateway components in multiple, geographically distributed point of
presence (POP) locations. In response to a client request for a virtual desktop session, the service may configure a virtual
computing resource instance for the session and establish a secure, reliable, low latency communication channel (over a virtual
private network) between the resource instance and a gateway component at a POP location near the client for communication of
a two-way Interactive video stream for the session. The avallability zone containing the POP location may be different than one
hosting the resource instance for the session. Client devices may connect to the gateway component over a public network.
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(87) Abstract: A computing system providing virtual computing services may generate and manage remote computing sessions
between client devices and virtual desktop mstances (workspaces) hosted on the service provider's network. The system may imple-
ment a virtual private cloud for a workspaces service that extends out to gateway components in multiple, geographically distributed
point of presence (POP) locations. In response to a client request for a virtual desktop session, the service may configure a virtual
computing resource instance for the session and establish a secure, reliable, low latency communication channel (over a virtual
private network) between the resource mstance and a gateway component at a POP location near the client for communication of a
two-way mteractive video stream for the session. The availability zone containing the POP location may be different than one host -
ing the resource mstance for the session. Client devices may connect to the gateway component over a public network.
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LOW LATENCY CONNECTIONS TO WORKSPACES IN A

CLOUD COMPUTING ENVIRONMENT

BACKGROUND

[0001] Many companies and other organizations operate computer networks that
interconnect numerous computing systems to support their operations, such as with the
computing systems being co-located (e.g., as part of a local network) or instead located 1n
multiple distinct geographical locations (e.g., connected via one or more private or public
intermediate networks).  For example, data centers housing significant numbers of
interconnected computing systems have become commonplace, such as private data centers that
arc operated by and on behalf of a single organization, and public data centers that are operated
by entities as businesses to provide computing resources to customers or clients. Some public
data center operators provide network access, power, and secure 1nstallation facilities for
hardware owned by various clients, while other public data center operators provide “full
service” facilities that also include hardware resources made available for use by their clients.
However, as the scale and scope of typical data centers has increased, the tasks of provisioning,
administering, and managing the physical computing resources have become increasingly
complicated.

[0002] The advent of virtualization technologies for commodity hardware has provided
benefits with respect to managing large-scale computing resources for many clients with diverse
needs, allowing various computing resources to be efficiently and securely shared by multiple
clients. For example, virtualization technologics may allow a single physical computing
machine to be shared among multiple users by providing each user with one or more virtual
machines hosted by the single physical computing machine, with each such virtual machine
being a software simulation acting as a distinct logical computing system that provides users
with the 1llusion that they are the sole operators and administrators of a given hardware
computing resource, while also providing application 1solation and security among the various
virtual machines. Furthermore, some virtualization technologies are capable of providing virtual
resources that span two or more physical resources, such as a single virtual machine with
multiple virtual processors that spans multiple distinct physical computing systems. With
virtualization, the single physical computing device can create, maintain or delete virtual
machines 1n a dynamic manner. In turn, users can request computer resources from a data center

and be provided with varying numbers of virtual machine resources on an ““as needed” basis or at
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least on an “as requested” basis. In some systems, virtualized computing resources can be used

to implement virtual desktops.

BRIEF DESCRIPTION OF THE DRAWINGS
[0003] FIG. 1 1s a block diagram illustrating an example provider network environment,
according to at least some embodiments.
[0004] FIG. 2 1s a block diagram 1illustrating an example provider network that provides a
storage virtualization service and a hardware virtualization service to clients, according to at
least some embodiments.
[0005] FIG. 3 1s a block diagram illustrating a networked computing environment that
includes a client computing device in communication with a service provider computer network,
according to at least some embodiments.
[0006] FIG. 4 1s a block diagram illustrating an example service provider data center,
according to at least some embodiments.
[0007] FIG. 5 1s a block diagram 1llustrating an example provider network that provides
private networks to clients, according to at least some embodiments.
[0008] FIG. 6 1s a block diagram illustrating an example networked environment 1n which
virtual desktop services are provided to clients, according to at least some embodiments.
[0009] FIG. 7A 1s a block diagram 1llustrating an example networked environment in which
gateway components at point of presence locations operate within a virtual private cloud of a
virtual desktop service, according to at least some embodiments.
[0010] FIG. 7B 1s a block diagram 1llustrating an example networked environment 1n which
some gateway components at point of presence locations operate within a virtual private cloud of
a virtual desktop service and others operate within a peer VPC, according to at least some
embodiments.
[0011] FIG. 8 1s a flow diagram 1llustrating one embodiment of a method for providing
virtual desktop services to client through gateway components at point of presence locations.
[0012] FIG. 9 1s a flow diagram 1llustrating one embodiment of a method for managing
interactive video traffic between a workspace provider and a client through a gateway
component at a poimnt of presence location.
[0013] FIG. 10 1s a flow diagram illustrating one embodiment of a method for a client to
connect to and communicate with a workspace service through a gateway component at a point

of presence location.
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[0014] FIG. 11 1s a block diagram 1illustrating an example computer system that implements
some or all of the techniques described herein, according to different embodiments.

[0015] While embodiments are described herein by way of example for several embodiments
and 1llustrative drawings, those skilled 1n the art will recognize that embodiments are not limited
to the embodiments or drawings described. It should be understood, that the drawings and
detailed description thercto are not intended to limit embodiments to the particular form
disclosed, but on the contrary, the intention 1s to cover all modifications, equivalents and
alternatives falling within the spirit and scope as defined by the appended claims. The headings
used herein are for organizational purposes only and are not meant to be used to limit the scope
of the description or the claims. As used throughout this application, the word “may” 1s used 1n
a permissive sense (1.€., meaning having the potential to), rather than the mandatory sense (1.¢.,

meaning must). Stmilarly, the words “include”, “including”, and “includes” mean including, but

not limited to.

DETAILED DESCRIPTION
[0016] Various embodiments of systems and methods for providing low latency connections
(or communication channels) to workspaces (e.g., virtual desktop instances) in a system that
provides virtualized computing resources to clients are described herein. A computing system
providing virtual computing services may genecrate and manage remote computing Sessions
between client computing devices and virtual desktop instances (workspaces) hosted on the
service provider’s network. For example, the system may implement a workspaces service
through which an interactive video stream 1s delivered to end users on their own computing
devices. A large component of the performance of the workspaces service (e.g., the latency 1n
delivering the interactive video stream and/or the quality of the delivered video stream) may be
dependent on the network (or series of networks) that provide the connection over which the
interactive video stream 1s delivered to the end users (e.g., a communication channel from a
virtual computing resource instance hosted on the service provider’s network all the way to a
client device that 1s sitting 1n an end user’s office). In general, the delivery of the interactive
video stream may be very time-sensitive, in that any kind of adverse network effects can affect
the quality of the connection for the end user. In some embodiments, the systems and methods
described herein may minimize the portion of that path that traverses a public network (e.g., the
public Internet) and thus exposes the interactive video stream to a relatively low-quality network

over which the workspaces service has little control.
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[0017] In some embodiments, the systems described herein may implement a virtual private
cloud (VPC) for the workspaces service that extends out to security gateway or access gateway
components (sometimes referred to herein as “gateway components” or simply “gateways™) in
multiple, geographically distributed point of presence (POP) locations. In other words, these
systems may include gateway components that are executing on computing nodes that are
physically located close to the client devices of the end users while operating within the VPC of
the workspaces service (and remaining under the control of the workspaces service). In some
embodiments, this approach may provide a high quality connection and end-user experience
through the use of a secure, rehiable, low latency, high bandwidth, low loss, and low jitter
communication channel for communicating the interactive video stream for a virtual desktop
session up to a point as close to a client device as possible before switching to a potentially less-
reliable, higher latency public network connection between the gateway component and the
client device. Note that the terms “connection” and “communication channel” may be used
somewhat interchangeably in the descriptions that follow. However, in various embodiments,
the connection or communication channel between a virtual desktop instance and a client device
through a gateway component may or may not implement (or rely on) a high-level handshaking
protocol and 1s not limited to a specific type of networking components or to a specific type of
virtual or physical connection between networking components.

[0018] In some embodiments, a service provider’s networked environment may include
multiple virtual desktop instances, cach of which i1s hosted on a respective one of multiple
computing nodes that collectively implement a virtual desktop (workspaces) service. These
computing nodes may be located within data centers in multiple availability zones (e.g., 1n
different buildings, cities, countries, or regions). In some embodiments, this networked
environment may include multiple gateway components, cach of which 1s hosted on a respective
computing node at a POP location 1n a one of the availability zones. As described i more detail
herein, these gateway components and a management component of the virtual desktop service
may 1nteroperate with each other within a virtual private cloud of the virtual desktop service, and
may communicate with each other over a virtual private network. In some embodiments, the
gateway components may be implemented using virtualized resource 1nstances that are hosted on
the computing nodes at the POP locations.

[0019] In some embodiments, 1n response to a client request for a virtual desktop session, the
service may configure a virtual computing resource instance as a virtual desktop instance on
which to implement the virtual desktop session. This virtual computing resource instance may

be one of multiple virtual resource instances that operate (or participate) within a virtual private
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cloud of the client on whose behalf they were 1nstantiated and/or configured (e.g., a client on
whose behalf the request was received from a client device). One or more other virtual
computing resource mstances may be configured to implement a management component of the
SCrvice.

[0020] In response to the client request for a virtual desktop session, the service may also
establish a secure, reliable, low latency connection (e.g., over a virtual private network) between
the virtual computing resource instance and a gateway component at a POP location near the
client device for communication of a two-way interactive video stream for the session. For
example, the interactive video stream may include a stream of pixels that 1s communicated to the
client device from the virtual desktop instance and inputs that are communicated from the client
device to the virtual desktop instance that represent user interactions with the virtual desktop
instance. In some embodiments, the interactive video stream may include commands that are
communicated to the client device from the wvirtual desktop instance and that represent
instructions directing the client device to generate and/or render pixels for display by the client
device (e.g., instead of, or in addition to, a stream of pixels). As described 1n more detail herein,
the gateway component may be one of multiple such gateway components hosted at various POP
locations, and may be sclected for use 1in providing the session due, at least 1n part, to 1ts
proximity to the client. For example, the gateway component may be one of multiple gateway
components hosted at a POP location 1n the same city, country or region as the client device
from which the request was received. Note also that the availability zone 1n which the gateway
component 18 hosted may be different than the availability zone 1n which the resource mstance
for the session. In some embodiments, the gateway component may be selected automatically by
a management component of the service (e.g., one operating within the VPC of the service),
while 1n other embodiments a client portion of the service may select the gateway component.
Once the connection between the virtual computing resource instance and the gateway
component has been established by the service (and a connection 1s established between the
client device and the gateway component), the service may begin a virtual desktop session on the
virtual desktop session and initiate the communication of the interactive video stream for the
$ess10N.

[0021] The systems and methods described herein may be implemented on or by one or more
computing systems within a network environment, in different embodiments. An example
computer system on which embodiments of the techniques for securing workspaces 1in a cloud
computing environment described herein may be implemented 1s 1llustrated in FIG. 11.

Embodiments of various systems and methods for implementing these techniques are generally
Page 5
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described herein 1n the context of a service provider that provides to clients, via an intermediate
network such as the Internet, virtualized resources (e.g., virtualized computing and storage
resources) implemented on a provider network of the service provider. FIGS. 1-7 and 11 (and
the corresponding descriptions thercof) 1llustrate and describe example environments in which
embodiments of the systems and methods described herein may be implemented, and are not
intended to be limiting. In at least some embodiments, at least some of the resources provided to
clients of the service provider via the provider network may be virtualized computing resources
implemented on multi-tenant hardware that 1s shared with other client(s) and/or on hardware
dedicated to the particular client. Each virtualized computing resource may be referred to as a
resource instance. Resource instances may, for example, be rented or leased to clients of the
service provider. For example, clients of the service provider may access one or more Services
of the provider network via APIs to the services to obtain and configure resource instances and
to establish and manage virtual network configurations that include the resource instances, for
example virtualized private networks.

[0022] In some embodiments, the resource instances may, for example, be implemented
according to hardware virtualization technology that enables multiple operating systems to run
concurrently on a host computer, 1.¢. as virtual machines (VMs) on the hosts. A hypervisor, or
virtual machine monitor (VMM), on a host may present the VMs on the host with a virtual
platform and monitors the execution of the VMs. Each VM may be provided with one or more
private IP addresses; the VMM on a host may be aware of the private IP addresses of the VMs
on the host. An example of a system that employs such a hardware virtualization technology 1s
illustrated in FIG. 4 and described 1n detail below.

[0023] Note that, in various embodiments, the systems described herein for providing virtual
computing services may be deployed across multiple “availability zones™, each of which may
include 1ts own physically distinct, independent infrastructure on which a collection of
computing nodes are implemented. In some embodiments, cach availability zone may reside 1n a
different geographic location or region, while 1n other embodiments multiple availability zones
may reside 1in the same geographic location or region.

Example provider network environments

[0024] This section describes example provider network environments 1n  which
embodiments of the methods described herein may be implemented. However, these example
provider network environments are not intended to be limiting. In various embodiments, 1n these
provider network environments, a service provider may host virtualized resource instances on

behalf of a customer that can be access by end users. For example, end users who are associated
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with the customer on whose behalf the virtualized resources instances are hosted (e.g., members
of the same organization or enterprise) may be able to access the virtualized resources instances
using client applications on client devices. In some embodiments, the virtualized resources
instances may be configured to implement virtual desktop instances.

[0025] FIG. 1 1illustrates an example provider network environment, according to at least
some embodiments. A provider network 100 may provide resource virtualization to clients via
on¢ or more virtualization services 110 that allow clients to purchase, rent, or otherwise obtain
instances 112 of virtualized resources, including but not limited to computation and storage
resources, implemented on devices within the provider network or networks 1n one or more data
centers. Private IP addresses 116 may be associated with the resource istances 112; the private
IP addresses are the internal network addresses of the resource instances 112 on the provider
network 100. In some embodiments, the provider network 100 may also provide public IP
addresses 114 and/or public IP address ranges (¢.g., Internet Protocol version 4 (IPv4) or Internet
Protocol version 6 (IPv6) addresses) that clients may obtain from the provider 100.

[0026] Conventionally, the provider network 100, via the virtualization services 110, may
allow a client of the service provider (e.g., a client that operates client network 150A, 150B, or
150C, each of which may include one or more client devices 152) to dynamically associate at
lcast some public IP addresses 114 assigned or allocated to the client with particular resource
instances 112 assigned to the client. The provider network 100 may also allow the client to
remap a public IP address 114, previously mapped to one virtualized computing resource
instance 112 allocated to the client, to another virtualized computing resource instance 112 that
1s also allocated to the client. For example, using the virtualized computing resource instances
112 and public IP addresses 114 provided by the service provider, a client of the service provider
such as the operator of client network 150A may implement client-specific applications and
present the client’s applications on an intermediate network 140, such as the Internet. Other
network entitics 120 on the mtermediate network 140 may then generate traffic to a destination
public IP address 114 published by the client network 150A; the traffic 1s routed to the service
provider data center, and at the data center 1s routed, via a network substrate, to the private IP
address 116 of the wvirtualized computing resource instance 112 currently mapped to the
destination public IP address 114. Similarly, response traffic from the virtualized computing
resource instance 112 may be routed via the network substrate back onto the intermediate
network 140 to the source entity 120.

[0027] Private IP addresses, as used herein, refer to the internal network addresses of

resource 1nstances 1n a provider network. Private IP addresses are only routable within the
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provider network. Network traffic originating outside the provider network 1s not directly routed
to private IP addresses; 1nstead, the traffic uses public IP addresses that are mapped to the
resource instances. The provider network may include network devices or appliances that
provide network address translation (NAT) or similar functionality to perform the mapping from
public IP addresses to private IP addresses and vice versa.

[0028] Public IP addresses, as used herein, are Internet routable network addresses that are
assigned to resource instances, either by the service provider or by the client. Traffic routed to a
public IP address 1s translated, for example via 1:1 network address translation (NAT), and
forwarded to the respective private IP address of a resource instance.

[0029] Some public IP addresses may be assigned by the provider network infrastructure to
particular resource instances; these public IP addresses may be referred to as standard public IP
addresses, or simply standard IP addresses. In at least some embodiments, the mapping of a
standard IP address to a private IP address of a resource instance 1s the default launch
configuration for all a resource instance types.

[0030] At least some public IP addresses may be allocated to or obtained by clients of the
provider network 100; a client may then assign their allocated public IP addresses to particular
resource 1nstances allocated to the client. These public IP addresses may be referred to as client
public IP addresses, or simply client IP addresses. Instead of being assigned by the provider
network 100 to resource instances as 1n the case of standard IP addresses, client IP addresses
may be assigned to resource instances by the clients, for example via an API provided by the
service provider. Unlike standard IP addresses, client IP addresses may be allocated to client
accounts and remapped to other resource instances by the respective clients as necessary or
desired. In some embodiments, a client IP address 18 associated with a client’s account, not a
particular resource 1nstance, and the client controls that IP address until the client chooses to
release 1t. Unlike conventional static IP addresses, client IP addresses may allow the client to
mask resource 1nstance or availability zone failures by remapping the client’s public IP addresses
to any resource instance associated with the client’s account. The client IP addresses, for
example, may enable a client to engineer around problems with the client’s resource instances or
software by remapping client IP addresses to replacement resource istances.

[0031] Note also that in some embodiments, the resource instances 112 that are made
available to clients (e.g., client devices 152) via virtualization service(s) 110 may include
multiple network interfaces. For example, at least some of them virtualized computing resource

instances (including some that are configured to mmplement virtual desktop instances) may
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include one network 1nterface for communicating with various components of a client network
150 and another network interface for communicating with resources or other network entities
on another network that 15 external to provider network 100 (not shown).

[0032] FIG. 2 1s a block diagram of another example provider network environment, one that
provides a storage virtualization service and a hardware wvirtualization service to clients,
according to at least some embodiments. In this example, hardware virtualization service 220
provides multiple computation resources 224 (¢.g., VMSs) to clients. The computation resources
224 may, for example, be rented or leased to clients of the provider network 200 (e.g., to a client
that implements client network 250). Each computation resource 224 may be provided with one
or more private IP addresses. Provider network 200 may be configured to route packets from the
private IP addresses of the computation resources 224 to public Internet destinations, and from
public Internet sources to the computation resources 224.

[0033] Provider network 200 may provide a client network 250, for example coupled to
intermediate network 240 via local network 256, the ability to implement virtual computing
systems 292 via hardware virtualization service 220 coupled to intermediate network 240 and to
provider network 200. In some embodiments, hardware virtualization service 220 may provide
one or more APIs 202, for example a web services interface, via which a client network 250 may
access functionality provided by the hardware virtualization service 220, for example via a
console 294. In at least some embodiments, at the provider network 200, each virtual computing
system 292 at client network 250 may correspond to a computation resource 224 that 1s leased,
rented, or otherwise provided to client network 250.

[0034] From an 1nstance of a virtual computing system 292 and/or another client device 290
or console 294, the client may access the functionality of storage virtualization service 210, for
example via one or more APIs 202, to access data from and store data to a virtual data store 216
provided by the provider network 200. In some embodiments, a virtualized data store gateway
(not shown) may be provided at the client network 250 that may locally cache at least some data,
for example frequently accessed or critical data, and that may communicate with virtualized data
store service 210 via one or more communications channels to upload new or modified data from
a local cache so that the primary store of data (virtualized data store 216) 1s maintained. In at
lcast some embodiments, a user, via a virtual computing system 292 and/or on another client
device 290, may mount and access one or more storage volumes 218 of virtual data store 216,

cach of which appears to the user as local virtualized storage 298.
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[0035] While not shown in FIG. 2, the virtualization service(s) may also be accessed from
resource 1nstances within the provider network 200 via API(s) 202. For example, a client,
appliance service provider, or other entity may access a virtualization service from within a
respective private network on the provider network 200 via an API 202 to request allocation of
one or more resource instances within the private network or within another private network.
Note that in some embodiments, the hardware virtualization service 220 may be configured to
provide computation resources 224 that have been configured to implement a virtual desktop
instance, which may appear to the user as a local desktop (implemented by a virtual computing
system 292). Note also that in some embodiments, the computation resources 224 that are made
available to the client via hardware virtualization service 220 may include multiple network
interfaces. For example, at least some of them may include one network mterface for
communicating with various components of client network 250 and another network interface
for communicating with computation resources or other network entities on another network that
1s external to provider network 200 (not shown).

[0036] In some embodiments, various components of a service provider network may be
configured for the generation and management of remote computing sessions between client
computing devices and virtual desktop instances hosted by one or more remote data center
computers of a Program Execution Service (PES) platform. A number of data centers may be
organized as part of a single PES platform that can facilitate the utilization of resources of the
data centers by customers of the PES. In some embodiments, the PES may include several
hundreds or thousands of data center computers. For example, in some embodiments, client
computing devices may access the virtual desktop instances during one or more remote
computing sessions, and a virtual desktop instance may provide a user with all of the capabilities
of a client desktop environment but with centralized provisioning of the services accessed by the
client.

[0037] In some embodiments, a user, via a client computing device, may transmit a request
to load an application such as a remote computing application. Subsequent to the receipt of the
request, the client computing device may communicate with a PES platform to start a remote
computing session. In one embodiment, the communication between the client computing
device and the PES platform may include login information. In other embodiments, the
communication may also include information 1dentifying resource usage information, processing
requirements, or rules regarding the duration or conditions of the remote computing session for
the user of the client computing device. The client computing device may further communicate

various 1information relating to the device state, including, but not limited to, a current or future
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availability of device resources (e.g., processing power, memory, storage, network usage, etc.).
Using the information received, the PES platform may 1dentify one or more virtual desktop
instances for execution 1n one or more remote computing sessions. In one example, the PES
platform may instantiate, or causc to have instantiated, a virtual machine instance on a data
center computer, and the virtual machine instance may include an operating system. The client
computing device may then establish a remote computing session with the virtual machine, and
the user interface of the operating system (e.g., the output of the operating system, such as a
graphical user interface, sound, etc.) may be sent to the client computing device via a particular
network interface of the virtual machine 1nstance or virtual desktop instance and presented to the
user (e.g., the graphical user interface may be rendered on a display of the client computing
device). The operating system may use a desktop profile associated with the user and stored on a
desktop store accessible by the PES to configure the virtual desktop instance for the user by
setting the desktop background, screen saver, desktop layout, pointer preferences, sound settings,
and the like. User mput such as mouse and keyboard activity may then be sent to the virtual
machine (via a particular network interface of the virtual machine instance or virtual desktop
instance) and injected nto the operating system as if the activity was performed by a user
directly at the virtual machine.

[0038] In some embodiments, the PES platform may receive or generate data associated with
the 1nteraction of the client computing device with the virtual desktop instance on the client
computing device during the remote computing session. The data may include user data and
preferences, files, and the like. Upon receiving the data, the PES platform may save the data to
the desktop store associated with the virtual desktop instance. In some embodiments, the
desktop store may be implemented on a volume, or on another logical block storage device. In
some embodiments, the PES may create a backup copy of the data or also store the data to a
central repository. The saved data may then be used to restore remote computing sessions that
have been interrupted due to a failure, such as a failure of the virtual desktop instance, the server
hosting the virtual desktop instance, the network, etc. By saving the user data, the PES platform
may ensure that the re-establishment of a remote computing session occurs with minimal delay
and disruption to a user of a client computing device.

[0039] In some embodiments, the virtual desktop instance provided may be configured
according to a user profile stored at a user profile store of the PES. The configuration of the
virtual desktop instance may also be adjusted according to monitored usage of the instance. In
some embodiments, the user profile may be set by an administrator associated with an entity

governing the user’s use. The user profile may indicate various memory and processing
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requirements associated with the PES computers executing the one or more virtual desktop
instances as well as requirements for the virtual desktop instances. For example, the user profile
may 1ndicate the programs to which the user 1s given access while using the virtual desktop
instance. The user profile may also indicate a maximum time or cost associated with the remote
computing session. The PES may take a user profile for the user into consideration when
placing and configuring the virtual desktop instances. In addition, placement and configuration
decisions may also be adjusted based on a user’s interaction with the virtual desktop over time.
[0040] FIG.3 1s a block diagram 1illustrating an example networked computing
environment 300 that includes a client computing device 306 1n communication with a service
provider computer network 305 via the communication network 304. The client computing
device 306 may be used for providing access to a remote operating system and applications to a
user. In various embodiments, the client computing device 306 may correspond to a wide
varicty of computing devices including personal computing devices, laptop computing devices,
hand-held computing devices, terminal computing devices, mobile devices (e.g., mobile phones,
tablet computing devices, electronic book readers, etc.), wireless devices, various clectronic
devices and appliances, and the like. In some embodiments, the client computing device 306
includes necessary hardware and software components for establishing communications over a
communication network 304, such as a wide arca network or local area network. For example,
the client computing device 306 may be equipped with networking equipment and browser
software applications that facilitate communications via the Internet or an intranet. The client
computing device 306 may have varied local computing resources such as central processing
units and architectures, memory, mass storage, graphics processing units, communication
network availability and bandwidth, etc.

[0041] In one embodiment, the client computing device 306 may run a remote computing
application 330. The remote computing application 330 may request access to a virtual desktop
instance hosted by the service provider computer network 305. The remote computing
application 330 may also manage the remote computing session between the client computing
device 306 and the service provider computer network 305.  As illustrated 1n FIG. 3, the service
provider computer network 305 may also include a PES platform 302. The PES platform 302
illustrated 1n FIG. 3 corresponds to a logical association of one or more data centers associated
with a service provider. The PES platform 302 may be associated with a number of data center
computers, such as, for example, data center computers 310. Each data center computer 310
may host one or more virtual desktop instances 314. For example, the data center computer 310

may host a virtual desktop instance by executing a virtual machine on a physical device. The
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virtual machine may execute an instance of an operating system and application software to
create a virtual desktop instance. Each virtual desktop instance executed by the PES 302 may be
accessed by one or more client computing devices, such as client computing device 306.

[0042] In some embodiments, data center computers 310 may be associated with private
network addresses, such as IP addresses, within the service provider computer network 305 such
that they may not be directly accessible by the client computing devices 306. The virtual
desktop instances 314 may be associated with public network addresses that may be made
available by a gateway at the edge of the service provider computer network 305. Accordingly,
the virtual desktop instances 314 may be directly addressable by client computing devices 306
via the public network addresses. One skilled 1n the relevant art will appreciate that each data
center computer 310 would include physical computing device resources and software to execute
the multiple virtual desktop instances 314 or to dynamically instantiate virtual desktop instances
314. Such 1nstantiations can be based on a specific request, such as from the client computing
device 306.

[0043] As 1llustrated 1n FIG. 3, the data center computers 310 may include one or more
instance managers 322. The instance managers 322 may be on the same computer as the
respective nstances 314, or on a separate computer. The instance managers 322 may track
progress of the instances executed on the data center computers 310, monitor and coordinate the
storage of data crecated by the user while interacting with the instances 314 via the client
computing devices, and monitor the overall health and state of the data center computers 310 and
of the remote computing applications running on the client computing devices 306. The nstance
managers 322 may communicate information collected through tracking and monitoring with the
data center management component 301 of the PES platform 302 1n order to efficiently manage
the various remote computing sessions between the data center computers 310 and the client
computing devices 306.

[0044] As 1llustrated i FIG. 3, the service provider network 305 may also include a storage
service platform 303. The storage service platform 303 may include, or be connected to, one or
more¢ storage servers 307. The storage servers 307 may be used for storing data generated or
utilized by the virtual desktop instances 314. The data generated or utilized by the virtual
desktop instances 314 may be based on the interaction between the client computing devices 306
and the PES 302 via one or more remote computing sessions.

[0045] In some embodiments, the storage service platform 303 may logically organize and

maintain information associated with a hosted virtual desktop instance 314 1n a desktop store.
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The information associated with a virtual desktop instance 314 maintained 1n the desktop store
may include, but 1s not limited to, user preferences, user or customer-specific policies,
information associated with the execution of program data, user content, references to user
content, and the like. For example, folders used by the user to store music, files, and the like on
other storage devices, including through storage service providers, may also be mapped to the
desktop store via references to those storage locations. That 1s to say, input/output operations,
such as requests to open files in these folders, can be redirected to the desktop store. Thus, when
a user attempts to open a file stored 1n his or her document folder, the request can be redirected
by the operating system running in the virtual desktop instance to the desktop store. In addition
to the data created by the user, the user’s desktop profile, which may include, for example,
configuration information for the desktop such as the background picture, fonts, arrangement of
icons, and the like, may also be stored on the desktop store associated with the user’s virtual
desktop 1nstance. In some embodiments, the service provider computer network 305 may be
able to mitigate the effect of failures of the data center computer(s) 310 running the virtual
desktop instances 314 or errors associated with the execution of virtual desktop instances 314 on
the data center computer(s) 310 by storing data on storage servers independent from the data
center computers 310. Additionally, the service provider network 305 may also facilitate client
interaction with multiple virtual desktop instances 314 by maintaining the information in the
desktop stores. In some embodiments, if one virtual desktop instance 314 fails, a new 1nstance
may be launched and attached to the same desktop store that was previously attached to the
virtual desktop instance 314 that failed.

[0046] In various embodiments, the desktop stores may be distributed across multiple
servers, they may be replicated for performance purposes on servers in different network areas,
or they may be replicated across multiple servers with independent failure profiles for backup or
fault performance purposes. For example, the servers may be attached to different power
sources or cooling systems, the servers may be located 1n different rooms of a data center or 1n
different data centers, and/or the servers may be attached to different routers or network
switches. In some embodiments, a desktop store may be located on one storage server, and
changes made to the desktop store may be replicated to another desktop store on a different
storage server. Such replication may create a backup copy of the user’s data. If the desktop
store fails or the virtual desktop instance 314 loses 1ts connection to the desktop store, the PES
302 may switch the connection of the virtual desktop instance 314 from the desktop store to the

back-up desktop store.
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[0047] As 1llustrated in FIG. 3, the PES platform 302 may also include a central storage

device such as a PES repository 340 for storing data stored by the various desktop stores and
backup stores on storage servers 307. The data center computers 310 and the storage servers 307
may further include additional software or hardware components that facilitate communications
including, but not limited to, load balancing or load sharing software/hardware components for
selecting instances of a virtual machine supporting a requested application and/or providing
information to a DNS name server to facilitate request routing.

[0048] As 1llustrated 1in this example, the service provider computer network 305 may
include a user profile store 308. The user profile store 308 may be used to store, for example,
various programs a user 18 given access to while using a virtual desktop instance 314. The user
profiles stored may also indicate a maximum time or cost associated with the remote computing
sessions of different users. The PES platform 302 may take user profiles into consideration
when placing, configuring, and/or managing virtual desktop instances 314. The PES platform
302 may also include, or be connected to, a virtual desktop image store 309. The virtual desktop
image store 309 may include template 1mages of operating systems without customizations
applied per user profiles.

[0049] In some embodiments, data center computers 310 and storage servers 307 may be
considered to be logically grouped, regardless of whether the components, or portions of the
components, are physically separate. For example, a service provider computer network 305
may maintain separate locations for providing the virtual desktop instances 314 and the storage
components. Additionally, although the data center computers 310 are 1llustrated in FIG. 3 as
logically associated with a PES platform 302, the data center computers 310 may be
geographically distributed 1n a manner to best serve various demographics of 1its users.
Additionally, one skilled m the relevant art will appreciate that the service provider computer
network 305 may be associated with various additional computing resources, such additional
computing devices for administration of content and resources, and the like. For example, the
service provider computer network 305 (and/or various ones of the virtual desktop instances 314
implemented thercon) may be configured to communicate with other network entities 320 over
communication network 304 or over another communication network (e.g., at least some of the
virtual desktop instances 314 may include a network interface usable to access one or more other
network entities 320 that 1s separate and distinct from to a network interface that 1s usable to
communicate with client computing device 306). These other network entities 320 may include,

for example, other client networks or computing devices thercof, computing systems that provide
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resources for servicing requests received from client computing device 306, and/or networks or
computing devices thereof that access other services, applications, or data over the Internet.
[0050] In some embodiments, the processing requirements associated with a user or a client
computing device may be determined based on a variety of scenarios. In some embodiments, the
determination may be based on a user request at launching of the remote computing application
330. For example, the user may be presented with a graphical user interface (GUI) displaying a
varicty of options for resources and applications. The user may then select the applications they
wish to have access to, or, alternatively, the version of those applications. For example, one user
may wish to access a basic version of an application while another user may wish to access a
professional version of the same application. The determination may also be based on pre-
selected options for certain users as determined by administrators of entities associated with the
users. For example, the pre-selected options may be presented to the user as a list of different
packages of applications to which the user may wish to have access. In some cases, the
determination may be made on historical usage data of a user, which the PES platform 302 may
determine once the request 1s received from the user. In other cases, the determination of the
processing requirements may be based on ongoing monitoring of use of processes by the user
once the remote computing session 18 mitiated. In such cases, the selection of adequate resource
instances may be dynamically changed after the session 1s established, and the dynamic change
over to new 1nstance(s) may be performed as described with respect to FIG. 3 above. In some
embodiments, the remote computing application 330 may request that a virtual desktop session
be opened on behalf of the client, in response to which a virtual desktop instance 314 may be
instantiated, configured for the use of the client, and/or connected to the client computing device
306 over network 304 (e.g., via one of two network interfaces of the virtual desktop instance
314).

[0051] In some embodiments, a service provider network that implements VMs and VMMs
may us¢ Internet Protocol (IP) tunneling technology to encapsulate and route client data packets
over a network substrate between client resource 1nstances on different hosts within the provider
network. The provider network may include a physical network substrate that includes
networking devices such as routers, switches, network address translators (NATS), and so on, as
well as the physical connections among the devices. The provider network may employ IP
tunneling technology to provide an overlay network via which encapsulated packets (that 1s,
client packets that have been tagged with overlay network metadata including but not limited to
overlay network address information for routing over the overlay network) may be passed

through the network substrate via tunnels or overlay network routes. The IP tunneling
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technology may provide a mapping and encapsulating system for creating the overlay network
on the network substrate, and may provide a separate namespace for the overlay network layer
(public IP addresses) and the network substrate layer (private IP addresses). In at least some
embodiments, encapsulated packets in the overlay network layer may be checked against a
mapping directory to determine what their tunnel substrate target (private IP address) should be.
The IP tunneling technology may provide a virtual network topology overlaid on the physical
network substrate; the interfaces (e.g., service APIs) that are presented to clients are attached to
the overlay network so that when a client resource instance provides an IP address to which
packets are to be sent, the IP address 18 run 1n virtual space by communicating with a mapping
service that can determine where the IP overlay addresses are. An example use of overlay
network technology 1s 1llustrated in FIG. 4 and described 1n detail below.

[0052] In various embodiments, client resource instances on the hosts may communicate
with other client resource instances on the same host or on different hosts according to stateful
protocols such as Transmission Control Protocol (TCP) and/or according to stateless protocols
such as User Datagram Protocol (UDP). However, the client packets are encapsulated according
to an overlay network protocol by the sending VMM and unencapsulated by the receiving
VMM. A VMM on a host, upon receiving a client packet (e.g., a TCP or UDP packet) from a
client resource instance on the host and targeted at an IP address of another client resource
instance, encapsulates or tags the client packet according to an overlay network (or IP tunneling)
protocol and sends the encapsulated packet onto the overlay network for delivery. The
encapsulated packet may then be routed to another VMM via the overlay network according to
the IP tunneling technology. The other VMM strips the overlay network encapsulation from the
packet and delivers the client packet (e.g., a TCP or UDP packet) to the appropriate VM on the
host that implements the target client resource instance. In other words, 1n some embodiments,
although there may be a single underlying physical network 1n the service provider computing
environment (€.g., the service provider data center), the encapsulations described herein may
allow 1t to appear as 1f each client application (or cach client resource instance on which one or
more client applications execute) 1s running on 1ts own virtual network (e.g., data packets for
multiple client applications may be traveling on the same physical network but 1t may appear as
if the traffic directed to each of the client applications is traveling on a private network).

[0053] In some embodiments, the overlay network may be a stateless network implemented
according to a connectionless (or stateless) IP protocol. In some such embodiments, the sending
VMM sends the encapsulated packet onto the overlay network for routing and delivery, but does

not receive an acknowledgement (ACK) or other response regarding delivery of the packet. In
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other embodiments, the VMM may receive an ACK or other response regarding delivery of an
encapsulated packet.

[0054] FIG. 4 1illustrates an example data center (e.g., one¢ that implements an overlay
network on a network substrate using IP tunneling technology), according to at least some
embodiments. As 1illustrated in this example, a provider data center 400 may include a network
substrate that includes networking devices 412 such as routers, switches, network address
translators (NATS), and so on. At least some embodiments may employ an Internet Protocol (IP)
tunneling technology to provide an overlay network via which encapsulated packets may be
passed through network substrate 410 using tunnels. The IP tunneling technology may provide a
mapping and encapsulating system for creating an overlay network on a network (e.g., a local
network m data center 400 of FIG. 4) and may provide a separate namespace for the overlay
layer (the public IP addresses) and the network substrate 410 layer (the private IP addresses).
Packets 1n the overlay layer may be checked against a mapping directory (e.g., provided by
mapping service 430) to determine what their tunnel substrate target (private IP address) should
be. The IP tunneling technology provides a virtual network topology (the overlay network); the
interfaces (e.g., service APIs) that are presented to clients are attached to the overlay network so
that when a client provides an IP address to which the client wants to send packets, the IP
address 1s run 1n virtual space by communicating with a mapping service (€.g., mapping Service
430) that knows where the IP overlay addresses are.

[0055] In at lcast some embodiments, the IP tunneling technology may map IP overlay
addresses (public IP addresses) to substrate IP addresses (private IP addresses), encapsulate the
packets 1n a tunnel between the two namespaces, and deliver the packet to the correct endpoint
via the tunnel, where the encapsulation 1s stripped from the packet. In FIG. 4, an example
overlay network tunnel 434A from a virtual machine (VM) 424A on host 420A to a device on
the intermediate network 440 (e.g., a computing system 470, a computing system 452 on local
network 450, or a data center 46), and an example overlay network tunnel 434B between a VM
424B on host 420B and a VM 424A on host 420A arc shown. In some embodiments, a packet
may be encapsulated in an overlay network packet format before sending, and the overlay
network packet may be stripped after recerving. In other embodiments, instead of encapsulating
packets 1n overlay network packets, an overlay network address (public IP address) may be
embedded 1n a substrate address (private IP address) of a packet before sending, and stripped
from the packet address upon receiving. As an example, the overlay network may be

implemented using 32-bit IPv4 (Internet Protocol version 4) addresses as the public IP addresses,
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and the IPv4 addresses may be embedded as part of 128-bit IPv6 (Internet Protocol version 6)

addresses used on the substrate network as the private IP addresses.

[0056] At least some networks 1n which embodiments of the techniques described herein for
securing workspaces 1 a cloud computing environment may be immplemented may include
hardware virtualization technology that enables multiple operating systems to run concurrently
on a host computer (¢.g., hosts 420A and 420B of FIG. 4), 1.¢. as virtual machines (VMs) 424 on
the hosts 420. The VMs 424 (some of which may be configured to implement a virtual desktop
instance for the use of a client) may, for example, be rented or leased to clients of a network
provider. A hypervisor, or virtual machine monitor (VMM) 422, on a host 420 may serve as an
instance manager for the VMs 424 and/or other virtualized resource instances on the hosts 420,
which may include presenting the VMs 424 on the host with a virtual platform and monitoring
the execution of the VMs 424. Each VM 424 may be provided with one or more private IP
addresses; the VMM 422 on a host 420 may be aware of the private IP addresses of the VMs 424
on the host. A mapping service 430 may be aware of all network IP prefixes and the IP
addresses of routers or other devices serving IP addresses on the local network. This includes
the IP addresses of the VMMs 422 serving multiple VMs 424. The mapping service 430 may be
centralized, for example on a server system, or alternatively may be distributed among two or
more server systems or other devices on the network. A network may, for example, use the
mapping scrvice technology and IP tunneling technology to, for example, route data packets
between VMs 424 on different hosts 420 within the data center 400 network; note that an interior
gateway protocol (IGP) may be used to exchange routing information within such a local
network.

[0057] In addition, a network such as the provider data center 400 network (which 1s
sometimes referred to as an autonomous system (AS)) may use the mapping service technology,
IP tunneling technology, and routing service technology to route packets from the VMs 424 to
Internet destinations, and from Internet sources to the VMs 424. Note that an external gateway
protocol (EGP) or border gateway protocol (BGP) 1s typically used for Internet routing between
sources and destinations on the Internet. FIG. 4 shows an example provider data center 400
implementing a network that provides resource virtualization technology and that provides full
Internet access via edge router(s) 414 that connect to Internet transit providers, according to at
lcast some embodiments. The provider data center 400 may, for example, provide clients the
ability to implement virtual computing systems (VMs 424) via a hardware virtualization service

(such as hardware virtualization service 220 in FIG. 2) and the ability to implement virtualized
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data stores 416 on storage resources 418 via a storage virtualization service (such as storage
virtualization service 210 i FIG. 2).

[0058] In some embodiments, the data center 400 network may implement IP tunneling
technology, mapping service technology, and a routing service technology to route traffic to and
from virtualized resources, for example to route packets from the VMs 424 on hosts 420 1n data
center 400 to Internet destinations, and from Internet sources to the VMs 424. Internet sources
and destinations may, for example, include computing systems 470 connected to the intermediate
network 440 and computing systems 452 connected to local networks 450 that connect to the
intermediate network 440 (e.g., via edge router(s) 414 that connect the network 450 to Internet
transit providers). The provider data center 400 network may also route packets between
resources 1n data center 400, for example from a VM 424 on a host 420 1n data center 400 to
other VM 424 on the same host or on other hosts 420 1n data center 400. In some embodiments,
at least some of the VMs 424 may include two or more network interfaces. For example, they
may include one network interface usable for communications between VMs 424 and the clients
on whose behaltf VMs 424 are hosted by the provider and a second (separate and distinct)
network interface that 1s usable to access external resources, computing systems, data centers, or
Internet destinations on networks other than the provider network and the client network, either
or both of which may employ an IP tunneling technology, as described herein.

[00359] A service provider that provides data center 400 may also provide additional data
center(s) 460 that include hardware virtualization technology similar to data center 400 and that
may also be connected to intermediate network 440. Packets may be forwarded from data center
400 to other data centers 460, for example from a VM 424 on a host 420 1n data center 400 to
another VM on another host 1in another, stmilar data center 460, and vice versa.

[0060] While the above describes hardware virtualization technology that enables multiple
operating systems to run concurrently on host computers as virtual machines (VMs) on the hosts,
where the VMs may be rented or leased to clients of the network provider, the hardware
virtualization technology may also be used to provide other computing resources, for example
storage resources 418, as virtualized resources to clients of a network provider 1n a similar
manner.

[0061] Note that a public network may be broadly defined as a network that provides open
access to and interconnectivity among a plurality of entities. The Internet, or World Wide Web
(WWW) 1s an example of a public network. A shared network may be broadly defined as a

network to which access 1s limited to two or more entities, in contrast to a public network to
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which access 1s not generally limited. A shared network may, for example, include one or more
local areca networks (LANs) and/or data center networks, or two or more LANS or data center
networks that are interconnected to form a wide arca network (WAN). Examples of shared
networks may include, but are not limited to, corporate networks and other enterprise networks.
A shared network may be anywhere 1n scope from a network that covers a local area to a global
network. Note that a shared network may share at least some network infrastructure with a
public network, and that a shared network may be coupled to one or more other networks, which
may 1nclude a public network, with controlled access between the other network(s) and the
shared network. A shared network may also be viewed as a private network, in contrast to a
public network such as the Internet. In embodiments, either a shared network or a public
network may serve as an intermediate network between a provider network and a client network,
or between a provider network and other network entities (e.g., external resources, computing
systems, data centers, or Internet destinations on networks other than the provider network and
the client network on whose behalt VMs 424 are hosted by the provider).

[0062] In some embodiments, while there are physical computers executing client
applications and other processes described herein, the client applications may be running as
virtual machines on the physical computers. For example, internal processes of the cloud
computing environment that are configured to manage the creation of these virtual machines, to
provision resources for these virtual machines, and/or to perform other administrative tasks on
behalf of clients and/or their applications (€.g., monitoring resource usage, customer accounting,
billing for services, etc.) may execute 1n a control plane layer (or hypervisor) in the cloud
computing environment. By contrast, client applications (¢.g., each resource instance that
implements an application component) may execute 1n a data plane layer of the cloud computing
environment. Underneath these layers, there may be only one physical network card for each
host node (or for multiple host nodes), 1n some embodiments, but cach resource instance may
execute as if 1t has 1ts own network (e.g., a virtual network). In some embodiments, cach
resource 1nstance may have its own data plane network connection(s), but may make local API
calls (e.g., calls to a component on the same node) without needing to rely on these data plane
network connections.

[0063] In some embodiments, a customer may have an application running on a local
machine, but may provision resources instances in a cloud computing environment to be used 1n
case of a failure on the local machine. In some embodiments, multiple resource nstances may
be executing 1 a cloud computing environment to implement a distributed application on behalf

of a client. In different embodiments, the cloud computing environment may be a multi-tenant
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environment 1n which each application (and/or each virtual private network) may have its own
namespace. In some embodiments, cach client may have its own allocation of network
connectivity and/or throughput capacity (bandwidth). For example, the network connectivity
and/or throughput capacity n the data plane network may be provisioned (¢.g., designated or
reserved) for the use of various clients.

[0064] FIG. 5 1llustrates an example provider network that provides private networks on the
provider network to at least some clients, according to at Ieast some embodiments. A client’s
virtualized private network 560 on a provider network 500, for example, may enable a client to
connect their existing infrastructure (e.g., client devices 552) on client network 550 to a set of
logically 1solated resource mstances (¢.g., VMs 524A and 524B and storage 518A and 518B),
and to extend management capabilitics such as security services, firewalls, and intrusion
detection systems to include their resource instances.

[0065] In some embodiments, a client’s virtualized private network 560 may be connected to
a client network 550 via a private communications channel 542. A private communications
channel 542 may, for example, be a tunnel implemented according to a network tunneling
technology or some other peering connection over an intermediate network 540. The
intermediate network may, for example, be a shared network or a public network such as the
Internet. Alternatively, a private communications channel 542 may be implemented over a
direct, dedicated connection between virtualized private network 560 and client network 550.
[0066] A public network may be broadly defined as a network that provides open access to
and 1nterconnectivity among a plurality of entities. The Internet, or World Wide Web (WWW)
1s an example of a public network. A shared network may be broadly defined as a network to
which access 1s limited to two or more entities, in contrast to a public network to which access 1s
not gencrally limited. A shared network may, for example, include one or more local arca
networks (LANS) and/or data center networks, or two or more LANS or data center networks that
arc 1nterconnected to form a wide arca network (WAN). Examples of shared networks may
include, but are not limited to, corporate networks and other enterprise networks. A shared
network may be anywhere 1n scope from a network that covers a local area to a global network.
Note that a shared network may share at least some network infrastructure with a public network,
and that a shared network may be coupled to one or more other networks, which may include a
public network, with controlled access between the other network(s) and the shared network. A
shared network may also be viewed as a private network, in contrast to a public network such as
the Internet. In embodiments, cither a shared network or a public network may serve as an

intermediate network between a provider network and a client network.
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[0067] To establish a virtualized private network 560 for a client on provider network 500,
on¢ or more resource instances (¢.g2., VMs 524A and 524B and storage 518A and 518B) may be
allocated to the virtualized private network 560. Note that other resource instances (e.g., storage
518C and VMs 524C) may remain available on the provider network 500 for other client usage.
A range of public IP addresses may also be allocated to the virtualized private network 560. In
addition, one or more networking devices (routers, switches, etc.) of the provider network 500
may be allocated to the virtualized private network 560. A private communications channel 542
may be established between a private gateway 562 at virtualized private network 560 and a
gateway 556 at client network 550.

[0068] In at least some embodiments, in addition to, or instead of, a private gateway 562,
virtualized private network 560 may include a public gateway 564 that enables resources within
virtualized private network 560 to communicate directly with entities (¢.g., network entity 544)
via Intermediate network 540, and vice versa, instcad of or 1n addition to via private
communications channel 542.

[0069] In some embodiments, virtualized private network 560 may be, but 1s not necessarily,
subdivided into two or more subnets (not shown). For example, in implementations that include
both a private gateway 562 and a public gateway 564, the private network may be subdivided
into a subnet that includes resources (VMs 524A and storage 518A, in this example) reachable
through private gateway 562, and a subnet that includes resources (VMs 524B and storage 518B,
in this example) reachable through public gateway 564. In other embodiments, one or more of
the VMs 524 may be configured to access client network 550 over a private communications
channel 542 through private gateway 562 (e.g., via a network interface that 1s configured for
communication between the VM 524 and a client device 552) and to access other network
entitics 544 over an alternate communications channel 546 through public gateway 564 (¢.g., via
a network interface that 1s configured for communication between the VM 524 and external
resources, computing systems, data centers, or Internet destinations on networks other than the
provider network 500 and the client network 550, either or both of which may employ an IP
tunneling technology, as described herein). In still other embodiments, private and/or public
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