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MANAGING RETAIL POINT OF SALE DEVICES

Background
(6001} A point of sale is a time and place a retail transaction is completed. A

retail point of sale (RPOS) device is the device used to complete the transaction. An
RPOS system can include a cash register including, for instance, a computer,
monitor, cash drawer, receipt printer, customer display, card reader, and/or barcode

scanner, among others.

Brief Descrivtion of the Drawings

[0002] Figure 1 illustrates a diagram of a computing system including a
Drocessing resource, a memory resource, and a number of modules according to an
exampie;

[0003] Figure 2 illusirates a diagram of a controlier including a processing
resource, a memory resource, and an engine according to an example;

[0004] Figure 3 illustrates a diagram of a system including an RPOS agent
controlier and & cloud service coniroller; and

[C008] Figure 4 illustrates a diagram of a mathod for restoring data according

to an example.

Detlailed Description

[600s] RPOS devices can be connected {o a plurality of peripheral devices
that can enhance the retail experience for both the retailer and the purchaser. For
instance, peripheral devices can include devices communicatively coupled o an
RPOS device and works with the RPOGS device. Example peripheral devices can
include, for instance, cash drawers, keyboards, displays, card readers, receipt
printers, scanners, scales, etc. These peripheral devices can include components
{e.g., hardware and/or software componenis) that may fail over time.

(60077 RPOS device and peripheral device management can include

monitoring, managing, and securing RPOS and peripheral devices. Such device
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management can allow for a refailer to deploy and support RPOS devices and their
peripherals throughout the organization. Some approaches to RPOS and peripheral
device management can include seiting up and maintaining a backend server for
management of the RPOS and peripheral devices, including, for instance, storage of
inventory information, surveillance camera footage, configuration setlings, etc.
[0008] Examples of the present disclosure can include cloud-based RPOS
and peripheral device management system that can aliow for a retailer to implement
an RPOS infrastructure with an option to deploy software applications, drivers,
and/or security settings, with an option 1o remotely control a client personal computer
and/or backup database; and/or with an option to monitor and/or control an RPOS
device without a backend server or server rack, resulling in reduced costs and
maintenance as compared to other approaches, as well as increased umaround
rates to set up and deploy. These fealures, in some examples can be referred to as
manageability settings or features. For instance, examples of the preseni disclosure
can include a cloud-based RPOS and peripheral device management system that
can provide o refailers options o store customer’s proprietary independent software
vendor (ISV) applications, sofiware dalabase (e.g., inventory, user account, pricing,
etc.), store surveillance camera footage, configuration settings, restore data, and/or
manageability settings o a secure cloud space where client personal computers
(PCs) can access during online and offline states. in such an example, a RPOS
device and/or its peripherals may not be interrupted while the cloud space is being
accessed.

180097 Examples of the present disclosure can zlso include providing
nofifications to users, managers, adminisirators, etc. regarding the status of RPOS
devices and peripheral devices. For instance, these notifications can be sent
suggesting proactive replacement of a device based on a determined mean time
between failures (MTBF) of an RPOS device or peripheral device and/or an option {o
declare a custom input duration value for an RPOS device.

[6010] Figure 1 iHlustrates a diagram of a computing system 180 including a
processing resource 182, a memory resource 184, and a number of modules 186,
188, 180, according to an example. The computing system 180 can utilize
instructions {(e.q., software and/or firmware} hardware, and/or logic o perform a
number of functions including those described herein. The hardware, for example,

can include a processing resource 182 and/or a memory resource 184 (e.q.,
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computer readable medium (CRM), machine readable medium (MRM), etc.,
database, etc.).

[co11] A processing resource 182, as used herein, can include a processor
capable of executing instructions stored by a memory resource 184. Processing
resource 182 can be implemented in a single device or distributed across multiple
devices. The program instructions (8.g., machine-readable instructions (MR1)) can
include instructions siored on the memory resource 184 and executable by the
processing resource 182 to implement a desired function (e.g., providing restore
data, providing notifications, slc.).

[co12] The memory resource 184 can be in communication with a processing
resource 182. A memory resource 184, as used herein, can include memory
componenis capable of storing instructions that can be executed by processing
resource 182. Such memory resource 184 can be a non-transitory CRM or MRM.
Memory resource 184 can be integrated in a single device or distributed across
muitiple devices. Further, memory resource 184 can be fully or partially integrated in
the same device as processing resource 182 or it can be separate but accessible o
that device and processing resource 182. Thus, it is noted that the computing
system 180 can be implemented on a pariicipant device, on a server device, on a
coliection of server devices, and/or a combination of the user device and the server
device.

[0013] The memory resource 184 can be in communication with the
processing resource 182 via a communication link {e.g., a path) 185. The
communication link 185 can be local or remote {0 a machine (e.4., a computing
system) associated with the processing resource 182, Examples of a local
communication link 188 can include an slectronic bus internal to a machine {e.g., a
computing system) where the memory resource 184 is one of volalile, non-volatile,
fixed, and/or removabile storage medium in communication with the processing
resource 182 via the electronic bus.

[06014] A module and/or modules 186, 188, 180 can include MR that when
executed by the processing resource 182 can perform a number of functions
including those described herein. The number of modules 188, 188, 180 can be sub-
modules of oiher modules. For example, the threshold module 186 and the monitor

module 188 can be sub-modules and/or contained within the same computing
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system. In ancther example, the number of modules 186, 188, 180 can comprise
individual modules at separate and distinct locations (e.g., MRM, etc)).

[G015] Each of the number of modules 188, 188, 180 can include instructions
that when executed by the processing resource 182 can function as a corresponding
engine. For example, the threshold module 186 can include instructions that when
executed by the processing resource 182 can function as a threshold engine.
Similar, each of the number of modules 188, 120 can include instructions that when
executed by the processing resocurce 182 can function as engines.

[oo16] In some examples, engines can be part of a system (not illustrated in
Figure 1) including a dalabase, a subsystem, and the number of engines. The
subsystem can include the number of engines in communication with the database
via a communication link {&.g., link 285 as referenced in Figure 2). The system can
represent instructions and/or hardware of a network controller (e.q., controller 230 as
referenced in Figure 2, eic.).

(6017 The number of engines can include a combination of hardware and
programming o perform functions including those described herein. The instructions
can include instructions {e.g., software, firmware, ei¢.} stored in @ memory resource
(2.g., CRM, MRM, efc.) as well as hard-wired program {e.g., logic).

12018] In some examples, the number of modules 186, 188, 180 can be used
in a software-as-a-service delivery model. For instance, components of computing
system 180 can exist in a single computing system or multiple computing systems
{e.g., distributed). For example, a web server or other computing system that is
trusted by the user can provide services 1o a server of individual data streams,
and/or act on behalf of the user as a processing agent for recovery.

[06019] In an example, threshold module 186 can include instructions that
when executed by the processing resource 182 can cause computing system 180 {o
determine a threshold MTBF for an RPOS peripheral device. For instance, a
threshold MTEF can be set for a peripheral device based on information gathered
with respect to a lifespan of the peripheral device. Information may be gathered
about previous interactions with the peripheral device or other same or similar
peripheral devices. Based on when those peripheral devices (or components
thereof) failed, a threshold MTBF can be determined. This can be usedas a
baseline for when a retailer may want {0 replace or repair the peripheral device, for

instance. This analytical can be reporied to a cloud service for analysis, in some
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examples. Using information available in the cloud seivice, a determination can be
made as to what the lifespan of a particular peripheral device may be, and &
threshold MTBF can be determined as a preventalive measure against device
failure. Forinstance, a peripheral device can be replaced or repaired before this
threshold is reached.

[0020] Monitor module 188 can include instructions that when execuled by the
processing resource 182 can cause computing system 180 to near-continuously
monitor firmware data associated with the RPOS peripheral device to determine the
RPOS peripheral device’s MTBF. As used herein, “near-continuous” can include
without meaningful breaks in the monitoring. For example operational circumstances
can cause intermittent gaps in monitoring (due to equipment failure, ete}, and “near-
continuous monitoring” should be read o include monitoring with intermittent or
periodic gaps, whether planned or unplanned as well as records without intermittent
or periodic gaps, thus including “continuous monitoring.” For simplicity, the ferm
*near-continucus” and "near-continuously” will be used herein and do not exclude
‘continuous” or “continuously.”

[G021] The determined MTBF can be compared to the threshold MTBF when
making replace and/or repair decisions. Depending on the peripheral device, the
MTBF determination can be based on a collected or received report of an amount of
hours a peripheral device has been running, a collected or received report of a
number of receipt printer paper cuis accumulated throughout the peripheral device’'s
life cycle, and/or a collected or received report of a number of card swipes and
insertions the peripheral device has had in its life cycle. For instance, monitor
module 188 can include instructions executable to make calls to firmware associated
with the RPOS peripheral device to collect the firmware data, store the firmware data
focally to the RPOS device, and upload the firmware data to a cloud service. The
firmware data can include unified point of sale (UPOS) manageability data andfor
peripheral device-specific data such as a number of good scans and/or a number of
bad scans for a printer, a number of print lines a printer print on a cut, efc. Calis can
be made to the firmware to check the data, the data can be stored at the RPOS
device, and the data can be pushed to the cloud service to create a report of the
data.

[0022] In some examples, near-continucusly monitoring the firmware data can

include security monitoring. For instance, the peripheral devices and/or the RPOS
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device can be monitored for securily issues such as a cash drawer device being
dropped, a handheld scanner being disconnected, a foreign thumb drive being
inserted, a cash drawer accessed afier hours, a peripheral device disconnecting
from power, etc. These issues can be identified to a retailer via notification module
180. In some examples, the notification of an issue can be provided in real ime.
[0023] Notification module 190 can include instructions that when executed by
the processing resource 182 can cause computing system 180 io send a notification
of an exceeded threshold, in response {o the RPOS peripheral device’s determined
MTBF exceeding the determined threshold. For instance, when a peripheral device
exceeds the determined MTBF threshold, the retailer, an administrator, the RPQOS
device, etc. can receive a notification that the peripheral device and/or a component
of the peripheral device may fail within a certain time period. In some examples,
netification module 180 can include instructions exacutable to send the notification of
the exceeded threshold (o users associated with a local configuration file via a mail
server and/or {0 users associated with a cloud service via an upload to the cloud
service. Forinstance, the configuration file can be localed somewhere that does not
update remotely from the cloud service; rather it can be updated locally and stored
focally on a hard drive, for example.

[0024] Put another way, in an example in which the RPOS device and/or the
peripheral device are not connected to a cloud service, a local database may receive
and/or store the nofification. In an example in which the RPOS device and/or
peripheral device is connecled to the cloud service, the retailer may be able to
receive the notification, and receive suggestions on how o repair or replace the
peripheral device, as well as having options 1o do 50 in response 1o the notification.
For example, if a retailer receives a notification that a scanner peripheral device’s
MTBF has excesded the determined threshold MTBF, the retailer may be prompled
with a replacement scanner or parts for replacement.

[0025] Alternatively, if the retailer has chosen a particular setting, a
replacement scanner may be sent in response 1o a threshold MTEF being exceeded.
Fut ancther way, a retailer can be offered options to proactively replace or repair
peripheral devices before they fail based on the threshold MTBF. In some
examples, a notification may be sent before the threshold is exceeded. For instance,
the notification may be provided when the threshold is nearing. In some examples,

the notification can be provided in real time. Updates from the cloud service may be
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performed automatically. Automatically updating, as used herein, can include
updating with limited or no user input and/or with limited or no prompting.

[G028] Figure 2 illusirates a diagram of an example controller 230 including a
processing resource 282, a memaory resource 284, and a data restore engine 232
according 0 an example. For example, the controlier 230 can be a combination of
hardware and instructions for providing restore data and/or providing notifications,
among others. The hardware, for example can include a processing resource 282
and/or a memory resource 284 {e.g., MRM, CRM, data store, eic.).

[0027] The processing resource 282, as used herein, can include a number of
processors capable of executing instructions stored by a memory resource 284. The
instructions {(e.q., MR can include instructions stored on the memory resource 284
and executable by the processing resource 282 to implement a desired function
{e.g., providing restore data, providing notifications, etc.). The memory resource
284, as used herein, can include a number of memory componenis capable of
storing non-transitory instructions that can be executed by processing resource 282.
Memory resource 284 can be integrated in g single device or distribuled across
muitiple devices. Further, memory resource 284 can be fully or partially integrated in
the same device as processing resource 282 or it can be separate but accessible to
that device and processing resource 282, Thus, it is noted that the controller 230
can be implemented on an electronic device and/or a collection of electronic devices,
among other possibilities.

(6028} The memory resource 284 can be in communication with the
processing resource 282 via a communication link {(e.g., path) 285. The
communication link 285 can be local or remote (o an glectronic device associated
with the processing resource 282. The memory resource 284 includes an engine
(2.g., data restore engine 232). The memory resource 284 can indlude more
engines than illustrated to perform the various functions described herein.

[0028] The engine can include a combination of hardware and instructions to
perform a number of functions described herein (e.g., providing restore data,
providing notifications, eic). The instructions {e.q., software, firmware, elc.) can be
downloaded and stored in a memory resource (e.9., MRM) as well as a hard-wired
program (e.g., logic), among other possibilities.

[86030] Figure 3 illusirates a diagram of a system 310 inciuding an RPOS

agent controller 312 and a cloud service coniroller 314, RPOS agent controller 312
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and cloud service conireller 314 can be communicatively coupled 1o one anocther. As
used herein, communicatively coupled can include coupled via various wired and/or
wireless connections between controllers such that data can be transferred in
various directions between the controllers. RPOS agent coniroller 312 canbe a
controller similar or the same as conirolier 230 as described with respect 1o Figure 2.
Similar, cloud service controlier 314 can be a controller similar or the same as
controlier 230 as described with respect {0 Figure 2.

[8031] For instance, RPOS agent controlier 312 can include a processing
resource 382-1 in communication with a memory resource 384-1 including
executable instructions o perform particular functions {e.g., providing restore data,
providing notifications, etc.). Similar, cloud service controlier 314 can include a
processing resource 382-2 in communication with a memory resource 384-2
including executable instructions to perform particular functions (e.q., providing
restore data, providing notifications, eic.). in some exampiles, processing resources
382-1 and 382-2 can be different processors or the same processor. Additionally, in
some examples, memory resources 384-1 and 384-2 can be different memory
resources or the same memory resource (e.g., a shared memory resource).

[6032] RPOS agent controlier 312, in some examples, can include instructions
executable to determine a threshold MTEBF for a plurality of RPOS peripheral devices
associated with an RPOS device and monitor a state of the RPOS device and a
state of each of the plurality of RPOS peripheral devices by collecting retail-specific
manageability data associated with the RPOS device and the plurality of RPOS
devices. For instance, RPOS agent controller 312 based on information available to
the RPOS agent controller 312, for instance from a cloud service, it can be
determined what a particular peripheral device is, as well as when it may fail, be in
need of replacement, and/or be in need of repair. Options can be available to a
retailer via the RPOS agent controller 312 to set the MTBF threshold based on
peripheral device power usage and/or peripherai device use frequency, and based
on the MTBF threshold settings, notifications can be send from the RPOS agent or
cloud service of the device state, as will be discussed further herein..

[6033] The RPOS agent controlier 312, in some examples, can include
instructions executable to detect tampering with the RPOS device, and in response,
provide a different notification. For instance, upon determining the RPOS device {(or

an associate peripheral device) has been tampered with (e.q., foreign USB memory
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stick inseried, communication disconnected, power disconnected, etc.), a notification
can be sent to a retailer, information technology (IT) administrator, ete. In some
instances, this notification can be automatic.

[6034] In some examples, RPOS agent controller 312 can inciude instructions
executable to monitor a state of the RPOS device and its peripheral devices by
collecting retail-specific manageability data by placing caills, for instance for UPOS
manageability information, to direcily access each peripheral device’s firmware data.
(Other data collected from using management insfrumentation (2.g., Windows
management instrumentation (WMD) events can also be collecied for manageability.
in some examples, RPOS agent controlier 312 can include instructions executable fo
fead retail-specific manageability data to the cloud service to analyze the data and
manage each peripheral device.

[0035] Put another way, using UPOS specifications, RPOS agent controller
312 can collect a peripheral device's firmware slate, firmware counter (e.g., hour
count of an RPOS or peripheral device’s power up, good scan/bad scan count, print
line count, print knife cut count, eic.). In such an example, the peripheral devices
include firmware supporting manageability data, such as UPOS manageability data.
in some instance, the RPOS agent controlier 312 can include logic based on a
configuration file that can ¥rigger a notification and the MTEF threshold setling. In an
example, a peripheral device threshold setting can be based on 10% +/- MTEF valus
and/or it can be manually entered. For example, if a particular peripheral device has
an MTEBF value of two vears, after two years of usage, a threshold warning may be
triggered, and a notification can be sent.

[0036] In such an example, the notification can be sent locally or via a cloud
sarvices. Forinstance, a local notification can include checking configuration file
sattings and using a mail server {o send a netification to members assigned based
on the configuration file. A cloud services-based notification can include the use of a
cloud service to iog the notification and upload the event {0 the cloud back end io
manage the database and sent out nolifications to users assigned. Forinstance,
users may be spread over different retailers and have different RPOS and peripheral
devices. in an example where, the MTBF is not met and/or exceeded, monitoring
continues.

(60377 Cloud service controlier 314, in some examples, can include

instructions executable to analyze the coliected retail-specific manageability data
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using the MTBFs and provide a notification of the state of the RPOS device and the
state of each of the plurality of RPOS devices based on the analysis. As used
herein, the state of a device (RPOS or peripheral) can include how the device is
operating, its MTEF, memory errors, hard drive errors, graphics errors, and/or other
information about the performance of the device. Errors can include, for instance,
failures, malfunctions, loss of power, etc. Based on the MTBFs, it can be determined
how near (o failure a device may be. A staie nofification can include a notification
about the current state of the device, including, for instance, if the device nesds
repair or replacement, and/or if the device is in an operation state. In some
examples, the RPOS agent controller 312 can also include instructions executable fo
provide a notification of the state of the RPOS device and each of the plurality of
RPOS peripheral devices based on the analysis.

[0038] In some examples, the cloud service controller can include instructions
executable to update the RPOS device based on the analysis and/or update each of
the plurality of RPOS peripheral devices based on the analysis. Forinstance, if,
during analysis, it is determined that firmware or sofiware of the RFPOS device or
peripheral devices are due for updates, the cloud service controller can execute
instructions to update the devices. This can be performed manually, periodically, or
automatically, for instance. In some examples, if a device or device component fails,
the cloud service controllier can include instructions to order a replacement. This can
be performed manually, periodically, or automatically, for instance.

(8039 In some examples, the cloud service controller can include instructions
executable to store online and offline data associated with the RPOS device and the
plurality of RPOS peripheral devices. For instance, a retailer can access a cloud
sarvice associated with the cloud service controller and manipuiate data associated
with the retailer in an online or offline mode. When the cloud service controller
detecls a network connection, the data can be automatically synchronized with the
cloud service.

[0040] in such an example, synchronizing retailer data, which can be secured
or unsecured data, with the cloud service can provide a path for a retailer to store on
the cloud execution files, retail database information (e.g., inventory, account
access, efc.), surveillance camera video data, restore data, operaling system faclory
images, custom imagss, checkpoint data, configuration files, and/or manageability

data, among others. In some examples, the synchronization can allow for a path to
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access secured cloud data from a bootable drive. In such an example, restore data
such as an image or checkpoint data can be restored to a hard drive of an RPOS or
peripheral device from the cloud upon failure of the hard drive or device.

[0041] In some examples, system 310 can be part of a cloud-based
management solution for retailers. For instance, a retailer may subscribe to the
cloud-based management solution and sign into the system for access o the RPOS
agent coniroller and cloud service controller. For instance, a plurality of retailers
may utilize the cloud-based management soiution. In some examples, the cloud-
hased management solution may include the RPOS agent controller 312, the cloud
service controlier 314, or both controllers. For instance, a refailer may use the
RPOS agent controlier 312 in conjunction with their own cloud service or may use
the cloud service controiler 314 without the use of the RPOS agent controller 312.
[0042] System 310, for instance via cloud service controlier 314 can push
different seitings to different devices ai different retailers, with the different settings
being tailored to particular RPOS and/or peripheral devices. Settings, for instance,
can include manageability settings, hardware setlings, and/or software settings,
among others.

[06043] Figure 4 illusirates a diagram of a method 400 for restoring data
according to an example. At 402, method 400 can include synchronizing, using a
cloud service, online and offline data between the cloud service and an RPOS
device in response to the RPOS device logging on to a network associated with the
cloud service. Forinstance, a user can manipulate data while in online or offline
mode, and upon detection of a network, the data can be synchronized. At 404,
method 400 can include receiving restore data associated with the RPOS device at
the cloud service. For instance, the synchronized data receivad can include restore
image data and/or receiving restore checkpoint data. In such an example, a user
can utilize the cloud service to store this restore data.

[0044] Method 400, at 408, can include providing the restore data o the
RPOS device in response to a hard drive eiror at the RPOS device. Forinstance, if
a hard drive of the RPOS device, or an associated peripheral device fails, restore
data can be refrieved from the cloud service. For instance, access to the cloud
sarvice can be provided via a bootable drive. A user can log into the cloud service
remotely, gather restore data via a thumb drive or other storage medium from the

cloud, and restore the hard drive. The restore data can include, for instance retail-
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specific data associated with the RPOS device and can be secursly stored in the
cloud.

[0045] For instance, in some embodiments, a network of RPOS devices and
peripherals can include a plurality of RPOS and peripheral devices each having a
link to the cloud to save restore image or restore checkpoint data and synchronize
online and offline data between shared data on the cloud and data with the RPOS
device based a most recent modification.

[0046] In an example using a pootable drive, an application can be instalied
on an RPOS device or peripheral device supporting a bootable drive to allow security
authentication and access to cloud data. Bootable drive suppori can ailow a user io
boot {0 removable memory to recover the restore image or access restore data for
image recovery. In some examples, the cloud service can automatically detect the
RPOS device, and map the restore image from cloud storage to the RPOS device
based on a unit serial number and/or system management basic input/output system
(SMBIOS) table matching.

1804717 in the foregoing detailed description of the present disclosure,
reference is made o the accompanying drawings that form a part hereof, and in
which is shown by way of Hllustration how examples of the disclosure can be
practiced. These examples are described in sufficient detaill to enable those of
ordinary skill in the art lo practice the examples of this disclosure, and it is to be
understood that other examples can be utilized and that process, elecirical, and/or
structural changes can be made without departing from the scope of the present
disclosure.

[o048] The figures herein follow a numbering convention in which the first digit
corresponds to the drawing figure number and the remaining digits identify an
glement or component in the drawing. Elements shown in the various figures herein
can be added, exchanged, and/or eliminated so as to provide a number of additional
exampies of the present disclosure. In addition, the proportion and the relative scale
of the elements provided in the figures are intended to illustrate the examples of the

present disclosure, and should not be taken in a limiting sense.
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What is claimed:

1. A method, comprising:

synchronizing, using a cloud service, online and offline data between the
cloud service and a retail point of sale (RPOS) device in response to the RPOS
device logging on to a network associated with the cloud service;

receiving restore data associated with the RPOE device at the cloud service;
and

in response to a hard drive error at the RPOS device, providing the resiore
data to the RPOS device.

2. The method of claim 1, wherein receiving restore data comprises receiving

restore image data.

3. The mathod of claim 1, wherein receiving restore data comprises receiving

restore chackpoint data.

4. The method of claim 1, further comprising providing access 1o the cloud

service via a bootable drive.

5. The method of claim 1, further comprising securely storing retail-specific data
associated with the RPOS device.

6. A non-transitory machine-readable medium storing instructions executable by
a processing resource (o cause a computing system to:

determine a threshold mean time between failures (MTEF) for a retail point of
sale (RPOS) peripheral device;

near-continuously monitor firmware data associated with the RPOS peripheral
device to determine the RPOS peripheral device's MTEBF; and

in response {o the RPOS peripheral device's determined MTBF exceeding the

determined threshold, send a notification of the exceeded threshold.
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7. The meadium of claim 6, further comprising instructions executable 1o send the
notification of the exceeded threshold to users associaled with a local configuration

file via & mail server.

8. The medium of claim 8, further comprising instructions exscutable to send the
notification of the exceeded threshold 1o users associated with a cloud service via an

upload to the cloud service.

S The medium of claim &, wherein the insfructions executable to near-
continuously monitor the firmware data include insiructions executable o

make cails to firmware associated with the RPOS peripheral device {o coliect
the firmware data;

store the firmware data locally to the RPOS device; and

upload the firmware data to a cloud service.

10, A system comprising;

a retail point of sale (RPOS) agent controller comprising a processing
resource in communication with a memory resource including instructions executable
to:

determine a threshold mean ime between failures (MTBF) for a
plurality of RPOS peripheral devices associated with an RPOS device; and

monitor a state of the RPOS device and a state of each of the plurality
of RPOS peripheral devices by collecting retail-specific manageability data
associated with the RPOS device and the plurality of RPOS devices; and

a cloud service controiler communicatively coupled to the RPOS agent
controller and comprising a processing resource in communication with a memory
resource including instructions executable to:

analyze the collected retail-specific manageability data using the
MTBFs; and
provide a notification of the state of the RPOS device and the state of

each of the plurality of RPOS devices based on the analysis.

11.  The system of claim 10, the cloud service conirolier to update the RPOS

device based on the analysis.
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12. The system of claim 10, the cloud service controller to update each of the

plurality of RPOS peripheral devices based on the analysis.

13. The system of claim 10, the cloud service coniroller to store online and offline

data associated with the RPOS device and the plurality of RPOS peripheral devices.

14.  The system of claim 10, the RPOS agent contraller {o provide a notification of
the state of the RPOS device and each of the plurality of RPOS peripheral devices

based on the analysis.

15.  The system of claim 10, the RPOS agent controller to:
detect tampering with the RPOS device,; and

in response, provide a different notification.
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