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DETECTING THE LOCATION OF A PHONE USING RF WIRELESS AND
ULTRASONIC SIGNALS

CROSS REFERENCE TO RELATED APPLICATION

This application claims the benefit, under 35 USC §119(e), of U.S. provisional patent
application No. 62/192,354, filed July 14, 2015, entitled “DETECTING THE LOCATION OF A
PHONE USING RF WIRELESS AND ULTRASONIC SIGNALS?”, the entire disclosure of

which is hereby incorporated by reference.

BACKGROUND

Mobile devices such as wireless devices, including, for example, cellular telephones,
smart phones, laptop computers, notebook computers, tablet devices (e.g., iPad by Apple®) are
ubiquitous in modern society. Use of such mobile devices while operating a vehicle, however,
can be hazardous. The problem is exacerbated for inexperienced operators of the vehicle, such as
youngsters just learning how to drive. Rates of vehicular accidents where mobile devices are
involved are rising, especially with teenagers. Text messaging while operating a moving vehicle
can be dangerous and has been linked with causing accidents. More generally, operating any
keyboard or other interactive device while operating a vehicle can be dangerous.

Thus, the widespread adoption of mobile devices and common use of the devices while
driving has raised concerns about the distraction of drivers. A driver speaking, text messaging, or
using a software application on a mobile telephone may become mentally distracted from driving
and lose control of the vehicle that he or she is driving. Thus, it is not uncommon to see an
individual involved in an accident who was speaking or text messaging on a mobile device rather
than paying attention to the road. Studies now suggest that individuals speaking on mobile
telephones while driving a car may be as impaired as a person who drives while intoxicated. Not
only is the driver mentally distracted, but eyes of the driver are diverted for dialing, looking to
see who an incoming call is from.

It would be highly desirable to detect the presence of a mobile device, such as a wireless

device, within a vehicle and control or inhibit the operation of the mobile device.

SUMMARY
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With the advancement of mobile technology, we have the capability to stay connected at
all time. For many people, the urge to stay connected does not stop when they are behind the
driving wheel. Driving while distracted by mobile technology is an endangerment to both the
driver and general public. The present disclosure seeks to discourage distracted driving by
partially inhibiting a function of a mobile device that might otherwise be used in a moving
vehicle and in the proximity of the driver seat. Disclosed herein are details regarding technology
that detects whether the mobile device is on the driver seat.

Most location detection technology relies on two phenomena of physics: time of arrival
and received power. The time of arrival (TOA) is a location detection technique. If a distant
transmitter emits a wave, and the receiver detects the wave at a later time, the distance between
the transmitter and receiver is determined by the formula d=V*t, where V is the propagation
velocity of the wave, and t is the time that the wave takes to arrive at the receiver. TOA detection
has been used extensively with sound wave (such as sonar), because of the relative slow speed of
sound lends to high location detection accuracy. At normal temperature, pressure and humidity,
sound wave travels at 340 meters per second, or approximately 1 foot per millisecond. Many
animals and modern instruments are capable of measuring TOA with sufficient accuracy for
good location detection. For example, some dolphins and bats are known to use ultrasonic echo
to locate their prey. Additionally, submarines use sonar to detect enemy vessels. Further, backup
sensors installed on vehicles use ultrasonic sonar to detect obstruction.

The use of TOA with electromagnetic wave has been limited due to high speed of the
electromagnetic wave. All electromagnetic waves travel at speed of light, that is 3*10"8 m/s, or
approximately 1 foot per nanosecond. If sub-meter location accuracy is desired, then
synchronization between transmitter and receiver, and the measurement of TOA must have
accuracy of sub-nanoseconds. The electronic systems capable of measuring nanoseconds, or at
high GHz frequency, are often expensive. An interesting implementation of TOA with
electromagnetic wave is the Global Positioning System. The GPS partially circumvents the
nanoseconds timing challenge by having multiples GPS satellites synchronized using atomic
clocks, and then continuously send GPS signal packets containing the time stamp from the
satellites. The GPS receivers at the ground now are relieved from the burden of high accuracy

synchronization, but still have to measure relative delays between multiple GPS signals
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accurately. It is only within the recent decade that the cost of GPS receiver came down
dramatically, making GPS affordable to more consumers.

The power or signal strength of a wave weakens as the receiver moves further away from
the transmitter. If the distance between the transmitter and receiver is R, then the power density
sensed by the receiver is given by the equation below:

c __h
B N
where S, is the received power density and Py is the power from the transmitter.

Many modern technologies make use of this phenomenon to perform distance detection.
Radar is one of the most well known examples where a radar transmitter sends an
electromagnetic wave, and measured the received power of the electromagnetic waves reflects
off an object from the distance. In consumer electronic technology, various location detection
techniques have been developed using Received Signal Strength (RSS) measurements of
wireless signals such as cellular, Wifi and Bluetooth. For example, the Wifi Positioning
Technology promoted by Google, Skyhook and Navizon uses measured RSS to known Wifi
access points to determine the location of mobile devices (Skyhook).

The received power approach to location detection may have limiting factors, which can
include:

1) Signal noise: noise from various sources such as electronic (thermal, shot, flicker) can
degrade the accuracy of the measured RSS;

2) Interference: reflection and refraction of the wave can lead to less accurate
measurement. In addition, if more than one transmitter shares the same frequency spectrum, then
the crowding effect further degrades RSS measurement; and

3) Obstruction: if there is any obstruction between the transmitter and receiver, then the
received power is no longer solely dependent on the distance, but also the extent of the
obstruction.

In one embodiment, a system, comprising hardware and software, uses the TOA of high
frequency sound waves (such as, for example, 19KHz) for driver set location detection. In one
embodiment, the present disclosure comprises software that functions as an application that can
be installed on mobile devices, such as a smartphone, tablet, and etc. hardware is installed on the

vehicle and consists of at microphones, speakers and an embedded processor. The present
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disclosure provides two methods of mobile device detection. In one embodiment, an active
detection method, multiple microphones are placed inside the vehicle and are utilized to detect a
high frequency sound signal emit by a mobile device. In another embodiment, a passive
detection method, an audio signal emitted by multiple speakers installed in a car is detected by a

mobile device.

DESCRIPTION OF THE FIGURES

The novel features of the various embodiments are set forth with particularity in the appended
claims. The various embodiments, however, both as to organization and methods of operation,
together with the advantages thereof, may be understood by reference to the following
description taken in conjunction with the accompanying drawings as follows.

FIG. 11s a diagram of a system for determining a presence of a mobile device located in a
predetermined detection zone according to an embodiment of the present disclosure.

FIG. 2 is an illustration of an array of microphones installed inside of a vehicle.

FIG. 3 is a diagram of a system for determining a presence of a mobile device located in a
predetermined detection zone according to an embodiment of the present disclosure.

FIG. 4 is an illustration of two speakers installed inside of a vehicle.

FIG. 5 is a flowchart of a method of processing an acoustic signal according to one embodiment
of the present disclosure.

FIG. 6 is an illustration of a calculation process for determining a relative location of a mobile
device according to an embodiment of the present disclosure.

FIG. 7 is an illustration of acoustic signals transmitted by a first transmitter and a second
transmitter.

FIG. 8 is an illustration of a ultrasonic pulse incorporated into an acoustic signal transmitted by a
transmitter.

FIG. 9 is an illustration of a plurality of speakers installed inside of a vehicle.

FIG. 10 is an illustration of a “flash-to-bang” phenomenon.

FIG. 11 is an illustration of two speakers and a wireless transceiver installed inside of a vehicle.
FIG. 12 is an illustration of a timing diagram for a system using a signal from a wireless

transceiver and transmitters of acoustic signals
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FIG. 13 is an illustration of a system to determine the location of a plurality of mobile devices
within a vehicle.

FIG. 14 is an illustration of communications by a plurality of mobile devices within a vehicle
with a server external to the vehicle by means of a circuit located within the vehicle.

FIG. 15 is an illustration of a graphical interface of a mobile device detecting multiple mobile
devices within a vehicle.

FIG. 16 is an illustration of communications by a plurality of mobile devices with a server
external to a vehicle.

FIG. 17 is an illustration of a system to determine the location of a plurality of mobile devices
within a vehicle based on measurement of an external magnetic flux.

FIG. 18 is an illustration of a system to determine the location of a mobile device within a
vehicle based on a measurement of data provided by a plurality of beacons disposed within a

vehicle.

DETAILED DESCRIPTION

Various embodiments are described to provide an overall understanding of the structure,
function, manufacture, and use of the devices and methods disclosed herein. One or more
examples of these embodiments are illustrated in the accompanying drawings. Those of ordinary
skill in the art will understand that the devices and methods specifically described herein and
illustrated in the accompanying drawings are non-limiting embodiments and that the scope of the
various embodiments is defined solely by the claims. The features illustrated or described in
connection with one embodiment may be combined, in whole or in part, with the features of
other embodiments. Such modifications and variations are intended to be included within the
scope of the claims.

The present disclosure describes embodiments of an apparatus, system, and method for
detecting the presence of a mobile device, such as a wireless device, in a predetermined detection
zone and controlling or inhibiting operation of the mobile device when it is detected in the
predetermined detection zone. In particular, the present disclosure is directed to embodiments of
an apparatus, system, and method for detecting the presence of a mobile device such as a
wireless device in a predetermined detection zone within a vehicle and disabling some or all of

the functions of the mobile device when it is detected in the predetermined detection zone. More
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particularly, the present disclosure is directed to automatically preventing a person in the driver's
seat of a vehicle from text messaging and doing other similar excessively dangerous activities
using a mobile device.

It is to be understood that this disclosure is not limited to particular aspects or
embodiments described, as such may vary. It is also to be understood that the terminology used
herein is for the purpose of describing particular aspects or embodiments only, and is not
intended to be limiting, since the scope of the apparatus, system, and method for detecting the
presence of a mobile device within a predetermined zone within a vehicle and controlling the
operation of the mobile device when it is detected is defined only by the appended claims.

In various embodiments, a mobile device may be implemented as a handheld portable
device, computer, mobile telephone, sometimes referred to as a smartphone, tablet personal
computer (PC), laptop computer, or any combination thereof. Non-limiting examples of
smartphones include, for example, Palm® products such as Palm® Treo® smartphones (now
Hewlett Packard or HP), Blackberry® smart phones, Apple® iPhone®, Motorola Droid®, and
the like. Tablet devices include the iPad® tablet computer by Apple® and more generally a class
of lightweight portable computers known as Netbooks. In some embodiments, the mobile device
may be comprise, or be implemented as, any type of wireless device, mobile station, or portable
computing device with a self-contained power source (e.g., battery) such as a laptop computer,
ultra-laptop computer, personal digital assistant (PDA) with communications capabilities,
cellular telephone, combination cellular telephone/PDA, mobile unit, subscriber station, user
terminal, portable computer, handheld computer, palmtop computer, wearable computer, media
player, pager, messaging device, data communication device, and so forth.

Accordingly, systems and methods of detecting the presence of the mobile device may
vary based on the wireless technology communication standards used by the mobile device.
Examples of wireless technology communication standards that may be used In the United States,
for example, may include Code Division Multiple Access (CDMA) systems, Global System for
Mobile Communications (GSM) systems, North American Digital Cellular (NADC) systems,
Time Division Multiple Access (TDMA) systems, Extended-TDMA (E-TDMA) systems,
Narrowband Advanced Mobile Phone Service (NAMPS) systems, 3G systems such as Wide-
band CDMA (WCDMA), 4G systems, CDMA-2000, Universal Mobile Telephone System
(UMTS) systems, Integrated Digital Enhanced Network (iDEN) (a TDMA/GSM variant) and so
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forth. A mobile device may also utilize different types of shorter range wireless systems, such as
a Bluetooth system operating in accordance with the Bluetooth Special Interest Group (SIG)
series of protocols, including Bluetooth Specification versions v1.0, v1.1, v1.2, v1.0, v2.0 with
Enhanced Data Rate (EDR), as well as one or more Bluetooth Profiles, and so forth. Other
examples may include systems using infrared techniques or near-field communication techniques
and protocols, such as electromagnetic induction (EMI) techniques. An example of EMI
techniques may include passive or active radio-frequency identification (RFID) protocols and
devices. These wireless communications standards are understood by one of ordinary skill in the
art.

Once an appropriate command or control signal is detected, operation of the mobile
device may be controlled in one or more ways. For example, in one embodiment, the mobile
device is associated with a control module that disables or inhibits the operation of at least one
function of the mobile device and the mobile device is rendered either inoperable or operable
only in a state of limited capacity. Accordingly, the control module may be able to either
completely block the ability to receive or send a call on a mobile device, or sufficiently interfere
with a function of the mobile device so as to make the mobile device usage undesirable. In
embodiments, the control module may disable the operation of certain components or functions
of the mobile device. For example, a keyboard portion of a mobile device may be disabled to
prevent the user from using a text messaging function or an email function of the mobile device.
In another embodiment, the control module may direct the operation of the mobile device to a
hands-free operation. In another embodiment, outgoing communication functions may be
inhibited, but incoming communication functions may be uninhibited. In another embodiment,
automatic replies may be initiated during a period in which a function of the mobile device is
inhibited.

In embodiments, the control module may be independent of the mobile device and may
communicate with the mobile device on a primary communication channel of the mobile device
only or in addition to one or more secondary channels. Further, in certain embodiments, the
control module may be activated only if other logical conditions are met such as the state of the
ignition system, a state of a gear box, or other sensors. Accordingly, a triggering condition may

be the activation of a switch, such as the ignition switch of a vehicle, or deactivation of a “park”
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sensor of an automatic transmission of the vehicle, among other sensors. In embodiments, the
control module may allow emergency functions, such as 911 calls, when active.

In embodiments, a command or control signal may be localized to other areas within the
vehicle so that operation of a mobile device in that area is disabled, but leaving other mobile
devices outside of that area operational. In various embodiments, the power level of a command
or control signal may be configured such that the command or control signal is delivered
precisely to the predetermined detection zone. In one embodiment, this may be implemented
with a directional antenna located within the vehicle where the signal is delivered to precisely the
predetermined detection zone.

In embodiments described herein, a predetermined detection zone may be defined as a
three-dimensional zone within or in proximity of a driver seat in a vehicle. A predetermined
detection zone may be a zone within a vehicle, such as a passenger car; however, the
predetermined detection zone need be within a vehicle and may be any predetermined zone as
appropriate. For instance, the predetermined detection zone may be an area within a room in a
building.

In one embodiment of a theory of the present disclosure, which may be referred to as
active detection, a method for determining a presence of a mobile device located in a
predetermined detection zone, comprises transmitting, by the mobile device, an acoustic signal,
receiving, at each of a plurality of acoustic receivers, the acoustic signal transmitted from the
mobile device, determining, by a processor, a location of the mobile device based on the received
acoustic signal, determining whether the location of the mobile device matches the
predetermined detection zone, and inhibiting at least one function of the mobile device upon
determining that the location of the mobile device matches the predetermined detection zone.
The method may further comprise monitoring a communication channel for a control or a
command signal and inhibiting the at least one function of the mobile device upon reception of
the control or command signal. According to one embodiment, the communication channel may
be a Bluetooth channel or any other connection that is secondary to the primary cellular
communication channel.

An embodiment of an active detection system for determining a presence of a mobile
device located in a predetermined detection zone is shown in FIG. 1. The system 300 comprises

a circuit 301 associated with a mobile device 303, a plurality of acoustic receivers 305, and an
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electronic device 307, such as a processor, configured to determine a location of the mobile
device 303. The circuit 301 may be configured to cause an acoustic signal to be transmitted from
the mobile device 303. In one embodiment, the acoustic signal may be output from a speaker 309
of the mobile device at high volume via a speaker 309 of the mobile device 303. Further, each of
the plurality of receivers 305 may be configured to receive the acoustic signal transmitted from
the mobile device 303 and convert the acoustic signal into an electrical signal. Additionally, the
processor 307 may be configured to determine the location of the mobile device based on the
time of reception of the acoustic signal by the plurality of acoustic receivers 305 and to
determine whether the location of the mobile device 303 matches the predetermined detection
zone. As shown in the embodiment of FIG. 1, the circuit 301 may be located within the mobile
device 303 or it may be communicatively coupled to the mobile device 303 such that control
and/or command signals can be exchanged between the circuit 301 and the mobile device 303.

Furthermore, in embodiments, the circuit 301 may comprise a control module associated
with the mobile device 303, where the control module 301 is coupled to a non-transitory memory
that stores executable instructions, wherein the control module 301 is operable to execute the
instructions stored in the memory. The control module may be operable to execute the
instructions to cause an acoustic signal to be transmitted from the mobile device 303 to a
plurality of acoustic receivers 305, receive a command signal from a processor 307 configured to
determine a location of the mobile device 303 based on the time of reception of the acoustic
signal by the plurality of acoustic receivers 305 and determine whether the location of the mobile
device 303 matches the predetermined detection zone, and inhibit at least one function of the
mobile device 303 upon reception of the command signal. In one embodiment, the control
module 301 may be located within the mobile device. In another embodiment, the circuit may be
in communication with the mobile device through a communication network, such as a wireless
communication network.

The control module 301 may be configured to inhibit the at least one function of the
mobile device 303 upon the processor 307 determining that the location of the mobile device
matches the predetermined detection zone. The control module 301 may also be configured to
redirect at least one function of the mobile device 303 to a hands-free alternate system upon the
processor 307 determining that the location of the mobile device 303 matches the predetermined

detection zone.
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In embodiments, the system 300 may use the Time of Arrival (TOA) of the acoustic
signal for detection of the mobile device 303 and to determine whether the mobile device is in a
driver side location of a vehicle. The acoustic signal may comprise at least one sonic pulse,
which may be an ultrasonic pulse. In one embodiment, the at least one ultrasonic pulse is
transmitted at a range of about 15 KHz to about 60 KHz. In another embodiment, the at least
one ultrasonic pulse is transmitted at a range of about 10 KHz to about 21 KHz. In a further
embodiment, the at least one ultrasonic pulse is transmitted at about 19 KHz. Using a narrow-
bandwidth 19 KHz acoustic pulse or beep may allow for aggressive digital filtering to attenuate
background noise. Furthermore, a narrow-bandwidth 19 KHz acoustic pulse or beep may
improve localization sensitivity over a range of frequencies since a wider bandwidth may contain
more noise in a pass band directed to such a range of frequencies. Additionally, using a narrow-
bandwidth 19 KHz acoustic pulse or beep may allow for transmission at a lower acoustic volume.

Once a determination is made by the processor 307 as to whether the mobile device 303
is within the predetermined detection zone, the processor 307 may cause a signal to be sent to the
mobile device 303 for inhibiting a function of the mobile device 303. The signal may be
received via an antenna 311 of the mobile device 303. The antenna 311 may be a component of
the primary communication scheme of the mobile device 303 or a component of a secondary
communication scheme of the mobile device, such as Bluetooth. Once an appropriate signal is
received, operation of the mobile device may be controlled in one or more ways. For example, in
one embodiment, the mobile device 303 is associated with control module 301 that disables or
inhibits the operation of at least one function of the mobile device 303. Thus the mobile device
303 is rendered either inoperable or operable only in a state of limited capacity. Accordingly, the
control module 301 may be able to either completely block the ability to receive or send a call on
a mobile device 303, or sufficiently interfere with a function of the mobile device 303 so as to
make the mobile device 303 usage undesirable. In embodiments, the control module 301 may
disable the operation of certain components or functions of the mobile device. For example, a
keyboard portion of a mobile device 301 may be disabled to prevent the user from using a text
messaging function or an email function of the mobile device. In another embodiment, the
control module 301 may alter the operation of one or more functions of the mobile device, for
example directing the operation of the mobile device 303 to a hands-free operation. In another

embodiment, outgoing communication functions may be inhibited, but incoming communication
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functions may be uninhibited. In another embodiment, automatic replies may be initiated during
a period in which a function of the mobile device 303 is inhibited.

In embodiments, the processor 307 may be coupled to a non-transitory memory that
stores executable instructions, and the processor 307 may be operable to execute the instructions.
The processor 307 may be operable to execute the instructions to receive a plurality of a
electrical signals from the plurality of acoustic receivers 305, where each electrical signal is
based on an acoustic signal received by each of the plurality of acoustic receivers 305, to
determine a location of the mobile device 303 based on the time of reception of the acoustic
signal by the plurality of acoustic receivers 305, and to determine whether the location of the
mobile device 303 matches the predetermined detection zone. In one embodiment, the processor
307 is operable to determine the location of the mobile device 303 based on a distance from the
mobile device 303 to each of the plurality of acoustic receivers 305. Further, the processor 307
may be operable to determine the distance of the mobile device 307 to each of the plurality of
acoustic receivers 305 based on a time difference in reception at each of the plurality of acoustic
receivers 305 of the acoustic signal, where the acoustic signal is transmitted from the mobile
device 305. Further, in embodiments, components or functions of the processor 307 may be part
of or performed by the mobile device 303. Accordingly, the mobile device may receive a
communication signal from the processor 307 that provides information regarding a time of
reception of an acoustic signal at each of the plurality of acoustic receivers 305.

In embodiments where the processor is independent of the mobile device, the battery
drain on the mobile device may be lower if signal processing is performed on dedicated
hardware powered by a separate power source, such as a vehicle power source. The processor
may also be operable to receive a Bluetooth signal transmitted by the mobile device and to
transmit a signal to the mobile device. In one embodiment, a Bluetooth Simple Serial Profile
SSP may be used to provide a communication signal to the mobile device.

In one embodiment, the plurality of acoustic receivers comprises an array of microphones.
The array 401 may be installed in multiple locations inside a cabin of a vehicle 400 as shown in
FIG. 2. The system 300 may be configured to listen for an acoustic signal 405, such as a
plurality of ultrasonic pulses through the array of microphones 401. Because the distances of the
microphones 401 to the mobile device 403 are different, the ultrasonic pulses 405 will arrive at

each microphone 401 at a different time. In one embodiment, the arrival time of a pulse is
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detected using a fixed threshold for initial detection and then applying an optimization routine to
obtain a best estimate of the arrival time. Accordingly, the distance of the mobile device 403 to
each of the microphones 401 can be calculated from a relative time difference. Once the
distances are known, the location of the mobile device 401 can be determined. In one
embodiment, the location is determined via triangulation. Additionally, the system 300 may be
used to detect multiple mobile devices simultaneously using the components and methods
disclosed herein.

In one embodiment, an acoustic receiver, such as a microphone, may implement a high
pass filter before an amplifier of the microphone so that most of the sound energy such as
conversation, music, road noise below the frequency of the acoustic signal, such as 19KHz will
be filtered. The high pass filter may ensure that the microphone amplifier does not enter
saturation state when an area where the location of the microphone, such as a vehicle cabin, is
very noisy because if the microphone amplifier enters saturation state, a location of mobile
device may be able to be detected reliably. Furthermore, background noise removal may be
accomplished by first estimating an amount of background noise and then removing the
background noise from the audio signal to prevent erroneous detection.

Additionally, in embodiments, fade in and fade out may applied at the beginning and the
end of a transmission of an acoustic signal to minimize popping and whopping sounds caused by
the instantaneous charging and discharging of the speaker coil when a high-volume sound is
suddenly played on the speaker. In another embodiment, the system may adjust for temperature
and humidity effect in the calculation of a physical distance of a mobile device based on speed of
sound, which change based on humidity and temperature change in the environment.

In embodiments, the systems and methods of the present disclosure may comprise
components that are hardware, software, or combinations thereof. In one embodiment, the
software may be an application that is able to be installed on a mobile device, such as a
smartphone, tablet, etc. In embodiment, a mobile application may be configured to run on
mobile devices such as Android devices, iPhone and various wearable devices.

Advantages of a systems and methods of the present disclosure include:

1) Availability of Ultrasound Friendly Speaker on Smartphone - Because of a consumer’s

expectation of high fidelity sound from the speaker of a mobile device, such as a smart phone,
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many mobile devices come equipped with high performance speaker that can output a high
volume of ultrasound.

2) Minimal software processing on a mobile device - In embodiments where the
processor-intensive location detection algorithm is carried out independent of the mobile device,
minimum resource may be required for a software application on a mobile device. This allows
the system to run on devices that have constrained processor and battery resources, such as for
example Google Glass, smart watch, and low-end smart phones.

3) Robustness - In embodiments where a system/method implements a time of first
arrival, the system/method is less prone to the distortion introduced by obstruction, reflection and
multi-path effect.

4) Low Interference - Most audio interferences inside a car cabin have frequency much
less than about 19 KHz. Road, engine and wind noises are in the hundreds of Hz, human
conversation centers around 5 KHz, and music rarely exceeds about 13 KHz. Because of the
minimal interference in the high frequency audible range, the system/method may be able to
achieve better signal to noise ratio, and thus better detection success rate.

5) Unobtrusiveness - Most adult human beings cannot hear frequency above about 15
KHz. In one embodiment, a short sound pulse (1/10s of a second) emitted by the system should
be imperceptible to most drivers and passengers.

In embodiments of active detection, the acoustic signal received by the acoustic receivers
is converted to an electrical signal and the electrical signal comprises information regarding the
acoustic parameters of the acoustic signal. In embodiments, signal processing is performed on
the electrical signal to determine a location of mobile device. In embodiments, the systems and
methods of the present disclosure may comprise a sound player, a sound recorder, and/or a sound
filter that perform particular functions of the necessary signal processing. In embodiments, the
signal processing components and functions described for active detection may be implemented
in the same or similar fashion in embodiments of passive detection described below with regard
to FIG. 5 and associated descriptions.

It may be recognized, however, that active detection methods may include features that
may be difficult to implement.

For example, the active detection method may not be robust for localization of multiple

phones. It may be necessary for each phone to encoded specific identification information in the
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sound it emits. Alternatively, each phone may have to coordinate with hardware in the vehicle
through another communication method (Biuetooth, wifi and etc) and take turns to emit the
sound (Round Robin fashion) with other phones located in the vehicle. Such methods may
require significant engineering efforts.

Additionally, in the active detection method, the hardware must constantly monitor the
acoustic environment of the vehicle because the ultrasonic pulse emitted by the mobile device
may occur at any time. The hardware in the vehicle therefore needs to be capable of fast and
sensitive sound recording and processing. One or more high performance microphones,
amplifiers and/or processors may be required for installation in the vehicle. Some exemplary
candidates for the processor may include an ARM Cortex M4F processor configured to operate
at least 100M Hz or faster. The cost of processor alone is $8 ~ 12 at volume. Because a vehicle
OEM may have to add at least 2 microphones and provision significant processing capability,
this method may be difficult to implement in the vehicle.

As shown in FIG.3, in one embodiment of a theory of the present disclosure, which may
be referred to as passive detection, a system 1800 for determining a presence of a mobile device
located in a predetermined detection zone comprises a plurality of transmitters 1805, where each
of the plurality of transmitters 1805 is configured to transmit an acoustic signal into an acoustic
environment within the vehicle, a mobile device 1803 configured to receive each acoustic signal
transmitted by the plurality of transmitters 1805, and a processor 1813 configured to determine a
location of the mobile device 1803 based on the acoustic signals transmitted by the plurality of
transmitters 1805 and received by the mobile device 1803 and to determine whether the location
of the mobile device 1803 matches the predetermined detection zone. In some embodiments, the
transmitters 1805 may comprise speakers that that form a portion of a sound system of the
vehicle. The processor 1813 may also be configured to cause the mobile device 1803 to inhibit at
least one function of the mobile device 1803 upon determining that the location of the mobile
device 1803 matches the predetermined detection zone.

It may be understood that the acoustic environment may comprise all sound signals
within the environment of the mobile device. The sound signals within the acoustic environment
may include infrasonic sounds (in some embodiments, sounds having a frequency less than about
20 Hz), audible sounds (in some embodiments, sounds ranging from about 20 Hz to about 20

KHz), and ultrasonic sounds (in some embodiments, sounds having a frequency greater than
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about 20 KHz). In some embodiments, ultrasonic sounds may also refer to sounds having a
frequency greater than about 10 KHz or a frequency greater than about 15KHz, which may
include sounds at the high frequency end of the audible sound spectrum.

In embodiments, the system 1800 may use the Time of Arrival (TOA) of the acoustic
signal for detection of the mobile device 1803 and to determine whether the mobile device 1803
is in a driver side location of a vehicle. The acoustic signal may comprise at least one sonic
pulse, which may be an ultrasonic pulse. In one embodiment, the at least one ultrasonic pulse is
transmitted in a range of about 15 KHz to about 60 KHz. In another embodiment, the at least
one ultrasonic pulse is transmitted at a range of about 10 KHz to about 21 KHz. In a further
embodiment, the at least one ultrasonic pulse is transmitted at about 19 KHz. Using a narrow-
bandwidth 19 KHz acoustic pulse or beep may allow for aggressive digital filtering to attenuate
background noise. Furthermore, a narrow-bandwidth 19 KHz acoustic pulse or beep may
improve localization sensitivity over a range of frequencies since a wider bandwidth may contain
more noise in a pass band directed to such a range of frequencies. Additionally, using a narrow-
bandwidth 19 KHz acoustic pulse or beep may allow for transmission at a lower acoustic volume.
Although the center frequency of such a band pass filter may be set to about 19 KHz, it may be
understood that frequencies within a neighborhood of about 19 KHz (such as between about 18
KHz and about 20 KHz) may also be allowed through the filter passband. For some applications,
a passband may range from about 18 KHz to about 20 KHz. In other applications, the passband
may range from about 18.9 KHz to about 19.1 KHz. It may be understood that the width of the
passband may be set to a narrow range for improved noise immunity, or may be set to a wider
range to allow the acoustic pulse to be transmitted using frequency modulation or frequency
hopping techniques.

The system 1800 may also comprise circuit 1801 may be configured to inhibit at least
one function of the mobile device 1803. The processor 1813 may be in communication with the
circuit 1801 of the mobile device. As shown in the embodiment of FIG.3, the circuit 1801 may
be located within the mobile device 1803 or it may be communicatively coupled to the mobile
device 1803 such that control and/or command signals can be exchanged between the circuit
1801 and the mobile device 1803. Similarly, as shown in the embodiment of FIG.3, the processor

1813 may be located within the mobile device 1803 or it may be communicatively coupled to the
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mobile device 1803 such that information may be exchanged between the processor 1813 and the
mobile device 1803.

Furthermore, in embodiments, the circuit 1801 may comprise a control module associated
with the mobile device 1803, wherein the control module 1801 is coupled to a non-transitory
memory that stores executable instructions and wherein the control module 1801 is operable to
execute the instructions stored in the memory. The control module 1801 may be operable to
receive a command signal from a processor 1813 and inhibit at least one function of the mobile
device 1803 upon reception of the command signal. As shown in FIG.3, in one embodiment, the
control module 1801 may be located within the mobile device 1803. In another embodiment, the
control module 1801 may be in communication with the mobile device through a communication
network, such as a wireless communication network. The control module 1801 may also be
configured to inhibit the at least one function of the mobile device 1803 upon the processor 1813
determining that the location of the mobile device 1803 matches the predetermined detection
zone. The control module 1801 may also be configured to redirect at least one function of the
mobile device 1803 to a hands-free alternate system upon the processor 1813 determining that
the location of the mobile device 1803 matches the predetermined detection zone.

During embodiments of passive detection, each transmitter 1805 may be configured to
emit an acoustic signal into the acoustic environment of the vehicle in which each acoustic signal
comprises short pulse of a high frequency (ultrasonic) sound signal. The mobile device 1803
may be configured to capture the acoustic signal via an acoustic receiver 1809, such as a
microphone of the mobile device 1803. The processor 1813 may be configured to calculate a
time-of-flight of the acoustic signal and determine a location of the mobile device 1803 in
reference to a predetermined detection zone based on the time-of-flight.

Once a determination is made by the processor 1813 as to whether the mobile device
1803 is within the predetermined detection zone, the processor 1813 may cause a signal to be
sent to the mobile device 1803 to inhibit a function of the mobile device 1803. The signal may
be received via an antenna 1811 of the mobile device 1803 if the processor 1813 is not a
component of the mobile device 1803. Once an appropriate signal is received, operation of the
mobile device 1803 may be controlled in one or more ways. For example, in one embodiment,
the mobile device 1803 is associated with control module 1801 that disables or inhibits the

operation of at least one function of the mobile device 1803. Thus the mobile device 1803 is
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rendered either inoperable or operable only in a state of limited capacity. Accordingly, the
control module 1801 may be able to either completely block the ability to receive or send a call
on a mobile device 1803, or sufficiently interfere with a function of the mobile device 1803 so as
to make the mobile device 1803 usage undesirable. In embodiments, the control module 1801
may disable the operation of certain components or functions of the mobile device. For example,
a keyboard portion of a mobile device 1801 may be disabled to prevent the user from using a text
messaging function or an email function of the mobile device. In another embodiment, the
control module 1801 may alter the activity of one or more functions of the mobilde device 1801,
for example directing the operation of the mobile device 1803 to a hands-free operation. In
another embodiment, outgoing communication functions may be inhibited, but incoming
communication functions may be uninhibited. In another embodiment, automatic replies may be
initiated during a period in which a function of the mobile device 1803 is inhibited.

In embodiments, the processor 1813 may be coupled to a non-transitory memory that
stores executable instructions, and the processor 1813 may be operable to execute the
instructions. The processor 1813 may be operable to execute the instructions to receive the
electrical signals from an acoustic receiver 1809 of the mobile device 1803, where each electrical
signal is based on each acoustic signal received by the acoustic receivers 1809, to determine a
location of the mobile device 1803 based on the time of reception of the acoustic signals by the
acoustic receiver 1809, and to determine whether the location of the mobile device 1803 matches
the predetermined detection zone. In one embodiment, the processor 1813 is operable to
determine the location of the mobile device 1803 based on a distance from the mobile device
1803 to each of the plurality of acoustic transmitters 1805. Further, the processor 1813 may be
operable to determine the distance of the mobile device 1803 to each of the plurality of acoustic
transmitters 1805 based on a time difference in transmission from each of the plurality of
acoustic transmitters 1805 of the acoustic signals. In one embodiment, the processor 1813 is a
mobile application processor. Further, in one embodiment, the processor 1813 may be located
within the mobile device and in another embodiment the processor 1813 may be independent of
the mobile device 1803 and communicatively coupled to the mobile device 1803. Further, in
embodiments, components or functions of the processor 1813 may be part of or performed by the

mobile device 1803. Accordingly, the mobile device may receive a communication signal from
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the processor 1813 that provides information regarding a time of reception of each acoustic
signal at the acoustic receivers 1809 of the mobile device 1803

The plurality of transmitters 1805 may be a plurality of acoustic transmitters, such as
speakers, located inside of a cabin of a vehicle. One embodiment of a location of the speakers
1805 is shown in FIG. 4. The speakers 1805 may be dedicated and integrated with the vehicle
when the vehicle is manufactured, or the speakers may be added to the vehicle. In one
embodiment, the speakers 1805 may be dedicated speakers that optimized for high frequency
sounds transmission. In one embodiment, the speakers 1805 may be a special type of
loudspeaker (usually dome or horn-type) designed to produce high audio frequencies, such as a
Tweeter. In one embodiment, as depicted in FIG. 4, the system 1800 may employ two speakers
1805. In alternative embodiments, three or more speakers may be implemented to provide
ultrasonic pulses or pings. In some embodiments, the speakers may be located, as indicated in
FIG. 4, at or near the ends of the dashboard. In alternative embodiments, the speakers may be
located closer to each other. In one example, the speakers may be separated by a smaller distance
such as by about 24 inches, about 18 inches, about 12 inches, or about 6 inches.

In addition, a method for determining a presence of a mobile device located in a
predetermined detection zone comprises transmitting a sequence of acoustic pulses through
multiple acoustic transmitters, for example a plurality of speakers 1805. Each pulse may be
transmitted at about 19 KHz and may be separated from another pulse by a pre-defined time
delay. The sound received by the acoustic receiver of the mobile device 1803 may be recorded.
The acoustic signal from each speaker is identified and the time difference between each pulse is
analyzed. Based on the time difference between the pulses, a relative distance is calculated to
each speaker and a determination is made as to whether the mobile device is in the driver zone or
not.

A sound player within the vehicle may periodically play a sound file comprising the
acoustic signal that contains 19 KHz audio acoustic pulses through the speakers. In one
embodiment, a sound file may be configured to cause the speakers to emit pulses, or beeps, that
are about 10 milliseconds long and are about 19KHz sinusoidal signals separated by about
190ms of silence between the pulses. In some alternative examples, the pulse width can range
from about Ims to about 500ms. The pulse-width may be kept as short as possible so that more

pulses may be transmitted in each time period. The lower bound on pulse-width may be set by
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the characteristics of the audio receiver in the mobile device: if the pulse-width is too short, there
may not be sufficient sound energy to be registered by the microphone. In some embodiments, it
has been determined that a pulse width ranging from about 5ms to about 10ms may provide a
strong enough signal to be registered by the microphone, while being short enough to permit
multiple pulses per seconds. The period of silence between ultrasonic pulses may also be
configurable. A lower boundary, for example of about tens of milliseconds, may be determined
based on the reverberation of the pulse. The period of silence may be long enough so that all
echoes from a prior pulse may have already died down. In some embodiments, the period of
silence between ultrasonic pulses has been set to about S0ms to about 200ms. A long period
silence may not be ideal, because it may reduce the number of ultrasonic pulses transmitted in
any time period. This sound file may be recorded using about a 44.1 KHz sampling rate and 32-
bit floating number format.

There are several mechanisms by which the sound file may be introduced into the sound
system of the vehicle to cause the vehicle sound system to emit the acoustic signal. In one
embodiment, the in-vehicle audio system may use a software mixer routine to add the acoustic
signal into the audio signal that will eventually be played through the speaker. In an exemplary
embodiment, for better localization accuracy, the acoustic signal may be sourced by only the
front two speakers, for example by one or more tweeters. In another embodiment, the acoustic
signal may be added to a source of music, such as through mixing the acoustic signal into
existing CD, digital audio/video, streaming audio and video. In another embodiment, the acoustic
signal may be added to a radio, Satellite, TV or Internet audio and/or video broadcast. In yet
another embodiment, the acoustic signal may be added to software (such as iPhone, Android or
vehicle software app) that generates any audio or video output. In one example, an iPhone or
other connected device may source the acoustic signal via a USB connection to play through in-
vehicle audio system. In another example, an iPhone or other connected device source the
acoustic signal via a Bluetooth Audio connection to play through in-vehicle audio system. In yet
another embodiment, encryption or other security technique may be incorporated into the
acoustic signal to prevent an unauthorized party from replicating or reverse engineering the

acoustic signal.
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The introduction of an audio file comprising the acoustic signal from an extra-vehicular
source into a pre-existing vehicle audio system may have several advantages. Such advantages
may include:

e The audio ping can be easily integrated into existing audio system, including a sound
system, a music player, a radio broadcast, a stream-audio, and video.

e The cost of integrating the system into a new vehicle is virtually zero.

e There may be a faster time to market because the acoustic signal can be quickly
incorporated into existing music broadcast and streaming infrastructure without requiring
new hardware.

Additionally, software developed to detect an acoustic signal may be designed to detect specific
characteristics of a signal supplied from an extra-vehicular source. For example, a cell phone
may include an audio file of an acoustic signal having specific characteristics such as ultrasonic
pulse frequency, ultrasonic pulse phase, ultrasonic pulse wave shape or envelope, acoustic signal
period, or acoustic signal duty cycle. Such a file may be downloaded to a sound system of a
vehicle for playback as disclosed above. Software in the cell phone may be specifically designed
to recognize the characteristics of the acoustic signal supplied by the audio file, thereby
improving signal discrimination over background.

It may be recognized that the passive localization method may be affected by music,
noise, conversation, or other external audio signals that may match the characteristics of the
acoustic signal and lock the phone (audio interference). Audio interference may be addressed in
several ways, including, but not limited to:

e increasing the power of the acoustic signal;

e applying directional transmission techniques to the acoustic signal;

e applying frequency hopping techniques in which the frequency of the ultrasonic pulse is
varied;

e changing additional acoustic characteristics of the acoustic signal, including a duty cycle
of the acoustic signal (the period of latency between ultrasonic pulses), a period of the
acoustic signal, a frequency of the ultrasonic pulse, an amplitude of the ultrasonic pulse, a
phase of the ultrasonic pulse, or combination or combinations thereof.

It may further be recognized that any of the above disclosed characteristics may be periodically

altered in a manner analogous to the use of a rotating key in encryption technology. In another
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alternative, a sound file comprising the acoustic signal may be encrypted to prevent replication
Or reverse engineering.

In embodiments, the acoustic signal received by the acoustic receiver of the mobile
device may be converted to an electrical signal and the electrical signal comprises information
regarding the acoustic parameters of the acoustic signal. In embodiments, processing is
performed on the electrical signal to determine a location of mobile device. In embodiments, the
systems and methods of the present disclosure may comprise a sound player, a sound recorder,
and/or a sound filter as described with regard to FIG. 5 that perform particular functions of the
necessary signal processing. Furthermore, the signal processing components and functions
described may be implemented by a processor device located within the mobile device or by a
processor device in communication with the mobile device.

However, in the passive detection method, the mobile device must constantly monitor the
acoustic environment of the vehicle because the ultrasonic pulse emitted by the transmitters may
occur at any time. As a result, the processor may run continuously in order to evaluate the
acoustic environment and detect the occurrence of one or more ultrasonic pings. Such continual
higher processor activity may lead to battery drain. Several mechanisms may be incorporated
into the passive localization method to address the issue of power consumption including,
without limitation:

e introducing a wait or sleep period in the detection routine, for example monitoring the
acoustic environment of the electronic device only periodically (for example, monitoring
or recording the acoustic environment for 1 second and then sleep for 9 seconds), thereby
detecting the acoustic environment only 10% of the time and saving battery power for the
90% of the time;

e developing the software code for the mobile device that makes use of software packages
optimized for low power-consumption (for example, writing the software using a C/C++
library such as Android NDK (Native Development Kit) which would be more power
efficient than using Java Android Library (Android SDK));

e offloading a portion of the software to specialized hardware that is optimized for low
power consumption, such as DSP, Audio Codec;

e running the software at lower processor speed or frequency;

e running the software at lower power gating option for the processor;
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e disabling external electronic component such as microphone amplifier and audio codec
when the software is not actively listening for the sound (or causing such components to
enter a sleep mode); or

e any combination or combinations of the above techniques.

An embodiment of a passive method for mobile device localization that addresses the
issue of continual evaluation of the acoustic environment of the vehicle by the mobile device is
shown in FIG. 5.

In the method 600 depicted in FIG. 5, a mobile device may periodically sample 601 its
acoustic environment. It may be recognized that during the periodic sampling step 601, the
acoustic transmitters of the vehicle emit the acoustic signals as disclosed above. In some
embodiments, the vehicle sound system may be configured to transmit the acoustic signals while
the vehicle engine is running. In alternative embodiments, the vehicle sound system may be
configured to transmit the acoustic signals while the vehicle is in motion. In one example, the
vehicle sound system may be configured to cease transmission of the acoustic signals when the
vehicle is stopped or parked.

In some embodiments, the mobile device may follow an acoustic sampling protocol to
sample the acoustic environment 601 for a period of about 1 sec. and remain disabled for about 9
secs. Such a sampling protocol may be described has having a sampling protocol frequency of
about 0.1 Hz with a sampling protocol duty cycle of about 10%. Alternative sampling protocols
may have a sampling protocol frequency of about 0.5 Hz to about 0.01 Hz with a sampling
protocol duty cycle of about 5% to about 30%. If acoustic sampling by the mobile device is
disabled 602, the mobile device takes no further actions. If acoustic sampling by the mobile
device is enabled 602, the mobile device may be configured to enable a sound recorder 603 to
capture a short recording from an acoustic receiver at a predetermined sampling frequency. In
one embodiment, the sampling frequency is about 44.1 KHz. In an alternative embodiment, the
sampling frequency may be greater, for example at about 100KHz. Further, in an embodiment,
the recorded audio is converted to an array of double precision floating number for further

analysis. Example code of an embodiment for capturing a recording is shown below:

int frequency = 44100;

int blockSize = 22050;

int channelConfiguration = AudioFormat.CHANNEL IN MONO;
int audioEncoding = AudioFormat.ENCODING PCM_16BIT;
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audioRecord = new AudioRecord(MediaRecorder.AudioSource.CAMCORDER, frequency,

channelConfiguration,audioEncoding, blockSize * 2);

G Yy
+ N ,\\\\\\

N WITILL @XPLLCITLY

whlle (getNoCommAppllcatlon() isListeningSounds()) {
recData = naw ByteArrayOutputStream();
dos = new DataOutputStream(recData);
short[] buffer = new short[blockSize];

audioRecord.startRecording();
int bufferReadResult = audicRecord.read(buffer, 0, blockSize);
for (int i = ©; i < bufferReadResult; i++) {
try {
dos.writeShort(buffer[i]);
} cateh (IOException e) {
e.printStackTrace();
}
}

audioRecord.stop();

try {
dos.flush();
dos.close();

} catch (IOException el) {
el.printStackTrace();

}

byte[] clipData = recData.toByteArray();

ByteBuffer rawByteBuffer = ByteBuffer.wrap(clipData);
rawByteBuffer.order(ByteOrder.BIG ENDIAN);

double[] micBufferData = new double[clipData.length / 2];
for (dint i = 0; i < clipData.length; i += 2) {

short sample = (short) ((clipData[i] << 8) + clipData[i + 1]);

micBufferData[i / 2] = (double) sample / 32768.0;
}

Further, at step 605, a sound filter may apply a narrow band-pass filter centered at about
19 KHz to emphasis the acoustic signal. In one embodiment, the sound filter comprises a

Butterworth Infinite Impulse Response filter (Butterworth-type IIR filter). Example code for a

Butterworth-type IIR filter is shown below:

private IirFilterCoefficients filterCoefficients;
private IirFilter filter;

filterCoefficients = new IirFilterCoefficients();
filterCoefficients.a = new doubla[] { 1.0000000000000000E+0,
1.7547191342863953E+0, 9.3451485937250567E-1 };
filterCoefficients.b = new double[] { 2.5671973749246350E-2,
0.000000000V0VOOE+D, -2.5671973749246350E-2 };

filter = new IirFilter(filterCoefficients);

double[] filterOutput = new doubls[micBufferData.length];
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for (int i = ©; 1 < micBufferData.length; i++) {
filterOutput[i] = filter.step(micBufferData[il]);
}

Further, an IIR filter is one embodiment of a plurality of different embodiments of filter
implementations. Depending on a particular operating system of a mobile device, a software
library, and/or a particular hardware resource; a type of IIR and/or Finite Impulse Response (FIR)
filter may be chosen as appropriate.

In one embodiment, an acoustic receiver, such as a microphone, records the acoustic
signal as oscillations around the 0-axis. A volume value, which is always greater or equal to 0,
may be extracted from the sound recording at step 607 for the purpose of efficient analysis.

Sound volume extraction may be done by calculating the 7-elements moving average of the
absolute values of the sound volume. Example code of an embodiment for sound volume

extraction is shown below:

double soundVolume[] = new doubls[filterOutput.length];
for (int i = 6; 1 < filterOutput.length; i++) {
soundvolume[i] = Math.abs(filterOutput[i]) + Math.abs(filterOutput[i - 1])
+ Math.abs(filterOutput[i - 2]) + Math.abs(filterOutput[i - 3])
+ Math.abs(filterOutput[i - 4]) + Math.abs(filterOutput[i - 5])
+ Math.abs(filterOutput[i - 6]);

}

In an alternative embodiment, a less processor intensive algorithm may be used to
calculate the sound volume based on a 2-element moving average. Such an algorithm may
increase the speed of the calculation as only two stored values may be used instead of seven. An

example code of such an embodiment for a 2-element moving average may include:

soundVolumeli] = max[abs(soundinput[i]), abs(soundinputi-1])]

Due to possible interference, filtering artifacts, electronic noise and transducer distortions,
it may be necessary to remove background noise from the volume data at step 609. To remove
background noise, a fixed threshold may be applied to each element of the volume data. If the
volume data is less than the threshold, it may be assigned a value of 0. Example code of applying

a threshold to volume data is shown below:

private final double NOISE MAX VOLUME = 0.05;
for (int i = ©; 1 < soundVolume.length; i++) {
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if (soundVolume[i] < NOISE_MAX VOLUME) {
soundVolume[i] = 0.0;

SOUNR yaauame <

}

Sounds with an energy level that is significantly higher than the background noise, which
may be referred to as pulses, beeps, or peaks, and are potential candidates for identifying pulses
at step 611. The method for the pulse detection may be a fixed threshold technique according to
the example code shown below:

C++ Psuedo Code

double noise_free_volume[]; //input
int initial_cross_over_points[]; //output, time index where volume first change from zero to non-zero.

inti,j=0;
for (i=1;i<sizeof(noise_free_volume);i++) {
if (noise_free_volumeli-1]==0 && noise_free_volumeli]>0) {
initial_cross_points][jl=i;
j++;

}

Below is example code that may be implemented for pulse detection:

for (int i = ©; 1 < soundVolume.length; i++) {
if (soundVolume[i] < NOISE_MAX VOLUME) {
continue;
}

int j = ©;
double max = 0;
for (j = i; j < soundvolume.length; Jj++) {
i¥ (soundvolume[j] > max)
max = soundVolume[j];

if (soundVolume[j] < NOISE_MAX VOLUME) {
J++;
break;

}

int count = j - 1i;
1F (max < NOISE_TRESHHOLD) {

for (j = ©; j < count; j++) {

soundVolume[i + j] = 0.0;

}
} slse {

double peakTreshold = 0.1 * max;

for (j = ©; j < count; j++) {

if (soundvolume[i + Jj] >= peakTreshold) {
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peaks.add(i + j);
soundVolume[i + J] = -1.0;
break;

}
}

i += count - 1;

A process of initial pulse detection performed at step 611 may produce a list of time
stamps of sound pulses. As part of a previous step, the list may be filtered by eliminating sound
pulses that are very close to or very far from earlier pulses according to a pulse down selection
process performed at step 613. In one embodiment, if a time difference between a pulse and a
preceding pulse or a proceeding pulse is not in a range specified by a minimum and maximum
value, then the pulse may be eliminated from the list of time stamps. Accordingly, if a pulse is
not within a predetermined range, it may be determined to be a reverberation of an earlier pulse
instead of a new pulse. Example code for determining time differences of pulses in the list is

shown below:

if (peaks.size() > 1) {
List<Integer> differences = new ArraylList<Integer>();

int 1i,j=0;
for (1 = 0; 1 < peaks.size(); i++) {
for (j=1i; j<peaks.size();j++)
int diff = peaks.get(j) - peaks.get(i);
if (diff >= minDist && diff <= maxbist) {
int distInSamples = diff - midbist;
double dist = distInSamples * (34 / 44.1);
doublae time = diff / 44.1;
differences.add(diff);
break;

}
According to the embodiments disclosed above for method steps 605, 607, 609, 611, and
613, the processor may determine if the sound recorded in step 603 of the acoustic environment
of the mobile device comprises the acoustic signals transmitted by the transmitters. When the
recording is determined to comprise the acoustic signals transmitted by the transmitter, the
relative location of the mobile device may then be calculated using the speed of sound in step

615 using the following formula:

cm
Relative Distance(cm) = —0.5 * 34.3 v (length of silence between pings — 190ms)
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cm
Relative Distance(cm) = —0.5 = 34.3T- (189.2066 — 190) = —14cm

Example code of an embodiment for calculating a relative location of a mobile device is

shown below:

int distInSamples = diff - midDist;
double dist = distInSamples * (34 / 44.1);
double time = diff / 44.1;

The value “34” shown above is the speed of sound in cm/ms. The value “44.1” is the
number of audio samples in 1 millisecond at the sampling frequency of 44.1 KHz. In alternative
embodiments, the sampling frequency may be higher, for example at about 100 KHz. In such
alternative embodiments, the code may be changed so that the value “44.1” is replaced by “100”
or other value related to the sampling frequency.

In addition, there are many sources of error that might lead to incorrect calculated
distance from time to time. To eliminate statistical outliers, distance filtering may be applied at
step 617 based on a calculated distance that may be averaged over current values and a finite set
of historical values. A moving average process may improve the accuracy at the expense of
slower detection speed (~10 seconds). Example code below illustrates one embodiment of a

moving average filtering calculation:

if (!differences.isEmpty()) {
int sumDiff = ©;
for (int diff : differences) {
sumDiff += diff;
}

imt averageDiff = sumDiff / differences.size();

Ultimately, a determination is made as to whether a mobile device is located in a
predetermined detection zone in step 619; such as a driver’s zone. For the implementation
shown above, a mobile device may be considered to be in a predetermined detection zone when a
relative position is greater than 0. In an embodiment, this means if a relative placement is to the
left of a mid-point of a vehicle cabin, then a mobile device may be determined to be in a driver’s
seat location. Example code of an embodiment for determining a relative position is shown

below:

private vold calculateDeviceDistance() {
int sum = Q;
for (Peaks setOfPeaks : setsOfPeaks) {
sum += setOfPeaks.getDifferenceInSamples();

}
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int average = sum / setsOfPeaks.size();
int differenceFromMiddle = average - midDist;
int differenceInSamples = Math.abs(differenceFromMiddle);
double positionInCm = differenceInSamples * (34 / 44.1);
if (differenceFromMiddle > 0) {

sendLockDeviceMessage();

} else {
sendUnlockDeviceMessage();
}

}

Alternative embodiments may use different criteria to determine that the mobile device is located
in the predetermined detection zone. According to alternative calculations, if the calculated
relative distance is less than zero, then the mobile device is determined to be in the
predetermined detection zone (the driver’s side).

Once the position of the mobile device is determined, the control circuit may cause an
inhibition of one or more functions of the mobile device if the position is found to be in the
predetermined detection zone. Functions that may be inhibited may include texting functions or
functions related to internet communications. In one example, the function of the mobile device
may be altered, for example configuring voice communications to employ a hands-free system
incorporated in the vehicle.

In one embodiment, the mobile device may continue to periodically sense the acoustic
environment and determine the position of the mobile device even after the control circuit has
inhibited the one or more functions of the mobile device. In an alternative embodiment, a timer
associated with the mobile device may be implemented so that the mobile device may
discontinue sensing the acoustic environment and determining the position of the mobile device
until the timer runs out. In either embodiment, the at least one function of the mobile device may
be restored when the mobile device determines that it is no longer located within the
predetermined detection zone.

In addition, various embodiments of the sound filter discussed above with regard to step
605 of FIG. 5 are described below. In embodiments, analog electronic components such as
capacitor, resistor, inductors and amplifiers can be used to build band pass filter. Infinite impulse
response (IIR) and finite impulse response (FIR) are two common types of digital filters.
Depending on a particular mathematical equation, the following filters can be used to produce
the desired band pass properties:

e Butterworth;
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e Chebyshev;
e Bessel; or
e Elliptical.
There are also many popular circuit implementations of various band pass filters,
including:
e Sallen-Key filter;
e State Variable filter;
e Biquadratic (Biquad) filter;
e Multiple Feedback Bandpass filter; and
e Dual Amplifiers Band-Pass (DAPB) filter.

Further, embodiments of sound filters may be implemented using a microprocessor Field
Programmable Gate Array (FPGA) or a Digital Signal Processor (DSP).

Additionally, embodiments of sound volume extraction discussed above are described
below. A demodulation process used by Amplitude Modulation (AM) radio receiver may be used
for extracting sound volume from an ultrasonic pulse. Accordingly, various analog
implementations of an AM radio demodulator may be used to extract the volume information
from a 19 KHz ultrasonic carrier frequency. The following is a list of AM demodulation
techniques:

e Envelope detector consisting of rectifier and low pass filter;
e C(Crystal demodulator; and
e Product detector.

In addition, a Hibert Transform may be used for volume extraction. Further, a dedicated
Application Specific Integrated Circuit, or ASIC semiconductor chip, may be used to detect the
volume level from audio signal. One example is a THAT 2252 RMS-Level Detector chip
manufactured by THAT Corporation.

Moreover, embodiments of pulse detection as discussed above are described below.
Pulse detection may be considered as a problem studied across various academic fields. The
operation may be to separate out a true signal, which is referred to as a ping, from noise. One
embodiment of pulse detection functions to separate a ping from noise is when the volume
information exceeds fixed multiples of the background noise. Another embodiment of pulse

detection according to the present disclosure involves using a Cumulative Sum (CUSUM) chart.
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The CUSUM may be used to discern significant deviation from natural variability in continuous
evolving process. In addition, an Otsu threshold can be applied to identify a ping (foreground)
from noise (background). The algorithm assumes that an acoustic signal follows a bi-modal
histogram consists of ping (foreground) and noise (background). By dividing each time slice into
two groups (ping and noise), while minimizing the variance within each group, a ping may be
identified reliably even with varying noise level.

Additionally, one or more of the steps depicted in FIG. 5 may be substituted in whole or
in part using a time delay cross correlation technique or phase correlation. A relative delay, or
phase shift, of the acoustic signals received at each microphone can be calculated using phase
correlation. Once the phase shifts of the microphones are determined, the relative placement of
the acoustic source can be determined.

The following steps illustrate the calculation of phase correlation between the acoustic
data from two microphones, s1 and s2:

e Calculate a Fourier transform of both time-series acoustic signals s1, s2 (S1 and S2,
respectively);
e Calculate a complex conjugate of a second Fourier transformed signal, S2, and then

multiply it with S1 to calculate a cross-power spectrum R;

e Apply an inverse Fourier transform to R (resulting in signal r); and
e The phase shift is calculated as a peak in r due to the Fourier-shift theorem.

Once phase shift has been determined, the relative location can be calculated by
multiplying the phase shift by the speed of sound.

In passive detection of a relative location of a mobile device can be calculated using the
speed of sound. The following illustrates one embodiment of a calculation process. In the
example of FIG. 6, two speakers are shown, a left speaker 2001 and a right speaker 2003. At
time t,=0, the left speaker 2001 emits a pulse. At time to+tpyisettsience=200ms, the right speaker
2003 emits a pulse. tgience 1S set to equal 190ms.

The mid-point between the two speakers 2001, 2003 is a distance of m from each speaker.
The mobile device is calculated to be a distance of d right of the center point between left and
right speaker 2001, 2003. The speed of sound is v. The distance of the mobile device to the right
speaker 2003 is (m-d). Distance of the mobile device to the left speaker 2001 is (m+d).

For the first pulse from the left speaker, it will be:
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First detected at t=0+(m-+d)/v (rising edge of the 1% pulse)
Last detected at t=tyys+(m+d)/v (falling edge of the 1% pulse)
=10+(m+d)/v
For the second pulse from the right speaker, it will be:
First detected at t=0+ tpuise + tsitence +(m-d)/v (r1sing edge of the oud pulse)
=0+10+190+ (m-d)/v=200+(m-d)/v
Last detected at t=0+ tpuise + tsitence + tpuise + (m+d)/v (falling edge of the 2" pulse)
=210+(m-d)/v
The silence between the two pulses, specifically, from the falling edge of the 1* pulse to
the rising edge of the 2™ pulses is measured:
Tsence =falling edge of 2™ pulse — rising edge of 1% pulse
=200+(m-d)/v-(10+(m+d)/v)
Tsitence =190-2d/v
Tsilence-190=-2d/v
-0.5*(Tsilence-190)*v=d
Therefore, the relative distance d from the center point can be calculated by finding the

small shift in the silence period between the two pulses.
cm
Relative Distance(cm) = —0.5 * 34.3 v (length of silence between pings — 190ms)

cm
Relative Distance(cm) = —0.5 = 34.3T- (189.2066 — 190) = —14cm

In the above example, the relative placement is -14 cm, or 14 cm to the right of the midpoint
between the two speakers 2001, 2003. The calculations disclosed above are examples only as
they relate to acoustic signals having the timing characteristics as depicted in FIG. 6. It may be
understood that related calculations may be used for signals having different timing
characteristics such as pulse width, length of silence between pulses, and pulse frequency.

In the embodiments disclosed above, the calculations for the location of the mobile
device are referenced to a predetermined detection zone corresponding to a driver’s side of a
vehicle. In many of the sample calculations disclosed above, the driver’s side of the vehicle is
taken to be the left side of the vehicle (corresponding to jurisdictions having right-hand traftic
laws, such as in the U.S.). Thus, in the calculation of the relative distance disclosed above, a

negative value may correspond to an area outside of the driver’s side such as the forward
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passenger side. It may be understood that equivalent embodiments, methods, and calculations
may apply to vehicles having a right side corresponding to the driver’s side of the vehicle (for
jurisdictions having left-hand traffic laws, for example in the U K.). In such embodiments, for
example, a negative value of the relative distance may correspond to the predetermined detection
zone corresponding to the driver’s side of the vehicle.

Additionally, a method for determining a presence of a mobile device located in a
predetermined detection zone comprises transmitting, by each of a plurality of transmitters,
acoustic signals to the mobile device, receiving, by the mobile device, each acoustic signal
transmitted by the plurality of transmitters, determining, by a processor, a location of the mobile
device based on the communication signals transmitted by the plurality of transmitters and
received by the mobile device, determining whether the location of the mobile device matches
the predetermined detection zone, and inhibiting at least one function of the mobile device upon
determining that the location of the mobile device matches the predetermined detection zone.
Each of the acoustic signals comprises at least one ultrasonic pulse at about 19 kHz.

Further, determining the location of the mobile device may comprise determining the
location of the mobile device based on a distance from the mobile device to each of the plurality
of receivers and the distance of the mobile device to each of the plurality of receivers is may be
determined based on time difference in reception at each of the plurality of receivers of the
acoustic signal transmitted from the mobile device. Additionally determining the location of the
mobile device comprises determining the location of the mobile device based on triangulation.

In addition, an acoustic signal may be transmitted by a plurality of acoustic transmitters
with additional location or identification information that allows each of the acoustic transmitters
to be identified based on information contained in the acoustic signal. In one embodiment,
information is encoded using pulse compression by modulating the transmitted acoustic signal
and then correlating the received signal with the transmitted acoustic signal. The modulated
acoustic signal may be transmitted according to certain parameters such that signal processing is
accomplished the same as or similar to the processes described above.

As disclosed above, a mobile device may be localized within a vehicle based on the
receipt, by the device, of one or more audio signals emitted by one or more transmitters within
the vehicle. In one embodiment of a method, a mobile device periodically records sounds from

its acoustic environment and processes data derived from the recorded sounds. The mobile
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device may then determine from the data that the recorded sounds comprise the audio signals,
and then use timing information from the audio signals to determine the position of the mobile
device within the vehicle. It may be recognized that, in some embodiments, both the periodic
sampling by the mobile device and the emission of the audio signals by the transmitters may be
free-running and uncorrelated processes. Consequently, it is possible that the mobile device may
begin recording the environment at a time between the transmission of the audio signal from a
first transmitter and the transmission of the audio signal from the second transmitter. Unless the
audio signal from the first transmitter (the first audio signal) can be distinguished from the audio
signal from the second transmitter (the second audio signal), the software within the mobile
device may invert the sense of the transmitter and therefore incorrectly calculate its location.
Therefore, in one embodiment, the first audio signal and the second audio signal may be
distinguished according to one or more audio characteristics.

FIG. 7 depicts a representation of a first audio signal 702 and a second audio signal 722.
The first audio signal 702 may include an ultrasonic pulse 704 starting at a time ty 706 and
ending at a time t; 710. The ultrasonic pulse 704 may therefore have a pulse width w; defined as
the difference between time to 706 and time t; 710. Ultrasonic pulse 704 may be followed by a
refractory or silent period 712 having a time width of w,, corresponding to the difference in time
between the start of a subsequent ultrasonic pulse 704 and the ending time t; of a previous
ultrasonic pulse 704. The ultrasonic signal 702 may therefore be characterized by a period T,
comprising a sum of pulse width w; and refractory period width w,. Additionally, the first audio
signal 702 may be characterized by a duty cycle D calculated as (w1/T1)*100 (percentage of the
period T, during which the ultrasonic pulse 704 is emitted).

The second audio signal 722 may be similarly characterized as audio signal 702. The
second audio signal 722 may include an ultrasonic pulse 724 starting at a time t, 726 and ending
at a time t3 730. The ultrasonic pulse 724 may therefore have a pulse width ws defined as the
difference between time t; 726 and time t; 730. Ultrasonic pulse 724 may be followed by a
refractory or silent period 732 having a time width of wy, corresponding to the difference in time
between the start of a subsequent ultrasonic pulse 724 and the ending time t; of a previous
ultrasonic pulse 724. The second ultrasonic signal 722 may therefore be characterized by a
period T, comprising a sum of pulse width w3 and refractory period width w,. Additionally, the

second audio signal 722 may be characterized by a duty cycle D, calculated as (w3/T;)*100
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(percentage of the period T, during which the ultrasonic pulse 724 is emitted). The second audio
signal 722 may be emitted with a delay time tq; with respect to the first audio signal 702. A delay
time tq; may be calculated as the time between the start 706 of an ultrasonic pulse 704 in the first
audio signal 702 and the start 726 of a subsequent ultrasonic pulse 724 in the second audio signal
722 (or a difference between t; and tp). An alternative delay time tq, may be calculated as the
time between the start 726 of an ultrasonic pulse 724 in the second audio signal 722 and the start
706 of a subsequent ultrasonic pulse 704 in the first audio signal 702 (or a difference between to
+ w1 + w; and t; of a preceding ultrasonic pulse 724.) It may be recognized that the first audio
signal 702 may be distinguished from the second audio signal 722 according to differences in the
timing characteristics of the signals. For example, the first audio signal 702 may have a pulse
width w; longer or shorter than the pulse width ws of the second audio signal 722. Alternatively,
the first audio signal 702 may have a refractory period w, longer or shorter than the refractory
period wy of the second audio signal 722. In another example, the first audio signal 702 may
have a duty cycle D, longer or shorter than the duty cycle D, of the second audio signal 722. In
yet another example, delay time tq; may be longer or shorter than delay time tg;. In some
embodiments, the period T, of the first audio signal 702 and the period T, of the second audio
signal 722 may both be about 125 msec. However, delay time tq; may be about 50 msec. and the
delay time tq; may be about 75 msec. In this manner, the first audio signal 702 and the second
audio signal 722 may be distinguished regardless of when the mobile device begins sampling the
acoustic environment.

In addition to the characteristics of a first and a second audio signal disclosed above, each
audio signal may be characterized according to the central frequency of the ultrasonic pulse
and/or a wave envelope of the ultrasonic pulses. FIG. 8 depicts and expanded view of an
ultrasonic pulse 802 that may be incorporated into either the first or the second audio signal. An
ultrasonic pulse 802 may be characterized as having a starting time (ts) 804 and an ending time
(ts) 806. The ultrasonic pulse 802 may be further characterized by a pulse width ws equal to the
difference between ts and ts. The ultrasonic pulse 802 may be characterized as having a pulse
wave envelope describing the amplitude of the ultrasonic pulse 802 throughout its pulse width ws.
In some examples, the ultrasonic pulse 802 may be characterized by essentially a flat amplitude
throughout the pulse width ws. In other examples, the amplitude of the ultrasonic pulse 802 may

be shaped throughout the pulse width ws. As an example of amplitude shaping, the ultrasonic
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pulse 802 may ramp up in amplitude from about a zero amplitude to a maximum amplitude over
a first 1 msec. period, may remain essentially at the maximum amplitude for about 3 msec., and
may ramp down in amplitude from the maximum amplitude to about a zero amplitude for an
additional 1 msec., thereby forming a trapezoidal pulse envelope. Other amplitude shaping may
include a triangular pulse envelope, a curved pulse envelope, a parabolic pulse envelope, a
sinusoidal pulse envelope, or a combination or combinations thereof. It may be recognized that a
first audio signal may be distinguished from a second audio signal based on the respective
ultrasonic pulse envelopes therein.

It may be recognized that the location of a mobile device within a vehicle may be
localized only in terms of a left side of the vehicle versus a right side of the vehicle when only
two speakers are used (for example, the speakers are installed in the front of the vehicle). Such
one dimensional localization (across a width dimension of the vehicle cabin) may be sufficient
for a vehicle having only a front driver seat and a front passenger seat. However, such a system
may be insufficient to localize a mobile device in a driver’s seat for a vehicle having front and
rear seats (or more than one rear seat, as may be found in some vans). The mobile device may be
located in two dimensions (along the width and length of the vehicle cabin) if additional
positioning information is provided. In one example, additional positioning information may be
determined based on the power of the acoustic signal received by the mobile device. As
disclosed above, the power or signal strength of a wave weakens as the receiver moves further
away from the transmitter. If the distance between the transmitter and receiver is R, then the

power density sensed by the receiver is given by the equation below:

Lo RS
where S, is the received power density and Py is the power from the transmitter. Thus, the
location of the mobile device within the vehicle cabin may be determined in a length dimension
of the vehicle cabin based on measuring a value of the power density of the acoustic signals
emitted by the speakers.

FIG. 9 illustrates an alternative embodiment for determining a two dimensional
localization of the mobile device 1803 within the vehicle cabin. FIG. 9 is distinguished from
FIG. 4 in that more than two speakers 1805 are deployed in the vehicle. Such a configuration of

multiple speakers may be found in vehicles having a surround sound system. It may be
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understood that the system and method to localize the mobile device as disclosed above may be
extended to include more than two speakers. Thus, each of the plurality of speakers 1805 may
transmit a unique acoustic signal, each signal having its own time and frequency characteristics
as disclosed above. In such a system and method, the mobile device may be localized in two
dimensions within the vehicle cabin by determining its distance from each of the plurality of
speakers. For example, the distance may be determined based on the time of reception by the
mobile device of each of the plurality of acoustic signals transmitted by the plurality of speakers.

It is recognized that acoustic noise may interfere with a localization system based solely
on the receipt of an acoustic signal. For example, if a large number of vehicles on the road rely
on ultrasound emitter in the vehicle to determine the location of the phone, it is a possible that
vehicle A with windows or doors opened might receive ultrasound interferences from nearby
vehicle B. To prevent interference from nearby acoustical transmitters, the following techniques
can be utilized:

e Physical isolation and dampening - physical isolation may be used, such as
closing door, closing a window, improved soundproofing, and improve
electromagnetic isolation to reduce the effect of external

e Detect interference - the system may be configured to detect external interference,
and to respond by applying a different method to detect location and positioning
or adjust the acoustic characteristics of the transmitted acoustic signals and
similarly adjust the software in the mobile device to respond to the new acoustic
characteristics.

Because acoustic signals may be readily generated, it is possible that a user might attempt
to circumvent the acoustic methods for localizing the mobile device. Such attempts may include,
without limitation:

e the use of an external speaker to play a sound that might interfere with the
acoustic localization method;

e the use of an external noise generator to mask the signal of the ultrasonic ping;
and

e the use of a simulated acoustic signal.

Methods to combat attempts of such circumvention may include, alone or in combination:
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e modifying the acoustic characteristics of the of the acoustic signal;
e changing the frequency of the ultrasonic pulse;
e changing the phase of the ultrasonic pulse; and

e encoding or modulating the acoustic signal,

As disclosed above, power may be saved in a mobile device by only sampling the
acoustic environment periodically. However, if transmitters within a vehicle transmit acoustic
signals freely, it is possible that the mobile device may sample the acoustic environment at time
periods between or within the transmissions of the acoustic signals. In this manner, the mobile
device may not be able to distinguish an acoustic signal transmitted from one transmitter or
speaker from another. In one embodiment, each speaker may emit an acoustic signal having
acoustic characteristics that differ from the others. In this manner, the characteristics of an
acoustic signal detected by the mobile device may be used to identify which speaker emitted a
particular acoustic signal. In an alternative embodiment, the mobile device may be synchronized
to the acoustic signals. In this manner, the mobile device may sample the acoustic environment
at a predetermined time with respect to the transmission of all of the acoustic signals. In one
embodiment, synchronization may be accomplished by the receipt by the mobile device of a
synchronization signal produced by an apparatus or device that is also incorporated into the
vehicle. The synchronization signal may have a predetermined delay time with respect to the first
acoustic signal emitted by the first speaker. The mobile device may therefore begin recording
sound from the acoustic environment upon receiving the synchronization signal. As disclosed
above, the distance of the mobile device to the speakers may be determined by the delay in the
receipt of the acoustic signal emitted by each of the speakers by the mobile device. It may be
recognized that a synchronization signal should have characteristics such that no appreciable
delay in the receipt of the signal by the mobile device may occur regardless of the position of the
mobile device within the vehicle. Appropriate characteristics of the synchronization signal and
the acoustic signals are illustrated in FIG. 10.

FIG. 10 illustrates a “flash-to-bang” method for synchronizing the recording of an
acoustic signal by a mobile device to the transmitting of the acoustic signals. FIG. 10 illustrates a
thunderstorm 1002 which produces both thunder and lightning 1004. The flash of lightning 1004
may be detected by an eye 1006 while the thunder may be detected by an ear 1008. A distance of
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a person from the thunderstorm 1002 may be roughly calculated by counting the number of
seconds that pass between a flash of lightning and the crack of thunder that follows it, and
dividing that number by five. The resulting number indicates approximately the number of miles
the person is away from the lightning strike. This method is based on the fact that light travels
much faster than sound through the atmosphere: light travels approximately 186,291 miles per
second (299,800 km/s), whereas the speed of sound is only about 1,088 feet per second (332
meters per second), depending on air temperature. An RF wave travels approximately at the
speed of light. Therefore, receipt by a mobile device of a synchronization signal based on an RF
transmission will not suffer an appreciable delay regardless of the position of the mobile device
within the vehicle.

FIG. 11 illustrates a system in which a synchronization signal is emitted by an apparatus
associated with a vehicle that is consistent with this method. FIG. 10 illustrates a vehicle in
which a mobile device 1803 is located. As disclosed above, the system includes transmitters
1805 (such as speakers) that may emit acoustic signals. In addition, the system may include an
additional RF signal transmitter 1102 configured to emit an RF signal 1104. In some
embodiments, the RF signal transmitter 1102 may comprise a Bluetooth Enabled MCU device
configured to transmit an RF signal 1104 such as a Bluetooth Smart wireless message. The
Bluetooth wireless message, transmitted in the RF signal 1104, travels near the speed of light and
may be received by the phone with certain, albeit small, latency. This Bluetooth message may
inform the mobile device in the vehicle that one or more acoustic signals, comprising an
ultrasonic pulse, may be emitted by the speakers with a known delay from the Bluetooth message.
In such a manner, the Bluetooth broadcast message may comprise the synchronization signal.
Once the phone receives the message, it will start recording and analyzing for the ultrasound
pulse.

As illustrated in FIG. 11, an embodiment may include hardware including at least two
speakers 1805 and one Bluetooth Enabled MCU 1102. The speakers 1805 can be driven using a
PWM output with a simple amplifier. The MCU 1102 requires very little processing capability
that most Bluetooth Smart SOC such as Nordic Semi's nrf51822 or Texas Instrument CC2540 is
capable of performing all required functionality. Those Bluetooth SOC typically costs $2.0 at

volume. In an embodiment of a method:
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e the MCU 1102 may send out a Bluetooth Smart broadcast message 1104; after a fixed
time after the broadcast, an ultrasound pulse may be transmitted from the left speaker
1805 and the right speaker 1805, sequentially;

e once the broadcast message 1104 has been received by the mobile phone 1803, the
mobile phone 1803 may start the sound recording, for example according to the method
disclosed above in FIG. 5;

e because the latency of Bluetooth Smart is well known, the method embodied in software
programmed into the mobile device 1803 will be synchronized to the production of the
ultrasonic pulse by the speakers 1805;

e avery aggressive and sensitive detection algorithm for processing the acoustic signal may
therefore be applied based on the expected arrival time of the ultrasound pulse;

e the arrival time of ultrasound pulses from left and right speakers 1805 are recorded, and
distance calculated by the mobile device 1803.

FIG. 12 illustrates a timing diagram of features associated with the embodiment disclosed
above. The vehicle may include hardware that together operates as illustrated the hardware
timeline 1202. The mobile device may receive a plurality of signals from the hardware according
to the device timeline 1240. In the hardware timeline, 1202, at a time t=0, the Bluetooth Enabled
MCU may emit a synchronization signal 1204. In some examples, the synchronization 1204 may
include the Bluetooth Smart broadcast message 1104 (FIG. 11). At some time after the
transmission of the synchronization signal 1204, (for example at t=50 msecs.) the first speaker
may emit a first acoustic signal 704. Thereafter, the second speaker may emit a second acoustic
signal 724 (for example at t=100 msecs.). In the device timeline 1240, the mobile device may
receive 1244 the synchronization signal. In response, after a delay time, the mobile device may
begin recording 1246 sounds from the acoustic environment (at some time t’=0, later than the
time t=0 corresponding to the time the Bluetooth Enabled MCU may emit the synchronization
signal 1204. Thereafter, the mobile device records 1248 the first acoustic signal and then records
1250 the second acoustic signal. At some time 1252 after the recording is completed, the mobile
device disables the recording function and begins to process the signals recorded from the
acoustic environment.

The advantage of this embodiment may include the following:
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e the system greatly reduce processing requirement in the hardware; for example, a
$2.0 Bluetooth + ARM Cortex MO SOC may be sufficient;

e the system greatly improves the battery life of mobile phone; because Bluetooth
Smart or Low Energy is high efficient, and the phone is only recording and
analyzing microphone data only as needed, battery drain may be kept to a
minimum;

e Bluetooth Smart does not require paring;

® because the system is synchronized to the arrival time of the ultrasound pulses
software embodiments of the detection and analysis methods can uses a more
aggressive detection criteria to improve sensitivity without increasing false
positive detection;

e the system greatly reduces hardware complexity and therefore can lead to a faster
time to market;

o the system is easier to integrate into the vehicle because the system and method
require almost no processing by the vehicle's processor, and speakers and
Bluetooth Smart transceiver can be standard feature for newer cars; and

e the system can be readily installed without a requiring a professional installer.

As disclosed above, the embodiment is advantageous in minimizing the complexity and
processing requirements and therefore may reduce the associated the hardware costs. Cost
reduction may arise due to the following considerations:

® no heavy processing required; a single chip solution for Bluetooth and processor
that is $2.0, may be used instead of a separate Bluetooth ($2.0) and a expensive
processor ($8~12);

* o additional microphones need to be added to the vehicle hardware; and

e arealized circuit including the hardware components may have a reduced circuit
board area.

An example of a bill of materials (BOM) is presented in Table 1, below.

Table 1
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Item Quantity Description Unit Price Extended

Number Price
1 1 Nordic Semi nrf51822 MCU+BT $2.066 $2.07

2 2 SSM2305Pseaker Amplifier $0.65 $1.30

3 2 Ultrasound speaker $1.04 $2.08
4 1 PCB Fab and Assembly $3.00 $3.00

5 1 Mechanical Assembly $2.00 $2.00

6 20 Various capacitors $0.035 $0.70

7 20 Various Resistors $0.0012 $0.02

8 1 Plastic Enclosure $3.00 $3.00

9 1 Power Supply Cable $1.05 $1.05
10 1 Box, Contents (packaging, user $3.00 $3.00

manual, CD, installation tools, etc.)
Total Cost $18.22

Additional financial advantages of the system may include:

10

Current financial models predict a NPV of $76 million at a unit cost of $73 for

hardware associated with a system to detect the location of a mobile device in a

vehicle. If the unit cost is lowered to $20, the NPV become $203 million. Based

on cost-saving alone, this would increase the company valuation by 267%.

Since the technology is simpler, it improves time to market and increase speed of

adoption. This new technology should reduce the product risk. Reducing the

discount rate from 25% to 20% to reflect this de-risk would increase NPV from

$203 million to $253 million.

For the aftermarket, systems based on the embodiment disclosed herein should

not require professional installation. This would increase profit margin.

15 Under some circumstances, a person lacking a mobile device or having a mobile device

in an off state or in airplane mode may enter a vehicle. I would be useful to include a method to

determine if there is an active mobile device in proximity to the vehicle. Processing and power
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savings may be realized if the vehicle hardware and system can determine if methods to localize
a mobile device are unnecessary. The above disclosure describes a sound-based localization
technique in combination with a radio wave technology. In one embodiment, a radio wave
technology such as Bluetooth, Bluetooth Smart/LLow Energy, or NFC may be used to permit the
vehicle-based electronics to determine whether the mobile device is in close proximity to a
vehicle. Once the vehicle-based electronics determines that the mobile device is near the vehicle,
they may then enable the sound-based localization techniques to determine the precise location
of the mobile device and whether it is in the driver’s area.

The radio technology may include one or more of the following techniques alone or in
combination, to determine whether the electronic device is near the vehicle:

e presence of a radio signal;

e strength or amplitude of the radio signal(RSSI);
e phase shift of the radio signal; and

e frequency shift of the radio signal.

In an alternative embodiment, the vehicle-based electronics may determine the presence
of a mobile device in proximity to the vehicle via sound localization. Once the mobile device is
determined to be in proximity to or within the vehicle, the location of the mobile device with
respect to the predetermined detection zone may be determined.

The system and methods disclosed above have considered the problem of identifying a
location of a single mobile device within a vehicle. It is recognized that there may be multiple
occupants in a vehicle, each one possessing one or more mobile devices. FIG. 13 illustrates that
multiple mobile devices 1803 within a vehicle may similarly located by acoustic means. It may
be understood that acoustic signals transmitted by transmitters 1805 may be received by all of
the mobile devices 1803 and each may determine its location within the vehicle accordingly.
Although not depicted in FIG. 13, it may be further understood that localization techniques
including the use of a synchronizing signal (as depicted in FIG. 11 and disclosed above) may
similarly permit multiple mobile devices to determine their respective locations within the
vehicle.

In another embodiment, the location and identification of multiple mobile devices within
a vehicle may be determined based on wireless signals emitted by the mobile devices. FIG 14

illustrates such a system. In one example, each of the mobile devices 1803 may receive acoustic
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signals from transmitters 1805 and determine their location within the vehicle. In some
embodiments, each of the mobile devices 1803 may than transmit over a wireless connection, its
respective location to a circuit or electrical device 1402 within the vehicle. Additionally, the
electrical device 1402 may incorporate a cellular phone detector. The cellular phone detector
may one take advantage of the fact that any cell phone periodically emitting a variety of wireless
signal to communicate via cellular, WIFI, Bluetooth, Bluetooth Smart, NFC and etc. In this
manner, the electrical device 1402 may passively determine the presence of one or more mobile
devices 1803 within the vehicle by monitoring the transmissions of the mobile devices 1803.
Alternatively, the electrical device 1402 may incorporate standard WIFI sniffing technology or
packed analyzer. To detect a cell phone through its Bluetooth connection, the electrical device
1402 can implement Bluetooth Smart listener function to scan nearby Bluetooth Smart (or
Bluetooth Low Energy) capable. FIG. 15 illustrates devices that can be detected by a Bluetooth
Low Energy scanner application (for example, implemented on an iPhone, as an example) to
detect nearby devices. FIG. 15 illustrates at least 2 iPhones and 1 iPads were detected through
Bluetooth.

Returning to FIG. 14, it may be understood that information regarding the location of one
or more mobile devices within a vehicle, as well as their identification information, may also be
shared with devices outside of the vehicle. In one embodiment of such a system 1400,
information received by an electrical device 1402 within the vehicle may be relayed through one
or more wireless communication protocols such as a cellular phone communication protocols to
a computer cloud computing system 1404 and the results may be stored in a memory component
of one or more servers 1406. The server 1406 may comprise one or more processors and one or
more transitory and/or non-transitory memory. The locational and identification information
from the one or more mobile devices may be stored in a database resident in the memory
component of the one or more serves 1406.

In addition to the location of a mobile device within the vehicle, the information may
include identifying information about the mobile device including, without limitation, a MAC
address, a list of applications resident on the device, and information related to the use of the
device. If the electrical device 1402 is additionally connected to the ODB-11 (On-Board
Diagnostics System) interface, the electrical device 1402 may also be able to correlate driving

performance with a driver possessing an identified mobile device. For example, the electrical
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device 1402 may receive vehicle information such as speed, break, sensor information,
diagnostic and other information available from the ODB-11 port. An additional advantage is
that the electrical device 1402 may also be powered through the vehicle power system, and not
require an additional power supply.

The information stored on the server 1406 may be accessed by a user over one or more
communications interfaces. In some embodiments, the server 1406 may include operations to
restrict the access of the mobile device information to an authorized user. An authorized user
may include a law enforcement user, an insurance user, and a healthcare user. For example,
insurance providers may use this information to set the premium for personalized usage-based
insurance rate. Information that may be of use to the insurance provider may include, without
limitation, which driver is driving the vehicle as well as the driving performance of the driver
(from ODB-11 information).

This information can be collected and stored in a back-end database. Access may be
restricted according to any standard mechanism including, without limitation, the use of an
identifier name, a password, a biometric token (such as a scanned finger print), a one-time
password token, and similar. The server 1406 may then determine that the received security
token or identifier is valid, and permit access to the information.

In an additional embodiment, the electrical device 1402 may transmit one or more
messages back to the mobile device 1803 that has been localized to the predetermined detection
zone (for example, at the driver’s side of the vehicle). Such a message may include information
regarding the state of the vehicle based on the ODB-11 information. As one example, if the
vehicle is operating in an auto-pilot mode, a text message may be forwarded to the driver to
indicate a potential hazard that the auto-pilot mode is unable to address. Such a warning message
may include a request that the driver should resume manual control of the vehicle.

FIG. 16 illustrates an alternative embodiment 1600. In embodiment 1600, each of the
mobile devices 1803 transmits its own data through one or more wireless communication
protocols such as cellular phone communication protocols to a computer cloud system 1602 and
the results may be stored in a memory component of one or more servers 1604. The server 1604
may comprise one or more processors and one or more transitory and/or non-transitory memory.
The locational and identification information from the one or more mobile devices may be stored

in a database resident in the memory component of the one or more serves 1604. In addition to
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the location of a mobile device within the vehicle, the information may include identifying
information about the mobile device including, without limitation, a MAC address, a list of
applications resident on the device, and information related to the use of the device. The
information stored on the server 1604 may be accessed by a user over one or more
communications interfaces. In some embodiments, the server 1604 may include operations to
restrict the access of the mobile device information to an authorized user. An authorized user
may include a law enforcement user, an insurance user, and a healthcare user. Access may be
restricted according to any standard mechanism including, without limitation, the use of an
identifier name, a password, a biometric token (such as a scanned finger print), a one-time
password token, and similar. The server 1604 may then determine that the received security
token or identifier is valid, and permit access to the information.

In alternative embodiments, the location of a mobile device within a vehicle may be
determined based on other sensors. FIG. 17 illustrates a method 1700 of determining the location
of a mobile device 1803 in a vehicle based on the measurement of geomagnetic flux. Such a
method 1700 may not require additional hardware within in the vehicle and may rely instead on a
magnetometer integrated in the mobile device 1803 to detect changes 1706 in the natural
geomagnetic flux 1704 due to the body of the vehicle. It is well understood that certain types of
metals, such as ferric metals, can alter magnetic flux lines. A typical vehicle is 65% steel by
weight. The extra steel content in the vehicle (for example, as may be found in the engine block
1702, frame, and undercarriage) may cause incident natural geomagnetic flux lines 1704 to bend
1706. A magnetic map of the vehicle may be calculated or measured to determine how a location
within the vehicle can correlate to changes in the magnetic flux lines. Because a vehicle has
large amount of metallic material and there is an asymmetry between the metal structure near the
driver or the passenger seat, there is a difference in magnetic field reading that could be useful in
determine whether the electronic device is in the driver zone. Therefore, such a magnetic map
can be used to identify the driver zone. Such a system has been implemented, for example, as
part of an indoor navigation technology that uses the magnetometer in the phone to sense the
steel/iron structure in which the mobile device 1803 is located. Locational accuracy may be
improved when there is a large amount of steel in the structure.

As disclosed above, localization of a mobile device may be determined based on acoustic

transmitters, magnetic sensors, or detectors of wireless transmissions from the mobile device.

45



10

15

20

25

30

WO 2017/011672 PCT/US2016/042305

Alternatively, a beacon-based system may be employed in which beacons can be placed within
the vehicle, and the mobile device may determine a distance from each beacon. Such a system is
analogous to indoor GPS systems. FIG. 18 illustrates a generic depiction of such a beacon-based
system 1850. As illustrated in FIG. 18, a plurality of beacons 1840 may be disposed within the
vehicle. The mobile device 1803 may then determine its position relative to each of the beacons.

Examples of beacon-based localization systems may include one or more or a combination of’

e Magnetic beacons - one or more beacons made of magnet or component with
specific magnetic signature can be placed inside the vehicle to give different
position different magnetic signature. The cell phone can detect the difference in
magnetic signature and determine its location.

e Sound beacon - one or more beacons made of emitter of audible or non-audible
sound can be placed to provide locating signal for the cell phone via localization
technique such as time-of-flight, Doppler shift calculation.

e Light beacon - One or more beacons made of emitter of human visible or non-
visible light.

e Chemical beacon - One or more beacons that release a specific chemical to its
surrounding.

e Pressure beacon - Beacons that changes the air pressure in the nearby area.

e Mechanical beacon - Beacons that provides a specific mechanical property such
as vibration

e Radio beacons - Beacons that emits electromagnetic energy with frequency
200MHz to 50GHz.

It may be recognized that a combination acoustic, wifi, and beacon-based technology
may be used together for improved localization accuracy. For example, wireless technology may
be used to establish the approximate location of a mobile device. An ultrasound sensor may be
used to provide precise or fine location determinations. Additionally, magnetic technology as
well as GPS and position techniques may provide more refined information.

The various illustrative functional elements, logical blocks, modules, circuits, and
processors described in connection with the embodiments disclosed herein may be implemented

or performed with an appropriate processor device, a Digital Signal Processor (DSP), an
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Application Specific Integrated Circuit (ASIC), a Field Programmable Gate Array (FPGA) or
other programmable logic device, discrete gate or transistor logic, discrete hardware components,
or any combination thereof designed to perform the functions described herein as appropriate. As
described herein a processor may be a microprocessor, but in the alternative, the processor may
be any conventional processor, controller, microcontroller, or state machine designed to perform
the appropriate function. A processor may be part of a computer system that also has a user
interface port that communicates with a user interface, and which receives commands entered by
a user, has at least one memory (e.g., hard drive or other comparable storage, and random access
memory) that stores electronic information including a program that operates under control of
the processor and with communication via the user interface port, and a video output that
produces its output via any kind of video output format.

The functions of the various functional elements, logical blocks, modules, and circuits
elements described in connection with the embodiments disclosed herein may be performed
through the use of dedicated hardware as well as hardware capable of executing software in
association with appropriate software. When provided by a processor, the functions may be
provided by a single dedicated processor, by a single shared processor, or by a plurality of
individual processors, some of which may be shared. Moreover, explicit use of the terms
“processor” or “module” should not be construed to refer exclusively to hardware capable of
executing software, and may implicitly include, without limitation, DSP hardware, read-only
memory (ROM) for storing software, random access memory (RAM), and non-volatile storage.
Other hardware, conventional and/or custom, may also be included. Similarly, any switches
shown in the figures are conceptual only. Their function may be carried out through the
operation of program logic, through dedicated logic, through the interaction of program control
and dedicated logic, or even manually, the particular technique being selectable by the
implementer as more specifically understood from the context.

The various functional elements, logical blocks, modules, and circuits elements described
in connection with the embodiments disclosed herein may comprise a processing unit for
executing software program instructions to provide computing and processing operations for the
systems and methods described herein. A processing unit may be responsible for performing
various voice and data communications operations between the mobile device and other

components of an appropriate system. Although the processing unit may include a single
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processor architecture, it may be appreciated that any suitable processor architecture and/or any
suitable number of processors in accordance with the described embodiments. In one
embodiment, the processing unit may be implemented using a single integrated processor.

The functions of the various functional elements, logical blocks, modules, and circuits
elements described in connection with the embodiments disclosed herein may also be
implemented in the general context of computer executable instructions, such as software,
control modules, logic, and/or logic modules executed by the processing unit. Generally,
software, control modules, logic, and/or logic modules include any software element arranged to
perform particular operations. Software, control modules, logic, and/or logic modules can
include routines, programs, objects, components, data structures and the like that perform
particular tasks or implement particular abstract data types. An implementation of the software,
control modules, logic, and/or logic modules and techniques may be stored on and/or transmitted
across some form of computer-readable media. In this regard, computer-readable media can be
any available medium or media useable to store information and accessible by a computing
device. Some embodiments also may be practiced in distributed computing environments where
operations are performed by one or more remote processing devices that are linked through a
communications network. In a distributed computing environment, software, control modules,
logic, and/or logic modules may be located in both local and remote computer storage media
including memory storage devices.

Additionally, it is to be appreciated that the embodiments described herein illustrate
example implementations, and that the functional elements, logical blocks, modules, and circuits
elements may be implemented in various other ways which are consistent with the described
embodiments. Furthermore, the operations performed by such functional elements, logical blocks,
modules, and circuits elements may be combined and/or separated for a given implementation
and may be performed by a greater number or fewer number of components or modules. As will
be apparent to those of skill in the art upon reading the present disclosure, each of the individual
embodiments described and illustrated herein has discrete components and features which may
be readily separated from or combined with the features of any of the other several aspects
without departing from the scope of the present disclosure. Any recited method can be carried

out in the order of events recited or in any other order which is logically possible.
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It is worthy to note that any reference to “one embodiment” or “an embodiment” means
that a particular feature, structure, or characteristic described in connection with the embodiment
is included in at least one embodiment. The appearances of the phrase “in one embodiment” or
“in one aspect” in the specification are not necessarily all referring to the same embodiment.

Unless specifically stated otherwise, it may be appreciated that terms such as “processing,”

2%

“computing,” “calculating,” “determining,” or the like, refer to the action and/or processes of a
computer or computing system, or similar electronic computing device, such as a general
purpose processor, a DSP, ASIC, FPGA or other programmable logic device, discrete gate or
transistor logic, discrete hardware components, or any combination thereof designed to perform
the functions described herein that manipulates and/or transforms data represented as physical
quantities (e.g., electronic) within registers and/or memories into other data similarly represented
as physical quantities within the memories, registers or other such information storage,
transmission or display devices.

It is worthy to note that some embodiments may be described using the expression
“coupled” and “connected” along with their derivatives. These terms are not intended as
synonyms for each other. For example, some embodiments may be described using the terms
“connected” and/or “coupled” to indicate that two or more elements are in direct physical or
electrical contact with each other. The term “coupled,” however, may also mean that two or more
elements are not in direct contact with each other, but yet still co-operate or interact with each
other. With respect to software elements, for example, the term “coupled” may refer to interfaces,
message interfaces, application program interface (API), exchanging messages, and so forth.

It will be appreciated that those skilled in the art will be able to devise various
arrangements which, although not explicitly described or shown herein, embody the principles of
the present disclosure and are included within the scope thereof. Furthermore, all examples and
conditional language recited herein are principally intended to aid the reader in understanding the
principles described in the present disclosure and the concepts contributed to furthering the art,
and are to be construed as being without limitation to such specifically recited examples and
conditions. Moreover, all statements herein reciting principles, aspects, and embodiments as well
as specific examples thereof, are intended to encompass both structural and functional
equivalents thereof. Additionally, it is intended that such equivalents include both currently

known equivalents and equivalents developed in the future, i.e., any elements developed that
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perform the same function, regardless of structure. The scope of the present disclosure, therefore,
is not intended to be limited to the example aspects and aspects shown and described herein.
Rather, the scope of present disclosure is embodied by the appended claims.

The terms “a” and “an” and “the” and similar referents used in the context of the present
disclosure (especially in the context of the following claims) are to be construed to cover both
the singular and the plural, unless otherwise indicated herein or clearly contradicted by context.
Recitation of ranges of values herein is merely intended to serve as a shorthand method of
referring individually to each separate value falling within the range. Unless otherwise indicated
herein, each individual value is incorporated into the specification as if it were individually
recited herein. All methods described herein can be performed in any suitable order unless
otherwise indicated herein or otherwise clearly contradicted by context. The use of any and all
examples, or example language (e.g., “such as”, “in the case”, “by way of example”) provided
herein is intended merely to better illuminate the present disclosure and does not pose a
limitation on the scope of the present disclosure otherwise claimed. No language in the
specification should be construed as indicating any non-claimed element essential to the practice
of the present disclosure. It is further noted that the claims may be drafted to exclude any
optional element. As such, this statement is intended to serve as antecedent basis for use of such
exclusive terminology as solely, only and the like in connection with the recitation of claim
elements, or use of a negative limitation.

Groupings of alternative elements or embodiments disclosed herein are not to be
construed as limitations. Each group member may be referred to and claimed individually or in
any combination with other members of the group or other elements found herein. It is
anticipated that one or more members of a group may be included in, or deleted from, a group for
reasons of convenience and/or patentability.

While certain features of the embodiments have been illustrated as described above,
many modifications, substitutions, changes and equivalents will now occur to those skilled in the
art. It is therefore to be understood that the appended claims are intended to cover all such
modifications and changes as fall within the scope of the disclosed embodiments.

Various embodiments are described in the following numbered clauses:
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1. A system for determining a presence of a mobile device located in a predetermined
detection zone within a vehicle, the system comprising: a mobile device comprising a processor,
wherein the mobile device is configured to periodically record sounds from an acoustic
environment, and wherein the processor configured to: determine that the periodically recorded
sounds comprise a periodically recorded first acoustic signal comprising a first ultrasonic pulse
and a second acoustic signal comprising a second ultrasonic pulse; calculate, from the
periodically recorded sounds, a first time of arrival of the first acoustic signal and a second time
of arrival of the second acoustic signal; determine a location of the mobile device within the
vehicle based on the first time of arrival and the second time of arrival; and determine that the
location of the mobile device matches the predetermined detection zone.

2. The system of clause 1, wherein upon determining that the location of the mobile device
matches the predetermined detection zone, the processor is further configured to cause the
mobile device to inhibit at least one function of the mobile device.

3. The system of clause 1, wherein upon determining that the location of the mobile device
matches the predetermined detection zone, the processor is further configured to cause the
mobile device to alter the activity of at least one function of the mobile device.

4. The system of clause 1, wherein upon determining that the location of the mobile device
matches the predetermined detection zone, the processor is further configured to cause the
mobile device to issue a notification to a user of the mobile device.

5. The system of clause 1, wherein the first acoustic signal has a first acoustic characteristic
and the second acoustic signal has a second acoustic characteristic.

6. The system of clause 5, wherein the first acoustic characteristic differs from the second
acoustic characteristic.

7. The system of clause 5, wherein the first acoustic characteristic and the second acoustic
characteristic independently comprise an acoustic signal period.
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8. The system of clause 5, wherein the first acoustic characteristic and the second acoustic
characteristic independently comprise an ultrasonic pulse width.

0. The system of clause 5, wherein the first acoustic characteristic and the second acoustic
characteristic independently comprise an acoustic signal duty cycle.

10.  The system of clause 5, wherein the first acoustic characteristic and the second acoustic
characteristic independently comprise an ultrasonic pulse central frequency.

11.  The system of clause 5, wherein the first acoustic characteristic and the second acoustic
characteristic independently comprise an ultrasonic pulse shape.

12. The system of clause 1, wherein the processor is further configured to: calculate, from the
periodically recorded sounds, a power of the first acoustic signal and a power of the second
acoustic signal; and determine a location of the mobile device within the vehicle based on the
power of the first acoustic signal and the power of the second acoustic signal.

13. A method for determining a presence of a mobile device located in a predetermined
detection zone within a vehicle, the method comprising: periodically recording, by the mobile
device comprising a processor, a plurality of sounds comprising an acoustic environment;
determining, by the processor, that the periodically recorded sounds comprise a periodically
recorded first acoustic signal comprising a first ultrasonic pulse and a second acoustic signal
comprising a second ultrasonic pulse; calculating, by the processor from the periodically
recorded sounds, a first time of arrival of the first acoustic signal and a second time of arrival of
the second acoustic signal; determining, by the processor, a location of the mobile device within
the vehicle based on the first time of arrival and the second time of arrival; and determining, by
the processor, that the location of the mobile device matches the predetermined detection zone.

14. The method of clause 13, further comprising, upon determining that the location of the
mobile device matches the predetermined detection zone, causing, by the processor, the mobile
device to inhibit at least one function of the mobile device.
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15. The method of clause 13, further comprising, upon determining that the location of the
mobile device matches the predetermined detection zone, causing, by the processor, the mobile
device to alter the activity of at least one function of the mobile device.

16. The method of clause 13, further comprising, upon determining that the location of the
mobile device matches the predetermined detection zone, causing, by the processor, the mobile
device to issue a notification to a user of the mobile device.

17. The method of clause 13, further comprising: determining that the periodically recorded
sounds comprise a periodically recorded first acoustic signal comprising a first ultrasonic pulse
having first acoustic characteristic; and determining that the periodically recorded sounds
comprise a periodically recorded second acoustic signal comprising a second ultrasonic pulse
having second acoustic characteristic.

18. The method of clause 13, further comprising: determining that the periodically recorded
sounds comprise a periodically recorded first acoustic signal comprising a first ultrasonic pulse
having a frequency in the range of 15kHz to 60kHz; and determining that the periodically
recorded sounds comprise a periodically recorded second acoustic signal comprising a second
ultrasonic pulse having a frequency in the range 15kHz to 60kHz.

19. The method of clause 13, further comprising: determining that the periodically recorded
sounds comprise a periodically recorded first acoustic signal comprising a first ultrasonic pulse
having a frequency in the range of 10kHz to 21 kHz; and determining that the periodically
recorded sounds comprise a periodically recorded second acoustic signal comprising a second
ultrasonic pulse having a frequency in the range 10kHz to 21 kHz.

20. The method of clause 13, further comprising: calculating, from the periodically recorded
sounds, a power of the first acoustic signal and a power of the second acoustic signal; and
determining a location of the mobile device within the vehicle based on the power of the first
acoustic signal and the power of the second acoustic signal.

21. A method for determining a presence of a mobile device located in a predetermined detection
zone within a vehicle, the method comprising: receiving, by a mobile device, a wireless

53



10

15

20

25

30

WO 2017/011672 PCT/US2016/042305

synchronization signal; recording, by the mobile comprising a processor, a plurality of sounds
comprising an acoustic environment upon receiving the wireless synchronization signal;
determining, by the processor, that the recording of the plurality of sounds comprise a recorded
first acoustic signal comprising a first ultrasonic pulse and a second acoustic signal comprising a
second ultrasonic pulse; calculating, by the processor, from the recorded sounds, a first time of
arrival of the first acoustic signal and a second time of arrival of the second acoustic signal;
determining, by the processor, a location of the mobile device within the vehicle based on the
first time of arrival and the second time of arrival; and determining, by the processor, that the
location of the mobile device matches the predetermined detection zone.

22. The method of clause 21, further comprising, upon determining that the location of the
mobile device matches the predetermined detection zone, causing, by the processor, the mobile
device to inhibit at least one function of the mobile device.

23. The method of clause 21, further comprising, upon determining that the location of the
mobile device matches the predetermined detection zone, causing, by the processor, the mobile
device to alter the activity of at least one function of the mobile device.

24, The method of clause 21, further comprising, upon determining that the location of the
mobile device matches the predetermined detection zone, causing, by the processor, the mobile
device to issue a notification to a user of the mobile device.

25. The method of clause 21, wherein receiving, by a mobile device, a wireless
synchronization signal comprises receiving, by the mobile device, a Bluetooth broadcast
message comprising the synchronization signal.

26. A method of providing a location of at least one mobile device within a vehicle to recipient,
the method comprising: receiving, by a server comprising a processor and a memory, data from a
mobile device, wherein the data from the mobile device comprises a location of the mobile
device within a vehicle; storing, by the server processor, the data from the mobile device in the
server memory; and providing, by the server processor, the data from the mobile device to the
recipient via a communication interface.
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27. The method of clause 26, wherein receiving, by a server comprising a processor and a
memory, data from a mobile device further comprises receiving, by a server, identification data
from the mobile device.

28. The method of clause 26, wherein storing the mobile device data by the server processor in
the server memory comprises storing, by the server processor, the mobile device data in a
database stored in the server memory.

29. The method of clause 26, wherein providing, by the server processor, the data from the
mobile device to the recipient via a communication interface comprises: receiving, by the server
processor, a security token from the recipient via the communication interface; determining, by
the server processor, that the security token is a valid security token; and providing, by the server
processor, the data from the mobile device to the recipient via a communication interface.

30. The method of clause 26, wherein receiving, by a server comprising a processor and a
memory, data from a mobile device comprises receiving, by a server comprising a processor and
a memory, data from the mobile device via a wireless communications protocol.

31. The method of clause 30, wherein receiving, by a server comprising a processor and a
memory, data from a mobile device comprises receiving, by a server comprising a processor and
a memory, data from the mobile device via a cellular phone communication protocol.

55



10

15

20

25

30

WO 2017/011672 PCT/US2016/042305

WHAT IS CLAIMED IS:

1. A system for determining a presence of a mobile device located in a predetermined
detection zone within a vehicle, the system comprising:

a mobile device comprising a processor, wherein the mobile device is configured to
periodically record sounds from an acoustic environment, and

wherein the processor configured to:

determine that the periodically recorded sounds comprise a periodically recorded
first acoustic signal comprising a first ultrasonic pulse and a second acoustic signal
comprising a second ultrasonic pulse;

calculate, from the periodically recorded sounds, a first time of arrival of the first
acoustic signal and a second time of arrival of the second acoustic signal;

determine a location of the mobile device within the vehicle based on the first
time of arrival and the second time of arrival; and

determine that the location of the mobile device matches the predetermined
detection zone.

2. The system of claim 1, wherein upon determining that the location of the mobile device
matches the predetermined detection zone, the processor is further configured to cause the
mobile device to inhibit at least one function of the mobile device.

3. The system of claim 1, wherein upon determining that the location of the mobile device
matches the predetermined detection zone, the processor is further configured to cause the
mobile device to alter the activity of at least one function of the mobile device.

4. The system of claim 1, wherein upon determining that the location of the mobile device
matches the predetermined detection zone, the processor is further configured to cause the
mobile device to issue a notification to a user of the mobile device.

5. The system of claim 1, wherein the first acoustic signal has a first acoustic characteristic
and the second acoustic signal has a second acoustic characteristic.
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6. The system of claim 5, wherein the first acoustic characteristic differs from the second
acoustic characteristic.

7. The system of claim 5, wherein the first acoustic characteristic and the second acoustic
characteristic independently comprise an acoustic signal period.

8. The system of claim 5, wherein the first acoustic characteristic and the second acoustic
characteristic independently comprise an ultrasonic pulse width.

0. The system of claim 5, wherein the first acoustic characteristic and the second acoustic
characteristic independently comprise an acoustic signal duty cycle.

10.  The system of claim 5, wherein the first acoustic characteristic and the second acoustic
characteristic independently comprise an ultrasonic pulse central frequency.

11.  The system of claim 5, wherein the first acoustic characteristic and the second acoustic
characteristic independently comprise an ultrasonic pulse shape.

12. The system of claim 1, wherein the processor is further configured to:

calculate, from the periodically recorded sounds, a power of the first acoustic signal and a
power of the second acoustic signal; and

determine a location of the mobile device within the vehicle based on the power of the
first acoustic signal and the power of the second acoustic signal.

13. A method for determining a presence of a mobile device located in a predetermined
detection zone within a vehicle, the method comprising:

periodically recording, by the mobile device comprising a processor, a plurality of sounds
comprising an acoustic environment;
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determining, by the processor, that the periodically recorded sounds comprise a
periodically recorded first acoustic signal comprising a first ultrasonic pulse and a second
acoustic signal comprising a second ultrasonic pulse;

calculating, by the processor from the periodically recorded sounds, a first time of arrival
of the first acoustic signal and a second time of arrival of the second acoustic signal;

determining, by the processor, a location of the mobile device within the vehicle based on
the first time of arrival and the second time of arrival; and

determining, by the processor, that the location of the mobile device matches the
predetermined detection zone.

14. The method of claim 13, further comprising, upon determining that the location of the
mobile device matches the predetermined detection zone, causing, by the processor, the mobile
device to inhibit at least one function of the mobile device.

15. The method of claim 13, further comprising, upon determining that the location of the
mobile device matches the predetermined detection zone, causing, by the processor, the mobile
device to alter the activity of at least one function of the mobile device.

16. The method of claim 13, further comprising, upon determining that the location of the
mobile device matches the predetermined detection zone, causing, by the processor, the mobile
device to issue a notification to a user of the mobile device.

17. The method of claim 13, further comprising:

determining that the periodically recorded sounds comprise a periodically recorded first
acoustic signal comprising a first ultrasonic pulse having first acoustic characteristic; and

determining that the periodically recorded sounds comprise a periodically recorded
second acoustic signal comprising a second ultrasonic pulse having second acoustic
characteristic.

18. The method of claim 13, further comprising:
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determining that the periodically recorded sounds comprise a periodically recorded first
acoustic signal comprising a first ultrasonic pulse having a frequency in the range of 15kHz to
60kHz; and

determining that the periodically recorded sounds comprise a periodically recorded
second acoustic signal comprising a second ultrasonic pulse having a frequency in the range
15kHz to 60kHz.

19. The method of claim 13, further comprising:

determining that the periodically recorded sounds comprise a periodically recorded first
acoustic signal comprising a first ultrasonic pulse having a frequency in the range of 10kHz to 21
kHz; and

determining that the periodically recorded sounds comprise a periodically recorded
second acoustic signal comprising a second ultrasonic pulse having a frequency in the range
10kHz to 21 kHz.

20. The method of claim 13, further comprising:

calculating, from the periodically recorded sounds, a power of the first acoustic signal
and a power of the second acoustic signal; and

determining a location of the mobile device within the vehicle based on the power of the
first acoustic signal and the power of the second acoustic signal..

21. A method for determining a presence of a mobile device located in a predetermined detection
zone within a vehicle, the method comprising:

receiving, by a mobile device, a wireless synchronization signal,

recording, by the mobile comprising a processor, a plurality of sounds comprising an
acoustic environment upon receiving the wireless synchronization signal;

determining, by the processor, that the recording of the plurality of sounds comprise a
recorded first acoustic signal comprising a first ultrasonic pulse and a second acoustic signal
comprising a second ultrasonic pulse;

calculating, by the processor, from the recorded sounds, a first time of arrival of the first
acoustic signal and a second time of arrival of the second acoustic signal;
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determining, by the processor, a location of the mobile device within the vehicle based on
the first time of arrival and the second time of arrival; and

determining, by the processor, that the location of the mobile device matches the
predetermined detection zone.

22. The method of claim 21, further comprising, upon determining that the location of the
mobile device matches the predetermined detection zone, causing, by the processor, the mobile
device to inhibit at least one function of the mobile device.

23. The method of claim 21, further comprising, upon determining that the location of the
mobile device matches the predetermined detection zone, causing, by the processor, the mobile
device to alter the activity of at least one function of the mobile device.

24, The method of claim 21, further comprising, upon determining that the location of the
mobile device matches the predetermined detection zone, causing, by the processor, the mobile
device to issue a notification to a user of the mobile device.

25. The method of claim 21, wherein receiving, by a mobile device, a wireless
synchronization signal comprises receiving, by the mobile device, a Bluetooth broadcast
message comprising the synchronization signal.

26. A method of providing a location of at least one mobile device within a vehicle to recipient,
the method comprising:

receiving, by a server comprising a processor and a memory, data from a mobile device,
wherein the data from the mobile device comprises a location of the mobile device within a
vehicle;

storing, by the server processor, the data from the mobile device in the server memory;
and

providing, by the server processor, the data from the mobile device to the recipient via a
communication interface.
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27. The method of claim 26, wherein receiving, by a server comprising a processor and a
memory, data from a mobile device further comprises receiving, by a server, identification data
from the mobile device.

28. The method of claim 26, wherein storing the mobile device data by the server processor in
the server memory comprises storing, by the server processor, the mobile device data in a
database stored in the server memory.

29. The method of claim 26, wherein providing, by the server processor, the data from the
mobile device to the recipient via a communication interface comprises:

receiving, by the server processor, a security token from the recipient via the
communication interface;

determining, by the server processor, that the security token is a valid security token; and

providing, by the server processor, the data from the mobile device to the recipient via a
communication interface.

30. The method of claim 26, wherein receiving, by a server comprising a processor and a
memory, data from a mobile device comprises receiving, by a server comprising a processor and
a memory, data from the mobile device via a wireless communications protocol.

31. The method of claim 30, wherein receiving, by a server comprising a processor and a
memory, data from a mobile device comprises receiving, by a server comprising a processor and
a memory, data from the mobile device via a cellular phone communication protocol.
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