
(19) United States 
(12) Patent Application Publication (10) Pub. No.: US 2008/0077663 A1 

Zarenin et al. 

US 2008.0077663A1 

(43) Pub. Date: Mar. 27, 2008 

(54) 

(75) 

(73) 

(21) 

(22) 

(62) 

METHOD AND SYSTEM FOR IDENTIFYING 
AND CONDUCTING INVENTORY OF 
COMPUTER ASSETS ON ANETWORK 

Inventors: Alex Zarenin, Montclair, NJ (US); 
Anatoliy Belugin, New Windsor, NY 
(US); Yuri Bernadski, East 
Brunswick, NJ (US) 

Correspondence Address: 
Daniel H. Golub 
Alison B. Weisberg 
1701 Market Street 
Philadelphia, PA 19103 

Assignee: LEHMAN BROTHERS INC., New 
York, NY (US) 

Appl. No.: 11/947,051 

Filed: Nov. 29, 2007 

Related U.S. Application Data 

Division of application No. 11/510,131, filed on Aug. 
25, 2006. 

(60) Provisional application No. 60/832,420, filed on Jul. 
21, 2006. 

Publication Classification 

(51) Int. Cl. 
G06F 5/16 (2006.01) 

(52) U.S. Cl. .............................................................. 709/203 

(57) ABSTRACT 

A system that includes one or more clients, databases and 
servers. The clients communicate with the servers using 
hyper-text transfer protocol. Each client includes a sched 
uling and monitoring agent. Each server includes several 
components. A first server component performs a plurality 
of functions, including receiving requests from the client(s) 
for configuration file verification information and storing in 
the database(s) a log of the requests. A second server 
component is capable of performing a plurality of functions, 
including receiving hardware and Software inventory infor 
mation, as well as Software metering statistics, and storing 
the inventory information in at least one of the databases. 
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METHOD AND SYSTEM FOR DENTIFYING AND 
CONDUCTING INVENTORY OF COMPUTER 

ASSETS ON ANETWORK 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

0001. This application claims priority to U.S. Provisional 
Patent Application Ser. No. 60/832,420 filed Jul. 21, 2006, 
entitled “Method and System for Identifying and Conduct 
ing Inventory of Computer Assets on a Network', which is 
hereby incorporated by reference in its entirety. 

FIELD OF THE INVENTION 

0002 The present invention relates to identifying and 
conducting an inventory of computer assets on a network. 

BACKGROUND OF THE INVENTION 

0003. In a modern corporation, computer-related assets 
carry significant cost. The dynamic nature of application and 
system software dictates the need for periodic upgrades 
and/or replacements of the hardware. A blanket approach— 
i.e., upgrade all machines—may carry with it prohibitive 
cost. Thus comes the necessity to collect a detailed and 
timely inventory of the hardware components of the corpo 
rate computers as a basis for the targeted upgrade and 
replacement decisions. 
0004 Today’s computers include a multitude of expen 
sive components, like Video or Sound cards, external 
CD/DVD readers/burners, LCD monitors, docking stations, 
etc., which can be transferred or reallocated independently of 
the main computer unit. Improper or unauthorized transfer 
of these components may incur significant cost to the 
company. To avoid or mitigate this cost, a desired inventory 
solution should be able to properly identify and inventory a 
variety of components and devices representing or attached 
to the computer. This solution should also be flexible enough 
to provide a mechanism for inventorying hardware and 
Software components unknown at the time of the design or 
initial implementation of the desired inventory solution. 
0005 Computers are designed to run system and appli 
cation programs. The nature of computer programs is such 
that they may have bugs, which manifest themselves only 
under certain circumstances on particular configurations of 
hardware and Software components. To identify and mitigate 
these occurrences, it is important to have a detailed and 
timely inventory of the hardware and Software components 
comprising the computing environment of a corporation. 
The same pertains to identification and isolation of some 
forms of malicious software (i.e., computer viruses). 
0006 A significant portion of the cost associated with the 
management of a computer network represents license fees 
paid to the manufacturers of the application Software 
deployed on the corporate computers. Thus, it becomes an 
important part of cost management to properly account for 
various Software components installed on corporate com 
puters and cross-reference software installation with the 
actual Software usage. 
0007 Corporate computer networks are usually geo 
graphically distributed with various segments that intercon 
nected using some control mechanisms, such as protocol 
filtering, firewalls, etc. A corporate-wide computer assets 
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inventory system should be able to transparently bridge 
various network segments and consolidate all inventory 
information for centralized analysis. 
0008 Existing pure inventory or inventory-capable sys 
tems fall short of embracing all of the requirements stated 
above. Thus, there exists a need in the prior art for a method 
and system to identify and conduct an inventory of computer 
assets on a network that provides for greater Scalability, 
more flexibility in terms of logging and error discovery, and 
the ability to communicate through firewalls, if necessary. 

SUMMARY OF THE INVENTION 

0009. The present invention is directed to a system that 
includes one or more clients, databases and servers. The 
clients communicate with the servers using hyper-text trans 
fer protocol. Each client includes a scheduling and moni 
toring agent. Each server includes a component that per 
forms a plurality of functions, including receiving requests 
from the client(s) for configuration file verification informa 
tion and storing in the database(s) a log of the requests. Each 
server also includes a component that is capable of perform 
ing a plurality of functions, including receiving hardware 
and Software inventory information, as well as Software 
metering statistics, and storing Such information in the 
database(s). 
0010 Another aspect of the invention is directed to a 
method for collecting computer asset information on a 
network in accordance with a configuration file. The method 
operates in a system that includes one or more clients (that 
include a hardware inventory agent), servers, and databases 
communicating over the network. In connection with the 
method, a checksum of the configuration file is generated. 
The checksum is submitted to the server(s) over the network 
for verification, which includes comparing the checksum to 
current client configuration information stored in the data 
base(s). If the Verification produces a negative result, a 
current configuration file is requested from the server(s). The 
configuration file includes processing instructions and a 
component extending a capability of the hardware inventory 
agent. 

0011) Another aspect of the invention is directed to a 
method operating in a system that includes one or more 
clients (including a scheduling agent), servers, and data 
bases, communicating over a network. In connection with 
the method, computer asset information is collected and 
reported to the server(s). The computer asset information is 
stored in the database(s). The collecting is performed in 
accordance with a schedule executed by the scheduling and 
monitoring agent. The schedule is downloaded by the serv 
er(s) to the client(s). 
0012. It is to be understood that both the foregoing 
general description and the following detailed description 
are exemplary and explanatory and are intended to provide 
further explanation of the invention as claimed. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0013 The accompanying drawings, which are included 
to provide further understanding of the invention and are 
incorporated in and constitute a part of this specification, 
illustrate embodiments of the invention and, together with 
the description, serve to explain the principles of the inven 
tion. 
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0014) 
0.015 FIG. 1 illustrates a logical overview of an exem 
plary system architecture; 

In the drawings: 

0016 FIG. 2A illustrates the client-side components of 
the inventive system and their interaction with the server 
based components; 
0017 FIG. 2B illustrates one of the client agents used in 
connection with the present invention; 
0018 FIG. 2C illustrates one of the other client agents 
used in connection with the present invention; 
0019 FIG. 2D illustrates one of the other client agents 
used in connection with the present invention; 
0020 FIG. 2E illustrates one of the other client agents 
used in connection with the present invention; 
0021 FIG. 2F illustrates the configuration file node hier 
archy for one of the agents used in connection with the 
present invention; 
0022 FIG. 2G provides a sample of the configuration file 
corresponding to the configuration file node hierarchy of 
FIG. 2F; 
0023 FIG. 2H illustrates the configuration file node 
hierarchy for one of the agents used in connection with the 
present invention; 
0024 FIG. 2I provides a sample of the configuration file 
corresponding to the configuration file node hierarchy of 
FIG. 2H; 
0.025 FIG. 2J illustrates the configuration file node hier 
archy for one of the agents used in connection with the 
present invention; 
0026 FIGS. 2K-1 and 2K-2 provide a sample of the 
configuration file corresponding to the configuration file 
node hierarchy of FIG. 2J; 
0027 FIG. 3 illustrates an exemplary framework for the 
server-side of the inventive system; 
0028 FIG. 4 is a diagram illustrating the server-side 
discovery process; 

0029 FIG. 5 provides an exemplary schema of data 
objects used in connection with the present invention; 
0030 FIG. 6 provides an exemplary inventory data 
schema: 
0031 FIG. 7 is a flow chart illustrating a preferred 
embodiment of a method of the present invention; and 
0032 FIG. 8 is a flow chart illustrating a preferred 
embodiment of another method of the present invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

0033. The present invention comprises a set of server 
based and client-based services that provide a flexible and 
expandable mechanism for discovering and conducting 
inventory of computer assets on a network. 
0034 FIG. 1 provides a logical overview of an exemplary 
system architecture. The exemplary system includes numer 
ous software and hardware components and resides in 
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multiple infrastructure tiers. The inventive system is pre 
sented on the client-side 101 of the infrastructure in the form 
of software applications (referred to herein as “Client 
Agents'), designed to run as Windows Services and installed 
on the workstations 10 and servers 15 within an organiza 
tion. Each Client Agent is designed to carry tasks related to 
gathering of various inventory data points. Client Agents 
communicate to server-side components by executing meth 
ods of the Web Service application 104. They use HTTP 
protocol connections over Port 80 for all communications 
with Web Services 104. 

0035 Computers running Client Agents that reside out 
side of the organization’s core domain, or that reside in 
domain but do not have a trust relationship established with 
the core domain, communicate through the firewall 102 
using policy-driven proxies. 
0036) The server-side environment of a preferred 
embodiment of the inventive system includes numerous 
Software and hardware components as well. In order to 
abstract physical addresses of back-end servers and to 
ensure high availability of services, virtual addresses (i.e., 
VIPs) are used. Web Services 104 is a software application 
that resides on the Web Farm 103. It provides a number of 
web methods that support various functionalities of the 
Client Agents used in connection with the invention. To 
ensure maximum availability and compatibility with clients, 
Web Services 104 is designed to support communication 
using HTTP protocol over port 80. The two main functions 
of the Web Service application 104 are (1) providing con 
figurations and settings to Client Agents, and (2) handling 
inventory data Submissions from Client Agents, and saving 
data to database 105. The Web Farm 103 is used to ensure 
high availability and scalability of Web Services 104 for 
consumption by the Client Agents. 
0037. A server-based software application (discovery 
servers 108), implemented as a Windows service in the 
preferred embodiment, provides supplemental discovery of 
devices running the Windows Operating System on the 
network. Discovery is triggered by events in several dispar 
ate systems, such as Active Directory 106, IP management 
systems 107, and Event Log messages collected on DHCP 
servers 109. Upon triggering, the application connects to a 
specific client computer system and executes a set of query 
to collect necessary information. The collected information 
is submitted to database via the Web Service 104. 

0038. The database 105 stores run-time configurations 
for Client Agents and stores inventory collected by Client 
Agents. 
0039. With reference to FIGS. 2A, 2B, 2C, 2D, and 2E, 
the Client Agents are described in more detail. FIG. 2A 
provides a high level overview of the client-side components 
101 and their interaction with the server-based component. 
As discussed above, the inventive system is presented on the 
client-side of an organizations infrastructure in the form of 
Software applications (i.e., Client Agents), designed to run as 
Windows Services and installed on the Windows worksta 
tions and servers in the organization. Each Client Agent 
carries out various tasks related to gathering of various 
inventory data points and runs as a Windows Service. The 
type of the Client Agent employed determines the startup 
mode of the corresponding service. The following Client 
Agents comprise the client-side environment of the pre 
ferred embodiment of the inventive system. 



US 2008/0077663 A1 

0040. With reference to FIG. 2B, the Core Agent 201 is 
described. The Core Agent is a software application that is 
installed on the client computer as Windows Service. It is 
configured to run in Automatic startup mode. The primary 
function of the Core Agent 201 is to provide scheduling 
services for other Client Agents. The Core Agent 201 also 
checks on the availability of a network connection and, 
when a connection is unavailable, stops the Client Agents 
that are in Automatic startup mode, such as Software Meter 
ing Agent 203 described below. The Core Agent 201 peri 
odically submits a Web Service request to check statuses of 
other Client Agents that are in manual startup mode. 
Depending on the status received for a specific agent, the 
Core Agent 201 can schedule a launch of that agent within 
a short random time interval or immediately, or do nothing. 
Thus, if data points are needed immediately, or at a time that 
is not within the scheduled processing, the Core Agent 201 
can be used to activate the Hardware Inventory Agent 
(“HWI Agent”) 202, described below. 

0041) With reference to FIG. 2C, the HWI Agent 202 is 
described. The HWI Agent 202 is a software application that 
is installed on a client computer as Windows service. It is 
configured to run in manual startup mode and is invoked by 
the Core Agent 201 any time the Core Agent 201 receives a 
request for information to be updated. The frequency of 
updates is controlled server-side in the database 105. HWI 
Agent 202 collects and reports computer hardware and 
configuration information in accordance with a configura 
tion file. Using WebService calls, it checks the validity of the 
current configuration file that is stored on the client 10; if the 
file fails the test, a new version of the configuration is 
requested and stored on the client 10. The configuration file 
carries a list of data collection points expressed in the form 
of WMI classes and properties. The configuration file also 
contains tidbits of code plugins—each designed to collect 
particular types of information. Collected information is 
submitted using methods of Web Service 104. 
0042. The particular way in which the HWI Agent 202 
checks its configuration file, in the preferred embodiment, is 
as follows. The HWI Agent 202 takes the check sum of the 
current configuration file on stored on the client 10. It sends 
its own signature to the server and asks the server if its 
configuration file is current. The server checks the current 
configuration file for the client in the central database and 
calculates its checksum. If the checksums match, it sends a 
message back to the HWI Agent 202 indicating the same. If 
the checksums do not match, it sends a message back to the 
HWI Agent 202, indicating a rejection. The HWI Agent 202 
then requests updates to the configuration file. 

0043. Thus, the HWI Agent 202 receives the configura 
tion file, extracts the DDL from the file, stores it locally on 
the client, and executes the DDLs, which control what 
information will be collected. 

0044) With reference to FIG. 2D, the Software Metering 
Agent (“SWM Agent”) 203 is described. SWM Agent 203 is 
a software application that is installed as a Windows service. 
It is configured to run in automatic startup mode. SWM 
Agent 203 collects and reports granular information on 
Software utilization in the client environment. In particular, 
it monitors and controls Software utilization on a user's 
workstation 10. It periodically checks the validity of its 
configuration file through Web Service calls to keep the 
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locally stored configuration file up-to-date. Based on con 
figuration settings, it can prevent certain processes from 
running and/or provide various means of notification and 
escalation. Collected inventory information is submitted to 
the server-side of the environment through Web Service 
calls. 

0045. With reference to FIG. 2E, the Software Inventory 
Agent (“SWI Agent”) 204 is described. The SWI Agent 204 
is a software application that is installed as a Windows 
service. It is configured to run in manual startup mode and 
is invoked by the Core Agent 201. The objective of this 
agent is to collect information required by the server-based 
License Compliance Evaluation application. Subject to an 
exception list stored in the configuration file, the SWI Agent 
204 collects information about every directory and file 
present on client computer 10. It uses Web Service calls to 
report collected information. 
0046. As described above, the operation of Client Agents 

is controlled by the corresponding configuration files deliv 
ered to the clients 10 in response to configuration verifica 
tion from the data repository 105. In the preferred embodi 
ment, configuration files for all client components adhere to 
the XML version 1.0 specification. 

0047 A preferred embodiment of the configuration file 
node hierarchy for the HWI Agent 202 is shown in FIG. 2F. 
The HWIA Config node 2000 is the root node of the XML 
hierarchy and defines the XML file schema. The WebSer 
vices URL node 2001 defines the URL for reporting the 
hardware inventory. The plugin-ddl-list node 2002 is the 
root node for the list of plugin DDLs. The plugin-ddl node 
2004 is the root node for the description of individual plugin 
DDLS. This node defines the plugin name, version and 
creation date. The ddl-code node 2006 provides code of the 
plugin DDL in bit 64 encoding. The wmi-class-list node 
2003 is the root node of the list of WMI classes. The 
wmi-class node 2005 is the root node of the individual WMI 
class descriptions. This specifies the class name, class query 
condition, and whether to collect or ignore the class. The 
wmi-property-list node 2007 is the root node of the defini 
tion of a property of the WMI class. This node specifies the 
property name and whether to collect or ignore the property. 
The postprocessing node 2008 defines the post-processing 
operation to be performed on the value of the property prior 
to reporting it back. The target-datatype node 2009 defines 
the target data type for the property value. A sample of the 
HWIA 202 configuration file defining one plugin DDL and 
one WMI class to be collected is shown in FIG. 2G. 

0048. A preferred embodiment of the configuration file 
node hierarchy for the SWI Agent 204 is shown in FIG. 2H. 
The SWI Config root node 2010 of the XML hierarchy 
defines the XML file schema, the URL for reporting soft 
ware inventory, the timeout value, and the reporting latency. 
Extensions node 2011 is the root node for the list of file 
extensions to be inventoried. Ext node 2012 identifies the 
files to be inventoried (if found on the client machine). 
CollectFiles node 2013 is the root node of the list of 
individual files to be inventoried. File node 2014 is the name 
of the file to be inventoried (if found on the client machine). 
IgnorePaths node 2015 is the root node of the list of 
directories to be ignored while scanning the hard drive for 
files to be inventoried. Path node 2016 is the directory to be 
ignored while scanning the hard drive for files to be inven 
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toried. FIG. 2I illustrates a sample of the SWI Agent 204 
configuration file defining files/directories to be inventoried. 

0049. A preferred embodiment of the configuration file 
node hierarchy for the SWM agent 203 is shown in FIG. 2.J. 
SWM Config node 2017 is the root node of the XML 
hierarchy, which defines the XML file schema, the URL for 
reporting software metering, reporting timeout, tracing 
options, and processing table refresh intervals. Exe-op 
tional-fields node 2018 provides indicators as to whether to 
collect optional fields for the executables. Dll-optional-fields 
node 2019 provides indicators as to whether to collect 
optional fields for the DLLs. WarningMessage node 2022 is 
a root node providing for the warning message definition. 
MsgTitle node 2026 provides the title of the warning mes 
sage. MsgText node 2027 provides the text of the warning 
message. EmailMessage node 2023 is the root node for the 
e-mail message, which defines the mail host to be used for 
sending e-mails. MsgBody node 2028 provides the body of 
the e-mail message. Subject node 2031 provides the subject 
of the e-mail message. To-list node 2029 is the root node of 
the recipients list for the e-mail message. Recipient node 
2030 provides the recipient address for the e-mail message. 
Restricted node 202 is the root node for the list of restricted 
executables/DLLs. Module node 2024 is the module name 
for the restricted executable/DLL. Ignored node 2021 is the 
root node for the list of ignored executables/DLLs. Module 
node 2024 provides the module name for the ignored 
executable/DLL. FIGS. 2K-1 and 2K-2 illustrate a sample of 
the SWM Agent 203 configuration file. 

0050 FIG.3 shows a preferred embodiment of the frame 
work for the server-side of the inventive system. Web 
Services 300 is a .NET web-based software application 
framework that provides the ability to connect and pass data 
between Client Agents and the server-side environment. 
Communication is carried out using HTTP protocol over 
Port 80, which increases chances of availability to various 
clients 10 connecting through disparate network mecha 
nisms. Web Services 300 includes a number of different 
services, called Web Methods, that provide diverse func 
tionalities to Client Agents, as follows: 

0051 1. Is Alive()—Web Method allowing agents to 
check on availability of connection to Web Services 
3OO. 

0.052 2. GetCoreConfig() Web Method used by the 
Core Agent 201 to retrieve settings and configurations 
for various other Client Agents. 

0053. 3. CheckConfig() Web Method used by Client 
Agents to check validity of their current configuration 
file. 

0054 4. SendData( ) Web Method used by Client 
Agents as well as by server-based discovery processes 
to submit collected inventory and discovery informa 
tion. 

0.055 5. GetData( ) Web Method that provides 
generic access to reporting data to various clients. 

0056 To ensure a high level of availability and scalabil 
ity, Web Services application 104 is deployed on Web Farm 
103, which includes multiple servers running an Internet 
Information Server. 
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0057 With reference to FIG. 4, the server-side discovery 
process is described. Server-side discovery process 401 is a 
server-based software application, implemented as Windows 
service, designed to provide Supplemental discovery of 
end-point devices running the Windows Operating System 
on the network. Discovery is triggered by events in several 
disparate systems, such as, by way of example, Active 
Directory 106, IP management systems 107, and Event Log 
messages collected on DHCP servers 109. Upon triggering, 
the application connects to a specific client computer sys 
tem, and executes a set of queries to collect necessary 
information. Collected information is then submitted to 
database 105 via Web Services 104. 

0058 To support and to work in conjunction with the 
exemplary embodiment of the present invention, an original 
database design has been developed. Two distinct model 
types exist within the database 105 to meet distinctive 
requirements of various Software application components of 
the invention. 

0059 First described is the system and applications 
model. This set of database objects is used by software 
applications within system to store and retrieve various 
application-specific settings and configurations. A number of 
database entities within this section, and the relationships 
among them, allow storing and maintaining entitlement 
information related to the configuration setting. 
0060 Next described is the inventory data model. This 
set of database entities is designed to store diverse inventory 
data collected by various Software application components 
within the system. It Supports an exceptionally high Volume 
of database transactions and minimizes the potential for 
contention on database resources. This model combines two 
database design approaches which, combined, provide for 
highly scalable and responsive system, as follows. A tradi 
tional relational database design is used, which facilitates 
operation of OLTP (Online Transaction Processing) systems. 
This allows optimizing and speeding up data-modifying 
database transactions, such as Insert, Update and Delete. In 
addition, a Star Schema database design is used, which 
allows optimization of data retrieval in OLAP (i.e., Online 
Analytical Processing) systems. By employing the Star 
schema design approach, better response time is achieved in 
accessing the data while simultaneously attaining high level 
of Scalability of the system. Adding a new data collection 
element to the system can be accomplished by one addi 
tional table object, without needing to modify any existing 
objects. 

0061. With reference to FIG. 5, an exemplary schema of 
database objects used by database design is shown. Two 
main models are defined in database 105—(1) system and 
application and (2) inventory data. With reference to FIG. 6, 
the inventory data schema is shown. 
0062). With reference to FIG. 7, a preferred embodiment 
of a method for collecting computer asset information on a 
network in accordance with a configuration file is shown. 
The method operates in a system that includes one or more 
clients (that include a hardware inventory agent), servers, 
and databases communicating over the network. A check 
sum of the configuration file is generated in step 701. The 
checksum is submitted to the server(s) over the network for 
verification, in step 702, which includes comparing the 
checksum to current client configuration information stored 
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in the database(s). If the verification produces a negative 
result, a current configuration file is requested from the 
server(s) in step 703. The configuration file includes pro 
cessing instructions and a component extending a capability 
of the hardware inventory agent. 
0063. With reference to FIG. 8, a preferred embodiment 
of a method operating in a system that includes one or more 
clients (including a scheduling agent), servers, and data 
bases, communicating over a network is shown. A schedule 
is downloaded by the server(s) to the client(s), in step 800, 
and executed by the scheduling agent. In step 801, computer 
asset information is collected, in accordance with the sched 
ule, and reported to the server(s). The computer asset 
information is stored in the database(s) in step 802. 
0064. It will be appreciated by those skilled in the art that 
changes could be made to the embodiments described above 
without departing from the broad inventive concept thereof. 
It is understood, therefore, that this invention is not limited 
to the particular embodiments disclosed, but is intended to 
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cover modifications within the spirit and scope of the present 
invention as defined in the appended claims. 

1-10. (canceled) 
11. In a system comprising (a) one or more clients, one or 

more of which comprises a scheduling and monitoring 
agent, (b) one or more servers, and (c) one or more data 
bases, communicating over a network, a method comprising: 

(A) collecting computer asset information; 
(B) reporting to at least one of the servers the computer 

asset information; and 
(C) storing the computer asset information in at least one 

of the databases; 
wherein the collecting step occurs in accordance with a 

schedule executed by the scheduling and monitoring 
agent and wherein the schedule is downloaded by at 
least one of the servers to at least one of the clients. 
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