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(54) ROUTER, NETWORK CONNECTION METHOD AND MOBILE TERMINAL

(567)  Provided are a router, a network connection
method and a mobile terminal. The network connection
method comprises: a router receiving a first dynamic
password from a server; the router receiving a second
dynamic password from a mobile terminal, and perform-
ing matching on the basis of the second dynamic pass-
word and the first dynamic password; if the matching is

successful, establishing a connection, and sending a first
result signal to the mobile terminal; and the router purging
connection information associated with the connection
after the connection has been established. The invention
can preventan unauthenticated terminal from connecting
to a router, thereby enhancing the security of a connec-
tion established by means of a router.
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Description

[0001] The present application claims the priority of a Chinese patent application with application No. 201910355810.1
and invention title "Router, mobile terminal, network connection method, and storage medium" submitted to the China
National Intellectual Property Administration on April 29, 2019, which is incorporated by reference in the present appli-
cation in its entirety.

FIELD OF THE INVENTION

[0002] The application relates to the field of intelligent communication technology, in particular, to a router, a network
connection method, and a mobile terminal.

BACKGROUND

[0003] Inventors of the present application have found through long-term research and development that most current
public WiFi connections are directly connected to a router using an unencrypted connection method. After browsing a
login page or advertisement page provided by the router, the router allows a connecting terminal device to access the
Internet. Since a preset key and a pairwise master key (PMK) of the router are fixed values, a large number of connection
sessions remain active in the router for terminal devices in idle or without authorization from a login page on the router,
resulting in slow router operation and poor Internet experience.

SUMMARY
Technical Problem

[0004] The main technical problem to be solved by the application is to provide a router, a mobile terminal, and a
corresponding network connection method, so as to prevent resource consumption caused by excessive connection
sessions of idle or unauthorized terminal devices.

Technical Solution

[0005] To solve the above technical problem, a technical solution adopted in the application is to provide a network
connection method applicable to a router, comprising the following steps.

[0006] The router receives a first dynamic password from a server.

[0007] The router receives a second dynamic password from a mobile terminal and compares the second dynamic
password with the first dynamic password.

[0008] When the comparison is matched, a connection is established, and a first result signal is sent to the mobile
terminal.

[0009] The router clears connection information generated by the connection after the connection is established.
[0010] To solve the above technical problem, another technical solution adopted in the application is to provide a
network connection method applicable to a mobile terminal, comprising the following steps.

[0011] The mobile terminal recognizes the image information from the router, and sends a first request signal to the
server when the image information recognition is successful.

[0012] The mobile terminal receives a second dynamic password from the server.

[0013] The mobile terminal sends the second dynamic password to the router for verification.

[0014] The mobile terminal receives a first result signal from the router.

[0015] To solve the above technical problem, another technical solution adopted in the present application is to provide
a mobile terminal, the mobile terminal comprises a memory and a processor interconnected with each other.

[0016] The memory stores program instructions.

[0017] The processor memory executes program instructions to carry out the following steps.

[0018] The mobile terminal recognizes the image information from the router and sends a first request signal to the
server when the image information recognition is successful, wherein the image information comprises an identification
code.

[0019] The mobile terminal receives a dynamic password from the server.

[0020] The mobile terminal sends a dynamic password to the router.

[0021] The mobile terminal receives a first result signal from the router.

[0022] To solve the above technical problem, another technical solution adopted in the present application is to provide
a router, the router comprises a memory and a processor interconnected with each other.
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[0023] The memory stores program instructions.

[0024] The processor memory executes program instructions to carry out the following steps.

[0025] The router receives a first dynamic password from the server.

[0026] The router receives a second dynamic password from the mobile terminal and compares the second dynamic
password with the first dynamic password, wherein the second dynamic password is assigned to the mobile terminal by
the server.

[0027] When the comparison is matched, a connection is established, and a first result signal is sent to the mobile
terminal.

[0028] The router clears connection information generated by the connection after the connection is established.
[0029] To solve the above technical problem, another technical solution adopted in the present application is to provide
a storage medium in which program data is stored in the storage medium, and the program data can be executed to
implement the network connection method described above.

Advantageous Effects

[0030] In the network connection method proposed in the application, the mobile terminal identifies the image infor-
mation of the router and sends a first request signal to the server, the router receives a first dynamic password from the
server, the mobile terminal receives a second dynamic password from the router, the mobile terminal sends the second
dynamic password to the router, and the router receives the second dynamic password. The second dynamic password
is compared with the first dynamic password. When the comparison is matched, the connection is established and
connection information generated by this connection is cleared when the connection is established, to prevent idle
terminals from connecting to the router.

BRIEF DESCRIPTION OF THE DRAWINGS
[0031]

FIG. 1 is a flowchart of a first embodiment of a router network connection method of the present application.

FIG. 2 is a flowchart of a second embodiment of the router network connection method of the present application.
FIG. 3 is a flowchart of a third embodiment of the router network connection method of the present application.
FIG. 4 is a flowchart of a first embodiment of a mobile terminal network connection method of the present application.
FIG. 5 is a flowchart of a second embodiment of the mobile terminal network connection method of the present
application.

FIG. 6 is a flowchart of a third embodiment of the mobile terminal network connection method of the present appli-
cation.

FIG. 7 is a structural diagram of signal transmission of the network connection method of the mobile terminal and
the router of the present application.

FIG. 8 is a structural diagram of the mobile terminal/router of the present application.

FIG. 9 is a structural diagram of an embodiment of a storage medium of the present application.

DETAILED DESCRIPTION

[0032] The following descriptions may clearly and completely disclose the technical solution in the embodiment of the
application in combination with the drawings in the embodiment of the application. Obviously, the described embodiments
are only part of the embodiments of the application, not all the embodiments. Based on the embodiments of the application,
all other embodiments obtained by ordinary technical personnel in the art without creative endeavor belong to the scope
of protection of the application.

[0033] The terms "first", "second" and "third" in this application are only used for description purpose, and cannot be
understood as indicating or implying relative importance or implicitly indicating the quantity of the indicated technical
features. Thus, the features defined as "first", "second" and "third" may explicitly or implicitly include at least one of the
features. In the description of the application, "multiple" means at least two, such as two, three, etc., unless otherwise
specified. All directional indications in the embodiment of the application (such as up, down, left, right, front, back...) are
merely used to explain the relative position relationships, motion situations, and etc. between the components under a
certain attitude (as shown in the attached figure). If the specific attitude changes, the directional indication may change
accordingly. In addition, the terms "include" and "have" and any variations thereof are intended to cover exclusive
inclusions. For example, a process, method, system, product, or device that contains a series of steps or units is not
limited to the listed steps or units, but may also include steps or units not listed, or may also include other steps or units
inherent to these processes, methods, products, or equipment.
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[0034] The reference to "Embodiments" herein means that specific features, structures, or features described in con-
nection with the embodiments may be included in at least one embodiment of the present application. The presence of
the phrase in various places in the specification does not necessarily refer to the same embodiment, nor is it an inde-
pendent or alternative embodiment mutually exclusive with other embodiments. It is explicitly and implicitly understood
by those skilled in the art that the embodiments described herein may be combined with other embodiments.

[0035] The present application is described in detail below in combination with the drawings and the embodiment.
[0036] RefertoFIG.1,aflowchartofa firstembodimentofa router network connection method of the present application
is described in the following steps.

[0037] In step S101, the router receives a first dynamic password from the server.

[0038] Wherein, the first dynamic password is a password randomly assigned by the server, which can be a digital
password, a combination of numbers and letters, such as "128963", "ad5263", etc.

[0039] In step S102, the router receives a second dynamic password from the mobile terminal and compares the
second dynamic password with the first dynamic password.

[0040] The second dynamic password, in one embodiment, is the same as the first dynamic password, randomly
assigned by the server. After the server receives the first request signal from the mobile terminal, the server may randomly
generate a dynamic password which is then simultaneously sent to the mobile terminal and the router, respectively, so
that the mobile terminal can conduct an identity verification with the router through the dynamic password. In this case,
the mobile terminal sends the second dynamic password to the router for verification.

[0041] In step S103, when the comparison of the first password and the second password is matched, a connection
is established, and a first result signal is sent to the mobile terminal.

[0042] After receiving the second dynamic password sent by the mobile terminal, the router compares the second
dynamic password with the first dynamic password received from the server. If the results are inconsistent, the verification
is failed so that the connection cannot be established. If the results are consistent, the verification is successful, allowing
a connection to be established for the mobile terminal. A first result signal is therefore sent to the mobile terminal to
prompt the mobile terminal that the network connection is established.

[0043] In step S104, the router clears all connection information generated by the connection after the connection is
established.

[0044] After the connection is successful, the router may clear the dynamic password and information of the mobile
terminal connected, such as the model and identification code of the mobile terminal, so that the mobile terminal cannot
automatically establish a new connection when it enters the WiFi area next time.

[0045] Referto FIG. 4, aflowchart of a first embodiment of a mobile terminal network connection method of the present
application comprises the following steps.

[0046] In step S401: the mobile terminal recognizes the image information from the router and sends a first request
signal to the server when the recognition of the image information is successful.

[0047] Wherein, the mobile terminal is a mobile phone, an iPad, and other electronic devices. The image information
of the router can be an identification code information such as a two-dimensional code or a bar code, which identifies
the address and factory information of the router. The mobile terminal can scan the image through a camera and other
devices, and send a first request to the server after obtaining the information of the router from the scanning.

[0048] In step S402, the mobile terminal receives the second dynamic password from the server.

[0049] Wherein, the second dynamic password, in one embodiment, is the same as the first dynamic password in
step S101, randomly assigned by the server. It can be a digital password, a combination of numbers and letters, such
as "128963", "ad5263", etc.

[0050] In step S403, the mobile terminal sends a second dynamic password to the router.

[0051] Afterreceiving the second dynamic password sent by the server, the mobile terminal sends the second dynamic
password to the router, which is then verified by the router.

[0052] In step S404, the mobile terminal receives a first result signal from the router.

[0053] The router compares the second dynamic password with the first dynamic password upon reception of the
second dynamic password from the mobile terminal. A connection is established when the first dynamic password and
the second dynamic password are matched. A first result is sent to the mobile terminal so that when the mobile terminal
receives the first result, the mobile terminal confirms that the connection is established.

[0054] The scheme proposed in this embodiment is summarized as follows. The mobile terminal recognizes the image
information of the router, sends the first request signal to the server, then receives the second dynamic password from
the server. The router receives the first dynamic password from the server, the mobile terminal sends the second dynamic
password to the router, and the router compares the second dynamic password with the first dynamic password. When
the comparison is matched, the connection is established. When the connection is established, all connection information
generated by the connection is cleared, so as to prevent the performance hits caused by automatic establishment of
unwanted new connections when the mobile terminal enters the WiFi area next time.

[0055] See FIG. 2, a flowchart of a second embodiment of the router network connection method of the application
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comprises the following steps.

[0056] In step S201: the router receives the first dynamic password from the server.

[0057] As in the previous embodiment, the first dynamic password is a password randomly assigned by the server,
which can be a digital password, a combination of numbers and letters, such as "128963", "ad5263", etc.

[0058] In step S202: the router generates a first master key according to the first dynamic password.

[0059] The method of generating the first master key by the router according to the first dynamic password is based
on a well-known hash function PBKDF2_SHA1, shown as: PMK = PBKDF2_SHAI (first dynamic password, SSID, SSID
length, 4096), where PMK denotes a master key, SSID denotes a router address, and PBKDF2_SHAI denotes a hash
operation.

[0060] The pairwise master key (PMK) is a symmetric key that the applicant (i.e., the mobile terminal) and the authen-
ticator (i.e., the router) can share a symmetric key called a pair of master keys, which is used to control the signal access
between the two. According to the embodiment of the application, the PMK comes from the passwords, and in other
embodiments, the PMK can be dynamically specified.

[0061] In step S203, the router generates the first random number and sends the first random number to the mobile
terminal.

[0062] The first random number is generated by the router, and the router sends the first random number to the mobile
terminal after generating the first random number. The mobile terminal is capable of generating a second random number,
which may be sent to the router as a third random number.

[0063] In step S204, the router receives a third random number and the first temporary key from the mobile terminal,
and generates a fourth random number.

[0064] Wherein, the fourth random number, like the third random number, is a randomly generated number. The fourth
random number is different from the third random number and can only be used once.

[0065] In step S205, the router generates a second temporary key according to the third random number, the fourth
random number, and the first master key.

[0066] The second temporary key is generated according to the third random number, the fourth random number, and
the first master key in a pseudo-random function PRF-X, shown as:

PTK = PRF-X (PMK, "pairwise key expansion"), Min (AA, SA) || Max(AA, SA)
|| Min(ANonce, SNonce) || Max(ANonce, SNonce)),

where PTK denotes the temporary key, ANonce denotes a random number generated by the router, SNonce denotes
a random number generated by the mobile terminal, AA denotes an identification address of the router, SA denotes an
identification address of the mobile terminal, PRF-X denotes the pseudo-random function, and the pairwise key expansion
is a constant string.

[0067] It should be noted that when the mobile terminal sends the third random number to the router, it includes the
Media Access Control or Medium Access Control (MAC) address of the mobile terminal, which is translated into media
access control or physical address, hardware address, for defining the location of network equipment. In the Open
System Interconnection/Open System Interconnection Reference Model (OSI/RM), the third network layer is responsible
for the IP address and the second layer data link is responsible for the MAC address. Therefore, a host has a MAC
address, and each network location has an IP address dedicated to it. The MAC address is determined by the network
card and is fixed. The MAC address is the aforementioned identification address.

[0068] In step S206, the router compares the second temporary key with the first temporary key.

[0069] After calculating the second temporary key, the router compares the calculated second temporary key with the
first temporary key received from the mobile terminal.

[0070] In step S207, when the second temporary key matches the first temporary key, a connection is established,
and a second result signal is sent to the mobile terminal.

[0071] The router compares the second temporary key with the first temporary key. If the results are inconsistent, the
verification is failed, and the connection cannot be established. If the results are consistent, the verification is successful,
and connection requests from the mobile terminal are allowed, so that the connection is established. A second result
signal is sent to the mobile terminal to prompt the mobile terminal about establishment of a network connection.
[0072] In step S208, the router clears all connection information generated by the connection after the connection is
established.

[0073] Afterthe connection is successful, the router may clear the dynamic password of the connection and information
related to the connected mobile terminal. The master keys, temporary keys, device identification addresses, and random
numbers of the mobile terminal generated by such connection are cleared so that the mobile terminal cannot automatically
establish a new connection when it enters the WiFi area next time.
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[0074] See FIG. 5, which is a flowchart of a second embodiment of the mobile terminal network connection method
of the present application. The steps S501 and S502 are respectively the same as S401 and S402 in FIG. 4, and will
not be explained here.

[0075] In step S503, the mobile terminal generates a second master key according to the second dynamic password.
[0076] The mobile terminal sends a first request signal to the server after recognizing the image information of the
router, and the server sends a second dynamic password to the mobile terminal upon receiving the first request signal.
The mobile terminal generates a second master key by substituting the second dynamic password into a hash function of:
PMK = PBKDF2_SHAI (dynamic password, SSID, SSID length, 4096), where PMK denotes a master key, SSID denotes
a router address, and PBKDF2_SHAI is a hash function.

[0077] PMK s a symmetric key that the applicant (i.e., the mobile terminal) and the authenticator (i.e., the router) can
share a symmetric key called a pair of master keys, which is used to control the signal access between the two. According
to the embodiment of the application, the PMK comes from the password, and in other embodiments, the PMK can be
dynamically specified.

[0078] In step S504: the mobile terminal receives a first random number from the router and generates a second
random number.

[0079] The first random number and the second random number, in one embodiment, are respectively identical to the
fourth random number and the third random number. Specifically, the first random number and the fourth random number
are random numbers generated by the router, the second random number and the third random number are random
numbers generated by the mobile terminal, and all the random numbers can only be used once in the process for
calculating and generating the temporary keys.

[0080] In step S505, the mobile terminal generates a first temporary key according to the first random number, the
second random number, and the second master key.

[0081] The first temporary key is generated according to the first random number, the second random number, and
the second master key in a pseudo-random function as below:

PTK = PRF-X (PMK, "pairwise key expansion"), Min(AA, SA) || Max(AA, SA) ||
Min(ANonce, SNonce) || Max(ANonce, SNonce)),

where PTK denotes the temporary key, ANonce denotes the random number generated by the router, SNonce denotes
the random number generated by the mobile terminal, AA denotes the identification address of the router, SA denotes
the identification address of the mobile terminal, PRF-X denotes a pseudo-random function, and pairwise key expansion
is a constant string.

[0082] It should be noted that when the router sends the first random number to the router, it includes the Media
Access Control or Medium Access Control (MAC) address of the mobile terminal, which is translated into media access
control or physical address, hardware address, for defining the location of network equipment. In the Open System
Interconnection/Open System Interconnection Reference Model (OSI/RM), the third network layer is responsible for the
IP address and the second layer data link is responsible for the MAC address. Therefore, a host has a MAC address,
and each network location has an IP address dedicated to it. The MAC address is determined by the network card and
is fixed. The MAC address is the aforementioned identification address.

[0083] In step S506, the mobile terminal generates a third random number and sends the third random number and
the first temporary key to the router.

[0084] Atfter calculating the first temporary key, the mobile terminal generates a third random number and sends the
third random number to the router, which contains the MAC address of the mobile terminal, that is, the identification
address.

[0085] In step S507, a second result signal is received from the router.

[0086] Afterreceiving the third random number, the router calculates the second temporary key, compares the second
temporary key with the first temporary key, establishes a connection after the comparison is matched, and sends the
second result signal to the mobile terminal, and the mobile terminal confirms that the connection is established when
the second signal is received.

[0087] The scheme proposed in this embodiment is summarized as follows. The mobile terminal recognizes the image
information of the router, sends the first request signal to the server, receives the second dynamic password from the
server, and generates the second master key according to the second dynamic password. The router receives the first
dynamic password from the server and generates the first master key according to the first dynamic password, so that
the router generates the first random number and sends it to the mobile terminal. The mobile terminal generates a
second random number after receiving the first random number, and generates a first temporary key according to the
first random number, the second random number, and the second master key. The mobile terminal generates a third
random number and sends the third random number and the first temporary key to the router, and the router generates
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the fourth random number after receiving the third random number. The second temporary key is generated according
to the third random number, the fourth random number, and the first master key. After the second temporary key is
generated, the second temporary key is matched with the first temporary key. After the comparison is matched, the
connection is established, and all connection information generated by this connection is cleared after the connection
is established, so that the mobile terminal cannot automatically establish a new connection when it enters the WiFi area
next time.

[0088] See FIG. 3 for a flowchart of a third embodiment of the router network connection method of the present
application. Compared with the second embodiment shown in FIG. 2, the differences are found after comparing the
second temporary key with the first temporary key in step S206. The steps are shown below.

[0089] In step S307, if the comparison is matched, the router sends the second temporary key to the mobile terminal.
[0090] After the router successfully compares the first temporary key and the second temporary key, the second
temporary key is sent to the mobile terminal.

[0091] In step S308, the router receives an authentication confirmation message from the mobile terminal, establishes
a connection, and sends a third result signal to the mobile terminal.

[0092] After the mobile terminal receives the second temporary key, it compares the second temporary key with the
first temporary key again. If the comparison is not matched, the connection is failed. If the comparison is matched, the
authentication confirmation message is sent to the router. After receiving the confirmation message, the router establishes
the connection and sends a third result signal to the mobile terminal to prompt the mobile terminal to about the connection
results.

[0093] In step S309: the router clears all connection information generated by the connection after the connection is
established.

[0094] After the connection is successful, the router may clear the dynamic password of the connection and all infor-
mation relevant to the connected mobile terminal. All the master keys, temporary keys, device identification addresses,
and random numbers of the mobile terminal generated by such connection are cleared, so that the mobile terminal
cannot automatically establish a new connection when the mobile terminal enters the WiFi area next time.

[0095] See FIG. 6 for the flowchart of a third embodiment of the mobile terminal network connection method of the
present application. Compared with the second embodiment shown in FIG. 5, the difference is shown after generating
a third random number and sending the third random number and the first temporary key to the router in step S506, as
below.

[0096] In step S607, the terminal device receives a second temporary key from the router.

[0097] The router sends the second temporary key to the mobile terminal after successfully comparing the second
temporary key with the first temporary key.

[0098] In step S608, the terminal device compares the second temporary key with the first temporary key.

[0099] After receiving the second temporary key from the router, the mobile terminal compares the second temporary
key with the first temporary key. When the comparison is not matched, the connection is failed.

[0100] In step S609, when the comparison is matched, an authentication confirmation message is sent to the router.
[0101] The mobile terminal compares the second temporary key with the first temporary key, and sends an authenti-
cation confirmation message to the router to prompt the router that the authentication is confirmed.

[0102] In step S610: the mobile terminal receives the third result signal from the router.

[0103] The router establishes a connection after receiving the authentication confirmation message sent by the mobile
terminal, and sends a third result signal to the mobile terminal to prompt that the mobile terminal is connected successfully.
[0104] Compared with the second embodiment (FIGs. 2 and 5), the differences are as summarized. The router com-
pares the second temporary key, and after the comparison is matched, the router sends the second temporary key to
the mobile terminal, and the mobile terminal then compares the second temporary key with the first temporary key once,
and after the comparison is successful, an authentication confirmation message is sent to the router, the router allows
the mobile terminal to connect after receiving the authentication confirmation message, and sends the first connection
after the connection is established. The third result signal is sent to the mobile terminal to prompt the mobile terminal
that the connection is established. In this embodiment, two comparisons are performed to further improve the security
of the network connection. The router clears all connection information generated by the connection after the connection
is established, so that the mobile terminal cannot automatically establish a new connection when the mobile terminal
enters the WiFi area next time.

[0105] Please referto FIG. 7 for a structural diagram of signal transmission of mobile terminal and router in the present
application. Specifically, the mobile terminal 11 recognizes the image information of the router 12 and sends a first
request signal to the server 13. After receiving the first request signal, the server 13 sends a first dynamic password to
the router 12 and a second dynamic password to the mobile terminal 11. The mobile terminal 11 generates a second
master key according to the second dynamic password, and the router 12 generates a first random number and sends
the first random number to the mobile terminal 11. The mobile terminal 11 generates a second random number, and
generates a first temporary key according to the first random number, the second random number, and the second
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master key. The first temporary key is then sent to the router 12 for verification. The router 12 receives a third random
number and the first temporary key from the mobile terminal, generates a fourth random number, and then generates
a second temporary key according to the third random number, the fourth random number, and the first master key. The
router 12 then compares the second temporary key with the first temporary key. If the comparison is matched, the router
12 sends the second temporary key to the mobile terminal 11, and the mobile terminal 11 sends an authentication
confirmation message to the router 12 after verifying the second temporary key with the first temporary key. The router
12 establishes a connection after receiving the authentication confirmation message, and sends a result signal to the
mobile terminal 11 prompting the successful connection establishment.

[0106] Please refer to FIG. 8, which is a structural diagram of the mobile terminal or router of the present application.
The mobile terminal or router comprises a processor 51 and a memory 52 coupled to the processor 51.

[0107] The memory 52 stores program data executable by the processor 51 to carry out the connection method as
described in any of the aforementioned embodiments.

[0108] The processor 51 is configured to load and execute the program data stored in the memory 52.

[0109] The processor51 is alsoreferred to as the central processing unit (CPU). The processor 51 may be an integrated
circuit chip with signal processing capability. The processor 51 may also be a general-purpose processor, a digital signal
processor (DSP), an ASIC, a ready-made programmable gate array (FPGA), or other programmable logic devices,
discrete gate, or transistor logic devices, and discrete hardware components. The general processor can be a micro-
processor or the processor can be any conventional processor, etc.

[0110] The memory 52 can be a memory module, a TF card, etc., which can store all the information in the mobile
terminal, comprising the input original data, computer programs, intermediate operation results, and final operation
results. It stores and takes out information according to the position designated by the controller. With the memory, the
mobile terminal has the memory function and can ensure normal operations. The memory of mobile terminal can be
divided into main memory and auxiliary memory (external memory) according to the purpose memory, and also can be
classified into external memory and internal memory. The external storage is usually magnetic medium or optical disk,
which can store information for a long time. The memory refers to the storage unit on the motherboard, which is used
to store the currently executing data and programs. However, it is only used for temporary storage of programs and
data. If the power is turned off or power outage occurs, the data may be lost.

[0111] The mobile terminal or router also comprises other devices, which are the same as other devices and functions
in the mobile terminal or router in the prior art, and will not be repeated here.

[0112] RefertoFIG. 9, a structural diagram of an embodiment of a storage medium of the present application is shown.
The storage medium of the present application stores program data 61 executable by the processor to carry out the
connection methods as described in the aforementioned embodiments. The program data 61 can be stored in the storage
medium in the form of software products, comprising a number of instructions to enable a computer device (which may
be a personal computer, a server, or a network device, etc.) or a processor to execute all or part of the steps of the
methods described in the various embodiments of the present application. The storage devices mentioned above may
include: U disk, mobile hard disk, read-only memory (ROM), random access memory (RAM), disk or CD, and other
media that can store program code, or terminal equipment such as computer, server, mobile phone, tablet, etc.
[0113] In the several embodiments provided by this application, it should be understood that the disclosed system,
device, and method can be realized in alternative ways. For example, the embodiments of the device described above
is only schematic. For example, the definitions of modules or units are merely based on logical functions. In actual
implementation, there may be other ways to define the units, for example, multiple units or components can be combined
or integrated into another system, or some features can be ignored or not implemented. On the other hand, the mutual
coupling or direct coupling or communication connection shown or discussed may be indirect coupling or communication
connection through some interfaces, devices, or units, and may be in the form of electrical, mechanical, or other forms.
[0114] Inaddition,eachfunctionalunitin each embodimentofthe presentapplication can beintegrated into a processing
unit, or each unit may exist independently, or two or more units may be integrated in one unit. The integrated unit can
be implemented in the form of hardware or software function unit.

[0115] The above embodiments are merely illustrative implementations of the application, and are not intended to limit
the scope of the patent of the application. All equivalent structure or equivalent process transformation made by using
the description and drawings of the application, or directly or indirectly applicable to other related technical fields, are
similarly included in the scope of patent protection of the application.

Claims

1. A network connection method applicable to a router, characterized in that the method
comprises following steps:
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the router receiving a first dynamic password from a server;

the router receiving a second dynamic password from a mobile terminal and comparing the second dynamic
password with the first dynamic password;

when the comparison is matched, establishing a connection, and sending a first result signal to the mobile
terminal; and

the router clearing connection information generated by the connection after the connection is established.

2. The network connection method according to claim 1, characterized in that after the step of the router receiving

the first dynamic password from the server, the network connection method further comprises:

the router generating a first master key according to the first dynamic password;

the router generating a first random number and sending the first random number to the mobile terminal;
receiving a third random number and a first temporary key from the mobile terminal and

generating a fourth random number;

generating a second temporary key according to the third random number, the fourth random number, and the
first master key;

comparing the second temporary key with the first temporary key; and

when the comparison is matched, establishing the connection, and sending a second result signal to the mobile
terminal.

The network connection method according to claim 2, characterized in that the step of
comparing the second temporary key with the first temporary key further comprises:

when the comparison is matched, the router sending the second temporary key to the mobile terminal; and
the router receiving an authentication confirmation message from the mobile terminal, establishing the connec-
tion, and sending a third result signal to the mobile terminal.

The network connection method according to claim 2, characterized in that the step of the router generating the
first master key by substituting the first dynamic password into a hash function PBKDF2_SHA1:

PMK=PBKDF2_SHA1 (dynamic password, SSID, SSID length, 4096);

wherein PMK denotes a master key and SSID denotes an address of the router; and

the step of generating the second temporary key according to the third random number, the fourth random
number, and the first master key is based on a pseudo-random function PRF-X:

PTK= PRF-X (PMK, “Pairwise key expansion”, Min(AA,SA) || Max(AA,SA) ||
Min(ANonce, SNonce) || Max(ANonce, SNonce));

wherein PTK denotes a temporary key, ANonce denotes a random number generated by the router, SNonce
denotes a random number generated by the mobile terminal, AA denotes an identification address of the router,
SAdenotes an identification address of the mobile terminal, and the "Pairwise key expansion" denotes a constant
character string.

The network connection method according to claim 1, characterized in that the first dynamic password is a digital
password or a combination of numbers and letters.

The network connection method according to claim 1, characterized in that the second dynamic password is
assigned to the mobile terminal by the server.

A network connection method applicable to a mobile terminal, characterized in that the method comprises following
steps:

the mobile terminal recognizing an image information from a router and sending a first request signal to a server
when the image information is successfully recognized;
receiving a second dynamic password from the server;
sending a second dynamic password to the router; and
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receiving a first result signal from the router.

The network connection method according to claim 7, characterized in that after the step of receiving the second
dynamic password from the server, the network connection method further comprises:

the mobile terminal generating a second master key according to the second dynamic password;

receiving a first random number from the router and generating a second random number; generating a first
temporary key according to second dynamic password, the second random number, and the second master key;
generating a third random number and sending the third random number and the first temporary key to the
router; and

receiving a second result signal from the router.

The network connection method according to claim 8, characterized in that after the step of generating the third
random number and sending the thirdrandom number and the firsttemporary key to the router, the network connection
method also comprises:

receiving a second temporary key from the router;

comparing the second temporary key with the first temporary key;

sending an authentication confirmation message to the router when the comparison is matched; and
receiving a third result signal from the router.

The network connection method according to claim 7, characterized in that the image information comprises an
identification code.

The network connection method according to claim 7, characterized in that the first dynamic password is a digital
password or a combination of numbers and letters.

A mobile terminal, comprising a memory and a processor interconnected with each other, wherein the memory
stores program data loadable and executable by the processor to carry out following steps:

the mobile terminal recognizing an image information from a router and sending a first request signal to a server
when the image information is successfully recognized, wherein

the image information comprises an identification code;

receiving a second dynamic password from the server;

sending the second dynamic password to the router; and

receiving a first result signal from the router.

The mobile terminal according to claim 12, characterized in that after the step of
receiving the dynamic password from the server, the mobile terminal also comprises:

the mobile terminal generating a second master key according to the second dynamic password;

receiving a first random number from the router and generating a second random number;

generating a first temporary key according to the first random number, the second random number, and the
second master key ;

generating a third random number and sending the third random number and the first temporary key to the
router; and

receiving a second result signal from the router.

The mobile terminal according to claim 13, characterized in that after the step of generating the third random
number and sending the third random number and the first temporary key to the router, the mobile terminal further
performs following steps:

receiving a second temporary key from the router;

comparing the second temporary key with the first temporary key;

sending an authentication confirmation message to the router when the comparison is matched; and
receiving a third result signal from the router.

The mobile terminal according to claim 12, characterized in that the first dynamic password is a digital password

10
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or a combination of numbers and letters.

16. Arouter, comprising a memory and a processor interconnected with each other, wherein the memory stores program
data loadable and executable by the processor to carry out following steps:

the router receiving a first dynamic password from a server;

the router receiving a second dynamic password from a mobile terminal and comparing the second dynamic
password with the first dynamic password, wherein the second dynamic password is assigned to the mobile
terminal by the server;

when the comparison is matched, establishing a connection, and sending a first result signal to the mobile
terminal; and

the router clearing connection information generated by the connection after the connection is established.

17. The router according to claim 16, characterized in that after receiving the first
dynamic password from the server, the router performs following steps:

generating a first master key according to the first dynamic password;

generating a first random number and sending the first random number to the mobile terminal;

receiving a third random number and a first temporary key from the mobile terminal and

generating a fourth random number;

generating a second temporary key according to the third random number, the fourth random number, and the
first master key;

comparing the second temporary key with the first temporary key; and

when the comparison is matched, establishing the connection, and sending a second result signal to the mobile
terminal.

18. The router according to claim 17, characterized in that after comparing the second temporary key with the first
temporary key, the router further performs following steps:

when the comparison is matched, sending the second temporary key to the mobile terminal; and
receiving an authentication confirmation message from the mobile terminal, establishing the connection, and
sending a third result signal to the mobile terminal.

19. The router according to claim 17, characterized in that the router generates the first master key by substituting the
first dynamic password into a hash function PBKDF2_SHA1:

PMK=PBKDF2_SHA1 (dynamic password, SSID, SSID length, 4096);

wherein PMK denotes a master key and SSID denotes an address of router; and

the step of generating the second temporary key according to the third random number,
the fourth random number, and the first master key is as follows:

PTK= PRF-X (PMK, “Pairwise key expansion”, Min(AA,SA) || Max(AA,SA) ||
Min(ANonce,SNonce) || Max(ANonce,SNonce));,

wherein PTK denotes a temporary key, ANonce denotes a random number generated by the router, SNonce
denotes a random number generated by the mobile terminal, AA denotes an identification address of the router,
SA denotes an identification address of the mobile terminal, PRF-X denotes a pseudo-random function, and
the "Pairwise key expansion" denotes a constant character string.

20. The router according to claim 16, characterized in that the first dynamic password is a digital password or a
combination of numbers and letters.
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