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Description

Title

Remote verification of attributes i1in a communication network

Field of the i1nvention

The present i1inventlion relates to an apparatus, a method, a
system, and a computer program product related to remote
verilfication of attributes i1n a communication network. More
particularly, the present 1nvention relates to an apparatus,
a2 method, a system, and a computer program product for remote
verification of attributes of a relay node 1n a communication

network.

Rackground of the invention

The Evolved Packet System (EPS) 1s known by the brand name

long term evolution (LTE) network. It comprises the E-UTRAN

Radio Access network and the Evolved Packet Core (EPC). The
3™ generation partnership program (3GPP) is in the process
of defining an enhancement to the evolved packet system that
introduces so-called Relay Nodes (RNs) i1into the EPS

architecture. An EPS architecture including RNs 1s also

called a (EPS) Relay Node Architecture. A particular EPS
Relay Node Architecture has been selected by 3GPP for further

celaboration. This selected architecture 1s documented 1n 3GPP

technical specification (TS) 36.806, cf.

- . e - i - - £ § o= - u - - [} 1
ftp://ftp.3gpr.oxrg/Specs/ntml-1info/36806.htm, where 1t 1s

called Y“alternative 27. Further documentation can be found 1n
3GPP TS 36.300, cf. ftp://ftp.3gpp.orc/Specs/html-

info/36300.htm. An overview of this architecture is depicted

in Fig. 1, which 1s taken from 3GPP TS 36.300 v10.0.0 (Figure
4.7.2-1), and 1s explained 1n the following:

An RN 1s a base station that relays traffic between a User

FEquipment (UE) and another base station (evolved NodeB, eNB),
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the donor base station (DeNR). Roth the Uu interface between

the UE and the RN and the Un 1nterface between the RN and the

DeNB are radio 1interfaces. Uu and Un are very similar. The Uu

and an eNB 1n an EPS architecture

L~

interface between a U.

wilithout relay nodes 1s 1dentical to an Uu interface between a

UE and an RN, 1.e. the UE 1s not aware of the presence of the

RN,

L~

An RN has two faces: towards the UE 1t acts as an eNB; and

towards the DeNB 1t acts like a UEL.

-1

The UE characteristics of

L]

an RN come 1into play 1n particular when the connections over
the radioc interface Un are established during the so-called
RN start-up phase, cf. 3GPP document R2-102085, available at

3 o - j 4 - i - - / ‘-i-— / -~ - /F T ;. 1 T ol 1 : ,I -~ / \(
Ntto://www., 3gpp.org/ftp/tsg ran/WiGe RLE/TSCGRZ e8bisg/Docs/Ri-

LU2085.z1p. The RN attaches to the network, and the radio

bearers on Un between the RN and 1ts DeNB are established i1n

*

the same way 1n which a UE attaches to the network and
establishes radio bearers over the Uu 1nterface between the

UE and an eNB.

]
N

Consequently, there 1s a mobility management entity (MM

and 1s active 1n

L]

that sees the RN 1n 1ts role as a U.

|
]

particular during the RN start-up phase. This MME 1s called
the Relay UE’s MME, or MME-RN for short. The MME-RN

authenticates the RN during the start-up phase and usually
interacts with the home subscriber server (HSS) for this

purpose. The HSS contains the subscription data of the RN 1in

1ts UE-role.

L]

Like a proper UE, the RN also contains a universal subscriber
1dentity module (USIM) on a universal 1integrated circuilt card
(UICC) to enable authentication. In order to distinguish this

USIM from the ones inserted 1in a UE, 1t 1s called USIM-RN

(not shown 1n Fig. 1). The security keys for protecting
signaling and user plane on the Un i1nterface and for

protecting non-access stratum (NAS) signalling between RN and

MME-RN may be derived as defined for EPS without relay nodes,

or may be suitably modified.
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The 1ntroduction of relay nodes 1nto the EPS architecture

creates new security challenges. The state of the security

discussion 1n 3GPP in July 2010 can be found 1n 3GPP document
S53-100896, available at

A= 4 i . . : S St Sy o - . g ‘ o / N 2 . 1Y e
nttp://www., 3gpp.mobi/ftte/tsg sa/WiG3 Security/TS5Gs3 60 Montrea

When a relay node (RN) attaches to the donor base station
(DeNB) 1n the E-UTRAN, the Mobility Management Entity for
Relay Nodes (MME-RN) 1n the EPC that controls the DeNB needs

to verify whether the entity reqgquesting to be attached
belongs to the class of relay nodes and satisfies certain
properties (attributes) required of a relay node, 1n

particular the execution o0f certain RN-specific functions 1in

a secure environment on the RN and the integrity of the RN
platform (1.e. correctness of Hardware (HW) and Software
(SW) ) .

However, the MME-RN according to the present technical

specifications does not have the means to verify the required
RN attributes directly.

As one way to solve this problem, one might enhance the

functionality of the relevant network nodes, such as DeNB and

MME-RN, with functionality enabling them to perform this
verification of the attributes of the RN directly. Such a
solution was published by 3GPP 1n document S3-100896,

retrievable from

r

"y . e 3 4 _— et ) _: / * . z N N pmy ‘l‘ - = .....1,~_‘= /" /;} F‘r ~ . - —
http://www. 3gpp.mobi/ftto/tsg sa/WG3 Securityv/T3G33 60 Montrea

1L/Docs/. According to S3-1008%96, the DeNB and the MME-RN may

be enhanced with specific functionality using certificates.

Another solution to the problem according to unpublished
patent application PCT/EP2010/058749 enhances the solution 1in
section 7.5 of S3-100896 1n that the keys for protecting the

access stratum on the Un 1nterface are obtained from the

USIM-RN wvil1ia a secure channel.
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summary of the 1nvention

It 1s an object of the present i1nvention to 1mprove the prior

art.

In particular, 1t 1s understood that i1t would be desirable

from a network migration point of view that the network

entities are left as much as they are 1n today’s LTE

networks.

This 1s possible 1f an entity close to the RN performs the

requlired verification of the attributes of the RN, and 1f

procedures according to today's standards are used to convey

the fact of a successful verification to the MME-RN and the
DeNR.

This problem 1n relay enhanced EPS may occur correspondingly

1ln an arbitrary communication network:

According to a first aspect of the 1nvention, there 1is

provided an apparatus, comprising property checking means
configured to check whether a claimant property information
receilived from a clailmant device corresponds to a predefined
claimant attribute; obtaining means configured to obtain a
result, which 1s positive only 1f the clailmant property
information corresponds to the predefined claimant attribute
as checked by the property checking means; key generation

means configured to generate a first claimant i1ntermediate

key from a predefined claimant permanent key stored 1n the
apparatus; supplyving means configured to supply, to the

claimant device, the first claimant intermediate key using a

secured protocol, wherein at least one of the key generation
means and the supplyving means 1s configured to generate and

to supply, respectively, the first claimant intermediate key

only 1f the result 1s positive.
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In the apparatus the secured protocol may be a cryptographic

protocol based on a certificate.

Tre apparatus may further comprise certificate checking means

configured to check whether the certificate is wvalid, and
whereln the obtaining means may be additionally configured to

obtaln the positive result only if the certificate is valid.

In the apparatus, the claimant property information may be

comprised in the certificate.

The apparatus may further comprise secure storing means
configured to securely store at least one of a key of the

secured protocol and the claimant permanent key such that the

securely stored key may not be extracted from the apparatus

without a corresponding authorization.

Ir the apparatus, the key generation means may be canfigured

to generate the first claimant intermediate key using an

authentlcation and key agreement prdtocol.

According to a second aspect of the invention, there is

provided a tamper resistant module comprising an apparatus

according to the first aspect.

According to a third aspect of the invention, there is

provided an apparatus, comprising: a hardware processor

configured to supply a c¢laimant property information of the

apparatus to an evaluation device using a secured protocol;

and a hardware processor configured to establish a

communication with an enforcement device different from the
evaluation device bagsed on an effective claimant session key,

wherein the effective claimant session key is based on a

first claimant intermediate key received by the apparatus

from the evaluation device, the first claimant intermediate

key having been generated by the evaluation device based on a

securely stored predefined claimant permanent key stored by

the evaluation device.

PAGE A11* RCVD AT 31872017 Q1057 AM [Eactern Standard Timal* SVR'FOO0N310* DNIS: 3404 * CSID:4165¢511A3 * DURATION imm.¢ql:(1-28
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In the apparatus, the secured protocol may he a cryptographic

protocol based on a certificate.

In the apparatus, the claimant property information may be

comprised in the certificate.

In the gpparatus, the claimant property information may
comprise information whether or not at least one of the
following items is fulfilled: a presence of a secure storing
means in the apparatus, wherein the secure storing means is
configured to securely store & Key of the secured protocol
such that the key may not be extracted from the apparatus
without a corresponding authorization; an abi1lity to perform
an autonomous platform validation ensuring the inteqrity of a
hardware and a software of the apparatus; and a predefined
functionality apart from the presence and the ability is

provided by the apparatus,

The apparatus may further comprise key generation means

configured to generate an effective claimant session key from

the first claimant intermediate key, and wherein the

establishing means may be configured to establish the

communication with the enforcement device using the

effective claimant session key.

The apparatus may be configured to protect the communication

with the enforcement device based on the effective claimant

session key.

According to a fourth aspect of the invention, there is

provided a relay node, COmprising an apparatus according to

the third aspect of the invention,

According to a fifth aspect of the invention, there is
pProvided an apparatus, comprising verification means
configured to verify whether a received device class
information corresponds to a predefined device class;
obtaining means configured to obtain a result, which is

positive only if the device class information corresponds to

the predefined device class as checked Py the verification

IsﬂGE T *RCVD AT 3R172017 6+10:87 AM IFastarn Standard Timal* QUREANMAYAN * ANICA0NA * AIRA1RRORA 4R & RIDATIAM fmm asteid 40
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means; key generation means configured to generate a second

claimant session key from a second claimant i1ntermediate key

stored 1n the apparatus; supplying means configured to supply

the second claimant session key and the result to an
enforcement device, wherein at least one of the key

generation means and the supplying means 1s configured to

generate and to supply, respectively, the second claimant

session key only 1f the result 1s positive.

According to a sixth aspect of the invention, there 1s
provide an apparatus, comprising establishing means
configured to establish, with a claimant, a communication,
which reguires that a second claimant session key received

from a verification device corresponds to an effective

claimant session key of the claimant, wherein the

verification device 1s different from the claimant, and

granting means configured to grant access to a communication
resource for the claimant only 1f a result received from the

verification device 1s positive and 1f the establishing means

established the communication.

The apparatus may further comprise key generation means

configured to generate a third clalmant session key from the

second claimant session key, and wherein the communication
may require that the third claimant session key matches the

effective claimant session key.

According to a seventh aspect of the 1nvention, there 1is
provided a system, comprising an evaluation apparatus

comprilising an apparatus according to the first aspect; a

clalmant apparatus comprising an apparatus according to the
third aspect; a verification apparatus; and an enforcement
apparatus; wherein the evaluation apparatus, the claimant

apparatus, and the verification apparatus are mutually

different from each other; the enforcement apparatus 1s

different from the evaluation apparatus and the claimant

apparatus; and wherein the verification apparatus comprises a

key generation means configured to generate a second claimant
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session key from a second clailmant intermediate key stored 1n

the verification apparatus, and a supprlying means configured

to supply the second claimant session key to the enforcement

apparatus; the enforcement apparatus comprilises an
establishing means configured to establish, with the claimant

apparatus, a communication, which requires that the second

claimant session key received from the verification apparatus

corresponds to the effective claimant session key of the
claimant apparatus, and a granting means configured to grant
access to a communication resource for the claimant apparatus
only 1f the establishing means established the communication;
the claimant apparatus comprises the claimant device of the
evaluation apparatus; the evaluation apparatus comprises the
evaluation device of the claimant apparatus; the claimant
property 1nformation supplied by the claimant apparatus
corresponds to the claimant property 1nformation received by

the evaluation apparatus; the first claimant i1ntermediate key

supplied by the evaluation apparatus corresponds to the first

claimant i1ntermediliate key received by the claimant apparatus;

and the secured protocol of the evaluation apparatus 1s the

same as the secured protocol of the claimant apparatus.

In the system, at least one of the followling may be

fulfilled: the verification device comprises an apparatus

according to the fifth aspect, and the enforcement device

comprises an apparatus according to the sixth aspect.

According to the eighth aspect, there 1s provided a method,
comprising checking whether a claimant property 1nformation
recelved from a claimant device corresponds to a predefined
clalmant attribute; obtaining a result, which 1s positive
only 1f the claimant property i1nformation corresponds to the
predefined claimant attribute as checked in the checking

step; generating a first claimant intermediate key from a

predefined claimant permanent key stored 1n an apparatus

performing the method; supplyving, to the claimant device, the

first claimant intermediate key using a secured protocol,
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wherein at least one of the generating and the supplying is
performed only if the result is positive.

In the method, the seCured protocel may be a cryptographlc
protocol based on a certificate.

The method may further comprise checking whether the
certificate is valid, and wherein the result of the obtalning

may be positive result only if the certificate is valid.

In the method, the claimant property information may be

comprised in the certificate.

Ihe method may further comprise securely storing at least one
of a key of the secured protocol and the claimant permanent
key such that the securely stored Key may not be extracted

from an apparatus performing the method without sz

corresponding authorization,

In the method, the generating the first claimant intermediate

Key may use an authentication and Key agreement protocol.

The method may be an evaluation method.

According to a ninth aspect of the invention, there 1is
provided a method, comprising: supplying a claimant property
information of an apparatus performing the method to an
evaluaticn device using a secured protocol: and establishing
communication with an enforcement device differemt from the
evaluation device based on an effective claimant sesgsion kay,
wherein the effective ¢laimant session key iz based on a
first claimant intermediate key received by the apparatus
from the evaluation deviece, the first claimant intermediate
key having been generated by the evaluation device based on a
securely stored predefined claimant permanent key stored by

the evaluation device.

In the method, the secured protocol may be a cryptographic

protocol based on a certificate.

PAGE 8/11* RCVD AT 3/8/2017 6+10'57 AM IFastern Standard Timal * QUR'EANMNYAN * NNIQ-A0NK # ACIN114ROR11R2 S RIIDATIAN fram Aalsid 40



10

15

2.0

2.0

30

39

CA 02801260 2012-12-07

WO 2012/034599 PCT/EP2010/063709

10

In the method, the claimant property i1nformation may be

comprised 1n The certificate.

In the method, the claimant property information may comprise
information whether or not at least one of the following

1tems 1s fulfilled: a presence of a secure storing means 1n

the apparatus, wherein the secure storing means 1s configured
to securely store a key of the secured protocol such that the

key may not be extracted from the apparatus without a

corresponding authorization; an ability to perform an
autonomous platform validation ensuring the integrity of a
hardware and a software of the apparatus; and a predefined

functionality apart from the presence and the ability 1s

provided by the apparatus.

The method may further comprise generating an effective

claimant session key from the first claimant intermediate

key, and wherein the establishing may use the effective
claimant session key to establish the communication with the

enforcement device.

The method may further comprise protecting the communication
with the enforcement device based on the effective claimant
session key.

The method may be a claimant method.

According to a tenth aspect of the 1nvention, there 1is

provided a method, comprising verifying whether a received

device class 1nformation corresponds to a predefined device
class; obtaining a result, which 1s positive only 1f the
device class i1information corresponds to the predefined device

class as checked 1n the verifving step; generating a second

claimant session key from a second claimant 1ntermediate key
stored 1n an apparatus performing the method; supplying the

second claimant session key and the result to an enforcement

device, wherein at least one of the generating and the

supplying 1s performed only 1f the result 1s positive.
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The method may be a verification method.

According to an eleventh aspect of the 1nvention, there 1s
provided a method, comprising establishing, with a claimant,
a communlication, which requires that a second clalmant

sessi1on key received from a verification device corresponds

to an effective claimant session key of the claimant, wherein

the verification device 1s different from the claimant, and

granting access to a communication resource for the claimant

only 1f a result received from the verification device 1S

positive and 1f the communication 1s established.

The method may further comprise generating a third claimant
session key from the second claimant session key, and whereiln
the communilication may requlire that the third claimant session

key matches the effective claimant session key.

The method may be an enforcement method.

According to a twelfth aspect of the invention, there 1s
provided a method, comprising performing an evaluation
method, by an evaluation apparatus, comprising a method
according to the eighth aspect; performing a claimant method,
by a claimant apparatus, comprising a method according to the

ninth aspect; performing a verification method by a

verification apparatus; and performing an enforcement method

by an enforcement apparatus; whereln the evaluation

apparatus, the claimant apparatus, and the verification

apparatus are mutually different from each other; the

enforcement apparatus 1s different from the evaluation

apparatus and the claimant apparatus; and wherein the

verification method comprises generating a second claimant

session key from a second claimant intermediate key stored in

the verification apparatus, and supplyving the second claimant

session key to the enforcement apparatus; the enforcement

method comprises establishing, with the claimant apparatus, a

communication, which requires that the second claimant
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sesslon kevy received from the verification apparatus

corresponds to the effective clailmant session key of the

claimant apparatus, and granting access to a communication
resource for the claimant apparatus only 1f the communication
1s established; the claimant method comprises the claimant
device of the evaluation method; the evaluation method
comprises the evaluation device of the claimant method; the
claimant property information supplied by the claimant
apparatus corresponds to the clailmant property information

recelived by the evaluation apparatus; the first claimant

intermediate key supplied by the evaluation apparatus

corresponds to the first claimant intermediate key received

by the claimant apparatus; and the secured protocol of the
evaluation apparatus 1s the same as the secured protocol of

the claimant apparatus.

In the method, at least one of the following may be

fulfilled: the verification method comprises a method

according to the tenth aspect, and the enforcement method

comprises a method according to the eleventh aspect.

The method may be a method of remote verification.

According to a thirteenth aspect of the invention, there 1s
provided a computer program product comprilising computer-
executable components which perform, when the program 1s run
on a computer, the execution of which result in operations of

the method according to any of the eighth to twelfth aspect.

The computer program product may be embodied as a computer-

readable storage medium.

According to a fourteenth aspect of the invention, there 1s
provided an apparatus, comprising property checking processor
configured to check whether a claimant property information

receilved from a claimant device corresponds to a predefined

claimant attribute; obtaining processor configured to obtain

a result, which 1s positive only 1f the claimant property
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information corresponds to the predefined claimant attribute

as checked by the property checking processor; key generation

processor configured to generate a first claimant

intermedlate key from a predefined claimant permanent key
stored 1n the apparatus; supplying processor configured to

supply, to the claimant device, the first claimant

intermediate key using a secured protocol, wherein at least
one of the key generation processor and the supplying
processor 1s configured to generate and to supply,
respectively, the first claimant intermediate key only 1f the

result 1s positive.

In the apparatus the secured protocol may be a cryptographic

protocol based on a certificate.

The apparatus may further comprise certificate checking

processor configured to check whether the certificate 1s
valid, and wherein the obtaining processor may be

additionally configured to obtain the positive result only 1f

the certificate 1s valid.

In the apparatus, the claimant property 1nformation may be

comprised 1n the certificate.

The apparatus may further comprise a secure storage
configured to securely store at least one of a key of the
secured protocol and the claimant permanent key such that the
securely stored key may not be extracted from the apparatus

wlithout a corresponding authorization.

In the apparatus, the kevy generation processor may be

configured to generate the first claimant intermediate key

using an authentication and key agreement protocol.

According to a fifteenth aspect of the i1nvention, there 1is

provided a tamper resistant module comprising an apparatus

according to the fourteenth aspect.
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According to a sixteenth aspect of the 1nvention, there 1s

provide an apparatus, comprilising property i1nformation

supplying processor configured to supply a clailmant property

information of the apparatus to an evaluation device using a
secured protocol; establishing processor configured to
establish a communication with an enforcement device

different from the evaluation device based on an

effective claimant session key, wherein the effective
claimant session key 1s based on a first claimant

intermediate key received from the evaluation device.

In the apparatus, the secured protocol may be a cryptographic

protocol based on a certificate.

In the apparatus, the claimant property i1nformation 1s

comprised 1n the certificate.

In the apparatus, the claimant property i1nformation may

comprise 1nformation whether or not at least one of the

following 1tems 1s fulfilled: a presence of a secure storage

1n the apparatus, whereln the secure storage 1s configured to
securely store a key o0f the secured protocol such that the

key may not be extracted from the apparatus without a

corresponding authorization; an ability to perform an
autonomous platform validation ensuring the integrity of a

hardware and a software of the apparatus; and a predefined

functionality apart from the presence and the ability 1s

provided by the apparatus.

The apparatus may further comprise key generatlon processor
configured to generate an effective claimant session key from

the first claimant 1ntermediate key, and wherein the

establishing processor may be configured to establish the
communication with the enforcement device using the

effective claimant session key.
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The apparatus may be configured to protect the communilication
wlth the enforcement device based on the effective claimant

session key.

According to a seventeenth aspect of the i1nvention, there 1s

provided a relay node, comprising an apparatus according to

the sixteenth aspect of the i1invention.

According to an eighteenth aspect of the invention, there 1s

provided an apparatus, comprising verification processor

configured to verify whether a received device class
information corresponds to a predefined device class;
obtaining processor configured to obtain a result, which 1s
positive only 1f the device class 1nformation corresponds to

the predefined device class as checked by the verification

processor; key generation processor configured to generate a
second claimant session key from a second claimant
intermediate key stored 1n the apparatus; supplyling processor

configured to supply the second claimant session key and the

result to an enforcement device, wherein at least one of the

key generation processor and the supplyving processor 1S
configured to generate and to supprly, respectively, the

second claimant session key only 1f the result 1s positive.

According to a nineteenth aspect of the invention, there 1s
provide an apparatus, comprilsing establishiling processor
configured to establish, with a claimant, a communication,
which regquires that a second clailmant session key received

from a verification device corresponds to an effective

claimant session key of the claimant, wherein the

verification device 1s different from the claimant, and

granting processor configured to grant access to a
communilication resource for the clalmant only 1f a result

receilved from the verification device 1s positive and 1f the

establishing processor established the communication.

The apparatus may further comprise key generation processor

configured to generate a third clalmant session key from the
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second claimant session key, and wherein the communication

may requlre that the third claimant session key matches the

effective claimant session key.

According to a twentieth aspect of the i1nvention, there 1s
provided a system, comprising an evaluation apparatus
comprising an apparatus according to the fourteenth aspect; a

claimant apparatus comprising an apparatus according to the

fifteenth aspect; a verification apparatus; and an

enforcement apparatus; wherein the evaluation apparatus, the

clalmant apparatus, and the verification apparatus are
mutually different from each other; the enforcement apparatus

1s different from the evaluation apparatus and the claimant

apparatus; and wherein the verification apparatus comprises a

key generation processor configured to generate a second
clalmant session key from a second claimant intermediate key

stored 1n the verification apparatus, and a supplying

processor configured to supply the second claimant session

key to the enforcement apparatus; the enforcement apparatus

comprises an establishing processor configured to establish,

with the claimant apparatus, a communication, which reguires

that the second clailmant session key received from the

veriflcation apparatus corresponds to the effective clailmant

session key of the claimant apparatus, and a granting
processor configured to grant access to a communication
resource for the claimant apparatus only 1f the establishing
processor established the communication; the claimant
apparatus comprises the clalmant device of the evaluation
apparatus; the evaluation apparatus comprises the evaluation
device of the clailmant apparatus; the claimant property
information supplied by the claimant apparatus corresponds to
the claimant property 1nformation received by the evaluation

apparatus; the first claimant 1ntermediate kevy supplied by

the evaluation apparatus corresponds to the first claimant

intermediate key received by the claimant apparatus; and the

secured protocol of the evaluation apparatus 1s the same as

the secured protocol of the claimant apparatus.
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In the system, at least one of the followling may be

fulfilled: the verification device comprises an apparatus
according to the eighteenth aspect, and the enforcement
device comprises an apparatus according to the nineteenth

aspect.

It 1s to be understood that any of the above modifications

can be applied singly or 1in combination to the respective
aspects to which they refer, unless they are explicitly

stated as excluding alternatives.

In a general communication network, for example, four
entities may be 1nvolved 1n a procedure according to the

invention:

¢ A claimant (Cla), requesting a network resource, the Cla
being a member of a class of entities defined by a set

of attributes;

e A remote verification entity (RVE), which needs to

decide on the admissibility of the resource request

based on the class membership of the Cla, but 1s unable

to directly verify the attributes required of the Cla;

¢ A local verification entity (LVE), which performs the

requlred verification of the attributes of the Cla;

¢ An enforcement point (EnP), which ensures that only

admissible claimants obtaln resources.

In embodiments according to the 1nvention, at least some of
the followling problems are solved 1n particular:
a) 1dentifving examples of a suitable local verification
entity (LVE) ;
b) 1denti1fving the means by which the LVE can verify the
attributes of the Cla;

c) conveying the fact of a successful verification of
the RN attributes from the ILVE to the RV

L~

L+

by suitable

protocol means avallable between LVE and RVE from

other contexts already;
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d) enabling the EnP to enforce that only admissible

claimants can 1ndeed obtailn regources.

L+

The solution might have the additional benefit that the RV
which may be an MME-RN, 1s off-loaded.

If these problems of a general communication network are
related to embodiments of remote verification of a relay

node, the above mentioned solved problems read as follows:

a) 1dentifying a suitable local verification entity (LVE);

-]

b) 1denti1fyving the means by which the LVE can verify the
attributes of the RNy
c) conveving the fact of a successful verification of the

RN attributes from the LVE to the MME-RN

d) enabling the DeNB to enforce that only genuiline members
of the class of relay nodes can 1ndeed attach as relay

nodes.

Brief description of the drawings

Further details, features, objects, and advantages are
apparent from the following detailled description of the

preferred embodiments of the present 1nventlion which 1s to be

taken 1n conjunction with the appended drawings, whereiln

F'ig. 1 shows an EPS architecture according to 3GPP TS 36.300
v10.0.0;

Fi1g. 2 shows a system according to an embodiment of the

invention:

F'ig. 3 shows a method according to an embodiment of the

invention;

-]

Fig. 4 shows an LVE according to an embodiment of the

invention:;
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F'ig. 5 shows a claimant according to an embodiment of the

invention:;

-1

F'ig. 6 shows an RVE according to an embodiment of the

invention:

Fi1g. 7 shows an EnP according to an embodiment of the

invention:;

-]

F'ig. 8 shows a method of operation of an LVE according to an

embodiment of the i1nvention:

F1g. 9 shows a method of operation of a claimant according to

an embodiment of the i1nvention:

L]

F'ig. 10 shows a method of operation of an RVE according to an

embodiment of the invention; and

F'ig. 11 shows a method of operation of an EnP according to an

embodiment of the i1nvention.

Detailled description of certain embodiments

Herein below, certain embodiments of the present 1nvention
are described 1n detail with reference to the accompanving
drawilngs, wherein the features of the embodiments can be
freely combined with each other unless otherwise described.
However, 1t 1s to be expressly understood that the
description of certain embodiments 1s given by way of example
only, and that 1t 1s by no way i1ntended to be understood as

limiting the i1nvention to the disclosed details.

Moreover, 1t 1s to be understood that the apparatus 1s
configured to perform the corresponding method, although 1in
some cases only the apparatus or only the method are

described.
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As shown 1n Fig. 2, a system according to an embodiment of

the 1nvention may comprise a local wverification entity (LVE)

_I
—'

100, a claimant (Cla) 200, a remote verification entity (RV:
100 and Cla 200

]

300, and an enforcement point (EnP) 400. LV

L]

are operably connected to each other, and RV
are operably connected to each other. In addition, when a

method according to an embodiment of the invention was

successfully performed, Cla 200 and EnP 400 are operably

connected to each other.

Note that the operable connections shown in Fig. 2 are
functional connections. Physical connections on which the

functional connections rely may differ from the latter.

In addition, the blocks 100, 200, 300, and 400 of Fig. 2 are
functional blocks. LVE 100, Cla 200, and RVE 300 differ
mutually from each other. EnP 400 1s different from LVE 100
and Cla 200. In some embodiments, EnP 400 1s different from

L~

L~

L]

RVE 300, whereas 1n other embodiments, they belong to the

same functional block. Functional blocks may be different 1f

they are differently addressed 1n the communication network.

<]

Fach of LVE 100, Cla 200, RV

L4

300, and EnP 400 may be based

on a different hardware, or some or all of the entities may

be based on the same hardware.

Fig. 3 shows a method according to an embodiment of the

invention.

According to step 5810, an evaluation method 1s performed by
an LV.
method S820 of a claimant 200.

100. The evaluation method i1interacts with a claimant

L]

In parallel, a verification method S830 1s performed by an

RVE 300. The verification method interacts with enforcement

method S840 of an EnP 400.

)

300 and EnP 400
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If steps S810, S820, S830, and S840 run successiully, a

resource will be granted to the claimant 200 by the

enforcement point 400 (step S850).

More details of each of the methods according to steps S810,
S820, S830, and S840 will be given below with respect to
Figs. 8 to 11.

Seen from another perspective, more focussing on the mutual
interactions, a method according to an embodiment of the
invention may work as described by the combined steps 1.1
through 1.5:

1.1 When the claimant (Cla), being a member of a class C of
entities defined by a set of attributes, 1ntends to reguest a

network resource controlled by the remote verification entity

1

(RVE), the Cla first establishes a secure connection with a

local verification entity (LVE). In the course of the

establishment of this connection, the LVE authenticates the

Cla and verifies that Cla 1s a member of C by checking 1ts

attributes. These steps are comprised 1n steps S810 and S8Z0
of Fig. 3.

L]

1.2 The verification method of the RVE may be triggered e.dq.

by a request for a resource from the Cla. When the RVE, which

needs to decide on the admissibility of the resource request

based on the class membership of the Cla, receives such a

request, 1t runs an authentication and key agreement protocol

with the LVE, which results 1in the establishment of session

4]
4]

keys that are mutually shared between LVE and RVE. These
steps are comprised 1n steps S810 and S830 of Fig. 3.

1.3 The LVE forwards the session keys, or any derivatives

thereof, to the Cla only 1f the class membership verification

1n step 1.1 was successful. This step 1s comprised 1n steps
S810 and S820 of Fig. 3.
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1.4 The RVE forwards the session key, or any derivatives

thereof, to the EnP indicating that they are suitable for

enforcing resource requests of claimants of class C. This

step 1s comprised 1n steps S830 and S840 of Fig. 3.

1.5 The EnP admits the resource request by the Cla only 1f 1t

can verify through suitable protocol means that the Cla 1s 1n

possession of the session keys. This step 1s comprised 1n

steps 5820 and 5840 of Fig. 3.

L+

In the followling, the entities LVE, Cla, RVE, and EnP are

described 1n greater detail.

L~

Fi1ig. 4 shows an embodiment of an LVE 100 according to the

invention.

According to Fig. 4, a property checking means 110 checks,
whether a property i1nformation received from a claimant

corresponds to a predefined attribute. For example, the

property checking means may check whether or not the claimant

belongs to the class of relay nodes.

The obtaining means obtains a positive result only 1f the

property checking means verified that the received property

information belongs to the predefined class. Alternatively toO
a positive result, a flag may be set to true, or another

logically equivalent condition may be fulfilled.

The key generation means 130 generates a key (first claimant

L]

intermediate key) from a predefined key stored i1n the LVE.

Preferably, the predefined key 1s permanently stored 1in the

LVE 1n a tamper resistant way.

The supplying means 140 supplilies the generated key to the

claimant.

At least one of the key generation means 130 and the

supplying means 140 generates and supplies, respectively,
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only 1f the result obtained by the obtaining means 120 1s

positive.

F'ig. 5 shows an embodiment of a claimant (Cla) 200 according

to the i1nvention.

The property information supplying means 210 supplies a
property i1nformation of the claimant to an evaluation device
using a secured protocol. For example, the property
information may be that the claimant belongs to the class of

relay nodes.

When the claimant has received a keyv from the evaluation
device, the establishing means 220 may establish a

communication with an enforcement device different from the

evaluation device based on the received key or a derivative
thereof. If the establishing means 220 1s successful 1n
establishing the communication, the enforcement device 400

may grant access to a resource for the claimant 200.

L~

F'ig. © shows an RVE 300 according to an embodiment of the

invention.

The verification means 310 wverifies whether a received device

class 1nformation corresponds to a predefined device class.

]

.J., 1t may check 1f the device class information 1ndicates
a relay node. The device class 1nformation may be received

from a backend server, such as a home subscriber server (HSS)
in LTE.,.

L]

The obtalning means 320 obtains a result, which 1s positive
only 1f the device class 1nformation corresponds to the

predefined device class as checked by the verification means.

Alternatively, 1t may set a flag positive or perform some

other logically eqguivalent operation.
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The key generation means 330 generates a second clalmant
session key from a second claimant 1ntermediate key stored 1n

the apparatus.

The supplving means 340 supplies the second claimant session
kev and the result of the obtaining means to an enforcement

device.

At least one of the key generation means 330 and the
supplving means 340 generates and supplies, respectively, the

second claimant session key only 1f the result 1s positive.

F1g. 7 shows an EnP 400 according to an embodiment of the

invention.

The establishing means 410 establishes, with a claimant, a
communication, which requilires that a second claimant session

key received from a verification device corresponds to an

effective claimant session key of the claimant, whereiln the

verification device 1s different from the claimant.

One key corresponds to the other, 1f the latter can be

derived from the former according to a predefined rule. Such

a rule may i1nclude e.g. an i1dentification of the respective
device. In particular, 1n some embodiments, corresponding

keyvs mean that one key matches the other key.

The granting means 420 grants access to a communication
resource for the claimant only 1f a result received from the

verification device 1s positive and 1f the establishing means

established the communication.

Fach of the LVE 100, Cla 200, RV

L]

300, and EnP 400 may

comprise a storage such as a hard disk, a CD, a DVD, a random

access memory (RAM) or a read-only memory (ROM), configured
to store attributes, keys, program code etc. Furthermore,
cach of them may comprise one or more senders and recelvers

to communicate with the entities 1t 1s connected to.
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The modules shown 1n Figs. 4 to 7 are functional modules.

Fach of them may be based on a separate hardware, or some oOr

all of them may be based on the same hardware. Furthermore,
1T they are realized 1n software, each of them may be

realized by a separate program code, or some or all of them

may belong to the same program code.

Figs. 8 to 11 show details of the methods S810 to 5840,

respectively, according to embodiments of the i1invention.

A method corresponding to step S810 of Fig. 3 according to an
embodiment of the i1nvention, which 1s preferably performed by
an LV

L~

such as LV.

L]

100, 1s shown 1n Fig. §8:

In step S110, the LV

L+

1s 1nitialized. In step 5120, 1t checks
whether a claimant property information received from a
claimant device corresponds to a predefined claimant

attribute. A result 1s obtained 1n step S130, which 1s

positive only 1f the claimant property information

corresponds to the predefined clailmant attribute as checked

1n the checking step S120.

In step 5140, 1t 1s checked 1f the result of the obtaining
step S130 1s positive or a logically equivalent condition
such that a flag 1s true 1s fulfilled. If 1t 1s not, the
method 1s stopped (S180).

Otherwise, according to step 5150, a first clalmant

intermediate key 1s generated from a predefined claimant

permanent key stored in the LVE. According to step 160, the

first claimant intermediate key 15 supplied to the claimant

using a secured protocol.

Alternatively or 1n addition, 1n some embodiments step S140

may e pertformed between steps S150 and S160.
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A method corresponding to step S820 of Fig. 3 according to an

embodiment of the 1nvention, which 1s preferably performed by

a claimant such as claimant 200, 1s shown 1n Fig. 9:

0 According to step S210, the method 1s started, e.g. by
initializing the claimant performing the method, performing
self-checks, and obtaining attributes of the claimant. A
property 1nformation of the claimant 1s supplied to the LV

using a secured protocol (step S220).

L+

10

According to step S230, a communication 1s established with

an entity other than the LVE, e.g. with an

[

nP. This
communication 1s based on a session key which 1s based on a

key received from the LVE.

L+

For example, the session key may
15 be the same as that received from the LVE, or the Cla may

generate the session key based on the kev received from the

LVE. Then, the method 1s terminated (step S5240). That 1s, 1t

the Cla successfully established the communication with the

EnP, the latter might grant access to a resource for the
20 claimant.

A method corresponding to step S830 of Fig. 3 according to an

embodiment of the 1nvention, which 1s preferably performed by
an RV

L]

L~

such as RVE 300, 1s shown in Fig. 10:

20
In step S310, the method 1s 1nitialized. For example, the RV

L~

may recelve a request to grant access to a resource from a
device. The request comprilses an 1dentity that 1s related to

the device, for example an i1dentification of a USIM-RN. The

30 RVE may retrieve from a backend server such as a home

subscriber server (HSS) or an own database the class the

device belongs to 1f this 1nformation 1s stored 1n the HSS or

the own database.

35 In step 5320, 1t verifies whether the received device class

information property i1nformation corresponds to a predefined

device class. A result 1s obtained 1in step S330, which 1s

positive only 1f the received device class 1nformation
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corresponds to the predefined device class i1nformation as

checked 1n the verifying step S320.

In step S340, 1t 1s checked 1f the result of the obtalning
step S330 1s positive or a logically eqguivalent condition
such that a flag 1s true 1s fulfilled. If 1t 1s not, the
method 1s stopped (S380).

Otherwlse, according to step S350, a second claimant session
key 1s generated from a second claimant i1ntermediate key
stored 1n the RVE.

L+

According to step 360, the second clalmant

£

session key and the result are supplied to the EnpP,

preferably using a secured protocol.

Alternatively or 1n addition, 1n some embodiments step S340

may pbe performed between steps S350 and S360.

In some i1mplementations of a system according to an

embodiment of the 1nvention, the RVE does not provide the

result to the EnP. For example, 1f 1t 1s a priori known that

all Cla request a resource only by the local verification of

the LVE, there 135 no need to forward the result to the EnP.

Otherwise, however, 1f different types of Cla may request a

resource, and some of them are not verified by the LVE,

providing the result to the EnP may ensure that only verified

Cla get access to the resource. This situation may happen

e.g. during release upgrades.

A method corresponding to step 5840 of Fig. 3 according to an

embodiment of the invention, which 1s preferably performed by

an EnP such as EnP 400, 1s shown in Fig. 11:

According to step S410, the method 1s started, e.g. by

initializing the EnP performing the method, performing self-

checks, etc.

In step S420, a communication 1s established with the

claimant. This communication requires that a second claimant
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1
-]

session kevy received from an RVE corresponds to an effective

clailmant session key of the claimant. For example, 1n some

T 1

embodiments the keys must match, 1n other embodiments the EnP

generates a third claimant session key from the second
claimant session key, and the former must match the effective

clalmant session key.

In step 353430, 1t 1s checked whether the communication with
the claimant was successfully established. In step 5440, 1t

1s checked whether the result or a corresponding flag

L+

recelived from the RVE 1s positive or 1f a correspondilng

logical condition 1s fulfilled such that a received flag 1s

set). If one of these conditions 1s not fulfilled, the method

1s stopped (5470, S480).

Otherwise, according to step S450, the EnP grants access to
the requested resource for the claimant. In step S460, the

method 1s stopped.

As discussed with respect to the method 830 of the RVE (Fig.
10), step S440 of checking whether the result 1s positive may

be omitted 1n some embodiments of systems according to the

invention, 1f 1t 1s ensured that all claimants request a

resource only by the local wverification of the LVE.

Several variations of the above described methods and

apparatuses are possible:

L+

The connection between Cla and LVE may be secured and

established by means of a certificate-based cryptographic

]

protocol. Examples 1nclude 1nternet key exchange (IKE), IK

version 2, and transport laver security (TLS).

The LV.
authenticated 1dentity of the Cla against a table with

L+

may verify the attributes of the Cla by checking the

1dentities and their associated attributes. In this regpect,

the LVE may verify the attributes of the Cla by checking

L+

parameters 1n the certificate. The LVE may check the validity
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of the certificate of the Cla by means of OCSP (Online
Certificate Status Protococl — RFC2560).

The LV

L]

may contaln a secure environment that does not allow

L]

an attacker extracting secret key material from the LVE.

The attributes characterizing class C may comprise at least
one of the following: the presence of a secure environment
that does not allow an attacker extracting secret key

material from the member of C; the ability to perform an

autonomous platform validation ensuring the integrity of the
HW and SW realizing the member of C; the presence of

functionality reguired of claimant such as a relay node.

and

L~

The authentication and key agreement protocol between RV
LVE may be EPS AKA, e.g. as defined in 3GPP TS 33.401.

The LV

L

may be comprised by a tamper resistant module such as
a smart card, e.g. a UICC, or a part thereof. This has the
advantage that the UICC with USIM may be considered as a
secure computing environment that 1s considered trustworthy

even 1n hostile environments.

L]

L]

The RVE may comprise the functions of an MME (as defined 1n

3GPP TS 33.401).

The EnP may comprise the functions of a DeNB (as defined 1n
3GPP TS 36.300).

The Cla may comprise the functions of a relay node (as
defined in 3GPP TS 306.300).

The session keys, or any derivatives thereof, may comprise
CK, IK, Kasyg and any of the keys derived from them, e.qg.
according to 3GPP TS 33.401.
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The session kevys, or any derivatives thereof, may be used to

protect an interface between Cla and EnP and/or an interface

between Cla and RVE.

L]

0 The protocol run between Cla and RVE may convey an i1dentity

of the Cla to the RVE. The 1dentity should be unigque within

the network or a relevant sub-section of the network the Cla

L+

belongs to.

10 Detalled 1mplementations of a relay node architecture

A first detailled 1mplementation 1n the context of a relay

node architecture i1n EPS according to an embodiment of the

invention 1s described hereinafter, wherein the MME and the

15 Donor eNB (DeNB) mayv be compliant with e.g. 3GPP TS 36.300.

The following 1s assumed:

Cla 1s a relay node (RN). LVE 1s a UICC contailining the USIM,
20 called USIM-RN, which the RN uses in performing the RN attach

procedure as defined in 3GPP TS 36.300. RVE 1s an MME, called

MME-RN, which performs the RN attach procedure with the RN.

-1

L~

FnP 1s a DeNEB. This system corresponds to that shown i1n Fig.

2 .

29
and Cla, which

L~

There may be a secure connection between LV
15 a secure channel between USIM-RN and RN using e.g. TLS as

defined 1n ETSI TS 102 484 “Smart cards; Secure channel

between a UICC and an end-point terminal”.

30
Class C may be defined by at least one of the following

properties of 1ts members:
- 1S a relay node;
- has a secure environment containing the private TLS key;

35 - performs an autonomous platform validation before

establishing a secure channel e.g. according to ETSI TS 102

484 ;
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- prevents unauthorized access to session keys, or any

derivatives thereof;

- provides the correct 1dentity to the MME-RN upon reguest.

The authentication and key agreement protocol between MME-RN
and USIM-RN on the UICC may be EPS AKA (as defined 1n TS

33.401). The resource reguest may be an RN attach procedure.
The procedure then comprises the steps described below. If
one 0f the steps faills 1n any of the 1nvolved entities the

procedure may be aborted by that entity.

Procedures prior to the RN attach procedure

Fl. The RN may perform an autcnomous validation of the RN

platform. The RN may then attach to the network 1n 1ts role

L+

as a UE and establish IP connectivity using a USIM called
USTM-INTI. This establishment does not constitute an RN attach

procedure.

FE2. The RN optionally obtains an operator certificate through

the enrolment procedures defined e.g. 1n TS 33.310.

E3. The RN optionally establishes a secure connection to an

OAM server.

E4. The RN and the USIM-RN may establish a TLS connection

using certificates on both sides, or only on the RN side,

e.g. according to the Secure Channel mechanism specifilied 1n
FETSTI TS 102 484. The RN may use a pre-established certificate

or the certificate enrolled in step EZ. The private key

corresponding to the RN certificate may be stored in the

secure environment of the RN platform validated in step EI,
and the TLS connection terminates there. From this step
onwards, all communication between the USIM-RN and the RN may

be protected by the secure channel.
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E5. An OCSP client according to e.g. IETEF RFC 2560 on the
UICC may check the wvalidity of RN certificate used 1n the

secure channel set-up with an OCSP server. The OCSP
communication need not be sent through the secure channel
between USIM-RN and RN as OCSP 1s self-secured, but there
would be no harm i1in doing so. Note that the OCSP client may

reside on the UICC, but, by definition of a USIM, 1s not part

of a USIM. Hence, sending OCSP communication outside the

L]
WS

secure channel would not contradict the last sentence of .

Fo. The RN may detach from the network 1f 1t has attached for

2, E3, or E>S and may delete the EPS
security context 1n the RN and the USIM-INI, 1f any.

[

performing steps

Steps El to Eo correspond to step 1.1 of the method generally

described above.

By step E6, 1t 1s ensured that no EPS security context exists
1in the RN or the USIM-RN i1mmediately prior to the RN attach

procedure.

RN attach procedure

The RN may perform the RN attach procedure for EPS as defined

in TS 36.300. From a security point of view, this may involve

the following steps:

Al. The RN may use the 1nternational mobile subscriber
1dentity (IMSI) (or a related globally unigque temporary
1dentity, GUTI) pertaining to the USIM-RN 1in the RN attach
procedure. This step 1s part of step 1.2 of the method

generally described above.

A2. The MME-RN may 1nitiate EPS AKA with the RN and the USIM-
RN and may establish NAS security. This step corresponds to a
prart of step 1.2 and to step 1.3 of the method generally

described above.
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A3. The MME-RN may check from the RN-specific subscription
data received from the HSS that the USIM-RN 1s allowed to be

used 1n RN attach procedures. The MME-RN may communicate this
fact to the DeNB 1n an extended S1 INITIAL CONTEXT SETUP

message. This step corresponds to step 1.4 of the method

generally described above.

Ad . Upon receipt of the extended S1 INITIAL CONTEXT SETUP

message, the DeNB may set up RN-specific access stratum (AS)

securlty over Un, which differs from AS security over Uu 1n

the provision of 1ntegrity protection for PDCP frames
carrying S1 /X2 messages. This step corresponds to step 1.5

of the method generally described above.

The RN start-up 1s now complete from a security point otf

view, and UEs may start attaching to the RN.

USIM aspects

The support of the secure channel mechanism may regulire the

USIM-RN to use a certificate. This certificate 1s preferably

pre—-1nstalled 1n the UICC by the operator.

The certificate shall allow limiting 1ts use to USIMs 1n the
context of relay node architectures (e.g. through a suitable

name structure, or a particular i1ntermediate CA 1n the

verification path, or an attribute, e.g. 1n the OID field.)

Enrolment procedure for RNs

The RN may enrol a device certificate as with macro eNBs
according to e.g. 3GPP TS 33.310 prior to the RN attach

procedure with the DeNB. This certificate may then be used

for establishing the secure channel between RN and USIM.

The certificate enrolment procedure may not rely on the

security at the AS level, but may be secured at the

application laver. Therefore, 1t may be executed before
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security on the Un 1nterface has been established. However,

the RN may require IP connectivity for the enrolment

procedure to be able to reach the Registration Authority

(RA) . The IP connectivity could be established 1n one of

various wavs, €.d.:

(1) The RN may attach to a fixed network for enrolment

purposes. No USIM 1s required.

(2) The RN may attach to an eNB using a USIM, called USIM-
INI, different from the one used 1n the RN attach procedure
to the DelNB, called USIM-RN. No secure channel between RN and
USIM-INI 1s reqgquired, but the USIM-RN shall communicate with

any terminal only via a secure channel with OCSP-checked

terminal certificate. Having two USIMs on one UICC 1s a

standard feature available today. It 1s sufficient that only

one USIM can be active at a time.

In both cases, the network should preferably ensure that the

destinations the RN can reach are restricted, e.g. to only
the RA, the 0OAM server, and the OCSP server, 1f the
communication with the RA occurs prior to the RN attach

procedure. In case of (2) this could be ensured e.g. by

restricting IP traffic originating from the RN and sent over
a packet data convergence protocol (PDCP) without integrity

protection to only certaln destinations (access polnt names,

APNs) . The present scenario 1s not restricted to a specific

1mplementation of the restriction.

Secure management procedures for RNs

The RN may establish a secure connection to an OAM server.

The operation and maintenance (OAM) procedure may not rely on
the security at the AS level. It may therefore be executed

before security on the Un 1nterface has been established. If

no security on lower lavers 1s avallable the communication

between RN and OAM server would be typically secured using
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TLS. The RN requires IP connectivity for this procedure to be

able to reach the OAM server. The IP connectivity could be

established 1n the same ways as described above.

Restrictions on the destinations the RN can reach must apply
1f the communication with the OAM server occurs prior to the
RN attach procedure. They can be realized similar to what 1s

described above.

OCSP checks by the UICC

The detailled 1mplementation presented hereinabove may require
the UICC to perform an OCSP check of the RN certificate used

for the set up of the secure channel prior to the RN attach

procedure with the DeNB. The OCSP protocol 1s self-secured
and may therefore be executed before security on the Un
interface has been established. The OCSP client may need to
send the IP packets carrying the OCSP message via the RN. The

RN therefore may require IP connectivity for this procedure

to be able to reach the OCSP server. The IP connectivity may

be established 1n the same way as described above.

As an alternative or additionally to the OCSP mechanism, the

MME-RN may make the access control by 1tself, thus not

depending on an external OCSP server, or use certification

revocation list (CRL).

A second detailed 1mplementation 1in the context of a relay

node architecture 1n EPS according to an embodiment of the
invention 1s described hereinafter. It shares the assumption
with and follows the steps of the detailed i1mplementation

described above, except that 1t differs from 1t 1in at least

the followlng respects:

Fl. The IP connectivity may be established using the USIM-RN.

This establishment does not constitute an RN attach

procedure. The USIM-RN may be suitably modified such that,

whenever the USIM-RN 1s used outside an RN attach procedure,
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the USIM-RN generates a modified claimant 1ntermedlate key

that 1is different from the first claimant intermediate key
and transfers 1t to the RN.

Al. The RN may be suitably modified such that, whenever the

attach procedure does not constitute an RN attach procedure,

the RN 1ndicates this fact to the MME-RN as part of the

attach procedure.

A3. The MME-RN may be suitably modified such that, whenever

1t receives an 1ndication from the RN that the attach

procedure does not constitute an RN attach procedure, the

MME-RN generates a second modified claimant intermediate key

that 1s different from the second claimant i1ntermediate key
and transfers 1t to the DeNB.

Enrolment procedure:
USIM-RN 1s used instead of USIM-INT.

According to the above description, 1t should thus be

apparent that exemplary embodiments of the present invention
provide, for example a local verification entity such as a

smart card, or a component thereof, an apparatus embodying

the same, a method for controlling and/or operating the same,

and computer program(s) controlling and/or operating the same

as well as mediums carrvyving such computer program(s) and
forming computer program product(s). Further exemplary
embodiments of the present 1nvention provide, for example a

claimant such as a relay node, or a component thereof, an

apparatus embodying the same, a method for controlling and/or

operating the same, and computer program(s) controlling
and/or operating the same as well as mediums carrylng such

computer program(s) and forming computer program product (s)

controlling and/or operating the same as well as mediums
carrying such computer program(s) and forming computer

program product(s).
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Implementations of any of the above described blocks,

apparatuses, systems, technigues or methods include, as non

limiting examples, 1mplementations as hardware, software,

firmware, speclal purpose circulits or logic, general purpose
hardware or controller or other computing devices, oOr some

comblnation thereof.

Tt 18 to be understood that what 1s described above 1s what
18 presently considered the preferred embodiments of the
present invention. However, 1t should be noted that the
description of the preferred embodiments 1s given by way of

example only and that various modifications may be made

without departing from the scope of the i1nvention as defined

by the appended claims.
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What is claimed is:

1. An apparatus, comprising:

& hardware processor configured to supply a claimant
property information of the apparastus to an evaluation device
using a secured protocol; and

a hardware processor configured to establish a
communication with an enforcement device different from the
evaluation device based on an effective claimant seasion key,
wherein the effective claimant session key 13 based on a first
claimant intermediate key received by the apparatus from the
evaluation device, the first claimant intermediate key having
been generated by the evaluation device based on a securely
stored predefined claimant permanent key stored by the

evaluation device,

2. The apparatus according to claim 1, wherein the secured

protocol is a cryptographic protocol based on a certificate.

3. The apparatus according to claim 2, wherein the claimant

property information is comprised in the certificate.

g, The apparatus according to any one of claims 1 to 3,
wherein the claimant property informatjion comprises information
whether or not at least one of the following items is fulfilled:

d presence of a secure storage in the apparatus, wherein
the secure storage is configured to securely store a key of the
secured protocol such that extraction of the key from the
apparatus requires a corresponding authorization;

an ability to perform an autoncmous platform validation
ensuring the integrity of a hardware and a software of the
apparatus; and

a predefined functionality apart from the presence and the

ability is provided by the apparatus,

BARE 014 2 DOURY AT AQIMN4T7 e dNRD AM IEastarn Cdandard Timal 2 OVDIEAANAAN £ RUIAAAAL £ ANIM IALEAL A48 t ALIRATPIAL in.ns - 1.Ad AR



CA 2801960 2017-03-08

39

5. The apparatus according to any one of claims 1 to 4,
further comprising:

a key generator configured to generate an effective
claimant session key from the first claimant intermediate key,

wherein a hardware processor is configured to establish
the ¢ommunication with the enforcement device using the

effective claeimant session key.

6. The apparatus according to claim 5, wherein said apparatus

15 configured to protect the communication with the enforcement

device based on the effective claimant session key.

7. A relay node, comprising the apparatus according to any

one of claimg 1 to 6,

Y. A method, comprising:
supplying a claimant property information of an apparatus

performing the method to an evaluation device using a secured

protocol; and

establishing communication with an enforcement device
different from the evaluation device based on an effective
¢laimant session Kkey, wherein the effective claimant session key
is based on a first claimant intermediate key received by the
apparatus from the evaluation device, the first claimant
intermediate key having been generated by the evaluation device

based on a securely stored predefined claimant permanent key

stored by the evaluation device.

9. The method according to c¢laim 8, wherein the secured

protocol is a cryptographic protocol based on a certificate.

10. The methed according to claim 9, wherein the claimant

property information is comprised in the certificate.
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11. The method according to any one of claims 8 to 10, wherein

the claimant property information comprises information whether
or not at least one of the following items is fulfilled:

4 presence of a secure storing means in the apparatus,
wherein the secure storing means is configured to securely store
a key of the secured protocol such that extraction of the key
from the apparatus regquires a corresponding authorization;

an ablility to perform an autonoemous platform validation

ensuring the integrity ¢©f a hardware and a software of the

apparatus; and

a predefined functionality apart from the presence and the

ability i1is provided by the apparatus.

12. The method according to any one of claims 6 to 11, further
COMPLising:

genérating'an effective claimant session key from the
first claimant intermediate key,

whereln the establishing uses the effective claimant

session key to establish the communication with the enforcement

device.

13, The method according to ¢laim 12, further comprising
protecting the communication with the enforcement device based

on the effective claimant seéssion key.
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