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9 g o5 n“ WJ k)

of m ox & of 44 X 2

AT EO = HFEH T2 (computer program), FZE(code), W® (instruction), =& °l5 F 3Jl} o439
£3%E XL F dorn, dste uE s&Ast=F Ay AXE AU SHAeR e ddF o
(collectively) A= FA& WHET F A, AZEQo] Y/EE dolHE, A Al o3t =AY A
gl Aol Wa T deolHE ATy Yk, oW f39] 714, 424 (component), & A, 7
A (virtual equipment), FHFEH AF wiA] = A, e JAF$HE= AE F(signal wave)d FTFHo=2, &
= dAHoz FASH(embody)E G AT, A °] = HENZR 29 FAFYH A= Aol FatEojA, #
AHE MR o R AEV ddE Fe vk, AZESo] E o HolE = skt o] HFH #= Jbs 71E wiA

of

2+ A sto] s = Sle Ty 9H
Ak, 71 ASFH #E The wiAls 22O
g = duk A7) wAel Tlsss 220
FH &

sEso] FYRl A FAH A b5

olr
_?L

_9_



[0085]

[0087]

ZIHSd 10-2021-0086501

5 71E wiAY doE st gAa, 229 tAag 2 27] o)z e 27] ui A (magnetic media),CD-ROM,

DVDe} 2 F7]E Al (optical media), ZFEIZA YA (floptical disk)et 2L A7]-3 vl (magneto-

optical media), ¥ F(ROM), HRAD, ZWA W= 3 2L Z=2a8 YH S AGsta Fd3tes 549
Z

THE el 4A7h Tk, TRy FHe deli Asdeld] s REAE A% ge A ==
wak ol et Qe Zely $2 ALglA ARE sl 4B 5 b wF Aol ZEF TR, 3714 3
Eslo) AT ANde] 54e FAa) 8l st olatel AxEsel RERA 45IEE PR & ow,
o 9% kA el

oo W wne J1%H A AN AF A AAdsh Bt A,

e olsh o] mAHm MRy avjze] T4 % A FEE o] opin], g 9
of glol ¥ el el vl WA L ol FsHe @ old¥ & A Aotk mebA, aed nE
Fwa % g0 FEREE B0 Wl &3k Ao Fsolor & ot

Foo Hy

100 WA} FAS s ws w229

20 : ¢}7] ¥
30 : 7] W3
40 : RW-Pointer
100 : RV @)1
200 : RD Ze1
=y
EH]
[R.lnsomw.'ro Type l] [;-nsomware Type la [R:nsommm Type lll]
{3 2 Wite 2 Wite
[ l “ei nérypted)
2) Read '@ Write @ Read | farpiec) ] Read‘ 3 V(ye,;?p )
| (encrypted) ‘ 3) Delete \ (random value)
"v v { v a
Victim Victim New Victim New
__File_ . File _ File_ _ File_
(a) Type I (b) Type II (c) Type I1I
EH2
Host system
(1) Request for (3) Fetch the content (4) Encryptthe  (5) Update “victim.txt'
reading ;\'It‘llm.l“' of *victim.txt’ fetched content with cnc-rypk‘d data

Storage device:.
“~

= L)
(2) Read content of *victim.txt’ (6) Write the encrypted content to
whose range is from Addr. 1000 to 1100 the range from Addr. 1000 10 1100

(overwriting)
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Write buffer] ]
MRV position IPomlef Pointer| Pomlefl Pointer Pomlev]-J LRU porition
( Most Recently Used) (Least Recently Used)
e )

Readbufer] | | [T | ™ s |1

. ) e 200
/ |False Faise | [Faise] [Faise] ![Faise] ! ”‘"“'_‘"""""f
| Faise]

Fase| | Fal [Faise] [ Faise] :

F1

w4

Algorithm I. Algorithm for a read request.

Input: Address
Output: Demanding data

1 ifthere is a hit by Address in write buffer
2 if RW flag of the hit data is TRUE
3 set RIV flag of the hit data to FALSE
4 if there are its paired data in read buffer
5 remove the paired data
6 refurn the hit data
T else /*search read buffer®/
8 if there is a hit by Address in read bufter
9 move the hit data to the MRU position of read buffer
10 return the hit data
11 else
12 fetch the demanding data from the storage medium
13 store the fetched data to the MRU position of read buffer
14 return the fetched data
EH5

Algorithm II. Algorithm for a write request.

Input: Address
if there is a hit by Address in write buffer
remove the hit data
1if RW flag of the hit data was TRUE
store new data with RV flag of TRUE to the MRU
position of write buffer
if there were data paired with the hit data in read butfer
the data in read buffer are paired with the new data
in write buffer

= —

[= )

7 else

8 store new data to the MRU position of write buffer
9 else if there is a hit by Address in read buffer

10 if RD flag of the hit data is TRUE

11 remove the hit data from read buffer

store new data to the MRU position of write buffer

12 else

13 set RIV flag of the hit data to TRUE

14 store new data with RV flag of TRUE to the MRU
position of write buffer

15 the hit data in read buffer are paired with the new data
in write buffer

16 else

17 store new data to the MRU position of write buffer

_11_
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EH6

Algorithm IIT. Algorithm for a delete request.
Input: Address
1 if there is a hit by 4ddress in write buffer

2 remove the hit data
if R flag of the hit data was TRUE

3 if there are its paired data in read buffer
4 remove the paired data
5 elseifthere is a hit by 4ddress in read buffer
6 set RD flag of the hit data to TRUE
EH7
Vietim_filel is located from Addr. 100 to Ader. 103 (in a basic operational unit)
Victim_file2 is located from Addr. 200 to Addr. 203 (in a haszc operanonal unit)
Cuurent execution point
Request sequence: read(100.4)*, write(100.4). read(200.4), “nlc(IOO.-U
o "~ Time flow
Write i E
butior | 203 | 202 | 201 [ 200 | 103 | 02 [ 101 | 100 |
— - — w *
Read

buﬁerl 203 [ 202 | 201 l 200 | 105 | 102 | 101 | 100 ]

E-Hﬁﬁ-ﬂ-

request(address, size)

Ed8

Victim_filel is located from Addr. 100 to Addr. 103 (in a basic operational unit)
Victim_file2 is located from Addr. 200 to Addy. 203 (in a basic operational unit)

New_filel is located from Addr. 600 to Addr, 603 (in a basic operational unit) . Current

New _file2 is located from Addr. 700 to Addr. 703 (in a basic operational unit) ""’:::‘”

Request sequence: n.ad(lOO 4)*, write(600,4), ddetc(lOO 4), mmPOO 4), write(700,4), delcle(’oo 4)
Time ﬁuu

T 0 O O o O O O
prte (703 [ 702 701 | 700 [ 605 | 602 | 601 | 600 |

For] [ [ote) [one] [oba) (ol (] [rone]
-—F-FT-

Read [ 203 [ 202 [ 201 [ 200 [ 103 [ 102 [ 101 | 100 |

buffer
i..i.iﬁ.

*request(address, size)

EH9

Victim_filel is located from dddr. 100 to Adedr. 103 (in a basic operational unit)
Victim_file2 is located from Addr. 200 to Addr. 203 (in a basic operational unit)
New _filel is located from Addr. 600 to Addr. 603 (in a basic operational unit)
New_file2 is located from Addr. 700 to Addr. 703 (in a basic operational unit)

Current execution point

Request seqy : read(100.4)%. write(600.4), write(100.4), rcad(’004) write(700.4). write(200.4)
o Time flow

| 0 OE O (G O

prte [C103 [ 102 [ 101 | 100 [603 | 02 | o01 | 600 |

ﬁnm——ﬁmm

buﬂerl 203 | 0 | 01 | 20 ] 103 ] wz ] | 100 [
mﬁﬁ HEEE

[Faise] [Faise] [ Faise] [Fase] [Faise| |[Faise] [ Faise]
*request(address, size)

Fig. 6. The read and write buffer infected by Ransomware Type III (an
example).
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