06/124972 A2 IR OO O OO

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization
International Bureau

(43) International Publication Date
23 November 2006 (23.11.20006)

(10) International Publication Number

WO 2006/124972 A2

(51) International Patent Classification:
G09G 5/00 (2006.01)

(21) International Application Number:
PCT/US2006/019035

(22) International Filing Date: 16 May 2006 (16.05.2006)

(25) Filing Language: English

(26) Publication Language: English
(30) Priority Data:

11/134,582 19 May 2005 (19.05.2005) US

(71) Applicant (for all designated States except US): TP LAB,
INC. [US/US]; 1021 University Avenue, Palo Alto, CA
94301 (US).

(72) Inventors; and

(75) Inventors/Applicants (for US only): HO, Chi Fai
[US/US]; 1021 University Avenue, Palo Alto, CA 94301
(US). CHIU, Shin Cheung Simon [US/US]; 775 Talisman
Court, Palo Alto, CA 94303 (US).

(74) Agents: RADHAKRISHNAN, Kanika et al.; Evergreen
Valley Law Group, P.C., 2670 S. White Road, Suite 275,
San Jose, CA 95148 (US).

(81) Designated States (unless otherwise indicated, for every
kind of national protection available): AE, AG, AL, AM,
AT, AU, AZ,BA, BB, BG, BR, BW, BY, BZ, CA, CH, CN,
CO, CR, CU, CZ, DE, DK, DM, DZ, EC, EE, EG, ES, FI,
GB, GD, GE, GH, GM, HR, HU, ID, IL, IN, IS, JP, KE,
KG, KM, KN, KP, KR, KZ, LC, LK, LR, LS, LT, LU, LV,
LY, MA, MD, MG, MK, MN, MW, MX, MZ, NA, NG, NI,
NO, NZ, OM, PG, PH, PL, PT, RO, RU, SC, SD, SE, SG,
SK, SL, SM, SY, TJ, TM, TN, TR, TT, TZ, UA, UG, US,
UZ, VC, VN, YU, ZA, ZM, ZW.
(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, ZM,
7ZW), Burasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
European (AT, BE, BG, CH, CY, CZ, DE, DK, EE, ES, FI,
FR, GB, GR, HU, IE, IS, IT, LT, LU, LV, MC, NL, PL, PT,
RO, SE, SI, SK, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA,
GN, GQ, GW, ML, MR, NE, SN, TD, TG).

Published:
without international search report and to be republished
upon receipt of that report

For two-letter codes and other abbreviations, refer to the "Guid-
ance Notes on Codes and Abbreviations" appearing at the begin-
ning of each regular issue of the PCT Gazette.

(54) Title: METHOD OF ONE KEY TEST FUNCTION IN A CONSUMER NETWORK DEVICE

100

110

170

\ Network Application

Application Logic

Network

130 — | | N Function

Component

y

150
Input/Output
Function

Network
Interface

Consumer
Network

& (57) Abstract: Embodiments of the present invention include methods of one-key test function in a Control Console in a network
device. In one embodiment, the present invention includes a console controller, a display module and an input module with a test-key
on a network device so that a user can test status, operation or management at a network device with a single touch of a button. In
another embodiment, the present invention includes remote activation of one key test function from a remote test module. In another
embodiment, the present invention includes password authentication or user approval of remote activation of one key test function.

WO 2



WO 2006/124972 PCT/US2006/019035

METHOD OF ONE KEY TEST FUNCTION IN A CONSUMER
NETWORK DEVICE

BACKGROUND

Field

This invention relates to the field of data and voice communications, and in

particular, a method of one key test function in a consumer network device.

Related Art

Since the commercialization of the Internet in the 1990s, manufacturers have
introduced consumer network products and services at a breathtaking pace. From more
technology driven products like telephone modems, ADSL/Cable modems, Ethernet
hubs/switches, consumer broadband gateways and routers, and wireless access points,
manufactures are moving rapidly integrating networking technologies into more
traditional consumer products such as IP telephony adaptors, network audio servers,
network gaming consoles, network security devices. In the foreseeable future, there will
be many new consumer network products and services, to improve the usefulness of
current consumer technology products and services, or to enrich further the contemporary
life styles. These emerging products and services create a new landscape for
communications, productivity, and entertainment for consumers. Yet at the same time the
products and services employ more and complex technologies than most consumers can
comprehend. The proliferation of these consumer network devices creates a new set of
problems because most consumers do not possess the necessary technical knowledge to
operate and to manage the products.

These consumer network devices typically use Internet technologies. Today these
devices require a connection to a personal computer for initial set-up, periodic operation
and management, and troubleshooting. The difficulties, complexities and issues that arise
due to the current state of the art for setting up, managing and operating such network
devices are best illustrated by examples.

In one scenario, a user subscribes to a DSL broadband data service and has a DSL
modem. Recently the consumer bought a second personal computer. In order to have

Internet access to both personal computers, the consumer leamns he can connect both
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personal computers to a broadband gateway. He buys a consumer broadband gateway.
During the initial set-up of the consumer broadband gateway, the default IP address of
consumer broadband gateway is factory set at 192.168.1.101 and the subnet mask at
255.255.255.0. His two personal computers however, have IP addresses of 10.122.11.123
and 10.122.11.124, with a subnet mask of 255.255.240.0. The consumer connects the
WAN port of the consumer broadband gateway to the DSL modem, and both personal
computers to the LAN ports of the consumer broadband gateway. Following the
instruction manual of the consumer broadband gateway, The consumer launches the Web
browser, at one of his personal computers, to access the URL

“http://192.168.1.101/index. html” which would allow the consumer to access the
consumer broadband gateway. Due to the incompatible settings, the Web browser retums
an error message indicating the failure to access the URL. The consumer checks the
consumer broadband gateway and sees several blinking LED’s. According to the manual,
the consumer broadband gateway indicates normal LAN port activities. However, the
consumer becomes frustrated and he cannot get further information which step in the
initial set-up he has a mistake. After a few hours of frustration, the consumer decides to
return the consumer broadband gateway.

In another scenario, the consumer bought a wireless network access point and
connected it to his consumer network at home, Fortunately, The consumer understood
enough about his home network and was able to set-up the wireless network access point.
However, the new wireless network access point includes a DHCP server and was
interfering with the DHCP server running in an existing consumer broadband gateway in
his consumer network. This interaction caused the network to malfunction after a couple
of days. The consumer’s personal computer was not able to reach the wireless network
access point, the consumer broadband gateway, nor other consumer network devices in
his consumer network. The consumer checked the wireless network access point and the
consumer broadband gateway. The LEDs on the two devices indicate normal operation.
After numerous calls to the customer support of the manufacturer of the wireless network
access point, the manufacturer of the consumer broadband gateway, the manufacturer of
the personal computer, the broadband service provider, and the consumer suffered a lot of
frustration, as the problem remained unsolved. The consumer eventually returned the
wireless ngtwork access point to vendor from which he purchased it.

In a different scenario, the consumer subscribed to an IP telephone service and

brought home a new IP telephony adaptor. She connected the IP telephony adaptor to her
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consumer network, and connected her home phone to the telephone jack of the IP
telephony adaptor. She faced the same problem as the consumer in the above
embodiment that the factory preset IP address and subnet mask were incompatible to that
of her consumer network. After great frustration and many service calls, the problem was
eventually resolved by an onsite service person, a costly experience for the consumer as
well as the IP telephone service provider.

The foregoing examples illustrate a need for a user-friendly solution for a
consumer to test the set up, operation and management of consumer network devices that
will reduce the amount of time, money wasted and frustration caused to the consumer, the

manufacturer, service provider and reseller.

SUMMARY

Embodiments of the present invention include methods of testing the status,
settings, operation and management of up to all available testing functionality of a
consumer network device or consumer network with one key or one button operation.

In one embodiment, a control console comprising a display module, an mput
module and console controller is incorporated into a network device such as, but not
limited to, a DSL/Cable router, a switch, a hub, a DSL/Cable modem, Voice over Internet
Protocol (VoIP) router, wireless access point, wireless router or residential gateway to
facilitate the display, input, programming and configuration of network settings of said
network device without the use of a separate device or computer, includes a test-key for
one key or one button test functionality. By providing for a means of retrieving and
entering data about the network device on the actual network device, a console controller
can greatly reduce the difficulty associated with current state of the art set up,
management and operation of the network device.

In one embodiment, one key test function is initiated by pressing a test-key.

In one embodiment, one key test function is activated by a remote test module.
Optionally, such remote activated one key test function requires user authorization or user
approval the consumer network device.

In one embodiment, the control console can have one or more lines of graphical
information display with one or more single purpose or multi purpose buttons dials or
touch pads.

In one embodiment, the control console can have audio notification or response

capabilities. Such audio notification or response can include, but is not limited to, alarms
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for when network functionality or status changes or sounds played to confirm button
operation or successful input of information.

Additional embodiments will be evident from the following detailed description
and accompanying drawings, which provide a better understanding of the nature and

advantages of the present invention.

BRIEF DESCRIPTION OF DRAWINGS

Figure 1 is a block diagram illustrating a Network Application and Network
Function Component according to one embodiment of the present invention.

Figure 2 is a block diagram illustrating a Consumer Network Device with Control
Console according to one embodiment of the present invention.

Figure 3 is a representation of an Input Module and Display Module according to
one embodiment of the present invention.

Figure 4 is a block diagram illustrating a Console Controller State Machine
according to one embodiment of the present invention,

Figure 5 is a block diagram illustrating a Main Menu State Machine according to
one embodiment of the present invention.

Figure 6 is a representation of a Main_Menu_Line Item according to one
embodiment of the present invention.

Figure 7 is a representation of a Display Module and Input Module for Main
Menu State Machine in Main Menu State-A according to one embodiment of the present
invention,

Figure 8 is a block diagram illustrating a Status Menu State Machine according to
one embodiment of the present invention.

Figure 9 is a representation of a Status_Menu_Line_Item according to one
embodiment of the present invention.

Figure 10 is a representation of a Display Module and Input Module for Status
Menu State Machine in Status Menu State-A according to one embodiment of the present
invention.

Figure 11 is a representation of a Display Module and Input Module for Status
Menu State Machine in Status Menu State-B according to one embodiment of the present
invention.

Figure 12 is a block diagram illustrating a Set Menu State Machine according to

one embodiment of the present invention,
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Figure 13 is a representation of a Set Menu_Line_Item according to one
embodiment of the present invention.

Figure 14 is a representation of a Display Module and Input Module for Set Menu
State Machine in Set Menu State-A according to one embodiment of the present
invention.

Figure 15 is a representation of a Display Module and Input Module for Set Menu
State Machine in Set Menu State-B according to one embodiment of the present
invention.

Figure 16 is a representation of a Display Module and Input Module for Set Menu
State Machine in Set Menu State-C according to one embodiment of the present
invention.

Figure 17 is a representation of a Display Module and Input Module for Set Menu
State Machine in Set Menu State-D according to one embodiment of the present
invention.

Figure 18 is a representation of a Display Module and Input Module for Set Menu
State Machine in Set Menu State-E according to one embodiment of the present
invention.

Figure 19 is a block diagram illustrating a Test Menu State Machine according to
one embodiment of the present invention.

Figure 20 is a representation of a Test Menu_Line_Item according to one
embodiment of the present invention.

Figure 21 is a representation of a Display Module and Input Medule for Test
Menu State Machine in Test Menu State-A according to one embodiment of the present
invention.

Figure 22 is a representation of a Display Module and Input Module for Test
Menu State Machine in Test Menu State-B according to one embodiment of the present
invention.

Figure 23 is a block diagram of a Network Device with a Control Console

configured for remote activation of One-Key testing.

DETAILED DESCRIPTION
Described herein are methods for one key test function in a network device. In the
following description, for purposes of explanation, numerous examples and specific

details are set forth in order to provide a thorough understanding of the present invention.
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It will be evident, however, to one skilled in the art that the present invention as defined
by the claims may include some or all of the features in these examples alone or in
combination with other features described below, and may further include obvious
modifications and equivalents of the features and concepts described herein,

Figure 1 is a diagram illustrating a Network Application. Network Application
100 includes an Application Logic 110 and a Network Interface 17 0.

In one embodiment, Network Application 100 also includes an Input/Output
Function 150, such as a speaker and a microphone, or other special purpose sensors or
drivers. Application Logic 110 communicates with one or more network devices
connected to Consumer Network 190 via Network Interface 170.

In one embodiment, Consumer Network 190 is an IP network over Ethernet
technology.

| In one embodiment, Consumer Network 190 is an IP network over Wi-Fi
technology.

In one embodiment, Consumer Network 190 is an IP network over a plurality of
technologies.

Application Logic 110 includes a plurality of Network Function Component 130.
A Network Function Component 130 relates to the interaction between Application Logic
110 and Network Interface 170.

In one embodiment, a Network Function Component 130 is an IP address, a
subnet mask, a remote server address, a default gateway address, an option for static or
dynamic IP address allocation, or the SSID of a wireless network access point.

In one embodiment, a Network Function Component 130 is an indication of the
connectivity to a default gateway, an indication of the quality of a communication link
such as an Ethernet connection,

In one embodiment, a Network Function Component 130 is the transmission rate
at Network Interface 170, the number of dropped packets in a communication session, or
an indication of the quality of a wireless link.

In one embodiment, a Network Function Component 130 is a test of a network
capability of Application Logic 110. For example, a Network Function Component 130
is a test of the connectivity of Network Interface 170 and Consumer Network 190, a test
of the connectivity towards the default gateway of Consumer Network 190, a test of
connectivity towards a remote server, the request to renew an IP address from a DHCP

server application, or a test of the functionality of a firewall.
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A consumer network device runs a number of applications, including one or more
network applications. In one embodiment, a network application is a DHCP server
application.

In one embodiment, a network application is a network access point application,
such as a wireless network access point application.

In one embodiment, a network application is an IP phone application.

In one embodiment, a network application is a routing application, such as a DSL
routing application, or a cable modem routing application.

In one embodiment, a network application is a firewall application.

In one embodiment, a network application is a network multi-media application,
such as a network music application, a network photo album application, or a network
video application.

In one embodiment, a network application is a network security application, such
as a network surveillance application, a baby room monitoring application, or a network
alarm application.

In one embodiment, a network application is a network remote control
application, such as a home appliance remote control application, a swimming pool
remote control application, or a home landscape remote irrigation application.

Figure 2 is a diagram illustrating a Control Console, Control Console 200 is a part
of a Consumer Network Device 280. Control Console 200 connects to Network
Application 270 over Operation and Management Interface 205. Operation and
Management Interface 205 is a programming interface. Control Console 200 operates
and manages a plurality of Network Function Component 275 over Operation and
Management Interface 205.

Control Console 200 may include Display Module 210, Input Module 230, and
Console Controller 250.

Input Module 230 allows a user to provide input to Console Controller 250, In
one embodiment, Input Module 230 includes a plurality of keys.

In one embodiment, Input Module 230 includes a plurality of dials.

In one embodiment, Input Module 230 includes a voice recognition module.

Display Module 210 displays information about Network Application 270. In one
embodiment, Display Module 210 includes an alphanumeric display panel.

In one embodiment, Display Module 210 includes a graphic display.

In one embodiment, Display Module 210 includes a speaker.



WO 2006/124972 PCT/US2006/019035

Console Controller 250 receives user inputs from Input Module 230,
communicates with Network Application 270, determines the content to display and
sends the content to Display Module 210 for display.

In one embodiment, the user input is to obtain the status information for a
Network Function Component 275 of Network Application 270.

In one embodiment, Console Controller 250 requests the status information of a
Network Function Component 275 from Network Application 270, and receives the status
information from Network Application 270. Console Controller 250 sends the status
information to Display Module 210.

In one embodiment, the user input is to set the value of a Network Function
Component 275 of Network Application 270, Console Controller 250 sends the identity
and the value of a Network Function Component 275 to Network Application 270,
receives the result from Network Application 270, and sends the result to Display Module
210.

In one embodiment, the user input is to test a Network Function Component 275
of Network Application 270, Console Controller 250 requests Network Application 270
to test a Network Function Component 275, receives the test result from Network

Application 270, and sends the information to Display Module 210.

Input Module and Display Module

Figure 3 illustrates an embodiment of Input Module 330 and Display Module 310.
Input Module 330 includes four input keys, Key-A 331, Key-B 332, Key-C 333, and Key-
D 334. A user presses the input keys at Input Module 330 to provide input to Console
Controller 250.

Display Module 310 is an alphanumeric display panel with three lines of display.
The first line is Line-A 312. The second line is Line-B 314. The third line includes four
parts. The first part Key-Function-A 351 is located directly above Key-A 331. The
second part Key-Function-B 352 is located directly above Key-B 332. The third part
Key-Function-C 353 is located directly above Key-C 333. The fourth part Key-Function-
D 354 is located directly above Key-D 334.

In one embodiment, Line-A 312 displays a name. For example, Line-A 312
displays “MAIN MENU”.

In one embodiment, Line-B 314 displays a name, for example, “TEST MENU”.
In another embodiment, Line-B 314 displays “IP ADDRESS”.
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In one embodiment, Line-B 314 displays “172.168.66.62”. In one embodiment,
Line-B 314 displays “255.255.240.0”.

In one embodiment, Line-B 314 displays “rc: 12kbps tx: 15kbps dp pkt: 0”.

In one embodiment, Line-B 314 displays “link quality is good, signal strength at
75%”.

In one embodiment, Line-B 314 displays “DEFAULT GATEWAY TEST”.

In one embodiment, Line-B 314 displays “NETWORK CONNECTION TEST".

In one embodiment, Line-B 314 displays “normal, round trip latency is 159 ms”.

In one embodiment, Key-Function-A 351 displays the name of the function for
Key-A 331. Key-Function-B 352 displays the name of the function for Key-B 332. Key-
Function-C 353 displays the name of the function for Key-C 333. Key-Function-D 354
displays the name of the function for Key-D 334.

In one embodiment, Key-Function-A 351 displays “CHANGE”, Key-Function-B
352 displays “LOCATE”, Key-Function-C 353 displays “EXIT", and Key-Function-D
354 displays “SAVE”.

Console Controller State Machine

Figure 4 illustrates a Console Controller State Machine. Console Controller State
Machine 400 is a state machine. The Console Controller 250 includes a plurality of
Console Controlier State Machine 400. Console Controller State Machine 400 has zero
or more state variables. Console Controller State Machine 400 has one Initial State 410,
a plurality of State 430, a plurality of State Transition 450, and a plurality of Trigger
Event 470. Console Controller 250 starts a Console Controller State Machine 400 at the
Initial State 410. Console Controller State Machine 400 enters a State 430 automatically.
A user presses one of the four input keys, Key-A 331, Key-B 332, Key-C 333, or Key-D
334 at Input Module 330 to provide input to Console Controller 250. Console Controller
State Machine 400 processes the input from Input Module 330, determines that a Trigger
Event 470 has occurred and triggers a State Transition 450. A State Transition 450 leaves
a State 430, enters a different State 430, or enters the same State 430. During a State
Transition 450, Console Controller State Machine 400 takes zero or more actions. Each
action acts on one or more state variables. Upon entering a State 430, Console Controller
State Machine 400 takes zero or more actions.

In one embodiment, an action acts on zero or more state variables. In another

embodiment, an action invokes communications to Network Application 270.
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In one embodiment, an action invokes a command to Display Module 310.

In one embodiment, Console Controller State Machine 400 determines that the
input from Input Module 330 does not correspond to a Trigger Event 470 and ignores the
input from Input Module 330.

Main Menu State Machine

Figure 5 illustrates a Main Menu State Machine. Main Menu State Machine 500
is a Console Controller State Machine 400. Main Menu Machine 500 includes a
Main_Menu_Line_Item_Table. Main_Menu_Line_Item_Table includes a plurality of
Main_Menu_Line_Item.

In one embodiment, the Console Controller 250 includes a Main Menu State
Machine.

Figure 6 illustrates a Main_Menu_Line_Item. Main Menu_Line Item 600
includes a Line_Item Name 602, and a State_Machine_Identity 605. Line Item Name
602 stores a name. State Machine Identity 605 refers to a Console Controller State
Machine 400. Main Menu State Machine 500 includes state variable
Main_Menu_Line_Item_Table_Index. Main Menu_Line Item_Table Index refers to a
Main_Menu_Line_Item 600 in the Main_Menu_Line_Jtem_Table.

Main Menu Initial State 510 is the Initial State 410 of Main Menu State Machine
500. Main Menu State Machine 500 includes a plurality of State 430; Main Menu State-
A 530, and Main Menu State-B 550. Main Menu State Machine 500 includes a plurality
of State Transition 450; Main Menu Transition-A 513 and Main Menu Transition-B 515.
Main Menu State Machine 500 includes a plurality of Trigger Event 470; Trigger Event-
SCROLL 5133 and Trigger Event-SELECT 5153.

Main Menu Initial State

Console Controller 250 starts Main Menu State Machine 500.

In one embodiment, Console Controller 250 starts Main Menu State Machine 500
when a user switches on the power at Consumer Network Device 280. Main Menu State
Machine 500 enters Main Menu Initial State 510. Main Menu State Machine 500 sets
Main_Menu_Line_Item_Table_Index to refer to the first Main Menu_Line Item 600 in
the Main_Menu_Line_ftem_Table. Main Menu State Machine 500 enters Main Menu
State-A 530.

10
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Main Menu State-A

Figure 7 illustrates an example of Output Module 710 after the display actions.

In Figure 7, Main Menu State Machine 500 displays “MAIN MENU” on Line-A
712. Main Menu State Machine 500 retrieves the Main_Menu_Line_Item 600 referred to
by Main_Menu_Line_Item_Table_Index. Main Menu State Machine 500 displays the
name stored in the Line_Item Name 602 on Line-B 714, for example, “TEST MENU".
Main Menu State Machine 500 displays “SCROLL” on Key-Function-A 751 and
“SELECT” on Key-Function-D 754.

Main Menu State-B

Console Controller 250 stops Main Menu State Machine 500. Console Controller
250 retrieves the Main_Menu_Line_Item 600 referred to by
Main_Menu_Line Ttem_Table_Index, and starts the Console Controller State Machine
400 referred to by the State_Machine_Identity 605.

Main Menu Transition-A

In Figure 7, when a user presses Key-A 731. Main Menu State Machine 500
determines that Trigger Event-SCROLL 5133 has occurred and triggers Main Menu
Transition-A 513. Main Menu State Machine 500 changes
Main_Menu_Line Item_Table_Index to refer to the next Main_Menu_Line_ltem 600 n
the Main_Menu_Line_Item_Table.

Main Menu Transition-B

In Figure 7, when a user presses Key-D 734. Main Menu State Machine 500
determines that Trigger Event-SELECT 5153 has occurred and triggers Main Menu
Transition-B 515. Main Menu State Machine 500 takes no action in Main Menu
Transition-B 515.

Status Menu State Machine

Figure 8 illustrates a Status Menu State Machine. Status Menu State Machine 800
is a Console Controller State Machine 400. Status Menu State Machine 800 includes a
Status_Menu_Line ftem Table. Status Menu Line_Item_Table includes a plurality of

Status Menu_Line Ttem.

11
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In one embodiment, the Console Controller 250 includes a Status Menu State
Machine.

Figure 9 illustrates a Status_Menu_Line_Item. Status_Menu_Line_ftem 900
includes a Line_Item Name 902, and a Status Menu_Line_Item_Identity 905,
Line_Item_Name 902 stores a name, Status_Menu_Line_Item_Identity 905 relates to a
plurality of Network Function Component 275. Status Menu State Machine 800 has a
state variable Status_Menu_Line_Item_Table Index.

Status Menu_Line Item_Table Index refers to a Status Menu_Line Item 900 in the
Status_Menu_Line Item Table.

Status Menu Initial State 810 is the Initial State 410 of Status Menu State Machine
800. Status Menu State Machine 800 includes a plurality of State 430; Status Menu
State-A 830, Status Menu State-B 850, and Status Menu State-C 870. Status Menu State
Machine 800 includes a plurality of State Transition 45 0; Status Menu Transition-A 813,
Status Menu Transition-B 815, Status Menu Transition-C 817 , and Status Menu
Transition-D 819. Status Menu State Machine 800 includes a plurality of Trigger Event
470; Trigger Event-SCROLL 8133, Trigger Event-SELECT 8153, Trigger Event-EXIT
8173, and Trigger Event-EXIT 8193.

Status Menu Initial State

In one embodiment, Console Controller 250 starts Status Menu State Machine 800
as an action in the Main Menu State-B 550. Status Menu State Machine 800 sets
Status Menu_Line_Item_Table Index to refer to the first Status Menu_Line Ftem 900 in
the Status Menu_Line_Item_Table. Status Menu State Machine 800 enters Status Menu
State-A 830.

Status Menu State-A

In Figure 10, Status Menu State Machine 800 displays “STATUS MENU” on
Line-A 1012. Status Menu State Machine 800 retrieves the Status Menu_Line Item 900
referred to by Status_Menu_Line_Item Table Index. Status Menu State Machine 800
displays the name stored in the Line_Item Name 902 on Line-B 1014, for example,
“DATA LINK STATUS”. Status Menu State Machine 800 displays “SCROLL” on Key-
Function-A 1051, “EXIT” on Key-Function-C 1053 and “SELECT" on Key-Function-D
1054,

Figure 10 illustrates an example of Display Module 1010 after the display actions.

12
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Status Menu State-B

In Figure 11, Status Menu State Machine 800 displays “EXIT” on Key-Function-
C 1153.

Status Menu State Machine 800 retrieves the Status_Menu_Line_Item 900
referred to by Status Menu_Line_Item Table_Index. Status Menu State Machine 800
sends a request to the Network Application 270 via the Operation and Management
Interface 215. The request includes the Status_Menu_Line Item Identity 905. Network
Application 270 sends the result to the Console Controller 250. Status Menu State
Machine 800 displays the result, for example, “rc: 12kpbs tx: 15kpbs dp pkt: 0” on Line-
B 1114.

Figure 11 illustrates an example of Display Module 1110 after the display actions.

Status Menu State-C
Console Controller 250 stops Status Menu State Machine 800. Console Controller
250 starts Main Menu State Machine 500.

Status Menu Transition-A

In Figure 10, when a user presses Key-A 1031. Status Menu State Machine 800
determines that Trigger Event-SCROOL 8133 has occurred and triggers Status Menu
Transition-A 813. Status Menu State Machine 800 changes
Status Menu_Line_Item_Table_Index to refer to the next Status_Menu_Line_Item 900 in
the Status_Menu_Line_Item_Table.

Status Menu Transition-B

In Figure 10, when a user presses Key-D 1034. Status Menu State Machine 800
‘determines that Trigger Event-SELECT 8153 has occurred and triggers Status Menu
Transition-B 815. Status Menu State Machine 800 takes no action in Status Menu
Transition-B 815.

Status Menu Transition-C

In Figure 11, when a user presses Key-C 1133. Status Menu State Machine 800
determines that Trigger Event-EXIT 8173 has occurred and triggers Status Menu
Transition-C 817. Status Menu State Machine 800 takes no action in Status Menu
Transition-C 817.

13
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Status Menu Transition-D

In Figure 10, when a user presses Key-C 1033. Status Menu State Machine 800
determines that Trigger Event-8193 has occurred and triggers Status Menu Transition-D
819. Status Menu State Machine 800 takes no action in Status Menu Transition-D 819.

Set Menu State Machine

In one embodiment, the Console Controller 250 includes a Set Menu State
Machine.

Figure 12 illustrates a Set Menu State Machine. Set Menu State Machine 1200 is
a Console Controller State Machine 400. Set Menu State Machine 1200 includes a
Set Menu_Line_Item_Table. Set Menu_Line Item Table includes a plurality of
Set Menu_Line Item.

Figure 13 illustrates a Set Menu_Line Item. Set Menu_Line Item 1300 includes
aLine Item Name 1302, and a Set Menu_Line_Item_Identity 1305. Line Item_Name
1302 stores a name. Set Menu Line Item Identity 1305 relates to a plurality of
Network Function Component 275.  Set Menu State Machine 1200 includes state
variables Set Menu Line Item Table Index, Set Menu_Line_Iiem_Value, and
Set Menu_Line_Item_Value_Character Index. Set Menu Line Item Table Index
refers to a Set_ Menu_Line_Item 1300 in the Set_Menu_Line_Item_Table.

Set Menu_Line_Item_Value includes a plurality of alphanumeric character.
Set Menu_Line_Item_Value Character_Index refers to an alphanumeric character in
Set Menu_Line_Item_Value.

Set Menu Initial State 1210 is the Initial State 410 of Set Menu State Machine
1200. Set Menu State Machine 1200 includes a plurality of State 430; Set Menu State-A
1220, Set Menu State-B 1230, Set Menu State-C 1240, Set Menu State-D 1250, Set Menu
State-E 1260, and Set Menu State-F 1290. Set Menu State Machine 1200 includes a
plurality of State Transition 450; Set Menu Transition-A 1271, Set Menu Transition-B
1272, Set Menu Transition-C 1273, Set Menu Transition-D 1274, Set Menu Transition-E
1275, Set Menu Transition-F 1276, Set Menu Transition-G 1277, Set Menu Transition-H
1278 with, Set Menu Transition-I 1279, Set Menu Transition-J 1281, Set Menu
Transition-K 1282, and Set Menu Transition-L 1283. Set Menu State Machine 1200
includes a plurality of Trigger Event 470; Trigger Event-SCROLL 12713, Trigger Event-
SELECT 12723, Trigger Event-LOCATE 12733, Trigger Event-LOCATE 12743,
Trigger Event-CHANGE 12753, Trigger Event-CHANGE 12763, Trigger Event-EXIT
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12773, Trigger Event-EXIT 12783, Trigger Event-EXIT 12793, Trigger Event-SAVE
12813, Trigger Event-EXIT 12823, and Trigger Event-EXIT 12833.

Set Menu Initial State

In one embodiment, Console Controller 250 starts Set Menu State Machine 1200
as an action in the Main Menu State-B 550. Set Menu State Machine 1200 sets
Set Menu_Line_Item_Table_Index to refer to the first Set Menu_Line Item 1300 in the
Set_Menu_Line_Item_Table. Set Menu State Machine 1200 enters Set Menu State-A
1220.

Set Menu State-A ’

In Figure 14, Set Menu State Machine 1200 displays “SET MENU” on Line-A
1412.

Set Menu State Machine 1200 retrieves the Set Menu_Line_Item 1300 referred to
by Set_Menu_Line_Item_Table Index. Set Menu State Machine displays the name
stored in the Line_Ttem Name 1302 on Line-B 1414, for example, “IP ADDRESS”. Set
Menu State Machine 1200 displays “SCROLL” on Key-Function-A 1451, “EXIT” on
Key-Function-C 1453 and “SELECT” on Key-Function-D 1454.

Figure 14 illustrates an example of Output Module 1410 after the display actions.

Set Menu State-B

In Figure 15, Set Menu State Machine 1200 displays “LOCATE” on Key-
Function-B 1552 and “EXIT” on Key-Function-C 1553. Set Menu State Machine 1200
retrieves the Set Menu_Line_Item 1300 referred to by
Set Menu_Line Item_Table_Index. Set Menu State Machine sends a request to the
Network Application 270 via the Operation and Management Interface 215. The request
includes the Set_Menu_Line Item_Identity 1305. Network Application 270 sends the
result to the Console Controller 250. Set Menu State Machine 1200 stores the result in
Set Menu_Line Item_Value. Set Menu State Machine 1200 displays the result, for
example, “172.168.29.43” on Line-B 1514.

Figure 15 illustrates an example of Output Module 1510 after the display actions.
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Set Menu State-C

In Figure 16, Set Menu State Machine 1200 displays “CHANGE” on Key-~
Function-A 1651, “LOCATE” on Key-Function-B 1652, “EXIT” on Key-Function-C
1653, and “SAVE” on Key-Function-D 1654. Set Menu State Machine 1200 displays
Set Menu_Line_Item_Value on Line-B 1614, and highlights the alphanumeric character
referred to by Set_Menu_Line_Item_Value_Character_Index. In one embodiment,
Set_Menu_Line__Item_Value_Character_Index refers to the second alphanumeric
character. Set Menu State Machine 1200 displays “172.168.29.43” with the second
alphanumeric character “4” in white color and darkened background. In a different
embodiment, Set Menu State Machine 1200 underlines the second alphanumeric
character “4” on Line-B 1614.

Figure 16 illustrates an example of Output Module 1610 after the display actions.

Set Menu State-D

In Figure 17, Set Menu State Machine 1200 displays “CHANGE” on Key-
Function-A 1751 and “EXIT” on Key-Function-C 1753. Set Menu State Machine 1200
changes the alphanumeric character referred to by
Set_Menu_Line_Item_Value_Character_Index to the next alphanumeric value. In one
embodiment, the alphanumeric character has an alphanumeric value of “4”. Set Menu
State Machine 1200 changes the alphanumeric value from “4” to “5”. Set Menu State
Machine 1200 displays Set_Menu_Line_Item_Value on Line-B 1714, and highlights the
alphanumeric character referred to by Set Menu_Line_Jtem_Character_Index. For
example, Set Menu State Machine 1200 displays “172.168.29.53” and highlights the
alphanumeric character “5”.

Figure 17 illustrates an example of Output Module 1710 after the display actions.

Set Menu State-E

In Figure 18, Set Menu State Machine 1200 displays “EXIT” on Key-Function-C
1853.

Set Menu State Machine 1200 retrieves the Set_Menu_Line Item 1300 referred to
by Set_Menu_Line_Jtem_Table_Index. Set Menu State Machine sends a request to the
Network Application 270 via the Operation and Management Interface 215. The request
includes the Set Menu_Line_Item_Identity 1305, and the Set Menu_Line Item_Value.
Network Application 270 sends the result to the Console Controller 250. Set Menu State
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Machine 1200 determines the content and sends the content to Display Module 1810 for
display. In one embodiment, Set Menu State Machine 1200 displays “set value stored
successfully” on Line-B 1814.

Figure 18 illustrates an example of Output Module 1810 after the display actions.

Set Menu State-F
The Console Controller 250 stops Set Menu State Machine 1200. The Console
Controller 250 starts Main Menu State Machine 500.

Set Menu Transition-A

In Figure 14, when a user presses Key-A 1431. Set Menu State Machine 1200
determines that Trigger Event-SCROLL 12713 has occurred and triggers Set Menu
Transition-A 1271. Set Menu State Machine 1200 sets the value of
Set Menu_Line_Item_Table_Index to refer to the next Set_Menu_Line_Item of the
Set Menu_Line_Item_Table.

Set Menu Transition-B

In Figure 14, when a user presses Key-D 1434. Set Menu State Machine 1200
determines that Trigger Event-SELECT 12723 has occurred and triggers Set Menu
Transition-B 1272. Set Menu State Machine 1200 takes no action in Set Menu
Transition-B 1272.

Set Menu Transition-C

In Figure 15, when a user presses Key-C 1532. Set Menu State Machine 1200
determines that Trigger Event-LOCATE 12733 has occurred and triggers Set Menu
Transition-C 1273. Set Menu State Machine 1200 sets
Set Menu_Line_Item_Value Character_Index to refer to the first alphanumeric character
of the Set_ Menu_Line Item Value.

Set Menu Transition-D

In Figure 16, when a user presses Key-B 1632. Set Menu State Machine 1200
determines that Trigger Event-LOCATE 12743 has occurred and triggers Set Menu
Transition-D 1274. Set Menu State Machine 1200 sets
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Set_Menu_Line_Item_Value_Character_Index to refer to the next alphanumeric character
of the Set_Menu_Line_Item Value.

Set Menu Transition-E

In Figure 16, when a user presses Key-A 1631. Set Menu State Machine 1200
determines that Trigger Event-CHANGE 12753 has occurred and triggers Set Menu
Transition-E 1275. Set Menu State Machine 1200 takes 1no action in Set Menu
Transition-E 1275.

Set Menu Transition-F

In Figure 17, when a user presses Key-A 1731. Set Menu State Machine 1200
determines that Trigger Event~-CHANGE 12763 has occurred and triggers Set Menu
Transition-F 1276. Set Menu State Machine 1200 takes no action in Set Menu
Transition-F 1276.

Set Menu Transition-G

In Figure 17, when a user presses Key-C 1733. Set Menu State Machine 1200
determines that Trigger Event-EXIT 12773 has occurred and triggers Set Menu
Transition-G 1277. Set Menu State Machine 1200 takes no action in Set Menu
Transition-G 1277.

Set Menu Transition-H

In Figure 16, when a user presses Key-C 1633. Set Menu State Machine 1200
determines that Trigger Event-EXIT 12783 has occurred and triggers Set Menu
Transition-H 1278. Set Menu State Machine 1200 takes no action in Set Menu
Transition-H 1278.

Set Menu Transition-I

In Figure 15, when a user presses Key-C 1533. Set Menu State Machine 1200
determines that Trigger Event-EXIT 12793 has occurred and tri ggers Set Menu
Transition-I 1279. Set Menu State Machine 1200 takes no action in Set Menu Transition-
11279.
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Set Menu Transition-J

In Figure 16, when a user presses Key-D 1634. Set Menu State Machine 1200
determines that Trigger Event-SAVE 12813 has occurred and triggers Set Menu
Transition-J 1281. Set Menu State Machine 1200 takes no action in Set Menu Transition-
J 1281.

Set Menu Transition-K

In Figure 18, when a user presses Key-C 1833. Set Menu State Machine 1200
determines that Trigger Event-EXIT 12823 has occurred and triggers Set Menu
Transition-K 1282. Set Menu State Machine 1200 takes no action in Set Menu
Transition-K 1282,

Set Menu Transition-L

Tn Figure 14, when a user presses Key-C 1433. Set Menu State Machine 1200
determines that Trigger Event-EXIT 12833 has occurred and triggers Set Menu
Transition-L 1283. Set Menu State Machine 1200 takes no action in Set Menu
Transition-L 1283.

Test Menu State Machine

In one embodiment, the Console Controller 250 includes a Test Menu State
Machine.

Figure 19 illustrates a Test Menu State Machine. Test Menu State Machine 1900
is a Console Controller State Machine 400. Test Menu State Machine 1900 includes a
Test Menu_Line_Item_Table. Test Menu_Line_Item_Table includes a plurality of
Test Menu_Line_Item.

Figure 20 illustrates a Test_Menu_Line_Jtem. Test Menu_Line_Item 2000
includes a Line Item Name 2002, and a Test Menu_Line Item_Identity 2005.
Line_Item_Name 2002 stores a name. Test Menu_Line_Item_Identity 2005 relates to a
plurality of Network Function Component 275. Test Menu State Machine 1900 has a
state variable Test Menu_Line_Item_Table_Index. Test Menu_Line Item Table_Index
refers to a Test Menu_Line_Item 2000 in the Test_ Menu_Line_Item_Table.

Test Menu Initial State 1910 is the Initial State 410 of Test Menu State Machine
1900. Test Menu State Machine 1900 includes a plurality of State 430; Test Menu State-
A 1930, Test Menu State-B 1950, and Test Menu State-C 1970. Test Menu State
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Machine 1900 includes a plurality of State Transition 450; Test Menu Transition-A 1913,
Test Menu Transition-B 1915, Test Menu Transition-C 191 7, and Test Menu Transition-
D 1919. Test Menu State Machine 1900 includes a plurality of Trigger Event 470;
Trigger Event-SCROLL 19133, Trigger Event-SELECT 19153, Trigger Event-EXIT
19173, and Trigger Event-EXIT 19193, |

Test Menu Initial State

In one embodiment, Console Controller 250 starts Test Menu State Machine 1900
as an action in the Main Menu State-B 550. Test Menu State Machine 1900 sets
Test_Menu_Line_Item_Table Index to refer to the first Test Menu_Line Item 2000 in
the Test Menu_Line Item Table. Test Menu State Machine 1900 enters Test Menu
State-A 1930.

Test Menu State-A

Figure 21 illustrates an example of Display Module 2110 after the display actions.

In Figure 21, Test Menu State Machine 1900 displays “TEST MENU” on Line-A
2112. Test Menu State Machine 1900 retrieves the Test Menu_Line Item 2000 referred
to by Test_Menu_Line_Item_Table Index. Test Menu State Machine displays the name
stored in the Line_Jtem Name 2002 on Line-B 21 14, for example, “DATA LINK TEST”.
Test Menu State Machine 1900 displays “SCROLL” on Key-Function-A 2151, “EXIT”
on Key-Function-C 2153 and “SELECT” on Key-Function-D 2154,

Test Menu State-B

Figure 22 illustrates an example of Display Module 2210 after the display actions.

In Figure 22, Test Menu State Machine 1900 displays “EXIT” on Key-Function-C
2253. Test Menu State Machine 1900 retrieves the Test Menu_Line Item 2000 referred
to by Test_Menu_Line_Item_Table_Index. Test Menu State Machine 1900 sends a
request to the Network Application 270 via the Operation and Management Interface 215,
The request includes the Test_Menu_Line_Item_Identity 2005. Network Application 270
sends the result to the Console Controller 250, Test Menu State Machine 1900 displays
the result, for example, “rc: 12kpbs tx: 15kpbs dp pkt: 0” on Line-B 2214,
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Test Menu State-C
The Console Controller 250 stops Test Menu State Machine 1900. Console
Controller 250 starts Main Menu State Machine 500.

Test Menu Transition-A

In Figure 21, when a user presses Key-A 2131. Test Menu State Machine 1900
determines that Trigger Event-SCROOL 19133 has occurred and triggers Test Menu
Transition-A 1913. Test Menu State Machine 1900 changes
Test Menu_Line_Item_Table Index to refer to the next Test Menu_Line_Item 2000 in
the Test Menu_Line Item_Table.

Test Menu Transition-B

In Figure 21, when a user presses Key-D 2134. Test Menu State Machine 1900
determines that Trigger Event-SELECT 19153 has occurred and triggers Test Menu
Transition-B 1915. Test Menu State Machine 1900 takes no action in Test Menu
Transition-B 1915.

Test Menu Transition-C

In Figure 22, when a user presses Key-C 2233. Test Menu State Machine 1900
determines that Trigger Event-EXIT 19173 has occurred and triggers Test Menu
Transition-C 1917. Test Menu State Machine 1900 takes no action in Test Menu
Transition-C 1917.

Test Menu Transition-D

In Figure 22, when a user presses Key-C 2233, Test Menu State Machine 1900
determines that Trigger Event-EXIT 19193 has occurred and triggers Test Menu
Transition-D 1919. Test Menu State Machine 1900 takes no action in Test Menu
Transition-D 1919,

Control Console and Console Controller State Machine

In one embodiment, the Console Controller 250 obtains the
Main_Menu_Line_Item Table, the Status_Menu_Line Item Table, the
Set Menu_Line Item Table, and the Test Menu_Line_Item_Table from the Network
Application 270 over the Operation and Management Interface 205.
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In one embodiment, Main_Menu_Line Item_Table,
Status_Menu_Line_ltem_Table, Set_Menu_Line_Item_Table, the
Test_ Menu_Line _Jtem_Table are part of the pro gramming functionalities of Console
Controller 250.

In one embodiment, Control Console 200 includes a data store.

In one embodiment, the data store is a flash memory.

In one embodiment, the data store is a hard disk.

In one embodiment, the data store is a memory.

In one embodiment, Console Controller 250 can retrieve
Main_Menu_Line_Item_Table, Status_Menu_Line Item_Table,

Set Menu_Line_Item_Table, and Test Menu_Line Item Table from the data store.

One Key Test Function

In one embodiment, the Control Console 250 includes a One Key Test Function.

In one embodiment, the Input Module includes an additional test-key. When a
user presses the test-key to activate the One Key Test Function, the Console Controller
250 sends a request to a Network Application 270 to invoke a set of tests for one or more
Network Function Components 275.

In one embodiment, the set of tests includes all tests invoked by the Test Menu
State Machine 1900. Console Controller 250 communicates with Network Application
270 to invoke the tests.

In one embodiment, the set of tests is a subset of the tests invoked by Test Menu
State Machine 1900. Console Controller 250 communicates with Network Application
270 to invoke the tests.

In one embodiment, Console Controller 250 determines the set of tests and
communicates with Network Application 270 to invoke these tests.

In one embodiment, Console Controller 250 communicates with Network
Application 270 and Network Application 270 determines the set of tests to conduct.
Network Application 270 conducts the tests and sends the test result to Console
Controller 250. Console Controller 250 receives the test results and determines the
content to display and sends the content to the Display Module 210 for display.

In one embodiment, the content to display includes one line.
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In one embodiment, the content to display includes multiple lines. Console
Controller 250 allows the user to use an input key in Input Module 230 to scroll through

the multiple lines of test result.

Remote Activation of One Key Test Function

Figure 23 illustrates a method of activating the One Key Test Function remotely.
Control Console 2300 connects to a Remote Test Module 2370.

In one embodiment, when the test-key on the Control Console 2300 of one
network device in a network is pressed, the one key test function, or other test functions,
is initiated on that device as well as other devices in the network. Optionally, the results
of the tests can be reported back to Control Console 2300, Optionally, results of tests can
be sent to a remote computer or Remote Test Module 2380.

In one embodiment, new or backup configuration data or settings entered at
Control Console 2300 of Consumer Network Device 2380 initiates one key test function
or other functions to test the new or backup configuration settings.

In one embodiment, the Control Console 2300 connects to a Remote Test Module
2370 in a home network or local area network (LAN).

In one embodiment, the Control Console 2300 connects to a Remote Test Module
2370 through the Internet.

In one embodiment, the Control Console 2300 connects to a Remote Test Module
2370 through a virtual private network (VPN) tunnel.

Remote Test Module 2370 sends a message to Control Console 2300 to activate
the One Key Test Function. The Control Console 2300 then performs the test.

In one embodiment, Control Console 2300 sends the test results to Remote Test
Module 2370.

In one embodiment, Control Console 2300 sends a summary of the test results to
Remote Test Module 2370.

In one embodiment, Control Console 2300 does not send the results to Remote
Test Module 2370.

In one embodiment, Control Console 2300 displays the test results on the Display
Module.

In one embodiment, Control Console 2300 allows the remote activation of the

One Key Function to proceed after authentication of Remote Test Module 2370.
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In one embodiment, Remote Test Module 2370 sends a password to Control
Console 2300. Control Console 2300 matches the password against a stored password.
Control Console 2300 includes a Datastore 2305 and stores the stored password in
Datastore 2305.

In one embodiment, the Datastore 2305 is a memory.

In one embodiment, the Datastore 2305 is a hard disk.

In one embodiment, if the matching succeeds; Control Console 2300 allows the
One Key Test Function to proceed.

In one embodiment, if the matching fails; Control Console 2300 does not allow
the One Key Test Function to proceed.

In one embodiment, Control Console 2300 requires user approval in order to
allow the One Key Test Function to proceed.

In one embodiment, a user at Control Console 2300 activates the One Key Test
Function by pressing the test-key at the Input Module. Control Console 2300 sends the
test results to Remote Test Module 2370.

In one embodiment, Remote Test Module 2370 includes a personal computer.

In another embodiment, Remote Test Module 2370 includes a workstation.

In one embodiment, Control Console 2300 includes a Web Server, and Remote
Test Module 2370 includes a Web Browser. Remoter Test Module 2370 communicates
with Control Console 2300 via HTTP protocol.

In one embodiment, Remoter Test Module 2370 communicates with Control
Console 2300 via HTTPS protocol.

In one embodiment, Remoter Test Module 2370 communicates with Control
Console 2300 via other IP protocols.

In one embodiment, Remoter Test Module 2370 communicates with Control
Console 2300 via one or more proprietary protocols.

In one embodiment, Remote Test Module 2370 invokes a one key test function in
one or more network devices. In this way, one or more remote test modules can initiate
one key test functions or other test on one or more network devices across one or more
networks. Optionally, when up to all of the devices are finished with all or some of the
test functions, the network devices can send the results back to one or more remote test
modules. Optionally, Remote Test Module 2370 can aggregate all the results from

multiple network devices.
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In one embodiment, Remote Test Module 2370 can send new or backup
configuration data or settings to Control Console 2300 of Consumer Network Device
2380 and initiates one key test function or other functions to test the new or backup
configuration settings.

Input and Display Modules Revisited

The foregoing description illustrates a Display Module with three lines of display.

In one embodiment, the Display Module includes five lines of display.

In one embodiment, Display Module includes one line of display.

In one embodiment, the line of display is shorter than the content to display. The
Console Controller allows the user to use an input key in the Input Module to scroll
through the content on the line of display.

In one embodiment, Display Module includes a graphic display.

In one embodiment, Display Module includes a speaker.

In one embodiment, Console Controller converts the content to voice signal and
sends the voice signal to the speaker.

In one embodiment, Console Controller sends the content to Display Module.
Display Module converts the content to voice signal and sends the voice signal to the
speaker.

In one embodiment, the Input Module includes seven input keys.

In one embodiment, Input Module includes two input keys.

In one embodiment, the Consumer Network Device manufacturer prints the
functions of the inputs keys next to the input keys at the Input Module.

In one embodiment, the Consumer Network Device manufacturer prints “EXIT™
next to an input key.

In one embodiment, the Consumer Network Device manufacturer prints
“SCROLL/CHANGE?” next to an input key.

In one embodiment, Input Module includes a microphone. A user reads a voice
command to the microphone.

In one embodiment, Input Module includes a voice recognition function. Input
Module converts the voice signal to a format for communications with the Console
Controller.

In one embodiment, the format for communications is VoiceXML.
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In one embodiment, the format for communications is based on proprietary
definitions.

In one embodiment, Console Controller includes a voice recognition function.
Tnput Module sends the voice signal to Console Controller. Console Controller processes

the voice signal.

Console Controller Revisited

In one embodiment, the Console Controller includes software program running on
a Microprocessor.

In one embodiment, Console Controller is based on integrated circuit technology.

In an embodiment, Console Controller is implemented in an ASIC.

In one embodiment, Console Controller is based on FPGA technology.

In one embodiment, the Operating and Management Interface is based on FPGA
technology.

In one embodiment, Operation and Management Interface is based on shared
memory.

In one embodiment, Operation and Management Interface is based on ASIC
technology.

In one embodiment, the communications over Operation and Management
Interface is based on MIB-II specifications.

In one embodiment, the communications over Operation and Management
Interface is based on SMINP standards.

In one embodiment, the communications over Operation and Management
Interface is based on standard ECMA-335 Common Language Infrastructure (CLI).

In one embodiment, the communications over Operation and Management
Interface is based on EIA/TTA-232 CLI Console Interface.

In one embodiment, the communications over Operation and Management
Interface is based on proprietary specifications.

A Console Controller with equivalent functionalities includes a State Machine that
has different number of States, different number of State Transitions, different number of
Trigger Events, and different number of state variables.

In one embodiment, a Console Controller includes a State Machine with twenty-

six States, sixty-four State Transitions, sixty-four Trigger Events, and five state variables.
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In one embodiment, a Console Controller includes a State Machine with thirty
States, fifty-two State Transitions, fifty-two Trigger Events, and seven state variables.

In one embodiment Control Console 200 can provide support and service for First
Day of Service (FDS) capabilities, thus reducing time, cost, frustration and number of
returns of product to vendor or manufacturer typically associated with the installation or
maintenance of consumer network devices. Typically, FDS capabilities can include, but
are not limited to, service configuration, service activation and service confirmation.

In one embodiment, during installation of a consumer network device, network
status and configuration information can be displayed on Display Module 210 of Control
Console 200 when and if there is a need for a call to the manufacturers technical support.

In one embodiment, Control Console 200 can input network configuration and
functionality settings through Input Module 230 as per technical supports instructions;
Console Controller 250 can then program Network Application 270 over Operation and
Management Interface 205.

In one embodiment, when configuration settings are changed, Control Console
200 can activate any or all settings entered by a user. Console Controller programs
network or other functionality settings or configurations to Network Application 270 over
Operation and Management Interface 205.

In on embodiment, pay, prepaid or subscription services are associated with the
use of a consumer network device, such as, but not limited to, cable television or internet
service, virtual private networking, or VoIP telephony service, Control Console 200 can
display information and prompts on Display Module 210 for user to remotely activate
such services with Input Module 230.

In one embodiment, pay, prepaid or subscription services are associated with the
use of a consumer network device, such as, but not limited to, cable television or internet
service, virtual private networking, or VoIP telephony service, Control Console 200 can
display information and prompts on Display Module 210 for user to remotely confirm
such services with Input Module 230.

In one embodiment, remote assistance can be requested, activated and confirmed
over a network through a remote assistance network function component executed in a
Network Application 270 by Control Console 200.

In one embodiment, Control Console 200 can be programmed to offer remotely-
assisted, semiautomatic or automatic initial setup procedures through which a user can

review, enter and confirm network device settings.
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In one embodiment, Control Console can be programmed to deliver messages,
advertisements or offers for services or upgrades.

Foregoing described embodiments of the invention are provided as illustrations
and descriptions. They are not intended to limit the invention to precise form described.
In particular, it is contemplated that functional Implementation of invention described
herein may be implemented equivalently in hardware, software, firmware, and/or other
available functional components or building blocks, and that networks may be wired,
wireless, or a combination of wired and wireless, Other variations and embodiments are
possible in light of above teachings, and it is thus intended that the scope of invention not

be limited by this Detailed Description, but rather by Claims following,
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CLAIMS
WE CLAIM:

1. In a network device comprising a network application, an operation and
management interface, and a control console comprising;
a console controller; and,
an input module,
a method of one key test function wherein up to all settings, operation or management of
said network device or a network in which it resides can be tested with a single initiation
step, wherein the one key test function can be initiated by said control console through

said operation and management interface.

2. The method of Claim 1 wherein said input module comprises a test-key,
wherein said single initiation step can be the press of said test-key, wherein said console
controller sends a request to said network application to invoke a set of tests of up to all
network or network device function components, wherein said network application

conducts said set of tests.

3. The method of Claim 2 wherein said console controller or said network

application determines said set of tests.

4, The method of Claim 3 wherein said control console further comprises a
display module.
5. The method of Claim 4 wherein said network application can report results

of said set of tests to said console controller, wherein said console controller can
determine which results to display and can send said results to said display module, and

wherein said display module can display one or more lines of said results at a time.
6. The method of Claim 3 wherein said console controller can send a

command to other network devices to commence one or more sets of tests and up to all of

said network devices can report results.
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7. The method of Claim 6 wherein said console controller can send results of
up to all of said set of tests or a summary of results of up 0 all of said set of tests to a

remote test module.

8. The method of Claim 1 wherein said single initiation step can be remote
activation by a remote test module, wherein said console controller sends a request to said
network application to invoke a set of tests of up to all of said network or network device

function components, wherein said network application conducts said set of tests.

9. The method of Claim 8 wherein said console controller or said network

application determines said set of tests.

10.  The method of Claim 9 wherein said console controller can send a
command to other network devices to commence one or more sets of tests and up to all of

said other network devices can report results.

11.  The method of Claim 10 wherein said console controller can send a
command to other network devices to commence one or more sets of tests and up to all of

said network devices can report results.

12, The method of Claim 11 wherein said console controller can send results
of up to all of said set of tests or a summary of results of up to all of said set of tests to

said remote test module.

13. The method of Claim 12 wherein said console controller connects to said
remote test module via a home network, a local area network (LAN), the Internet, or a
virtual private network (VPN).

14.  The method of Claim 13 wherein said console controller requires
authentication of a password from said remote test module or user approval to allow
initiation of said set of tests, wherein said remote test module sends said password or

approval request to said control console.
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15. The method of Claim 14 wherein said remote test module can be a

personal computer or a workstation,

16.  The method of Claim 15 wherein said console controller further comprises
a web server and said remote test module comprises a web browser, wherein said remote
test module can communicate with said control console via HTTP, HTTPS, another IP

protocol or one or more proprietary protocols.

17. The Method of Claim 8 wherein said initiation step can include sending
configuration data to said network device, wherein said set of tests includes testing said

configuration data.

18.  Inanetwork device comprising a network application, an operation and
management interface, and a console controller, a method of one key test function
wherein up to all settings, operation or management of said network device or a network
in which it resides can be tested with a single initiation step, wherein the one key test

function can be initiated by a remote test module.

19, The method of Claim 18 wherein said console controller can send requests
to said network application through said operation and management interface to invoke a

set of tests, wherein said network application conducts said set of tests.

20. The method of Claim 19 wherein said console controller or said network

application determines said set of tests.

21. The method of Claim 20 wherein said console controller can send results
of up to all of said set of tests or a summary of up to all of said results of said set of tests

to said remote test module.
22. The method of Claim 21 wherein said console controller can send

commands to other network devices to commence one or more sets of tests and up to all

of said network devices can report results,
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23.  The Method of Claim 22 wherein said initiation step can include sending
configuration data to said network device, wherein said set of tests includes testing said

configuration data.
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