
(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization
International Bureau

(43) International Publication Date (10) International Publication Number
30 April 2009 (30.04.2009) PCT WO 2009/055241 A2

(51) International Patent Classification: (81) Designated States (unless otherwise indicated, for every
G06Q 50/00 (2006.01) kind of national protection available): AE, AG, AL, AM,

AO, AT, AU, AZ, BA, BB, BG, BH, BR, BW, BY, BZ, CA,
(21) International Application Number: CH, CN, CO, CR, CU, CZ, DE, DK, DM, DO, DZ, EC, EE,

PCT/US2008/079099 EG, ES, FI, GB, GD, GE, GH, GM, GT, HN, HR, HU, ID,
IL, IN, IS, JP, KE, KG, KM, KN, KP, KR, KZ, LA, LC, LK,

(22) International Filing Date: 7 October 2008 (07.10.2008) LR, LS, LT, LU, LY, MA, MD, ME, MG, MK, MN, MW,
MX, MY, MZ, NA, NG, NI, NO, NZ, OM, PG, PH, PL, PT,

(25) Filing Language: English RO, RS, RU, SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TJ,
TM, TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM,

(26) Publication Language: English ZW

(84) Designated States (unless otherwise indicated, for every
(30) Priority Data:

kind of regional protection available): ARIPO (BW, GH,
11/975,771 22 October 2007 (22. 10.2007) US

GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, ZM,
ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),

(71) Applicant (for all designated States except US): MI¬
European (AT,BE, BG, CH, CY, CZ, DE, DK, EE, ES, FI,

CROSOFT CORPORATION [US/US]; One Microsoft
FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,MC, MT, NL,

Way, Redmond, Washington 98052-6399 (US).
NO, PL, PT, RO, SE, SI, SK, TR), OAPI (BF, BJ, CF, CG,
CI, CM, GA, GN, GQ, GW, ML, MR, NE, SN, TD, TG).

(72) Inventors: OBASANJO, Oludare; c/o Microsoft Cor
poration, International Patents, One Microsoft Way, Declarations under Rule 4.17:
Redmond, Washington 98052-6399 (US). NICHOLS, — as to applicant's entitlement to applyfor and be granted a
David; c/o Microsoft Corporation, International Patents, patent (Rule 4.17(U))
One Microsoft Way, Redmond, Washington 98052-6399 — as to the applicant's entitlement to claim the priority of the
(US). SETHI, Bhupinder; c/o Microsoft Corporation, earlier application (Rule 4.17(Ui))
International Patents, One Microsoft Way, Redmond,
Washington 98052-6399 (US). MING, Paul; c/o M i Published:
crosoft Corporation, International Patents, One Microsoft — without international search report and to be republished
Way, Redmond, Washington 98052-6399 (US). upon receipt of that report

(54) Title: USING SOCIAL NETWORKS WHILE RESPECTING ACCESS CONTROL LISTS

C

I :02a

(57) Abstract: Techniques are described for use with social networks and associated access information, such as access control
lists, indicating which users are allowed to access the social networks. The social networks represent relationships between users.
The social networks and access control lists may be represented in a graph which is traversed in connection with performing different
operations using the social networks.



USING SOCIAL NETWORKS WHILE RESPECTING ACCESS CONTROL LISTS

BACKGROUND

[0001] Social networking websites may be characterized as a category of websites which

allow users to exchange information. Social networking websites also allow users to

create online profiles and social networks. A social network may be defined by an

individual as a list of other users expressing a personal or professional set of relationships

between the individual and the others included in the list. Existing social networking

websites define public social networks including those users from a particular geographic

region, workplace, or school affiliation. The public social networks are accessible to all

users of the website. Membership to these public social networks may be self declared by

each user, such as based on information entered in a user profile. Membership to a

particular public social network based on a self-declared affiliation may be verified such as

by requiring a user declaring to work for a particular employer to supply an email address

including a domain name related to the employer. Other membership may not be verified,

such as a user indicating he/she resides in a particular city and state. The defined public

social networks may be used collectively to discover indirect relationships between

different users of the website. A first user may inquire how he/she is possibly connected

to another second user. The social networking website may use the public social networks

to provide the first user with information indicating how the first user is connected to the

second user. For example, both the first and second users may have gone to the same

school or may work for the same employer. Social networking sites also allow a user to

define private social networks in which the list of users representing a private social

network, such as a list of friends, may be viewable by the owner defining the list and

members of the list. A user may also filter electronic content, such as blog entries, based

on membership in a public or private social network.

SUMMARY

[0002] This summary is provided to introduce a selection of concepts in a simplified form

that are further described below in the Detailed Description. This Summary is not

intended to identify key features or essential features of the claimed subject matter, nor is

it intended to be used as an aid in determining the scope of the claimed subject matter.



[0003] Techniques are described for use with social networks and associated access

information, such as access control lists, indicating which users are allowed to access the

social networks. The social networks represent relationships between users. The social

networks and access control lists may be represented in a graph which is traversed in

connection with performing different operations using the social networks.

DESCRIPTION OF THE DRAWINGS

[0004] Features and advantages of the present invention will become more apparent from

the following detailed description of exemplary embodiments thereof taken in conjunction

with the accompanying drawings in which:

[0005] Figure 1 is an example of an embodiment illustrating an environment that may be

utilized in connection with the techniques described herein;

[0006] Figure 2 is an example of an embodiment of components that may comprise a

device of Figure 1;

[0007] Figure 3 is a first example of a graphical illustration utilizing social networks and

access control lists;

[0008] Figure 4 is a table representing social networks and associated access control lists

in connection with a second example;

[0009] Figure 5 is a graphical illustration of the information from Figure 4;

[0010] Figure 5A is an example using a variation of the graph from Figure 5;

[001 1] Figure 6 is another example of a graphical illustration utilizing social networks

and access control lists;

[0012] Figure 6A is an example using a variation of the graph from Figure 6;

[0013] Figure 7 is a flowchart of processing steps utilizing social networks and access

control lists when determining whether there is a path between two nodes;

[0014] Figure 8 is a flowchart of processing steps utilizing social networks and access

control lists when determining a list of nodes within a particular distance from an inquiring

node.



DETAILED DESCRIPTION

[0015] Referring to Figure 1, illustrated is an example of a suitable computing

environment in which embodiments utilizing the techniques described herein with social

networking sites may be implemented. The computing environment illustrated in Figure 1

is only one example of a suitable computing environment and is not intended to suggest

any limitation as to the scope of use or functionality of the techniques described herein in

connection with using an access control list with a social network.

[0016] Social networking websites may be characterized as a category of websites which

allow users to exchange information. Social networking websites allow users to create

online profiles and define social networks. A social network may be defined by one

individual as a list of other users expressing a personal or professional set of relationships

between the individual defining the social network and those individuals included in the

network. Social networks represent both a collection of ties between people and the

strength of those ties in the context of the relationships represented by the particular social

network. For example, a social network may be created to represent friends, family, co-

workers, and the like. Social networks and their use in connection with techniques herein

are described in following paragraphs.

[0017] The techniques set forth herein may be described in the general context of

computer-executable instructions, such as program modules, executed by one or more

computers or other devices. Generally, program modules include routines, programs,

objects, components, data structures, and the like, that perform particular tasks or

implement particular abstract data types. Typically the functionality of the program

modules may be combined or distributed as desired in various embodiments. Those

skilled in the art will appreciate that the techniques described herein may be suitable for

use with other general purpose and specialized purpose computing environments and

configurations. Examples of well known computing systems, environments, and/or

configurations include, but are not limited to, personal computers, server computers, hand

held or laptop devices, multiprocessor systems, microprocessor-based systems,

programmable consumer electronics, network PCs, minicomputers, mainframe computers,

distributed computing environments that include any of the above systems or devices, and

the like.



[0018] Included in Figure 1 are a device 12, a network 14, and a server 15. The device 12

may be, for example, a computer, such as a personal computer, having a display output

device and an input device providing for interactive I/O with a user thereof. In following

paragraphs, additional details are provided with respect to the device 12. However, the

same details may also apply to one or more other devices that may be connected to the

network 14 in an embodiment. Although the example 10 of Figure 1 includes only a

single device and a single server, an embodiment utilizing the techniques herein may

include any number of devices and other components.

[0019] The device 12 included in Figure 1 is exemplary for purposes of illustrating the

techniques described herein in connection with software components. In one embodiment,

any device 12 providing the functionality described herein may be included in an

embodiment. The device 12 may include a processor used to execute code included in

one or more program modules. Described in more detail elsewhere herein are program

modules that may be executed by the device 12 in connection with the techniques

described herein. The device 12 may operate in a networked environment and

communicate with the server 15 and other computers or components not shown in Figure

1. As described herein, the device 12 may be a personal computer. In other embodiments,

the functionality of device 12, or the device 12 itself, may be included in another

component in accordance with a particular environment in which the device 12 is utilized.

[0020] It will be appreciated by those skilled in the art that although the device 12 is

shown in the example as communicating in a networked environment, the device 12 may

communicate with other components utilizing different communication mediums. For

example, the device 12 may communicate with one or more components utilizing a

network connection, and/or other type of link including, but not limited to, the Internet, an

intranet, or other wireless and/or hardwired connection(s) to the server 15 and/or other

components.

[0021] It should be noted that although the device 12 is illustrated as having network

connectivity to the server 15, the techniques described herein may be used in connection

with a device directly connected to the server 15 without a network.

[0022] Referring to Figure 2, shown is an example of components that may be included in

the device 12 as may be used in connection with performing the various embodiments of



the techniques described herein. The device 12 may include one or more processing units

20, memory 22, a network interface unit 26, storage 30, one or more other communication

connections 24, and a system bus 32 used to facilitate communications between the

components of the device 12.

[0023] Depending on the configuration and type of device 12, memory 22 may be volatile

(such as RAM), non-volatile (such as ROM, flash memory, etc.) or some combination of

the two. Additionally, the device 12 may also have additional features/functionality. For

example, the device 12 may also include additional storage (removable and/or non

removable) including, but not limited to, USB devices, magnetic or optical disks, or tape.

Such additional storage is illustrated in Figure 2 by storage 30. The storage 30 of Figure 2

may include one or more removable and non-removable storage devices having associated

computer-readable media that may be utilized by the device 12. The storage 30 in one

embodiment may be a mass-storage device with associated computer-readable media

providing non-volatile storage for the device 12. Although the description of computer-

readable media as illustrated in this example may refer to a mass storage device, such as a

hard disk or CD-ROM drive, it will be appreciated by those skilled in the art that the

computer-readable media may be any available media that can be accessed by the device

12.

[0024] By way of example, and not limitation, computer readable media may comprise

computer storage media and communication media. Memory 22, as well as storage 30, are

examples of computer storage media. Computer storage media includes volatile and

nonvolatile, removable and non-removable media implemented in any method or

technology for storage of information such as computer readable instructions, data

structures, program modules or other data. Computer storage media includes, but is not

limited to, RAM, ROM, EEPROM, flash memory or other memory technology, CD-ROM,

(DVD) or other optical storage, magnetic cassettes, magnetic tape, magnetic disk storage

or other magnetic storage devices, or any other medium which can be used to store the

desired information and which can accessed by device 12.

[0025] The device 12 may also contain communications connection(s) 24 that allow the

computer to communicate with other devices and components such as, by way of example,

input devices and output devices.



[0026] In one embodiment, the device 12 may operate in a networked environment as

illustrated in Figure 1 using logical connections to remote computers through a network.

The device 12 may connect to the network 14 of Figure 1 through a network interface unit

26 connected to bus 32. The network interface unit 26 may also be utilized in connection

with other types of networks and/or remote systems and components.

[0027] One or more program modules and/or data files may be included in storage 30.

During operation of the device 12, one or more of these elements included in the storage

30 may also reside in a portion of memory 22, such as, for example, RAM for controlling

the operation of the user computer 12. The example of Figure 2 illustrates various

components including an operating system 40, web browser 46, and other components,

inputs, and/or outputs 48.

[0028] The operating system 40 may be any one of a variety of commercially available or

proprietary operating systems. The operating system 40, for example, may be loaded into

memory in connection with controlling operation of the device 12.

[0029] The web browser 46 may be a software application installed on the device 12.

Using the web browser, a user may access information from web pages at a website on the

Internet or other local area network. A user of device 12 may use the web browser 46 to

connect to the server 15.

[0030] In connection with the techniques herein, the server 15 may be used to host a social

networking website. The server 15 may include software thereon which allows users, such

as a user of device 12, to create profiles, define and utilize social networks, and the like. A

user may define a social network expressing a relationship between the user and other

users. A social network may be expressed as a list of other users. The list may have a title

or label indicating the context of the relationship between the individual owner defining

the list and the members of the social network. For example, a social network may be

defined for each of friends, family, co-workers, classmates, membership of a particular

organization, and the like.

[003 1] A user may restrict or control access of her social networks to particular

individuals. As will be described in following paragraphs, an access control list may be

defined by a first user to designate which other users are granted access and allowed to

view the one or more social networks defined by the first user.



[0032] It should be noted that the server 15 of Figure 1 may include one or more

computers with components similar to those described in connection with Figure 2 .

Rather than include a web browser application, the server may include one or more

software components to provide the various services hosted on the server 15. For

example, the server 15 may include software components which allow a user to define an

access control list. The access control list may be used to specify access information

indicating which other users of the website are allowed access to one or more of the user's

social networks. The server 15 may also include software components to perform one or

more different operations utilizing the access control lists. For example, the server 15 may

allow a user to inquire whether the user is related to another user. As another example, a

first user may inquire as to what other users of the website are related to the first user

within a certain distance or number of hops, each hop representing a different relationship

between two users. The foregoing are described in more detail in following paragraphs.

[0033] The social networks defined by a user may be represented as a list. The social

networks may be used to track relationships between users and used to discover indirect

relationships between users. The social networks may be used to define these direct and

indirect relationships between users represented in a graphical form.

[0034] Referring to Figure 3, shown is an example graphically illustrating relationships

between users. In the example 200, each user is represented as a node in the graph. Social

relationships between users are indicated by the edges which are solid lines. A solid line

between a first node to a second node in the example 200 indicates that the first node and

the second node are included in a same social network. In this example, social networks

are illustrated using bi-directional solid edges indicating that paths between users may be

formed using links in both directions. As will be illustrated in connection with other

examples, social networks may be represented using unidirectional solid lines depending

on the particulars of how the social network is implemented in an embodiment. An edge

which is a dashed line from a first node to a second node is used to indicate that the second

node is included on the first node's access control list. In other words, the second node is

allowed to view the first node's relationships as indicated by the first node's social

network list(s). With reference to Figure 3, the example 200 includes 5 nodes A, B, C, D,

and E, each node representing a different user. User B has a social network defined which

includes nodes A and D as indicated, respectively, by 204b and 204a. User B has



specified via her access control list that only C and E can view her relationships. Elements

202a and 202b, respectively, represent that C and E can view or access B's relationships as

indicated by B's social network lists.

[0035] Social networks as represented in the example 200 may be used to measure social

connectedness for a variety of different reasons. For example, a user may inquire whether

she is connected, or related, to another user. With reference to the example 200, if there is

a connection between 2 users, a path in the graph connects the nodes representing the 2

users. Such information may be useful, for example, in determining what individuals to

ask for an introduction or referral to another user. By determining a path exists from a

starting node to a target node, the starting node (user) may determine what other

intervening nodes form a path to the target node. The users represented by the intervening

nodes may be used to obtain the introduction or referral to the user represented by the

target node. In connection with the techniques herein, access control lists may be used to

determine if the starting node is allowed to view the nodes including in the social networks

of others used in forming the path.

[0036] Another type of operation a user may perform is to determine all other users

(nodes) which are connected within a certain degree or distance. In other words, the user

may determine all other users which are within a certain distance, such as a number of

hops. For example, if each user has a "friends" list defined, a user may inquire as to all

other users who are within 2 or fewer hops representing who are "friends" of "friends".

The closer a first user is to a second user, the greater the degree of connectedness or

closeness in a social network. A user may utilize proximity to others in a social network

to determine trustworthiness, confidence, and the like, in connection with interactions with

others. Such interactions may include, for example, performing a transaction with another,

having another perform a service, determining validity or trustworthiness of statements of

another made online, and the like. In connection with the techniques herein, the foregoing

operation may be performed using access control lists in determining what paths are

viewable to an inquiring user.

[0037] With reference to the example 200, suppose user A wants to determine if A is

related to D, thus having a path from A to D. Using the information of the example 200,

there is a path from A to D (e.g., A-B-D). However, in response to A's inquiry, no



information regarding the path or connection between A and D is communicated to A

because A does not have access to B's social network.

[0038] More detailed examples will be described in order to illustrate the techniques

herein using access control lists with social networks. In connection with examples of

Figures 4, 5, 5A, 6, and 6A, social networks may be represented using solid edges or lines

between nodes in which the solid edges are unidirectional. This is described in more detail

and illustrated in following paragraphs.

[0039] Referring to Figure 4, shown is a table of social networks defined for users. The

table 230 includes a first column 232 indicating users having social networks defined in

232. For each row, the access control list for the social networks of 232 is indicated in

236. In this example, only a single social network is defined for each user, A, A l and B2

(e.g., in column 232), for purposes of simplicity in illustration. However, it will be

appreciated by those skilled in the art that the techniques herein may be applied

individually to each social network list for a user, or to groups of social network lists for

each user.

[0040] With reference to the table of 230, user A has a social network list including users

Al, A2 and A3. User A has access to A's own social network as indicated by column 236

in the first row of the table 230. User A l has a social network including users Bl, B2 and

B3. Users A and A l have access to A l 's social network as indicated by column 236 in the

second row of table 230. User B2 has a social network including users Cl, C2 and C3.

Users A and B2 have access to B2's social network as indicated by column 236 in the third

row of table 230.

[0041] The relationships defined by the social networks and the access to those social

networks of Figure 4 are represented in Figure 5 using unidirectional links for the social

networks.

[0042] Referring to Figure 5, shown is a graph representing the social networks and access

control lists of Figure 4 using the conventions as described in connection with Figure 3

with one variation in that the solid edges representing the defined social networks are

unidirectional. In connection with the unidirectional representation of social networks, a

solid line from a first node to a second node indicates that the first and second nodes are

included in the same social network. More specifically, the second node is included in a



social network of the first node and paths between users may be formed using links in the

indicated direction. The dashed edges represent the access control lists indicating which

nodes have access to another node's defined social network. In this example 250, the

edges 252 and 254 indicate that A has access to view the social networks of node A l and

node B2. Each node in Figure 5 has access to its own social network list. For purposes of

simplicity, this is not illustrated in the graph of Figure 5 .

[0043] Different operations may be performed with the social networks utilizing the

access control lists. As described above, a user may inquire as to whether she is related to

another user. As an example, A may inquire how A is related to user B 1. The existence of

such a relationship may be determined by determining a path from A to B 1 utilizing the

access control lists associated with the social networks. As another exemplary operation,

user A may want to determine all users who are within 2 hops. In connection with both of

these operations, the inquiring user, A, is allowed to view only those social networks for

which A is granted permission. Any path from node A which includes a connection that A

does not have permission to view or access is not used. Processing is performed such that

if A does not have permission to view a node's social networks, any connections using the

node's social networks are omitted. The inquiring node must be on the access control list

of each connecting or intervening list used to form the path from the inquiring node to the

endpoint. Otherwise, the inquiring node cannot see the path to the endpoint. If an

inquiring node does not have permission to view a list representing a social network, the

list is treated as being empty or having no members. The foregoing is explained in more

detail in following paragraphs.

[0044] With reference to Figure 5, A may inquire whether A is related to C3. In one

embodiment, a default value of 3 hops may be used indicating that the search is performed

for all paths which are 3 or less hops from A. Other embodiments may use other default

values as a parameter for limiting the searching performed. A breadth first traversal of the

graph may be performed to determine all paths formed by the solid edges originating from

node A which are 3 or less hops. Once all such paths of 3 hops or less are determined, a

further determination may be made as to whether one of the paths includes a path from A

to C3. A breadth first traversal explores nodes at a same level or distance before

proceeding to the next level of descendant nodes. Before traversing edges representing

social network relationships (solid edges) from a descendant node, a determination is made



as to whether A is on the access control list of the descendant node. IfA is on the access

control list of the descendant node, solid edges extending from the descendant node are

also traversed. Otherwise, the solid edges extending from the descendant node are not

traversed. In connection with a breadth first search of the example 250 to determine if

there is a path from A to C3, nodes Al, A2 and A3 (nodes 1 hop away from A) are first

considered. For node Al, a determination is made as to whether A is on A l 's access

control list. A is on A l 's access control list as indicated by 254 so nodes Bl, B2, and B3

are considered. Since A2 and A3 have no children, traversal proceeds to the next level in

the breadth first search in which Bl, B2 and B3 (i.e., those nodes two hops away from A)

are processed. Only node B2 has any children. With respect to B2, a determination is

made as to whether A is on B2's access control list. A is on B2's access control list as

indicated by 252 so nodes Cl, C2 and C3 are considered (i.e., those nodes three hops away

from A). In connection with the traversal for all paths of three hops or less, processing

stops since nodes Cl, C2 and C3 are at the maximum distance under consideration. In

connection with the breadth- first traversal just described, a single path from A to C3 is

determined and the path is A, Al, B2, C3.

[0045] As a further example, A may inquire whether A is related to B2. The breadth-first

search as described above may be performed to determine paths from A having a distance

of 3 or less. A determination may then be made as to whether there is a path from A to

B2. In this case, a determination is made that there is a path from A to B2 and the path is

A, Al, B2. The target node, B2, does not have to be an endpoint of the paths traversed.

Rather, the target node of the inquiry may also be an intervening node and a path may be

specified from the starting point (inquiring node) to the intervening node.

[0046] Referring to Figure 5A, shown is an example 260 that is a variation to the graph of

Figure 5 . The example 260 includes the graph of Figure 5 with the removal of the dashed

edge 254. By removing edge 254, the example 260 illustrates a graph representing the

case in which A is not on A l ' s access control list and thus, A cannot see A l 's list. In

accordance with the representation of 260, if A now inquires whether A is related to C3,

the answer is no because A cannot view A l 's list. In performing a breadth- first search in

this instance, the nodes Al, A2 and A3 (distance = 1 from A) are considered. A

determination is made that A does not have access to A l 's social network lists so



descendant nodes Bl, B2 and B3 are not considered. Nodes A2 and A3 have no children

so the traversal terminates and no paths are found from A to C3.

[0047] With reference to Figure 6, another example 300 is illustrated. The example 300

includes a graph 310 which is the same as illustrated in Figure 5 with the addition of one

new solid edge 302 and one new dashed edge 304. Element 306 indicates the additional

social network relationship represented by 302 and the access as indicated by 304. In 306,

user A2 has a defined social network of B2 as represented by edge 302. A is on node A2's

access control list and A can view A2's social networks. As described above, node A2 has

access to its own social network and this is not represented in 310. In the example 310, A

has access to the lists representing social networks of Al, A2 and B2. In this case, A

inquires whether A is related to B2. The answer is yes and there are 2 paths by which A is

connected to B2: a first path A, Al, B2 and a second path A, A2, B2. With the access

control lists as illustrated in Figure 6 for A, an embodiment may indicate either of the

foregoing two paths in response to the inquiry of how A is related to B2. One embodiment

may return the first path determined. If there is more than one path, an embodiment may

also return a predetermined number of paths such as the first 2 paths.

[0048] In summary, as just described, there may be more than one path by which a first

node is connected to a second node. If the first node can view all the nodes on at least one

path to the second node (i.e., first node has permission to access each list providing the

link between nodes in the path), then the first node is told that the first node is connected

to the second node. Otherwise, if the first node does not have appropriate access to view

all nodes on at least one path to the second node, the first node is told that there is no

relationship to the second node.

[0049] Referring to Figure 6A, shown is an example 320 that is a variation to the graph of

Figure 6 . The example 320 includes the graph 310 of Figure 6 with the removal of the

dashed edge 254. By removing edge 254, the example 320 illustrates a graph representing

the case in which A is not on A l ' s access control list and A cannot see A l 's list. A is only

allowed to view the social network lists of A2 and B2. In accordance with the example

320, if A inquires whether A is related to B2, the answer is yes. A cannot view A l 's

social networks even though A is connected to B2 via the path A, Al, B2 since this

information is not exposed to A. Thus, A is not told about the path A, A l , B2. However,

A is told A is connected to B2 via the path A, A2, B2. In connection with the breadth-first



search performed to determine the path A, A2, B2, the node A2 is processed when

evaluating nodes which are 1 hop from the inquiring node, A. Descendant nodes of A l are

not considered since A is not on A l ' s access control list, and node A3 has no children.

When evaluating A2, it is determined that A is on A2's access control list so node B2 is

considered. B2 is 2 hops from node A. A is on node B2's access control list so children of

B2, nodes Cl, C2 and C3, are considered when evaluating nodes which are 3 hops from A .

In connection with the traversal of the graph for all paths which are within 3 hops from A,

processing stops since nodes Cl, C2 and C3 are at the maximum distance of 3 hops. At

this point, the paths traversed are examined and it is determined that there is a path from A

to B2 as described above.

[0050] With reference to the graph of Figure 6A (e.g., when edge 254 is removed),

suppose A then makes an inquiry to determine all users related to A within a distance of 3

hops. In response, A is told A is related to Al, A2, A3 (directly), B2, and Cl, C2 and C3.

In connection with this inquiry, the same breadth- first search as described above may be

performed as a first step. As a second step, the paths traversed during the breadth- first

search are examined. All nodes located within a requested distance, such as 3 hops, are

determined and may be output as a result.

[0051] In connection with the number of hops used as a maximum distance in connection

with the techniques herein, the number of hops may be implicitly or explicitly defined. As

described above, a default distance, such as 3 hops, may be used. The number of hops

may also be specified as a configurable parameter in connection with any operation

described herein or which may otherwise be performed using the techniques herein with an

access control list.

[0052] In connection with the access control lists used with the social networks described

herein, the access control lists may be defined in a variety of different ways. Using a first

technique, the access control lists may be explicitly defined by enumerating each user on

the access control list. Using another technique, a user may define an access control list

using one or more existing social networks. For example, user A2 may define members of

an access control list using one of A2's existing social networks and/or other public social

network (e.g., all users who work for a particular company, live in a particular region,

went to a particular school, and the like).



[0053] As another example, A may implicitly define an access control list based on nodes

or users which are within a certain distance (e.g., number of hops away). In this latter

case, the social networks respecting access control lists may be used to determine a set of

nodes which are within a specified distance from node A. All such nodes may be included

implicitly in A's access control list and allowed to view A's social networks. This implicit

technique for defining members of an access control list may be performed as an

alternative to explicitly naming each user of the access control list. To further illustrate,

reference is made to the social networks defined in Figure 4 and as represented by the

solid edges in Figure 5 . A may define its access control list to include those users which

are within 2 hops, or a distance of 2 or less, from node A. In such an instance, A's access

control list includes Al, A2, A3, Bl, B2 and B3. A may have, for example, a "friends"

social network defined including Al, A2 and A3. A2 may have a "friends" social network

defined including Bl, B2, and B3. A's access list is defined to include those users which

are "friends" of A (e.g., Al, A2 and A3), and also "friends" of A's "friends" (e.g.,

"friends" of Al, A2 and A3). It should be noted that rather than implicitly define an

access control list as including all users which are related within a particular distance to a

node via existing social networks, an access control list may also be defined to include

users which are at one or more selected distances, such as nodes which are a distance of 2,

but not include in the access control list those nodes which are at a distance of 1.

[0054] Referring to Figure 7, shown is a flowchart of processing steps that may be

performed in an embodiment to determine whether two nodes are related to one another.

As described above, a node may inquire as to whether the node is related to another node.

The inquiry may be answered by determining whether there is a path connecting the two

nodes in accordance with the access control lists for the social networks used to form the

path. With reference to Figure 7, the inquiry is whether there is a path from a starting

node to a target node in which all nodes on the path are visible to the starting node with the

visibility being indicated in the access control lists. The steps of 350 summarize

processing as described in connection with the examples of Figures 3, 4, 5, 5A, 6 and 6A

above in an embodiment performing a breadth-first traversal of the graph of social network

relationships originating from the starting or inquiring node. Subsequently, the paths

traversed are examined to determine whether there is a path from the starting node to the

target node. The steps of the flowchart 350 may be performed in an embodiment utilizing



a bidirectional edge representation (e.g., as in Figure 3) or a unidirectional edge

representation (e.g., as in Figures 5, 5A, 6 ad 6A) in connection with social networks.

[0055] At step 352, a set of nodes directly connected (a distance of 1) to the starting is

determined. As part of step 352, the list of nodes traversed is updated to include the set of

nodes determined in step 352. The list of nodes traversed may represent those nodes

which are traversed in connection with the breadth-first traversal. At step 354, traversal

begins with the current node assigned as the first node in the set from step 352. Also, the

current depth counter is set to 1 to indicate the current level of the traversal. At step 356, a

determination is made as to whether processing is complete for the current level or

distance, such as all nodes at a distance of 1. The loop formed by steps 356, 358, 360 and

362 examine all nodes at a current depth level or distance in the graph. If the starting node

is on the access control list of a node at the current level, the node is added to a traversal

list so that its children may be explored when traversing the next level in the breadth- first

traversal.

[0056] If step 356 evaluates to no, control proceeds to step 358 where a determination is

made as to whether the starting node has access to the current node's social network. If

the starting node is on the current node's access control list, step 358 evaluates to yes and

control proceeds to step 360 where the current node is added to the traversal list. The

traversal list includes nodes visited at different levels in the traversal whose descendants

may be further explored when performing the breadth- first search for subsequent distances

or levels. From step 362, control proceeds to step 362 where current node is assigned the

next node in the set of nodes at the current level or distance. If step 358 evaluates to no,

control proceeds directly to step 362. From step 362, control proceeds to step 356.

[0057] If step 356 evaluates to yes indicating that all nodes at a current depth level or

distance from the starting node have been processed, control proceeds to step 364. At step

364, a determination is made as to whether there are any nodes in the traversal list located

at the next level. If so, step 364 evaluates to yes and control proceeds to step 370 to

commence processing for the next depth level in the graph. At step 370, a set formed from

the children of the nodes in the traversal list are determined. The set formed in step 370 is

the set of nodes having a distance at the next depth level which are processed as part of the

breadth-first traversal. As part of step 370, the list of nodes traversed is updated to include

the set of nodes determined at the next depth level. Also, the depth counter is incremented



in step 370 indicating the advancement in processing to the next level in the breadth-first

technique. At step 372, a determination is made as to whether the current depth level as

indicated by the depth counter is at the maximum distance under consideration. As

described above, the maximum distance represents a configurable or default heuristic used

to determine the bounds of the breadth-first search. If step 372 evaluates to no, control

proceeds to step 354 to process nodes at the current depth level. If step 372 evaluates to

yes, control proceeds to step 366 signifying the end of the breadth-first traversal.

[0058] If step 364 evaluates to no indicating that there are no nodes in the traversal list to

be explored, control also proceeds to step 366.

[0059] At step 366, all paths visible from the starting node have been determined and

traversed in a breadth-first fashion and a determination is made as to whether the target

node is included in one of the paths traversed. Such a determination may be made, for

example, by determining whether the target node is a node traversed as part of the breadth-

first search traversal. The set of nodes which have been traversed may be represented as

the set union of the starting node, the nodes forming the set from step 352, and the nodes

forming the set for each iteration of step 370. As described above in connection with the

flowchart 350, this set of traversed nodes has been updated in connection with the

processing of steps 352 and 370. If step 366 evaluates to yes, control proceeds to step 368

to perform processing indicating that the starting and target nodes are related. Step 368

processing may include outputting the particular path indicating the relationships linking

the starting and target nodes. To output the path information, as the nodes are traversed,

information may be recorded indicating the relationship links or solid edge information of

the graph connecting parent and child nodes. If step 368 evaluates to no, control proceeds

to step 374 where processing is performed to indicate that the starting node and target node

are not related. As described herein, a conclusion that the two nodes are not related means

that there is no path between the nodes visible to the starting node. There may be a path

between the nodes, but in such an instance, the starting node is not included on the

necessary access control lists so that the path is visible to the starting node.

[0060] Referring to Figure 8, shown is a flowchart of processing steps that may be

performed in an embodiment to determine all nodes within a particular distance from a

starting node. The processing steps of 400 are as described in 350 with the difference that

step 402 is performed in Figure 8 rather than steps 366, 368 and 374 as in Figure 7 . In



400, a breadth-first traversal of the graph formed from social networks and access control

lists may be performed to determine all nodes within a particular distance from the starting

node. Once the breadth-first traversal is complete, control proceeds to step 402 where the

list of nodes included on the paths traversed may be output.

[0061] The techniques herein may be used to evaluate and determine relationships

between users for a variety of different purposes. For example, if a website is used for

professional networking such as employer and employee relationships, use of social

networking lists and access control lists as described herein may be used to determine

what individuals to use in order to obtain an introduction to potential employer. As

another example, the techniques herein may be used in connection with websites where

goods are sold to determine the trustworthiness and reputation of a seller.

[0062] The techniques herein may be used to display and search connectedness of social

networks while respecting the access protections indicated by access control lists. It

should be noted that an embodiment may use the breadth- first technique for traversing the

graph representing the social networks and access control lists as described herein. It will

be appreciated by those skilled in the art that other techniques, such as a depth-first

technique, may be utilized as well as different representations of the defined social

networks besides as described herein. For purposes of illustration, the techniques herein

have been described in using a graph. However, other representations using various data

structures may also be utilized.

[0063] Although the subject matter has been described in language specific to structural

features and/or methodological acts, it is to be understood that the subject matter defined

in the appended claims is not necessarily limited to the specific features or acts described

above. Rather, the specific features and acts described above are disclosed as example

forms of implementing the claims.



Claims

1. A computer-implemented method for determining whether a first user and a

second user of a social networking website are connected comprising:

receiving a graph (200, 250, 300) representing social networks (234) and access

information (236) indicating which one or more of a plurality of users are allowed access

to said social networks (234) that define relationships between users, said graph (200, 250,

300) including a node for each of said plurality of users, an edge (204a) between two

nodes of said graph indicating a relationship between the two nodes as included in one of

said social networks, said first user and said second user being represented, respectively,

by a first node and a second node in said graph; and

traversing (350) said graph (200, 250, 300) to determine (366) if there exists a path

from said first node to said second node in which said first user has access to view each

node in the path in accordance with said access information (236), said path including two

or more edges.

2 . The method of Claim 1, wherein said traversing traverses nodes of said graph

using a breadth-first technique.

3 . The method of Claim 1, wherein said edge of said graph is an edge of a first

type between two nodes to indicate that one of said two nodes is included in a social

network associated with the other of said two nodes.

4 . The method of Claim 3, wherein said graph includes an edge of a second type

between two nodes to indicate that one of said two nodes is included in an access control

list associated with the other of said two nodes providing the one node access to one or

more social networks of said other node.

5 . The method of Claim 4, wherein, before traversing an edge of the first type

between two nodes, a determination is made as to whether said first user has access to

view a relationship represented by said edge of said first type.

6 . The method of Claim 5, wherein said first user has access to view the

relationship represented by the edge of the first type if there is another edge of said second



type between said first node representing said first user and a node associated with the

access control list corresponding to a user of the access control list.

7 . The method of Claim 1, wherein said traversing further includes:

determining all paths from said first node within a particular distance from said

first node.

8. The method of Claim 7, further comprising:

determining whether said second node is included as a node in one of said paths.

9 . The method of Claim 1, wherein if said first user does not have access to a

social network of another user as indicated by an access control list of said another user,

said traversing performs processing in which said social network is treated as including no

members.

10. The method of Claim 1, wherein said access information includes at least one

access control list defined by explicitly listing each user included in said access control

list.

11. The method of Claim 1, wherein said access information includes at least one

access control list implicitly defined using a portion of said social networks.

12. The method of Claim 1, wherein a first user defines a first social network

including first members and implicitly defines an access control list including said first

members and others members included in a second social network of each of said first

members of said first social network.

13. The method of Claim 1, wherein a first user defines a first social network

including first members and implicitly defines an access control list, said access control

list not including the first members and including other members of a second social

network of each of said first members of said first social network.



14. A computer-implemented method for determining one or more users of a

social networking website related to a first user of the social networking website

comprising:

receiving a graph (200, 250, 300) of social networks (234) and access information

(236) indicating which of a plurality of users are allowed access to said social networks

(234) defining relationships between users, said graph (200, 250, 300) including a node for

each of said plurality of users, an edge between two nodes of said graph indicating a

relationship between the two nodes as included in one of said social networks, said first

user being represented by a first node of said graph;

traversing said graph (200, 250, 300) to determine any paths originating from said

first node, each of said paths being within a particular distance from said first node and

said first user having access to view each node in said each path in accordance with said

access information; and

determining a set of nodes of said graph (200, 250, 300) which are included in said

paths, each node of said set corresponding to a user of said social networking website

related to said first node within said particular distance.

15. The method of Claim 14, wherein said traversing traverses nodes of said graph

in a breadth-first fashion.

16. The method of Claim 14, wherein said graph includes an edge of a first type

between two nodes to indicate that one of said two nodes is included in a social network

associated with the other of said two nodes.

17. The method of Claim 16, wherein said graph includes an edge of a second type

between two nodes to indicate that one of said two nodes is included in an access control

list associated with the other of said two nodes providing the one node access to one or

more social networks of said other node.



18. A computer readable medium comprising code stored thereon for determining

whether a first user and a second user of a social networking website are related, the

computer readable medium comprising code for:

receiving a data structure (200, 250, 300) describing social networks (234) defined

for users of said social networking website and access information (236) indicating which

of said users are allowed access to said social networks (234) defining relationships

between users; and

traversing said data structure (200, 250, 300) to determine if there exists a

relationship from said first user to said second user in which said first user has access to

view all intervening relationships connecting the first user and said second user through

others of said users in accordance with said access information (236).

19. The computer readable medium of Claim 18, wherein said access information

includes at least one access control list defined by explicitly listing each user included in

said access control list.

20. The computer readable medium of Claim 18, wherein said access information includes

at least one access control list of a first user implicitly defined using at least one

connection between a first social network of said first user and a second social network of

a second user.
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