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SYSTEM AND METHOD FOR SENSITIVE DATA FIELD HASHING
ABSTRACT OF THE DISCLOSURE

Data to be exchanged in a transaction is protected by using a hashing
function to transform sensitive data into a scrambled form. The hashing function can
use as its inputs data derived entirely or in part from portions of the data to be
exchanged. The hashing function can also use as its inputs data derived entirely or
in part from other locally available data. The output of the hash function is then

transmitted to a destination that attempts to recreate the output of the hash function

in order to validate the data transmission.
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SYSTEM AND METHOD FOR SENSITIVE DATA FIELD HASHING

BACKGROUND

[0001] Modern technologies, such as the Internet and other electronic
communication networks, allow parties to transact at a distance. Remote
fransactions, such as electronic commerce, have become ubiquitous. Additionally,
cashless transactions, using a variety of alternative payment instruments, such as
credit cards and "electronic checks," have become increasingly common. While this
modern technology has made it convenient to engage in commerce at any time or
location, the use of untrusted networks such as the Internet, when combined with the
Increasing use of financial instruments, has, however, provided new opportunities for
fraudulent access to or misuse of sensitive data. This unauthorized access may
allow, for example, the execution of fraudulent financial transactions, potentially
without the knowledge of either party to a legitimate transaction. Alternatively,
leakage of sensitive information may allow an eavesdropper or "hacker" to
fraudulently authenticate himself to other parties, thus gaining unauthorized access
to data, resources, or money. Modern networks, by the nature of the technology,
may make many copies, transient or permanent, of transmitted data, therefore
increasing the likelihood of unauthorized "leakage" of secret or sensitive information.
Due to the distributed nature of modern digital networks such as the Internet, as well
as the manner in which computers operate, it is nearly impossible to ensure that
every instance of sensitive data is deleted.

[0002] One way to reduce the likelihood of fraudulent use of sensitive data is
to re-engineer systems so that the data is never stored or transmitted except in a
suitably scrambled form.  This is typically accomplished by performing a
cryptographic operation on the data, thus changing its form. If the form of the data
changes extensively, entire communication networks may need to be redesigned at
great expense, as various network resources assume the data to have a particular
size and field arrangement. Additionally, not all data being exchanged during a
transaction is sensitive, and thus encrypting all of it is a waste of computing
resources. Encryption also requires the creation, distribution, and management of

keys. Having to manage keys results in more complicated networks increases the
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opportunities for inadvertent leakage of secrets. Encryption also requires decryption
before protected data can be used. Finally, methods of encrypting data known in the
art may require data to be decrypted and re-encrypted multiple times as it passes
from system to system or between domains within systems.

[0003] It would be desirable to have methods and systems for enabling
sensitive data fields to be transformed at the point of data entry in such as way that
this transformation need only occur once, at the time of transaction data collection. It
would also be desirable if such methods and systems did not require extensive re-
engineering of existing networks. It would also be desirable if such methods and
systems did not require the computational resources associated with cryptographic
computations. It would also be desirable if such methods and systems did not
require the creation, distribution, and management of cryptographic keys.

[0004] Embodiments of the invention address these problems and other

problems individually and collectively.

SUMMARY

[0005] Embodiments of the present invention are directed to solving or
overcoming one or more of the above-described problems in the context of
commercial transactions taking place over communication networks. The techniques
used In these various embodiments also are applicable to a broader range of
iInformation exchanges.

[0006] One embodiment is directed to a method for securing data using a
dynamic hash. The method can comprise creating a first hash input from first data in
a first set of data fields selected from a first collection of data, performing a hash
operation on the first hash input to create a first hash output, assembling a second
collection of data using said first hash output and second data in a second set of
data fields selected from the first collection of data, and validating the second
collection of data using the first hash output.

[0007] Another embodiment of the invention is directed to method for
validating data received over a network. The method can comprise receiving a
collection of data from a source in communication with a network, wherein the
collection of data includes a first hash output of a hash operation, constructing a

second hash output using the hash operation from a hash input, wherein the hash
2



10

15

20

25

30

CA 02639662 2008-09-19

input is created from data contained in the collection of data and other locally
available data, comparing the first hash output with the second hash output, and
validating the collection of data based on the comparison of the first hash output and
the second hash output.

[0008] Another embodiment Is directed to a computer software product that
may be present in a device designed to transmit sensitive data. The computer
software product can be embodied in a computer-readable medium comprising code
or instructions that are executable by a processor in a computer. The computer
software product may comprise code for creating a first hash input from first data in a
first set of data fields selected from a first collection of data, code for performing a
hash operation on the first hash input to create a first hash output, code for
assembling a second coliection of data using said first hash output and second data
N a second set of data fields selected from the first collection of data, and code for
transmitting the second collection of data to a destination over a network.

[0009] Another embodiment is directed to a computer software product that
may be present In a device designed to recelve sensitive data. The computer
software product can be embodied in a computer-readable medium comprising code
or instructions executable by a processor in a computer. The computer software
product can comprise code for receiving a collection of data over a network, wherein
the collection of data contains a first hash output, code for creating a hash input,
code for performing a hash operation on the hash input to create a second hash
output, code for comparing the first hash output to the second hash output, and code
for validating the collection of data received over the network based on the
comparison of the first hash output and the second hash output.

[0010] Another embodiment is directed to a terminal for transmitting sensitive
data that has been protected using a hash function. The terminal may comprise of a
processor, a memory, a network interface, and a computer-readable medium that
includes instructions executable by the processor. The computer-readable medium
may comprise code for creating a first hash input from first data in a first set of data
fields selected from a first collection of data, code for performing a hash operation on
the first hash input to create a first hash output, code for assembling a second

collection of data using said first hash output and second data in a second set of
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data fields selected from the first collection of data, and code for transmitting the second

collection of data to a destination over the network interface.

[0011] Another embodiment is directed to a terminal for receiving sensitive data

that has been protected using a hash function. The terminal may comprise of a

processor, a memory, a network interface, and a computer-readable medium executed

by the processor. The computer-readable medium may comprise code for receiving a
collection of data over the network interface wherein the collection of data contains a
first hash output, code for creating a hash input, code for performing a hash operation
on the hash input to create a second hash output, code for comparing the first hash
output to the second hash output, and code for validating the collection of data received
over the network based on the comparison of the first hash output and the second hash

output.

[0011a] In accordance with one disclosed aspect there is provided a computer-
Implemented method for securing data using a dynamic hash. The method involves
creating, by a processor, a first hash input from first data in a first set of data fields
selected from a first collection of data, performing, by the processor, a hash operation
on the first hash input to create a first hash output, and assembling, by the processor, a
second collection of data using the first hash output and second data in a second set of

data fields selected from the first collection of data.

[0011b] In accordance with another disclosed aspect there is provided a method
for validating data received over a network. The method involves receiving a collection
of data from a source on a network the collection of data including a first hash output of
a hash operation, constructing a second hash output using the hash operation from a
hash input, the hash input being created from data contained in the collection of data
and other locally available data, comparing the first hash output with the second hash
output, and validating the collection of data the validation is based on the comparison of

the first hash output and the second hash output.

[0011c] In accordance with another disclosed aspect there is provided one or

more computer-readable media having thereon computer-executable instructions that
4
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configure one or more processors to collectively, at least receive a first collection of
data, select a first set of data fields from the first collection of data, the first set of data

fields including at least one sensitive data field, apply a hash operation to the first set of
data fields to obtain a first hash output that encodes at least in part the at least one

sensitive data field, select at least a portion of the first hash output, select a second set

of data fields from the first collection of data, the second set of data fields excluding the
at least one sensitive data field, and provide for transmission a second collection of data

including the second set of data fields and the at least a portion of the first hash output.

[0012] These and other embodiments of the invention are described in further

detall below.
BRIEF DESCRIPTION OF THE DRAWINGS

[0013] Fig. 1 illustrates some exemplary participants conducting a transaction

according to an embodiment.

[0014] Fig. 2 Is a flow chart showing the steps involved in securing sensitive data

according to an embodiment.

[0015] Fig. 3 illustrates creation of a hash from selected data fields according to

an embodiment.
[0016] Fig. 4 illustrates the assembly of data fields according to an embodiment.

[0017] Fig. § illustrates how the hashed data can be used to authenticate data

sent over a network according to an embodiment.

[0018] Fig. 6 illustrates data collisions.

4A
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[0019] Fig. 7 Is a flow diagram for an exemplary application of a transformation

according to an embodiment.

[0020] Figs. 8(a) and 8(b) show block diagrams of exemplary portable consumer
devices.

[0021] Fig. 9 shows a block diagram of an exemplary computer apparatus.

[0022] Fig. 10 shows a block diagram showing basic components that may reside

iIn an exemplary access device.

4B
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DETAILED DESCRIPTION
[0023] In an embodiment, data to be exchanged in a transaction is protected
by using a hashing function to transform sensitive data fields in the data so that the
sensitive data is sent in a scrambled form. The hashing function can use as Its
inputs data derived entirely or in part from portions of the data to be exchanged. The
hashing function can also use as its inputs data derived entirely or in part from other
locally available data.
[0024] The hashing function produces a hash output that can further be
modified before being sent in a transmission. For example, in some embodiments, it
may be desireable to map characters in the hash output from one form to another
form in order to make the hash output compatible with other aspects of the data
fransmission. In other embodiments, it may be desirable to truncate the hash output
or only use a portion of the hash output in the transmission.
[0025] Once the hash output is in a form suitable for transmission, the hash
output can be appended to the data or can replace other fields that would otherwise
be transmitted. After the transmitted data is received, the hashed data can be
recreated at the receiving end of the transmission by using the transmitted data
directly, by using the transmitted data to look up other data, or by using a
combination of the transmitted data and data derived from the transmitted data. The
recreated hash can then be compared to the hash contained in the transmitted data
to validate the authenticity of the transmitted data.
[0026] One aspect of the proposed system and method is that sensitive data
that would ordinarily be used to validate the transmission does not need to be sent in
the clear as a part of the transmitted data, because the transmission Is instead
validated based on the exchanged hash output. The hash output serves as a proxy
for the sensitive data, because the sensitive data can be used among the inputs to
the hash function. In order to successfully recreate the hash output value at the
receiving end of the transmission, the same input values are used in the same hash
function to create the hash output. This means that if sensitive data Is used to create
the hash output, then both ends of the transaction need to have the correct values

for this sensitive data if the hash output values are to match. One consequence of

this is that it is possible to verify that both sides of a transaction held the sensitive
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data normally used to validate the transaction without actually sending the sensitive

data in the transmission. This helps protect the sensitive data from unauthorized
access over the network because it is not directly sent in the transmission.

[0027] It may be useful to refer to some terms that are used in describing the
present system and method.

[0028] A “field" can be a subdivision of a collection of data. The collection of
data may be a transmitted message, a stored record or database, or any other
amalgam of information existing in a form suitable for storage on a computer,
processing by a computer, or transmission on a network.

[0029] A “character” can be a subdivision of a field. For example, a character
may be what is commonly known in the art as a byte or word.

[0030] A “datatype” can be the allowable set of values which a character may
assume. Examples include decimal integer numbers, booleans, or lower-cased
characters.

[0031] A “transaction” can be a flow of information between entries, such as a
payer and a payee.

[0032] A “hash” can be a function that maps a field of arbitrary length and
datatype to a fixed-length or arbitrary-length series of characters in such as a way
that it is computationally infeasible to find any two distinct inputs which map to the
same output. Examples of well-known hash functions include SHA-1 and MD5.

[0033] A “nonce” can be a value that is not be repeatable, except by chance.

A nonce may be, but need not be, random or unpredictable, so long as it Is
computationally infeasible for anyone external to the system to force the resuit to a
given value.

[0034] Fig. 1 shows a diagram with various entities in a system according to
an embodiment of the invention. As shown in Fig. 1, the transaction processing
system may include an information provider 101, a point of data entry 102, a
communications network 103, and an information consumer 104. The Information
provider 101 may transmit data to the information consumer 104 over the
communications network 103 via the point of data entry 102. The data transmitted

may contain some sensitive data.



10

15

20

235

30

CA 02639662 2008-09-19

[0035] In an embodiment, the information provider 101 may be a consumer or
someone authorized to use a payment instrument such as a credit card, smartcard,
or other consumer input device.

[0036] The point of data entry 102 can be any device that takes the
Information from the information provider 101 and sends that information to the
information consumer 104 over the network 103. Example embodiments of the point
of data entry 102 include an ATM, a computer, a point of sale or payment
acceptance terminal, a telephone, a PDA, a Blackberry, a gaming console, an
Interactive kiosk and other similar devices. In certain embodiments, the point of data
entry 102 may be the same as the payment instrument used by the information
provider 101.

[0037] The communications network 103 may be the Internet, an intranet, or
any other data network. The communications network 103 may include one or more
computers operatively coupled together to perform one or more predetermined
functions.

[0038] The information consumer 104 can be any device connected to the
network that is an intended destination for the information sent by the information
provider 101. Example embodiments of an information consumer include payment
processing systems, such as VisaNet™, or any server on the Internet. An issuer
may also operate a server computer, which may receive data from the point of entry
102.

[0039] In an embodiment, the methods of the present invention may take
place inside a payment acceptance terminal or other point of data entry. In another
embodiment, a consumer input device such as a token, smartcard or other device in
possession of the information provider capable of performing the computational
operations may implement the present invention. This embodiment can protect
sensitive data fields before the sensitive data is exposed to a merchant. For
example, a merchant may want to authenticate the payment instrument used by an
Information provider. The merchant can transmit a hash output to a payment
processing system. The hash output may be created at least in part from the
sensitive data by the information provider. This hash output allows the information

destination to authenticate the consumer input device without the merchant, or any
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other entity on the network, ever having access to the actual values of the sensitive
data.

[0040] In an embodiment, the sensitive data to be protected can consist of
data associated with a credit card, payment instrument, or other consumer input
device device. For example, the data may comprise a primary account identifier
consisting of 16 decimal digits. The data may also comprise an expiration date. The
expiration date may consist of 4 decimal digits in a YYMM format. Various other
values may be stored on or available to the smart card, token, or a computational
device. For instance, a service code (SVC), card verification value (CVV), personal
identification number (PIN), verification key index (PVKI), discretionary data, and PIN
verification value may additionally be stored on or be available to the smart card,
token, or a computational device.

[0041] Fig. 2 is a flow chart showing the steps involved in securing sensitive
data according to an embodiment of the invention. The steps outlined in Fig. 2 may
be embodied in a computer readable medium. The computer readable medium can
then be contained in a portable consumer device, point of sale terminal, server,
information provider, point of data entry, information consumer, or any other similar
device. The computer readable medium can also be distributed between two or

more of the aforementioned devices.

[0042] At step 201, a hash input is created from a set of data fields. The data
fields contain data that can originate from the information provider or from the point
of entry. The data may be, for example, data associated with a payment instrument
such as a credit card, and the fields may then contain relevant information such as a
primary account number (PAN), expiration data, card verification value (CVV), and
the like. The data may also include time stamps, transaction amounts, or nonces.
This data may be generated from an information provider, a point of entry, or some

combination of the two.

[0043] Each field in the set of data fields may be designated to have a
particular length and data type, although it will be apparent to one skilled in the art
that the present invention may have application regardless of whether a given field is
fixed or of variable length. Some of the fields may represent pre-stored data, while
others may be generated "on-the-fly" and used to support the protection mechanisms

encompassed by the present invention. In addition, the data in the data fields used
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to create the hash input may be combined using various mathematical or other
functions known in the art before they are used in the hash function,

[0044] A hash function is then applied to the assembled hash input in order to
create a hash output in step 202. The length of the hash output can be a fixed
length output or an arbitrary length output depending on the exact hash function
applied to the hash input. Sensitive data fields can be a part of the hash input, and
consequently they are transformed by the hash function. Additionally, if the hash
input includes data such as a nonce, then the resulting hash output can vary each
time it is created even if the other more substantive data in the hash input remains
constant.

[0045] The hash output may then need to be mapped, as by element, to the
datatype of the corresponding destination field. This step is shown at 203, and the
step may not be necessary depending on the particular needs of an embodiment.
This mapping may be via character-by-character translation, as by table lookup, or
via a modulus or other mathematical operation or operations.

[0046] There may be many reasons for mapping the hash output. For
instance, the existing infrastructure used to transmit and validate data sent for a
given transaction may have size, datatype, or field arrangement restrictions that are
at odds with the hash output as produced by the hash function. The mapping step
can convert the hash output to a compatible format while maintaining the essential
features of the hash output.

[0047] At step 204, the mapped characters of the hash output can then be
combined with other data to form a collection of data that is to be transmitted to an
information destination. The collection of data can be in a well-known format or data

structure typically used to transmit data for the purposes of the instant transaction.
The mapped hash output can be added to or injected within the data structure of the

collection of data. The mapped hash output may also replace an existing field in the

data structure of the collection of data.

[0048] Once the collection of data is assembled, it may be stored or
transmitted. This step is shown at 205. If the collection of data is stored, it can be
transmitted to an information destination at a later time. The stored collection of data

could also be used locally at a later time.
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{0049] Steps 201 through 205 can take place on a device controlled by the
information provider, on a device acting as the point of data entry controlled by an
entity such as a merchant, or split between these two devices in any way. The two
devices can in fact be the same device in various embodiments. Furthermore, it is
possible multiple devices supply data that is to be transmitted. One skilled in the art
will recognize that there are many potential devices and combinations of devices that
can be used to implement steps 201-205.

[0050] After the collection of data is sent over a network to an information
destination, it is received by the information destination at step 206.

[0051] At step 207, the information destination creates a second hash output.
The information destination does this by attempting to reconstruct the hash input
created in step 201. The information destination can use data contained in the
transmitted collection of data to help reconstruct the hash input. Some of the data In
the transmitted collection of data can be directly used in a second hash input while
other data in the transmitted collection of data can be used to find other data used Iin
the second hash input. For example, a PAN may be transmitted in the collection of
data. In an embodiment, the PAN may be directly used in the hash input used to
create the hash output. In another embodiment, information associated with the
PAN, but not contained in the transmitted data, is used in the hash input. For
example, a PIN associated with a PAN might be a data field in the hash input, and
the PIN can be determined by the information destination using the PAN In a
database lookup process.

[0052] Once the new hash input is created, the same hash operation used In
step 202 is used to create a new hash output at the information destination at step

207.
[0053] At step 208, the newly created hash output is then compared to the

hash output contained in the transmitted collection of data. Because of the nature of
the hash operation, if the information destination was able to successfully create a
hash input identical to the hash input created in step 201 and apply the same hash
operation to the hash input as in step 202, the new hash output created at the
information destination should be identical to the hash output in the transmitted

collection of data. If the hash output created at the information destination matches

10
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the hash output contained in the transmitted collection of data, then it shows that the
information provider held all of the data used in the hash input.

[0054] This can be further illustrated by an example embodiment in which a
PIN value associated with a PAN value is used to create a hash output, but the PIN
value is not otherwise transmitted in the collection of data sent to the information
destination. However, the PAN value is transmitted with the collection of data. The
information destination then uses the PAN in the transmitted data to independently
look up the PIN number associated with the PAN. This retrieved PIN value is then
used by the information destination to help create a second hash output. If the hash
output created matches the hash output transmitted, it shows that the information
provider knew the correct PIN value without actually transmitting the PIN value. The
PIN value is thus protected from eavesdroppers or other entities on the network that
might wish to intercept the PIN and use it to conduct fraudulent transactions.

[0055] If the hash outputs match, then the entire collection of data can be
considered valid, and appropriate action can take place at the information
destination. This step is represented at step 209. An example of such an action that
might be taken after the collection of data is validated is that the account listed in the
transmitted data is charged with an amount also listed in the transmitted data. If the
hash output values do not match, then the transmitted data can be discarded or
other appropriate action can be taken.

[0056] Figs. 3, 4, and 5 show a more detailed view of how data is selected,
transformed, transmitted, and verified according to an embodiment.

[0057] Fig. 3 is an illustration of how one embodiment of the invention can
create a mapped hash output. In this example, two entities supply data that is used
to create the hash output. The first entity is in this embodiment is the information
provider 301 that provides data 303. The data 303 has been divided into Fields 1
through 5. The second entity providing data into this system comes from other
locally available sources 302, and this entity provides a second set of data 304 that
has been divided into Fields 6 through 10. Taken together, the data from the
information provider 303 and from the other local sources 304 represent a first
collection of data.

[0058] In an embodiment, the information provider 301 may provide its set of

data 303 to the system by swiping a credit card or using some other consumer input
11
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device with an access device such as a point of sale terminal or payment terminal.

Data 303 provided by the information provider 301 may include account numbers,

expiration dates, CVV codes, and other data.

[0059] The access device may be the source of the other locally available data
304 and may provide data such as transaction price, transaction date, nonces, or other
data. Of course, one skilled in the art will recognize that there are many alternative
information providers 301 and sources of locally available information 302. Also, the
actual data provided by each entity can vary between different embodiments. Finally, it
is possible that there are additional entities that can supply data to the system other

than the two entities shown in Fig. 3.

[0060] Fields from the first collection of data, 303 and 304, are then chosen as
inputs to a hash function 305. In Fig. 3, the fields chosen for this purpose are Fields 1
and 2 from the first set of data 303 and Fields 8 and 9 from the second set of data 304.
In one embodiment, Field 1 may be a primary account identifier and Field 2 may be a

CVV. In the same embodiment, Field 8 may be the transaction value and Field 9 may

be a timestamp.

[0061] The hash function 305 can be any function that maps a field of arbitrary
length and datatype to a fixed-length or arbitrary-length series of characters in such as a
way that it is computationally infeasible to find any two distinct inputs which map to the

same output. Examples of well-known hash functions include SHA-1 and MD5.

[0062] The hash function 305 uses the data from the selected data fields to
create a hash output 306. The hash output 306 can then be used as the input to a
mapping function 307. The mapping function converts the hash output to a format 308
that is compatible with any limitations imposed on the system. For instance, the

mapping function might convert characters from one form to another to prevent illegal
characters from being transmitted. The mapping function may alternatively condense or

otherwise modify the hash output. Of course, the mapping function step Is optional and

depends on the limitations of a given embodiment.

12
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[0063] Fig. 4 is an illustration of how the data to be transmitted to an information
destination can be assembled after a hash output is created. In this embodiment, there

are two entities 401 and 402 providing data 403 and 404 just as

12A
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in Fig. 3. There is also a mapped hash output 405 that was created as shown in Fig.
3.

[0064] In the embodiment shown in Fig. 4, Field 1 from the first set of data 403
and Fields 6 through 9 from the second set of data 404 are selected to be a part of a
second collection of data 406. The mapped hash output 405 is also inserted into the
second collection of data 406. The second collection of data 406 is the data to be
transmitted to the information destination over a network 407.

[0065] In this embodiment, only the first 25 characters of the mapped hash
output 405 are inserted into the second collection of data 406. There may be many
reasons for only using this subset of the mapped hash output 405. For example, the
data structure of the second collection of data 406 may be a legacy data structure
that has well-defined fields. The mapped hash output 405 would likely not be one of
the fields typically used in this legacy data structure, and so the mapped hash output
405 would likely have to be inserted data fields reserved for future use or replace
other data fields typically sent in the data structure. These data fields may have size
limitations that exceed the size of the mapped hash output 405. In addition to data
structure limitations, there are potential security benefits to only using a portion of the
mapped hash output 405 in the second collection of data 405. These benefits are
discussed more fully below in relation to Fig. 6.

[0066] Fig. 5 is a data flow diagram showing the actions taken by one
embodiment of an information destination 502. Transmitted data 503 arrives at the
information destination 502 over a network 501. The information destination 502
verifies the transmitted data by creating a second hash output 507 and comparing
the locally created hash output 507 with the mapped hash output in the transmitted
data 503.

10067] The information destination 502 selects data fields to be used In a
hashing function 506 to create a second hash output 507. If the data fields selected
as the hash input and the hash function 506 are the same as the data fields and the
hash function used to create the mapped hash output in the transmitted data 503,
then the hash outputs will match and the transmitted data 503 will be authenticated
because the match shows that the entity transmitting the data held the sensitive data

needed to authenticate the transaction.
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[0068] In the embodiment illustrated in Fig. 5, three of the fields used in the
original hash input are directly present in the transmitted data 503. Those fields are
Fields 1. 8 and 9. Field 2, however, is not present in the transmitted data. This
additional data point can be found from ancther data source available at the information
destination 502. In this embodiment, Field 2 is found by accessing a database 504 and
conducting a database lookup using Field 1 as the key. Field 2 (509) Is then used as
the final input to the hash function 506. The output of the hash function 506 is the
second locally created hash output 507. In one embodiment, Field 1 may be a primary
account identifier, Field 8 may be a transaction value, and Field 9 may be a timestamp.
In the same embodiment, Field 2 may be a CVV, and Field 2 is protected because It

was not included in the transmitted data along with Fields 1, 8, and 9.

[0069] The second hash output 507 is then used as one of the inputs to a
comparison function 508. The other input to the comparison function In this
embodiment is the mapped hash output taken directly from the transmitted data 503. In
this embodiment, only the first 25 characters (or any other suitable number of
characters) of the mapped hash output have been transmitted in the transmitted data
503. Also in this embodiment, the second hash output 507 has not had its characters
mapped in any way like the mapped hash output from the transmitted data 502. The
comparison function 508 can account for all of this in a variety of ways. For example,
the comparison function 508 may map the entire second hash output 507 and then

compare the only the first 25 characters of the now mapped second hash output 507.
Alternatively, the comparison function might undo the mapping of the characters in the
mapped hash output from the transmitted data 503 and then compare that unmapped

data to the second hash output 507.

[0070] The comparison function 508 can then report to the information
destination 502 the result of the comparison. Based on the result of the comparison,
the information destination 502 can take appropriate action. For example, in the context

of 3 financial transaction embodiment, the information destination 502 may record the

14
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transaction data represented by the transmitted data 503 and signal back to the source

of the transmitted data 503 that the transaction has been approved.

[0071] Fig. 6 is an illustration of data collisions. A collision occurs whenever two

or more distinct inputs to a hash function yield the same output. A high
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frequency of collisions is often considered an undesirable aspect of a hash function,

because the higher the rate of collusions, the lower the confidence will be that the
hash output will have been created from the desired hash input. Hash functions that
produce fixed-length hash outputs for any hash input will always have produce some
collisions. Typically, the greater the length of the hash output, the lower the rate of
collusions.

[0072] Fig. 6 shows many different sets of data 601 being used as inputs to
the same hash function 602 producing corresponding hash outputs 603. While all of
the hash outputs are unique in Fig. 6, they all happen to have the same first 4
characters "ASDF." If only the first four characters of the hash outputs 603 were
used as the hash output, then each of the hash inputs would collide with each other.
[007 3] While a higher rate of collisions does mean that an entity like an
information destination will be less certain that an information provider will have
actually held the sensitive data needed to authenticate a transaction, collisions can
be advantageous for certain embodiments of the proposed system and method. If
transmitted data is intercepted and the correct hash function is known by someone
with the intercepted data, then the ability of the person with the intercepted data to
determine the exact input string used to create the hash output is diminished,
because there are more combinations of values that yield the intercepted hash
output. More information is required before someone could determine the exact
input data used to create the intercepted output string, and thus the transmitted data
is more secure. There is in effect a balance that can be struck between the
confidence level an information destination can have in relying on the positive match
of a hash output to verify that the information provider held key sensitive data and
the extra security that one can achieve for the sensitive transmitted data if the
transmitted data is intercepted or otherwise compromised. This is one reason why
some embodiments may only use a portion of the hash output, rather than the entire
hash output, when implementing the proposed systems and methods.

[0074] Fig. 7 is another illustration of an embodiment of the proposed method.
In Fig. 7, a collection of data 701 is arranged into fields. The fields may be classified
as dynamic or not dynamic. Each field may be designated to have a particular

length and data type.
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[0075] in an embodiment, fields from the collection of data 701 can be taken
alone or combined with other data 702 to form a hash input 703. This hash input 'S then
given to a hash function 704 that can oroduce a fixed-length output. This output can
~onsist of a series of characters that may need to be mapped by a mapping function
705 to the datatype corresponding to the destination field. Once the mapped hash
output is inserted back into the collection of data 701, the collection of data can be
stored or transmitted. Any party wishing to confirm the authenticity of the data can
apply the hash function to the same hash inputs to determine if the dynamic field is

correct, thus verifying the data's authenticity. With each transaction, or periodically, the

value of the dynamic field may change.

[0076] Exemplary Access Devices, Portable Consumer Devices, and

Computer Apparatuses

[0077] FIGS. 8(a), 8(b), and 9 show block diagrams of portable computer devices
and subsystems that may be present in computer apparatuses in systems according to
embodiments of the invention. The portable consumer devices may be used by a
susiness consumer. while the computer apparatus may be used by an information

~onsumer such as an issuer or a payment processing organization.

[0078] The portable consumer device may be in any suitable form. For example,
suitable portable consumer devices can be hand-held and compact so that they can fit
‘nto a consumer's wallet and/or pocket (e.g., pocket-sized). They may include smart
cards, ordinary credit or debit cards (with a magnetic strip and without a
microprocessor), keychain devices (such as the Speedpass™ commercially available

from Exxon-Mobil Corp.), etc. Other examples of portable consumer devices include

cellular phones, personal digital assistants (PDAs), pagers, payment cards security

16
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cards, access cards, smart media, transponders, and the like. The portable consumer

devices can also be debit devices (e.g., a debit card), credit devices (e.g., a credit card),

or stored value devices (e.g., a stored value card).

[0079] An exemplary portable consumer device 32" in the form of a phone may
comprise a computer readable medium and a body as shown in FIG. 8(a). (FIG. 8(a)
shows a number of components, and the portable consumer devices according to

embodiments of the invention may comprise any suitable combination or subset of
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such components.) The computer readable medium 32(b) may be present within the
body 32(h), or may be detachable from it. The body 32(h) may be in the form a
plastic substrate, housing, or other structure. The computer readable medium 32(b)
may be a memory that stores data and may be in any suitable form Including a
magnetic stripe, a memory chip, uniquely derived keys (such as those described
above), encryption algorithms, etc. The memory also preferably stores information
such as financial information, transit information (e.g., as in a subway or train pass),
access information (e.g., as in access badges), etc. Financial information may
include information such as bank account information, bank identification number
(BIN), credit or debit card number information, account balance information,
expiration date, consumer information such as name, date of birth, etc. Any of this
information may be transmitted by the portable consumer device 32.

[0080] Information in the memory may also be in the form of data tracks that
are traditionally associated with credits cards. Such tracks include Track 1 and
Track 2. Track 1 ("International Air Transport Association") stores more information
than Track 2, and contains the cardholder's name as well as account number and
other discretionary data. This track is sometimes used by the airlines when securing
reservations with a credit card. Track 2 ("American Banking Association”) is
currently most commonly used. This is the track that is read by ATMs and credit
card checkers. The ABA (American Banking Association) designed the
specifications of this track and all world banks must abide by it. It contains the
cardholder's account, encrypted PIN, plus other discretionary data.

[0081] The portable consumer device 32’ may further include a contactless
element 32(g), which is typically implemented in the form of a semiconductor chip (or
other data storage element) with an associated wireless transfer (e.g., data
transmission) element, such as an antenna. Contactless element 32(g) is
associated with (e.qg., embedded within) portable consumer device 32 and data or
contral instructions transmitted via a cellular network may be applied fo contactless

element 32(g) by means of a contactless element interface (not shown). The

contactless element interface functions to permit the exchange of data and/or control
instructions between the mobile device circuitry (and hence the cellular network) and

an optional contactless element 32(g).
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[0082] Contactless element 32(g) is capable of transferring and receiving data
using a near field communications ("NFC") capability (or near field communications
medium) typically in accordance with a standardized protocol or data transfer
mechanism (e.qg., ISO 14443/NFC). Near field communications capability is a short-
range communications capability, such as RFID, Bluetooth™", infra-red, or other data
transfer capability that can be used to exchange data between the portable
consumer device 32" and an interrogation device. Thus, the portable consumer
device 32’ is capable of communicating and transferring data and/or control
instructions via both cellular network and near field communications capability.

[0083] The portable consumer device 32’ may also include a processor 32(c)
(e.g., a microprocessor) for processing the functions of the portable consumer device
32 and a display 32(d) to allow a consumer to see phone numbers and other
information and messages. The portable consumer device 32" may further include
input elements 32(e) to allow a consumer to input information into the device, a
speaker 32(f) to allow the consumer to hear voice communication, music, etc., and a
microphone 32(i) to allow the consumer to transmit her voice through the portable
consumer device 32’. The portable consumer device 32° may also Include an
antenna 32(a) for wireless data transfer (e.qg., data transmission).

[0084] If the portable consumer device is in the form of a debit, credit, or
smartcard, the portable consumer device may also optionally have features such as
magnetic strips. Such devices can operate in either a contact or contactless mode.
[0085] An example of a portable consumer device 32" in the form of a card is
shown in FIG. 8(b). FIG. 8(b) shows a plastic substrate 32(m). A contactless
element 32(o) for interfacing with an access device 34 may be present on or
embedded within the plastic substrate 32(m). Consumer information 32(p) such as
an account number, expiration date, and consumer name may be printed or
embossed on the card. Also, a magnetic stripe 32(n) may also be on the plastic
substrate 32(m).

[0086] As shown In FIG. 8(b), the portable consumer device 32" may include
both a magnetic stripe 32(n) and a contactless element 32(0). In other
embodiments, both the magnetic stripe 32(n) and the contactless element 32(0) may

be in the portable consumer device 32". In other embodiments, either the magnetic
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stripe 32(n) or the contactless element 32(0) may be present in the portable consumer
device 32".

[0087] The various participants and elements in FIG. 1 may operate one or more
computer apparatuses to facilitate the functions described herein. Any of the elements
in FIG. 1 may use any suitable number of subsystems to facilitate the functions
described herein. Examples of such subsystems or components are shown in FIG. 9.
The subsystems shown in FIG. 9 are interconnected via a system bus 775. Additional
subsystems such as a printer 774, keyboard 778, fixed disk 779 (or other memory
comprising computer readable media), monitor 776, which is coupled to display adapter
782 and others are shown. Peripherals and input/output (I/O) devices, which couple to
/O controller 771, can be connected to the computer system by any number of means
known in the art. such as serial port 777. For example, serial port 777 or external
nterface 781 can be used to connect the computer apparatus tc a wide area network
such as the Internet, a mouse input device, or a scanner. The interconnection via
system bus allows the central processor 773 10 communicate with each subsystem and
to control the execution of instructions from system memory 772 or the fixed disk 779,
as well as the exchange of information between subsystems. The system memory {12
and/or the fixed disk 779 may embody a computer readable medium.

[0088] FIG. 10 shows a block diagram showing basic components that may
reside in an exemplary access device 18. The access device 18 may be an example of
a point of data entry (as described above). An exemplary access device 18 may
comprise a processor 34(a)-1. It may also comprise a computer readable medium
34(a)-2, keypad 34(a)-3, a portable consumer device reader 34(a)-4, an output device
34(a)-5, and a network interface 34(a)-6, all operatively coupled to the processor 34(a)-
1. A housing may house one or more of these components. Exemplary portable
consumer device readers can include RF (radio frequency) antennas, magnetic stripe
readers. etc. that interact with a portable consumer device. Suitable output devices

may include displays and audio output devices. Exemplary computer readable media

may include one or more memory chips, disk drives, etc.
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[0089] It should be understood that the present invention as described above can

be implemented in the form of control logic using computer software in a
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modular or integrated manner. Based on the disclosure and teachings provided
herein, a person of ordinary skill in the art will know and appreciate other ways
and/or methods to implement the present invention using hardware and a
combination of hardware and software

[0090] Any of the software components or functions described in this
application, may be implemented as software code to be executed by a processor
using any suitable computer language such as, for example, Java, C++ or Perl
using, for example, conventional or object-oriented techniques. The software code
may be stored as a series of instructions, or commands on a computer readable
medium, such as a random access memory (RAM), a read only memory (ROM), a
magnetic medium such as a hard-drive or a floppy disk, or an optical medium such
as a CD-ROM. Any such computer readable medium may reside on or within a
single computational apparatus, and may be present on or within different
computational apparatuses within a system or network.

[0091] The above description is illustrative and is not restrictive.
Embodiments of the invention are not limited to the above-described embodiments.
Many variations of the invention will become apparent to those skilled in the art upon
review of the disclosure. The scope of the invention should, therefore, be
determined not with reference to the above description, but Iinstead should be
determined with reference to the pending claims along with their full scope or
equivalents.

[0092] One or more features from any embodiment may be combined with
one or more features of any other embodiment without departing from the scope of
the invention.

[0093] A recitation of "a", "an" or "the" is intended to mean "one or more"

unless specifically indicated to the contrary.

[0094] None of the patents, patent applications, publications, and descriptions

mentioned above is admitted to be prior art.
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THE EMBODIMENTS OF THE INVENTION IN WHICH AN EXCLUSIVE PROPERTY
OR PRIVILEGE IS CLAIMED ARE DEFINED AS FOLLOWS.:

1. A computer-implemented method for securing data using a dynamic hash,

the method comprising:.

5 creating, by a processor, a first hash input from first data in a first set

of data fields selected from a first collection of data;

performing, by the processor, a hash operation on the first hash input

to create a first hash output; and

assembling, by the processor, a second collection of data using said
10 first hash output and second data in a second set of data fields

selected from the first collection of data.

2. The method of claim 1 wherein the second data contains Information
obtained from a consumer Input device and information specific to a

transaction involving the consumer input device.

15 3. The method of claim 1 wherein only a portion of the first hash output is

used in the second collection of data.

4. The method of claim 1 wherein the second collection of data IS in a

format compatible with a legacy data structure.
5. The method of claim 4 further comprising:

20 mapping, by the processor, the first hash output to a format compatible

with the format of the second collection of data.
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The method of claim 1 further comprising:
storing, by the processor, the second collection of data.
The method of claim 1 further comprising:

transmitting, by the processor, the second collection of data to a

destination over a network.
The method of claim 7 further comprising:

creating, by the processor, a second hash input from at least the second

collection of data at the destination;

performing, by the processor, a hash operation on the second hash

input to create a second hash output at the destination; and

comparing, by the processor, the first hash output to the second hash

output;

validating, by the processor, the data received at the destination
wherein the validation is based on the comparison of the first hash

output and the second hash output.

The method of claim 8 wherein the second hash Input i1s created using

the second collection of data and other data accessible at the destination.

The method of claim 9 wherein some of the other data accessible at
the destination is selected as a function of data contained in the second

collection of data.

A computer-readable medium comprising code for performing the method

of claim 1.
22
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12. A consumer input device comprising a processor and the computer-

readable medium of claim 11 coupled to the processor.

13. A point of data entry device comprising a processor and the computer-

readable medium of claim 11 coupled to the processor.
5 14. A method for validating data received over a network, said method comprising:

receiving a collection of data from a source on a network wherein

the collection of data includes a first hash output of a hash operation;

constructing a second hash output using the hash operation from a
hash input, wherein the hash input is created from data contained

10 In the collection of data and other locally available data;
comparing the first hash output with the second hash output; and

validating the collection of data wherein the validation is based on

the comparison of the first hash output and the second hash output.

15. The method of claim 14 further comprising:

15 sending the result of the validation to the source on the network that

sent the collection of data.

16. A computer-readable medium comprising code for performing the method of

claim 14.

17. A server computer comprising a processor and the computer-readable medium

20 of claim 16 coupled to the processor.

18. One or more computer-readable media having thereon computer-executable

instructions that configure one or more processors to collectively, at least:
23
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recelve a first collection of data;

select a first set of data fields from the first collection of data, the first set

of data fields including at least one sensitive data field;

apply a hash operation to the first set of data fields to obtain a first hash

output that encodes at least in part said at least one sensitive data field;
select at least a portion of the first hash output;

select a second set of data fields from the first collection of data, the
second set of data fields excluding said at least one sensitive data field;

and

provide for transmission a second collection of data including the
second set of data fields and said at least a portion of the first hash

output.
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