US 20070168671A1

a9y United States

a2y Patent Application Publication (o) Pub. No.: US 2007/0168671 Al

Takenaka et al.

43) Pub. Date: Jul. 19, 2007

(54) DIGITAL DOCUMENT MANAGEMENT Publication Classification
SYSTEM, DIGITAL DOCUMENT
MANAGEMENT METHOD, AND DIGITAL (51) Int. Cl.
DOCUMENT MANAGEMENT PROGRAM Ho4L  9/00 (2006.01)
(52) U8 CL s seinceieceieseesies 713/176
(75) Inventors: Masahiko Takenaka, Kawasaki (JP);
Tetsuya Izu, Kawasaki (JP); Takashi (5.7) ] o ABSTRACT
Yoshioka, Kawasaki (JP) Disclosed is a digital document management program
capable of achieving a third-party certification of document
Correspondence Address: info.rmat.ion yvith reduced amount.of meta data. At .the
STAAS & HALSEY LLP registration time of new document 1nf0rmat1.01.1, the.: digital
SUITE 700 documer}t manag.en.lent program manages a di glte}l signature
created in association with document information. At the
1201 NEW YORK AVENUE, N.W. correction time of the document information, the program
WASHINGTON, DC 20005 (US) acquires partial identification information related to a cor-
) ) rected part of the document information before correction,
(73) Assignee: Fujitsu Limited, Kawasaki (JP) creates a digital signature to be appended to the corrected
document information, and manages the digital signature
(21) Appl. No.: 11/403,824 and partial identification information related to the corrected
part of the document information in association with the
(22) Filed: Apr. 14, 2006 corrected document information. At the verification time, the
program uses partial identification information, the partial
(30) Foreign Application Priority Data identification information corresponding to a corrected part
of the document information before correction, and digital
Jan. 16, 2006 (IP) wcevvvreercrcccieecncrececnne 2006-007314 signature to perform verification.
i~ 90
USER
10
1~ 20
REQUEST ANALYSIS SECTION 50
4\ PARTIAL INTEGRITY INFORMATION
GENERATION SECTION
\l/ 30 NFORMAT 10N 51

POLICY MANAGEMENT SECTION

ORIGINAL DOCUMENT
MANAGEMENT SECTION

40 ’PARTIAL IDENTIFICATION |
GENERATION SECTION

431
POLICY STORAGE SECTION

PROCESSING SECTION

J2a

~

VERIFICATION SECTION||VERIFICATION SECTION

REGISTRATION POLICY || CORRECTION POLICY r’~’3 2b

ORIGINAL
STORAGE

|PARTIAL CORRECTION |INFORMATION Pa\ 52
ORIGINAL DOCUMENT P17 41 GENERATIQON SECTION
60
PARTIAL INTEGRITY INFORMATION
VERIFICATION SECTION
DOCUMENT |1+ 42 IPARTIAL IDENTIFICATION_INFORMATION 61
SECTION VERIFICATION SECTION

PARTIAL CORRECTION INFORNATION 62
VERIFICATION SECTIDN

70

T1 DISTRIBUTION MANAGEMENT SECTION

TRANSMISS | ON
PROCESS ING SECTION

RECEPTION
PROCESSING SECTION

72

DIGITAL DOCUMENT MANAGEMENT SYSTEM




Patent Application Publication Jul. 19,2007 Sheet 1 of 59

PARTIAL INTEGRITY INFORMATION

POLICY INFORMATION——

FIG. 1

REGISTRATION SECTION

ORIGINAL INFORMATION

GENERATION
SECTION

MANAGEMENT
SECTION

ORIGINAL
INFORMAT I ON

PARTIAL
INFORMAT | ON
INTEGRITY

DISTRIBUTION
SECTION

VERIFICATION
SECTION

US 2007/0168671 Al




US 2007/0168671 Al

Jul. 19,2007 Sheet 2 of 59

Patent Application Publication

W3ILSAS INIWIOVNYW LNIWNI0Q TVLIDIG
NOI193S ONISS3004d NO1193S ONISSII0Nd
21 NOI1d393Y NOISS | KSNYYL
\/\
NOJILD3S LNINIIVNYN NOILNGIUISIC )
0L
NOTL03S NOILVDIdIu3A
29 1__NOILVN¥04N| NO11034¥0D TV | L¥vd
NOTL03S NOILVD13143A NOI193S 39VH0LS NOT193S NOIL¥I141u3A| | NO1193S NOILYD14143A
| 9 /1 N1 LyRYOINI ROTLYDIJ1INIQI TV 1 LYYd 7y 71 LA3H0000 TVNID1¥0 q7p- - _A21104 NOILOIH0D || AD170d NOILVALSIO
NOIL193S NOILYD14143A 27/~
NOILVKYOAN! ALIYOIINI TVILHvd e
097 NOI123S ON1SS300¥d
 VEETR AN e Ly LNINNI0G TYNID 140 g M NO14133S 3IDVYOLS AJ1T0d
26 /11__N0 1 1v¥03NT KO 11934403 V1 Lvd P
S 1011236 NIV NO1L1D3S LNIWIOVNVK AD170d
1§ 1IN0 1 LyWyOINT NOTLVOIHiINIAT W Iwvd || oy~ 08"~
NOIL93S NOILYHINID
NOILYNYONT ALIYDILNI TV1LUVd
06
NOIL23S SISATYNY LS3nb3y
0z ™
01~
43sn
067




Patent Application Publication Jul. 19,2007 Sheet 3 of 59 US 2007/0168671 A1

FIG. 3

POLICY INFORMATION. xm|

<POLICY INFORMATION DocName="AGREEMENT DQCUMENT")

{INPUT TAGDNAMES/INPUT TAG)

<INPUT TAGDADDRESSS/INPUT TAG)

<INPUT TAGDBIRTH DATES/INPUT TAG)

<ADD TAGPNULLS/ADD TAG)

{CORRECTABLE AREADNAME{/CORRECTABLE AREA)>

{CORRECTABLE AREADADDRESS{/CORRECTABLE AREA>

{NON-CORRECTABLE AREADBIRTH DATE{/NON-CORRECTABLE AREA)>

CSANITIZING ALLOWABLE AREADBIRTH DATEC/SANITIZING ALLOWABLE AREA>
<{POLICY INFORMATIOND

FIG. 4

AGREEMENT DOCUMENT_FIRST VERSION. xml

<PROFILE DATA R="012")
<NAME] R="123" )HANAKO SUZUKI]|</NAME> —————>-HASH INFORMATION IS GENERATED FROM
CADDRESS R="234" >KAWASAKI-SH! NAKAHARA-KUC/ADDRESS>| CHARACTER STRING "HANAKO SUZUKI 123"
<BIRTH DATE R="345">1970/11/19</BIRTH DATE>
{/PROFILE DATA>

GENERATION RESULT=abcdefgh

PARTIAL IDENTIFICATION INFORMATION_FIRST VERSION. xml

Z

CPARTIAL IDENTIFICATION INFORMATION)
(Hash ELEMENT="BIRTH DATE" >yz012345¢/Hash)
CHash ELEMENT="PROF ILE DATA" )i4KImnop</Hash)
<Hash ELEMENT="NAME” /Hash)

CHash ELEMENT="ADDRESS” pqrs tuvwx</Hash)
</PARTIAL IDENTIFICATION INFORMATIOND
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FIG. S

AGREEMENT DOCUMENT_FIRST VERSION. xml

{PROFILE DATA R="012")
{NAME R="123">HANAKO SUZUKI </NAME)
{ADDRESS R="234" >KAWASAKI-SHI NAKAHARA-KUS/ADDRESS)>
<BIRTH .DATE R="345">1970/11/19<{/BIRTH DATE)

</PROFILE DATA>

PARTIAL IDENTIFICATION INFORMATION_FIRST VERSION. xml

CPARTIAL IDENTIFICATION INFORMATIOND

CHash ELEMENT="BIRTH DATE">yz012345¢/Hash>
L CHash ELEMENT="PROFILE DATA">ijkimnop{/Hash)

{Hash ELEMENT="NAME" >abcdefgh<{/Hash>

CHash ELEMENT="ADDRESS" >qrstuvwx</Hash)
</PARTIAL IDENTIFICATION INFORMATION>
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C START )
RECEIVE REQUEST {(CREATION OF NEW DOCUMENT) —~~ ST_R1
ISSUE NEW DOCUMENT REGISTRATION REQUEST —~—ST_R2

ISSUE REGISTRATION POLICY VERIFICATION REQUEST [~ ST_R3

EXECUTE REGISTRATION POLICY VERIFICATION PROCESSING~—ST_R4

ERIFICATION RESUL

ISSUE PARTIAL IDENTIFICATION
INFORMAT|ON GENERATION REQUEST [ ~~ST_RD

EXECUTE PARTIAL IDENTIFICATION
INFORMAT I ON GENERATION PROCESS InG [~ ST_R6

REG!STRATION/STORAGE —~—ST_R7

C= )
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FIG.7

POLICY INFORMATION. xml

<POLICY INFORMATION DocName="AGREEMENT DOCUMENT">

{INPUT TAGONAMEC/INPUT TAG)

{INPUT TAG>ADDRESS</INPUT TAG)

{INPUT TAGYBIRTH DATES/INPUT TAG)

<ADD TAGYNULL{/ADD TAG)

{CORRECTABLE AREADNAME{/CORRECTABLE AREA)>

{CORRECTABLE AREADADDRESS{/CORRECTABLE AREA)>

{NON-CORRECTABLE AREADBIRTH DATE{/NON-CORRECTABLE AREA)

{SANITIZING ALLOWABLE AREADBIRTH DATES/SANITIZING ALLOWABLE AREA>
<POLICY INFORMATIOND

AGREEMENT DOCUMENT_FIRST VERSION. xm|

CPROFILE DATA R="012")
<NAME R="123"D>HANAKO SUZUK| </NAME>
CADDRESS R="234" DKAWASAK|-SH|I NAKAHARA-KU</ADDRESS)>
{BIRTH DATE R="345">1970/11/19<{/BIRTH DATE)
{/PROFILE DATA>

IN CASE WHERE CORRECTABLE AREA IN CASE WHERE NON-CORRECTABLE
"ADDRESS” 1S CORRECTED AREA "BIRTH DATE" 1S CORRECTED

O X

AGREEMENT DOCUMENT_SECOND VERSION. xml

AGREEMENT DOCUMENT_SECOND VERSION. xml

{PROFILE DATA R="987">
<NAME R="123"DHANAKO SUZUKI </NAME)>
<ADDRESS R="876"M/ADDRESS)
{BIRTH DATE R="345">1970/11/19<{/BIRTH DATE
{/PROFILE DATA)

<PROFILE DATA R="987")
{NAME R="123" >HANAKO SUZUKI </NAMED>

CADDRESS R="234" DKAWASAKI-SHI NAKAHARA-KUC/ADDRESS)

BIRTH DATE R="567"}1977/5/3]/BIRTH DATE>
{/PROFILE DATA>
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FIG.38

PARTIAL CORRECTION INFORMATION_SECOND VERSION. xml

{PARTIAL CORRECTION |NFORMATION)>
CTARGET FILE NAMEDAGREEMENT DOCUMENT_SECOND VERSION.xmI</TARGET FILE NAME>

{CORRECTED DATE AND TEME>2004/4/1 10:34:21</CORRECTED DATE AND TIMED
<CORRECTORDHANAKO SUZUK|</CORRECTORD
{CORRECTED PARTDADDRESS{/CORRECTED PART>

{CORRECTION CODEDU:CORRECT!IONS/CORRECTION CODE>
<INFORMATION BEFORE CORRECT |ONDKAWASAK|-SHI NAKAHARA-KU{/INFORMATION BEFORE CORRECTIOND

<CORRECTION REASONDDUE TO RELOCATIONS/CORRECTION REASONY
{/PARTIAL CORRECTION INFORMAT|ON>
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FIG.9

——

AGREEMENT DOCUMENT_FIRST VERSION. xml

CPROFILE DATA R="012">
CNAME R="123"DHANAKO SUZUKI {/NAMED
CADDRESS R="234" DKAWASAK | -SHI NAKAHARA-KUS/ADDRESS)
¢BIRTH DATE R="345">1970/11/19</BIRTH DATE)

</PROFILE DATAD

PARTIAL (DENTIFICATION INFORMATION_FIRST VERSION. xal

CPARTIAL IDENTIFICATION INFORMATIOND

¢Hash ELEMENT="BIRTH DATE" >yz012345¢/Hashd

¢Hash ELEMENT="PROFILE DATA">i jkimnop{/Hash)

(Hash ELEMENT="NAME" dabcdefgh{/Hash)
{Hash ELEMENT="ADDRESS">qrstuvwx{/Hash>
¢/PARTIAL IDENTIFICATION INFORMATIOND

AGREEMENT DOCUMENT_SECOND VERSION. xml

CPROFILE DATA R="987">
<NAME R="123" DHANAKO SUZUK| </NAMED>
<ADDRESS R="876">YOKOHAMA-SH| KOHOKU-KUC/ADDRESS)
<BIRTH DATE R="345">1970/11/19</BIRTH DATE)

</PROFILE DATAY

] PARTIAL IDENTIFICATION INFORMATION_SECOND VERSION. xml PARTIAL CORRECTION INFORMATION_SECOND VERSION.xml

CPARTIAL IDENTIFICATION INFORMATION> (] {PART!IAL CORRECTION INFORMATIOND>
<Hash ELEMENT="BIRTH DATE">yz012345{/Hash)> | {TARGET FILE NAMEDAGREEMENT DOCUMENT_SECOND VERSION. xmi</TARGET FILE NAMED>
{Hash ELEMENT="PROFILE DATA">45678901</Hash> {CORRECTED DATE AND TIMED>2004/4/1 10:34:21{/CORRECTED DATE AND TIMED
(Hash ELEMENT="NAME" >abcdefgh{/Hash> {CORRECTORDHANAKO SUZUK|</CORRECTOR>
CHash ELEMENT="ADDRESS” >§7890123¢/Hash)> {CORRECTED PART)ADDRESS{/CORRECTED PART>

</PARTIAL IDENTIFICATION INFORMATION> CCORRECTION CODEDU:CORRECTION{/CORRECT{ON CODED

s CINFORMATION BEFORE CORRECTIONDKAWASAK |-SHI NAKAHARA-KUC/INFORMATION BEFCRE CORRECTIOND

{CORRECT |ON REASON>DUE TO RELOCATIONS/CORRECTION REASON>

</PARTIAL CORRECTION INFORMATION>
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FIG.10
( START )
RECEIVE REQUEST (ACQUISITION REQUEST) - ST_U1
y
ISSUE REGISTRATION DOCUMENT ACQUISITION REQUEST  [~-ST_U2
¥
EXECUTE REGISTRATION DOCUMENT ACQUISITION PROCESSING [~-ST_U3
¥
RECEIVE REQUEST (CORRECTION REQUEST) —~-—ST_U4
v
ISSUE REGISTRATION DOCUMENT CORRECTION REQUEST —~-ST_US
Y
ISSUE CORRECTION POLICY VERIFICATION REQUEST ~- ST_Ub
¥
EXECUTE CORRECTION POLICY VERIFICATION PROCESSING p~-ST_U7

NG
ERIFICATION RESUL

ISSUES PARTIAL IDENTIFICATION
INFORMATION GENERATION REQUEST

¥

EXECUTE PARTIAL IDENTIFICATION
INFORMATION GENERATION PROCESSING ’—\\/31:—U9

¥

ISSUE PARTIAL CORRECTION
INFORMATION GENERATION REQuesT [ ~ ST_U10

v

EXECUTE PARTIAL CORRECTION
INFORMATION GENERATION PROCESSING [ ST-U]]

v
REGISTRATION/STORAGE ~~ ST_U12

—~—3T_U8

END
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FIG. 11

POLICY INFORMATION. xml

<POLICY INFORMATION DocName="AGREEMENT DOCUMENT")>
<INPUT TAG>NAMES/INPUT TAG)
<INPUT TAG>ADDRESS</INPUT TAG)
{INPUT TAGDBIRTH DATES/INPUT TAG)
<ADD TAGONULLL/ADD TAG>
CCORRECTABLE_AREADNAMEC/CORRECTABLE AREA)

<ICORRECTABLE AREADADDRESSC/CORRECTABLE AREAD ——>
<NON-CORRECTABLE AR TE</NON-CORRECTABLE AREA)

{SANITIZING ALLOWABLE AREA>BIRTH DATES/SANITIZING ALLOWABLE AREA>

<{POLICY INFORMATION)

PARTIAL CORRECTION INFORMATION_SECOND VERSION. xml

{PARTIAL CORRECTION |NFORMATION>
TARGET FILE NAMEYAGREEMENT DOCUMENT_SECOND VERSION. xmI</TARGET FILE NAMED
CORRECTED DATE AND TIME>2004/4/1 10:34:21</CORRECTED DATE AND TIMED
<CORRECTOR>HANAKO SUZUK1</CORRECTOR)
<TORRECTED PART)>ADDRESSS/CORRECTED PAI
<CORRECTION CODE>U:CORRECTIONC/CORRECTION CODE>
CINFORNATION BEFORE CORRECT [ONDKAWASAKI-SHI NAKAHARA-KUC/INFORMAT ION BEFORE CORRECTION)
<CORRECTION REASONDDUE TO RELOCATION{/CORRECTION REASOND
</PARTIAL CORRECTION INFORMATIOND>
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FIG. 12

AGREEMENT DOCUMENT_SECOND VERSION. xml

CPROFILE [{ATA"R 98772 1 HASH INFORMATION 1S GENERATED FROM
KNAME[R="123" DHANAKO SUZUKI]</NAME) ————r . "
— CHARACTER STRING "HANAKO SUZUKI 123
CADDRESS R="878" >YOKOHAMA-SHI KOHOKU-KUC/ADDRESS)

<BIRTH DATE R="345"1970/11/19</BIRTH DATE) \l,
{/PROFILE DATA> GENERATION RESULT=abcdefgh

2 COMPARISON

PARTIAL IDENTIFICATION INFORMATION_SECOND VERSION. xal

CPARTIAL IDENTIFICATION INFORMATIQOH
{Hash ELEMENT="TELEPHONE" >yz0}2345</Hash>

{Hash ELEMENT="ADDRESS >67890123</Hash)
</PARTIAL IDENTIFICATION INFORMATIOND
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FIG.

PARTIAL [DENTIFICATION INFORMATION_SECOND

VERSION. xal

13

CPARTIAL IDENTIFICATION INFORMATION)
{Hash ELEMENT="TELEPHONE" >yz012345<{/Hash)
{Hash ELEMENT="PROFILE DATA">45678901<{/Hash>
{Hash ELEMENT="NAME" >abcdefgh{/Hash)

{Hash ELEMENT="ADDRESS")

67890123

(/Hash)

{/PARTIAL IDENTIFICATION INFOWMATION)

PARTIAL [DENTIFICATION INFORMATION_FIRST VERSION}xml

C(PARTIAL IDENTIFICATION INFORMA
{Hash ELEMENT="TELEPHONE" >yz
{Hash ELEMENT="PROFILE DATA")
{Hash ELEMENT="NAME")abcdefgﬂ(/Hash)

TIOND
012345¢(/Hash) -
bi jkImnop{/Hash)

{Hash ELEMENT="ADDRESS")

tqrstuvwx

(/Hash)

{/PARTIAL IDENTIFICATION INFORMATION)>
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FIG. 14

( START )

RECEIVE REQUEST (VERIFICATION REQUEST) —~-ST_V1
v

ISSUE REGISTRATION DOCUMENT VERIFICATION REQUEST [~-ST_V2
v

EXECUTE REGISTRATION DOCUMENT ACQUISITION PROCESSING [~-ST_V3
v

I SSUE CORRECTION POLICY VERIFICATION REQUEST —~-3T_V4
¥

EXECUTE CORRECTION POLICY VERIFICATION PROCESSING [~-ST_VS
v

ISSUE PARTIAL CORRECTION INFORMATION VERIFICATION REQUEST -~ ST_Vb
v

EXECUTE PARTIAL CORRECTION INFORMATION VERIFICATION PROCESSING P~ ST V7
v

ISSUE PARTIAL IDENTIFICATION INFORMATION VERIFICATION REQUEST I~ ST V8
v

EXECUTE PARTIAL IDENTIFICATION INFORMATION VERIFICATION PROCESSING I~ ST V9
v

OUTPUT VERIFICATION RESULTS [~ ST_VI0

END
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FIG. 15
SITE A SITE B
DIGITAL DOCUMENT MANAGEMENT SYSTEM DIGITAL DOCUMENT MANAGEMENT SYSTEM
SECOND mmnl 7
VERS 10N AGREEMENT DOCUMENT VERS 10N AGREEMENT DOCUMENT
% PROFILE DATA* * PROFILE DATA*
NAME : HANAKO SUZUKI NAME : HANAKO SUZUKI
ADDRESS : YOKOHAMA-SHI KOHOKU-KU ADDRESS: YOKOHAMA-SHI KOHOKU-KU

BIRTH DATE: 1970/11/19 BIRTH DATE:

\b [CORRECTION (PARTIAL SANITIZING)]

VERS| 00 AGREEMENT DOCUMENT |NFOPRAIFJTIIAOLN_ITDHEINRTJFVIECI:STIIJ)Nl
* PROFILE DATA*

. PARTIAL I1DENTIFICATION
NAME : HANAKO SUZUKI INFORMATION_SECOND VERSION|

ADDRESS : YOKOHAMA-SHI KOHOKU-KU
BIRTH DATE: PARTIAL CORRECTION
INFORMAT ION_THIRD VERSION d

[TAKING OUT FOR THIRD -PARTY CERTIFICATION] {}

COURT OR THE LIKE
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FIG.16

|| AGREEMENT DOCUMENT_FIRST VERSION. x|

{PROFILE DATA R="012">
<NAME R="123" >HANAKD SUZUKI {/NAME>
CADDRESS R="234" )KANASAKI-SHI NAKAHARA-KUS/ADDRESS
(BIRTH DATE R="345">1970/11/19</BIRTH DATE)

/PROFILE DATAY

PARTIAL IDENTIFICATION INFORMATION_FIRST VERSION. xal

CPARTIAL IDENTIFICATION |INFORMATION>
(Hash ELEMENT="BIRTH DATE">yz012345¢{/Hash>
(Hash ELEMENT="PROFILE DATA"Yijkmnop{/Hash>
CHash ELEMENT="NAME" D>abcdefgh{/Hash>
CHash ELEMENT="ADDRESS” >qrstuvwx<{/Hash)

{/PARTIAL IDENTIFICATION |NFORMATIOND

[ | AGREEMENT DOCUMENT_SECOND VERSION. xml

<PROFILE DATA R="987">
<NAME R="123">HANAKO SUZUKI </NAME>

CADDRESS R="876" >YOKOHAMA-SH! KOHOKU-KU</ADDRESS>
{BIRTH DATE R="345">1970/11/19¢/BIRTH DATEY

{/PROFILE DATA>

PARTIAL IDENTIFICATION (NFORNAT ION_SECOND YERSION. xml

PARTIAL CORRECTION INFORMATION_SECOND VERSION. xml

{PARTIAL IDENTIFICATION INFORMATIOND | |<PARTIAL CORRECTION INFORMATION)
{Hash ELEMENT="BIRTH DATE" vt 2345¢/Hash) <TARGET FILE NAME>AGREEMENT DOCUMENT_SECOND VERSION.xm|{/TARGET FILE NANE)
CHash ELEMENT="PROFILE DATA" >45678901<{/Hash> {CORRECTED DATE AND TIME>2004/4/1 10:34:21</CORRECTED DATE AND TINED
CHash ELEMENT="NAME" >abcdefgh<{/Hash)> CCORRECTORDHANAKO SUZUKI</CORRECTOR>

CHash ELEMENT=" ADDRESS D67890123¢/Hash) CCORRECTED PARTDADDRESS{/CORRECTED PART)
{/PARTIAL IDENTIFICATION INFORMAT|ON> {CORRECTION CODEDU:CORRECTION/CORRECTION CODE>
P CINFORMATION BEFORE CORRECTIONDKAWASAKI-SH| NAKAHARA-KU</INFCRMATION BEFDRE CORRECTION:
CCORRECTION REASONDDUE TO RELOCATIONC/CORRECTION REASOND

| {/PARTIAL CORRECTION |NFORMATION)
|| AGREEMENT DOCUMENT_THIRD VERSION. xmi s

{PROFILE DATA R="432">
<NAME R="123">HANAKO SUZUKI </NAME>
CADDRESS R="876" JKAWASAKI-SH| NAKAHARA-KUC/ADDRESS>
(BIRTH DATE R="654"D4¢ 0%!{/BIRTR DATE)
{/PROF ILE DATA>

PARTIAL IDENTIFICATION |NFORMATION THIRD VERSICN. xml

PARTIAL CORRECTION INFORMATION_THIRD VERSION. xm!

CPARTIAL IDENTIFICATION INFORMATION> :(PARTIAL CORRECTION INFORMAT ION>
¢Hash ELEMENT="BIRTH DATE"Dgwertyui{/Hash)> CTARGET FILE NAMEDAGREEMENT DOCUMENT_THIRD YERSION. xm|</TARCET FILE NANE)
(Hash ELEMENT="PROFILE DATA" >mnbvcxza/Hash (CORRECTED DATE AND TIMED2004/4/5 16:23:55</CORRECTED DATE AND TINED
{Hash ELEMENT="NAME" >abcdefgh{/Hash> CCORRECTORD>TARO SATOS/CORRECTOR>
{Hash ELEMENT="ADDRESS">67890123{/Hash> {CORRECTED PART>BIRTH DATE{/CORRECTED PART)

C/PARTIAL IDENTIFICATION INFORMATION) {CORRECTION CODE>S:PARTIALLY SANITIZEDC/CORRECTION CODE>

@ CCORRECTION REASONDDUE T0 DISTRIBUTION TO SITE BC/CORRECTION REASONY

PARTIAL CORRECTION INFORMATION
< ’
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FIG. 17

POLICY INFORMATION. xm!

<POLICY INFORMATION DocName="AGREEMENT DOCUMENT" >

CINPUT TAGDNAMES/INPUT TAGY

<INPUT TAGDADDRESSS/INPUT TAG)

{INPUT TAGDBIRTH DATES/INPUT TAG)

<ADD TAGINULL/ADD TAG)

{CORRECTABLE AREADNAMEC/CORRECTABLE AREAY

{CORRECTABLE AREADADDRESSS/CORRECTABLE AREA)

{NON-CORRECTABLE AREADBIRTH DATES/NON-CORRECTABLE AREAD>

CSANITIZING ALLOWABLE AREADBIRTH DATE{/SANITIZING ALLOWABLE AREA)
<POLICY INFORMATION)

AGREEMENT DOCUMENT_THIRD VERSION. xmi

<PROFILE DATA R="432">
CNAME R="123"DHANAKO SUZUKI </NAME)
CADDRESS R="876")YOKOHAMA-SHI KOHOKU-KU</ADDRESS)
(BIRTH DATE R="654")>&% @%!<{/BIRTH DATE)

{/PROFILE DATA>

PARTIAL IDENTIFICATION INFORMATION_THIRD VERSION. xml

{PARTIAL (DENTIFICATION INFORMATIOND
{Hash ELEMENT="BIRTH DATE" >qwertyui{/Hash>
{Hash ELEMENT="PROFILE DATA" >mnbvcxza/Hash>
{Hash ELEMENT="NAME">abcdefgh<{/Hash)
CHash ELEMENT="ADDRESS">67890123{/Hash>

</PARTIAL IDENTIFICATION |INFORMATIOND

PARTIAL IDENTIFICATION INFORMATION_SECOND VERSIGN. xml

CPARTIAL IDENTIFICATION INFORMATION)
{Hash ELEMENT="BIRTH DATE" >yz012345{/Hash)
{Hash ELEMENT="PROFILE DATA">45678901/Hash)
<Hash ELEMENT="NAME”>abcdefgh<{/Hash)>
{Hash ELEMENT="ADDRESS">67890123<{/Hash)
{/PARTIAL IDENTIFICATION INFORMATION>

PARTIAL CORRECTION INFORMATION_THIRD VERSION. xmf

CPARTIAL CORRECTION |NFORMATIOND
CTARGET FILE NAMEDAGREEMENT DOCUMENT_THIRD VERSION. xmI<{/TARGET FILE>
<CORRECTED DATE AND TIMED2004/4/5 16:23:55¢/CORRECTED DATE AND TIME>
{CORRECTORPTARO SATOC/CORRECTORD
<CORRECTED PART)BIRTH DATE{/CORRECTED PART)
<CORRECTION CODE>S:PARTIALLY SANITIZEDS/CORRECTION CODEY
CCORRECT{ON REASONDDUE TO DISTRIBUTION TO SITE BS/CORRECTION REASOND

C/PARTIAL IDENTIFICATION INFORMATION> .
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FIG. 18

(:.START :)

RECEIVE REQUEST (ACQUISITION REQUEST) - ST_S1

ISSUE REGISTRATION DOCUMENT ACQUISITION REQUEST  [~-ST_S2

EXECUTE REGISTRATION DOCUMENT ACQUISITION PROCESSING [~-38T_S3

RECEIVE REQUEST (TRANSMISSION REQUEST) —~-ST_54

|SSUE REGISTRATION DOCUMENT TRANSMISSION REQUEST  [~-ST_S5

EXECUTE VERIFICATION PROCESS -~ ST_S6

NG

VERIFICATION RESULT

TRANSMISSION REQUEST - ST_ST7

EXECUTE TRANSMISS10ON PROCESSING ~-ST_$8 -

B
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FIG. 19

1 START )

RECEIVE REQUEST (RECEPTION REQUEST) —~-ST_T1

ISSUE TO-BE-REGISTERED DOCUMENT RECEPTION REQUEST ~-ST_T2

EXECUTE TO-BE-REGISTERED DOCUMENT RECEPTION PROCESSING [~-—ST_T3

EXECUTE VERIFICATION PROCESS ~-3T_T4

NG

ER{FICATION RESUL

REGISTRATION/STORAGE —~-ST_T5

END
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FIG. 20

(: START j)

RECEIVE REQUEST (ACQUISITION REQUEST) —~-ST_G1

ISSUE REGISTRATION DOCUMENT ACQUISITION REQUEST  [~-ST_G2

{
EXECUTE REGISTRATION DOCUMENT ACQUISITION PROCESSING [~-ST_G3

(o )
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FIG. 25

INSURANCE APPLICATION FORM_FIRST VERSION. xml

{INSURANCE APPLICATION FORM R="000">
{CONTRACTOR R="123">
{NAME R="234">
{FAMILY NAME R="345">SUZUKI{/FAMILY NAME>
{FIRST NAME R="456" >HANAKOS/FIRST NAME>
{/NAME)
<ADDRESS R="567"D>UMISAKI-SHI UEHARA-KU</ADDRESS)
{TELEPHONE NUMBER R="678">004-888-9999</TELEPHONE NUMBER)
{/CONTRACTOR>
{DESIGNATED ACCOUNT R="789">
CNAME OF FINANCIAL INSTITUTION R="890° DTATEHAMA BANKC/NAME OF FINANCIAL INSTITUTION)
{ACCOUNT NUMBER R="901">12345678<{/ACCOUNT NUMBER)
{ACCOUNT HOLDER R="012"D>HANAKO SUZUKI</ACCOUNT HOLDER>
</DES|GNATED ACCOUNT)
CAGREEMENT |NFORMATION R="abc”)
<KIND OF INSURANCE R="bcd>A,B{/KIND OF INSURANCE)>
{INSURANCE AMOUNT R=cde” >1, 800</INSURANCE AMOUNT>

{/AGREEMENT |NFORMAT!ON>
</INSURANCE APPLICATION FORM)>
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FIG. 27

PARTIAL IDENTIFICATION INFORMATION_FIRST VERSION. xml

{Hash
{Hash
{Hash
{Hash
{Hash
{Hash
{Hash
{Hash
{Hash
{Hash
{Hash
{Hash
<{Hash
{Hash

{PARTIAL IDENTIFICATION INFORMATIOND>

ELEMENT=" INSURANCE APPLICATION FORM’ >bd623<{/Hash)>
ELEMENT="CONTRACTOR” >7ed6c{/Hash)>

ELEMENT="NAME" >cba76<{/Hash)

ELEMENT="FAMILY NAME">a8b99</Hash)>

ELEMENT="FIRST NAME">53a8d<{/Hash)
ELEMENT="ADDRESS" >03aed{/Hash)>

ELEMENT="TELEPHONE NUMBER">6832c<{/Hash}
ELEMENT="DESIGNATED ACCOUNT”»8¢320</Hash)
ELEMENT="NAME OF FINANCIAL INSTITUTION">b2d7a{/Hash}
ELEMENT="ACCOUNT NUMBER">5abc2{/Hash)
ELEMENT="ACCOUNT HOLDER">21acf{/Hash)
ELEMENT="AGREEMENT INFORMATION">7df21<{/Hash)>
ELEMENT="KIND OF INSURANCE" >abfd3</Hash)>

ELEMENT="INSURANCE AMOUNT">623a1<{/Hash)
</PARTIAL IDENTIFICATION |NFORMATIOND>

US 2007/0168671 Al
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FI.28

CONTRACTOR

NAME

ADDRESS  TELEPHONE NUMBER

FAMILY. NAME FIRST NAME
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FIG.29

11

INSURANCE APPLICATION FORM_FIRST VERSION. xm|

{INSURANCE APPLICATION FORM R="000">
CONTRACTOR R="123">
{NAME R="234">
{FAMILY NAME R="345"D>SUZUKI{/FAMILY NAME)
CFIRST NAME R="456" DHANAKOS/FIRST NAME)
{/NAMED
CADDRESS R="567"D>UMISAKI-SH! UEHARA-KU{/ADDRESS)
{TELEPHONE NUMBER R="678">004-888-9999</TELEPHONE NUMBER)
. {/CONTRACTOR) _
<DES|GNATED ACCOUNT R="789">
(NAME OF FINANCIAL INSTITUTION R="890" >TATEHAMA BANKC/NAME OF FINANCIAL INSTITUTIOND
CACCOUNT NUMBER R="901">12345678<{/ACCOUNT NUMBER)
CACCOUNT HOLDER R="012">HANAKO SUZUKI</ACCOUNT HOLDER)
{/DESIGNATED ACCOUNT)
CAGREEMENT INFORMATION R="abc">
<KIND OF INSURANCE R="bcdDA, B{/KIND OF INSURANCE)
{INSURANCE AMOUNT R="cde”>1, 800</INSURANCE AMOUNT)

</AGREEMENT INFORMAT | ON>
</INSURANCE APPLICATION FORM

PARTIAL IDENTIFICATION INFORMATION_FIRST VERSION. xml

CPARTIAL IDENTIFICATION INFORMATION)
{Hash ELEMENT="INSURANCE APPLICATION FORM"D>Dbd623<{/Hash)
{Hash ELEMENT="CONTRACTOR" >7ed6c</Hash)
<Hash ELEMENT="NAME" >cba76</Hash)>
{Hash ELEMENT="FAMILY NAME">a8b99</Hash)>
<Hash ELEMENT="FIRST NAME">53a8d</Hash)
{Hash ELEMENT="ADDRESS" >03aed{/Hash)>
<Hash ELEMENT="TELEPHONE NUMBER”>6832c{/Hash)
{Hash ELEMENT="DESIGNATED ACCOUNT">8c320</Hash>
{Hash ELEMENT="NAME OF FINANCIAL INSTITUTION">b2d7a</Hash)>
{Hash ELEMENT="ACCOUNT NUMBER" >Sabc2{/Hash>
{Hash ELEMENT="ACCOUNT HOLDER">21acf<{/Hash>
{Hash ELEMENT="AGREEMENT INFORMATION">7df21<{/Hash)
{Hash ELEMENT="KIND OF INSURANCE" >abfd3{/Hash)
{Hash ELEMENT="INSURANCE AMOUNT”>623a1{/Hash>
</PARTIAL IDENTIFICATION INFORMATION)
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FIG. 30

INSURANCE APPLICATION FORM_SECOND VERSION. xml

CINSURANCE APPLICATION FORM R="111">
CCONTRACTOR R="123")
{NAME R="234")
FAMILY NAME R="345">SUZUKI</FAMILY NAME>
{FIRST NAME R="456" >HANAKOS/FIRST NAME>
</NAMED>
{ADDRESS R="567"DUMISAKI-SH! UEHARA-KU{/ADDRESS)
{TELEPHONE NUMBER R="678">004-888-9999</TELEPHONE NUMBER)>
{/CONTRACTOR)
{DESIGNATED ACCOUNT R="789">
{NAME OF FINANCIAL INSTITUTION R="890" >TATEHAMA BANK{/NAME OF FINANCIAL INSTITUTION>
<ACCOUNT NUMBER R="901">12345678</ACCOUNT NUMBER>
{ACCOUNT HOLDER R="012">HANAKO SUZUKI<{/ACCOUNT HOLDER)>
{/DESIGNATED ACCOUNT)
CAGREEMENT INFORMATION R="xyz"»
{KIND OF INSURANCE R="asd"Dx¥¥xx{/KIND OF INSURANCE)>
<INSURANCE AMOUNT R="zxc">¥*¥¥¥{/INSURANCE AMOUNT>
<{/AGREEMENT |NFORMATION)>

</INSURANCE APPLICATION FORM>
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FIG. 31

PARTIAL IDENTIFICATION INFORMATION_SECOND VERSION

<PARTIAL IDENTIFICATION INFORMATIOND>

ﬁ ” "
{Hash ELEMENT="CONTRACTOR" >7ed6c<{/Hash>
\7<Hash ELEMENT="DESIGNATED ACCOUNT" >8c¢320<{/Hash)>

L~ V2-1

>

(
{Hash ELEMENT="INSURANCE APPLICATION FORM™>a2309<{/Hash>
\‘Hash ELEMENT="AGREEMENT INFORMATION">8321d<{/Hash>

~——V2-2

K_ﬂT_J

-
{Hash ELEMENT="KIND OF INSURANCE" >d2419</Hash>

L(Hash ELEMENT=" INSURANCE AMOUNT" >f56da{/Hash>

[~ V2-3

</PARTIAL IDENTIFICATION INFORMATION>

O 7
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FIG. 34

INSURANCE APPLICATION FORM_THIRD VERSION

{INSURANCE APPLICATION FORM R="222">
<CONTRACTOR R="123">
{NAME R="234")
{FAMILY NAME R="345">SUZUKI</FAMILY NAME>
{FIRST NAME R="456" >HANAKOS/FIRST NAME>
{/NAMED
<ADDRESS R="567"DUMISAK|-SHI UEHARA-KU{/ADDRESS)
{TELEPHONE NUMBER R="578">004-888-9999</TELEPHONE NUMBER>
{/CONTRACTORD
<DES|IGNATED ACCOUNT R="789">
{NAME OF FINANCIAL INSTITUTION R="890" >TATEHAMA BANK{/NAME OF FINANCIAL INSTITUTION)
{ACCOUNT NUMBER R="901">12345678</ACCOUNT NUMBER)
<ACCOUNT HOLDER R="012">HANAKO SUZUK1<{/ACCOUNT HOLDER>
{/DES|GNATED ACCOUNT>
{AGREEMENT INFORMATION R="xyz")>
<{KIND OF INSURANCE R="asd" D¥¥*¥x{/KIND OF INSURANCE>
{INSURANCE AMOUNT R="zxc" >xx¥%¥<{/INSURANCE AMOUNT)
{/AGREEMENT |INFORMATION>
{FINANCIAL CREDIT INFORMATION R="cvb™ >
<CREDIT INFORMATION R="sdf">0K<{/CREDIT INFORMATION>
<CREDITNO R="dfs">YS30200{/CREDIT |NFORMATION)>
{/FINANCIAL CREDIT INFORMATIOND

</INSURANCE APPLICATION FORM)>
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FIG. 35

PARTIAL IDENTIFICATION INFORMATION_THIRD VERSION. xml

CPARTIAL IDENTIFICATION [NFORMATION>

(<Hash ELEMENT="CONTRACTOR" >7ed6c<{/Hash) A
CHash ELEMENT="DESIGNATED ACCOUNT">8c320{/Hashy [~ ~—— V3-1
| (Hash ELEMENT="AGREEMENT INFORNATION">8321d</Hash)

4 3
CHash ELEMENT="INSURANCE APPLICATION FORM">df234(/Hash) | —~_| ~y3-2

{Hash ELEMENT="FINANCIAL CREDIT INFORMATION")BZIOS(/Hash))
L .

e

{Hash ELEMENT="CREDIT INFORM:\TIOM">f6430(/Hash> \/'\./V3—3
\<Hash ELEMENT="CREDITNO" >dfa21{/Hash)

</PARTIAL IDENTIFICATION INFORMATION>

J/
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FIG.39

PARTIAL (DENTIFICATION INFORMATION_SECOND VERSION. xml

CPARTIAL IDENTIFICATION INFORMATIOND>
{Hash ELEMENT="INSURANCE APPLICATION FORM">a2309</Hash>
{Hash ELEMENT="AGREEMENT INFORMATION">8321d<{/Hash)>
{Hash ELEMENT="KIND OF INSURANCE">d2419</Hash>

{Hash ELEMENT="{NSURANCE AMOUNT")>f56da<{/Hash?
{/PARTIAL IDENTIFICATION INFORMATION)
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FIG. 41

INSURANCE APPLICATION FORM_FIRST VERSION. xml

{INSURANCE APPLICATION FORM>
{CONTRACTORD
<NAME)
{FAMILY NAMEDSUZUKI</FAMILY NAME)
{FIRST NAMEDHANAKO/FIRST NAMED
</NAME>
CADDRESS>UMISAK I-SHI UEHARA-KU{/ADDRESS)
{/CONTRACTORD

CKIND OF INSURANCE>AAA{/KIND OF INSURANCE)>
</INSURANCE APPLICATION FORM>
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FIG. 42

INSURANCE APPLICATION FORM_FIRST VERSION. xml

C{INSURANCE APPLICATION FORMD
<CONTRACTORD
{NAME)
{FAMILY NAMEDSUZUKI</FAMILY NAMED
CFIRST NAMEDHANAKOC/FIRST NAMED
{/NAME>
<ADDRESSDUMISAKI1-SHI UEHARA-KU{/ADDRESS)
{/CONTRACTOR>
{KIND OF INSURANCEDAAA{/KIND OF INSURANCE)
{/INSURANCE APPLICATION FORM)>

KIND OF INSURANCE 1S CHANGED
FROM "AAA" TO "BBB"

INSURANCE APPLICATION FORM_SECOND VERSION. xml

{INSURANCE APPLICATION FORM)
{CONTRACTOR>
{NAMED
CFAMILY NAMEDSUZUKI<{/FAMILY NAMED>
{FIRST NAMEDHANAKOS/FIRST NAMED
{/NAME>
CADDRESSDUMISAK1-SHI UEHARA-KU{/ADDRESS)
{/CONTRACTOR>
{KIND OF INSURANCEDBBBS/KIND OF INSURANCED
{/INSURANCE APPLICATION FORM)
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FIG. 46
COMPARISON TARGET
(METHOD 0) METHOD 1 METHOD 2
TRANSFER/STORAGE DATA AMOUNT T 3 2

UPPER HALF: THE NUMBER OF LINES
LOWER HALF: COST COMPARISON WITH METHOD 0

57% REDUCTION

T1% REDUCTION

VERIFICATION PROCESSING 14 6 9
UPPER HALF : NUMBER OF VERIFICATION OPERATIONS
LOWER HALF: COST COMPARISON WITH METHOD 0 - 5T%REDUCTION | 363 REDUCTION
FIG. 47
METHOD 0
] R b e e

METHOD 1

TRANSFER/STORAGE DATA AMOUNT
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METHOD 2
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FI1G.48

““DATA SURROUNDED BY ™
SQUARE 1S REQUIRED
AS OUTPUT FOR ;

SIGNER T M2 T ms VERIFIER )
g 4 8 4 & S
h5

=0

SNITIZER | . m, M

[
3
>

wg

[ hy hy hy hy hgjc o
SANITIZER 2
B

FIG.49
DATA SURROUNDED BY
SIGNER , SQUARE |S REQUIRED AS
m m; m; m, Mg OUTPUT FOR VERIFIER

g o o o 40 o

SANITIZRT m, m, M, m,

(1.3)

h, h, h3 hy hy A= (1,5)

SANITIZER 2 | m,- m, My M, M,

h,- h, hy h, hy o@| (3| (@,4)
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FIG.51

SIGNATURE TIME

Mo M M M M, Mg Mg | My ]
RV RV VY U
H© = h(M,) h(M,) h(M;) h(M,) h(Mg) h(M,) h(M,)

Sig, = Sig(sky, h(H©))
DISCLOSED : M(0), Sigo

WHERE

Sig, : SIGNATURE BY SIGNER

sk, : PRIVATE KEY OF SINGER
pk, : PUBLIC KEY OF SIGNER

FIG.52

SANITIZING TIME (1)

Moo M [ M, M—s] M, Mos) v | [ M |
VAR VIR VAR VARR VAR U
HM = h(M,) h(M) h(S,) h(M,) h(S9 h(My) h(M,)

Sig, = Sig(sk,, h(HM))
DISCLOSED: M), Sig,, Sig,, (3, h(M,),ID,), (5, h(M,), ID,)

SIGNATURE RESTORATION DATA
WHERE

Sig, : SIGNATURE BY SANITIZER 1

sk, :PRIVATE KEY OF SANITIZER 1
pk, :PUBLIC KEY OF SANITIZER 1
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FIG.33

US 2007/0168671 Al

SANITIZING TIME(2)

Mo=| M [ M | sg M—sd s, [ s, ] .. [ M

& & & & & & &

Sig; = Sig(sk;, h(H®))
DISCLOSED: MO, Sig,, Sig,, ... Sig,

WHERE

Sig;: SIGNATURE BY SANITIZER |
sk; :PRIVATE KEY OF SANITIZER |
pk; :PUBLIC KEY OF SANITIZER |

H® = h(M,) h(M,) h(S;) h(S,) h(S;) h(Sy) h(M,)

(3, h(M;), ID,), (5, h(My), ID,), ...(4, h(M,), ID;)

SIGNATURE RESTORATION DATA

FIG.54

SIGNATURE CONFIRMATION TIME

DISCLaseD \(M), Sigo: Sigy, ... Sig;,
(3, h(M,),1), (5, h(Mg),1), ... (4, h{M,),)

Mo=| M [ M ] s, [ 8; ] 8 [8 ]| o | M, |
ARV R VR R VY, U

| HO = h(M) h(M,) h(Sy) h(S) h(S) h(Sy) h(M,) | h(HO)
BB (4, h(M,).))

[H(i-1)= h(M,) h{M,) h(S,) h(M,) h(Sy) h(S,) h(M,) |E)h(He-)

[HO'Z M) h(M,) h(S) h(M,) h(Sy) h(My) hM,) |Eyh(H)
= (3, h(M,),1), (5, h(M,),1)

|H(°)= h(M,) h(M,) h(M;) h(M,) h(M;) h(M,) h(Mn)Ih(H(O))

Ver(Sig;, h(H®), pk;)

SIGNATURE - v/er (Sigq, h(H®), pko), Ver(Sig,, h(HM), pk,), ...
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F1G.57

SIGNATURE TIME

Moo M M [ M M Mg Mg | vy

ARV VARV VA U

HO = h(M,) h(M,) h(M;) h(M,) h(M) h(M,) h(M,)

Sig, = Sig(sk,, h(H®))
DISCLOSED: M), Sig,

WHERE
Sig, : SIGNATURE BY SIGNER

sk, : PRIVATE KEY OF SINGER
pko : PUBLIC KEY OF SIGNER

FIG.58

SIGNATURE TIME(1)

Mo = M [ M, [hvg] M, T Mg [ T om, ]

N R VR O

H = h(M,) h(M,)h(h(My))h(M,) h(h(M))h(M) h(M,)

Sig, = Sig(sk,, h(HM))
DISCLOSED: M®™, Sig,, Sig,, (3, ID,), (5, ID,)

WHERE
Sig, : SIGNATURE BY SANITIZER 1

sk, :PRIVATE KEY OF SANITIZER 1
PK; :PUBLIC KEY OF SANITIZER 1
e.g.
<block3 RANDOM NUMBER=" Rs”SANITIZED=" no” SANITIZER =" " >Mi{/block3>
e
<block3 RANDOM NUMBER=" R’ s"SANITIZED=" yes” SANITIZER =" ID1” >h(Rs| |Ms)</block3>
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FIG.59
SIGNATURE TIME(2)
Mo=| M, | M, [hM)]nem) [hevg [havg [ o | ™, ]
H® = h(%d h(%z) h(h(&Ms)) h(h({h}ﬁ.s)) h(h@(’\/ls)) h(?s) h(@Mn)

Sig; = Sig(sk;, h(H®))
DISCLOSED: M®, Sig,, Sig,, ... Sig;

WHERE
Sig,: SIGNATURE BY SANITIZER i
sk, :PRIVATE KEY OF SANITIZER i
pk; : PUBLIC KEY OF SANITIZER i

e.q.

(3, 1D,), (5, ID,), ...(4, D))

<block4 RANDOM NUMBER=" Rs"SANITIZED=" no” SANITIZER =" " >M«</blockd>

<block4 RANDOM NUMBER=" R’ 3"SANITIZED=" yes” SANITIZER =" Id:" >h(Rs||Ms)</black4>

FIG.60

SIGNATURE CONFIRMATION T IME

DISCLOSED M@, S'go’ S|g1, S|gl,
(8, h(My)1), (5, h(Mj;),1), ... (4,h(M4)

i'_i):f‘

Mo | M | M, Ry [h) [hvg [avg | ] M, |

T 0 0 8O &

&

l HO = h(M)  h(My) h(h(M3)) h(h(M,)) h(h(Ms)) h{h(Mg))

h(Mo) |2 h(H®)

4§ 4. 0)
[Hﬁ-')= h{M;) h(M,) h(h{M3}} h(M,) h(h(Mg)) h(h{(Mg)) h(M,) h(H(i-l))
[H“)= h(M;)  h{Mp) h(h(M3)) h(M,) h(h(Ms)) h(Mg) h{My) h(H(‘))

(3,1D,), (5, ID,)

[HO = h(M,) h(M) h(My) hiM) hiMy) h(M,)

CONFIRMAT 10N

Ver(Sig;, h(HY), pk;)

SIGWATURE Vet (Sigy, h(H), pky), Ver(Sig,, h(HM), pk,), .
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F1G.62
COMPARISON WITH CONVENTIONAL PIAT
UNDERLY ING FIRST SECOND
TECHNIQUE 2 EMBOD IMENT EMBOD IMENT
(ad+e)(b+1) c(d+ a)+e(b+1) | c(d—f+ @)+ e(b+1)
SIGNATURE DATA Min: e Min: e
AMOUNT Min: ad+e Max: Max:
Max: (ad+e)(b+1)| a(d+ a)+e(b+1)| a(d—f+ a)+e(b+1)
IDENTIFICATION
OF SANITIZER ENABLED ENABLED ENABLED
SANITIZING/ADDIT |ON/ SANITIZING/ADDITION:
DELET |ON/CHANGE ALL ENABLED ALL ENABLED | GHOn et
DiSABLED
|LLEGAL SaNIT) 28R ENABLED ENABLED ENABLED

WHERE
a:NUMBER OF MESSAGE BLOCKS
c:NUMBER OF SANITIZED BLOCKS

b:NUMBER GF SANITIZERS
d:HASH DATA AMOUNT

« ;1D LENGTH + BLOCK NO LENGTH

e:DATA AMOUNT OF PUBLIC KEY SIGNATURE f:AVERAGE MESSAGE BLOCK SIZE

FIG.63

APPLIED TO SIGNATURE TIME (1)

WHERE
0 (©) ; AGGREGATE SIGNATURE BY SIGNER

Mo M [ M [ M [, [ my | oM | ™, ]
3
HO = h(M,) h(M,) h(My) h(M,) h(M)-h(M,) h(M.)

sk, : AGGREGATE SIGNATURE PRIVATE KEY OF SIGNER
pK, : AGGREGATE SIGNATURE PUBLIC KEY OF SIGNER
g, : GENERATION SOURCE 1 OF AGGREGATE S|GNATURE

pko = g5k
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F1G.64

SANITIZING TIME (1)

M“)=LM1 l M, Ns_'SJ M4JV‘5_'SSI Mg [ v | My
& & & 4 $ O

HM = h(M;) h(M;) h(S3) h(M,) h(Ss) h(Mg) h(M,)

0 s = (h(HM)H
o= g0 x g,
DISCLOSED: M), o (), (3, h(Ms),ID1), (5, h(M5),ID1)

WHERE
o (1) - AGGREGATE SIGNATURE BY SANITIZER 1

sk, :AGGREGATE SIGNATURE PRIVATE KEY OF SANITIZER 1

pk, :AGGREGATE PUBLIC KEY OF SANITIZER 1
g, : GENERATION SOURCE 1 OF AGGREGATE SIGNATURE

pk, = g%
FIG.65
SANITIZING TIME(2)
Moz M [ M, [ s, M—s] s; | s¢ | .. [ M, |
HO = h(M,) h(M) h(S) h(S,) h(Sy) h(Sy h(M,)
0 ;= (h(HD))sk
o= gl-0x g,
DISCLOSED : M®, a O, (3, h(My), ID,), (5, h(My), ID,), ...
(4’ h(M4)1 lDl)
WHERE
o () - AGGREGATE SIGNATURE BY SANITIZER |
Ski : AGGREGATE SI1GNATURE PRIVATE KEY OF SANITIZER |
pki :AGGREGATE PUBLIC KEY OF SANITIZER |
g, -GENERATION SOURCE 1 OF AGGREGATE SIGNATURE
pki - g1ski
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FI1G.66
SIGNATURE CONF IRMATION TIME
oisaoseo: M), & @, (3, h(My),1), (5, h(Mg),1), ... (4, h(M,),i)
M(i):IM,‘MZ}S:,]SSISslSGI...]Mnl
AR VAR VRV VIR I &
H® = h(M,) h(M,) h(S;) h(S,}) h(Ss) h(Sg) h(M,) Qh(Hm)
(4, h(M,).i)
HOD = hM,) h(My) h(Sy) hiM) h(S) h(Sy) h(My) |Dh(HE-)
<~
HM = h(M,) h(M,) h(Sy) h(M,) h(Sg) h(My) h(M,) |Eyh(HM)
B (3, h(M,),1), (5, h(M,),1)
H© = h(M,) h(M,) h(M3) h(M,) h(Mg) h(My) h(M,) Qh(H(O))
N e(gy, 0 @) 2= TT,e(pk;, h(H®)
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FIG. 68

COMPARISON WITH CONVENTIONAL PIAT
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DIGITAL DOCUMENT MANAGEMENT SYSTEM,
DIGITAL DOCUMENT MANAGEMENT METHOD,
AND DIGITAL DOCUMENT MANAGEMENT
PROGRAM

BACKGROUND OF THE INVENTION

[0001] 1. Field of the Invention

[0002] The present invention relates to a digital document
management system or the like that manage document
information including digital information and, more particu-
larly, to a digital document management system, a digital
document management method, and a digital document
management program which are applied to digitization,
distribution, storage of a document that needs weight of
evidence as heavy as that a paper document provides and
which are capable of easily identifying a corrected part in
digital document information involving a partial correction
(including, e.g., addition, change, deletion, sanitizing), guar-
anteeing the validity of the correction, and performing a
third-party certification of the correction.

[0003] 2. Description of the Related Art

[0004] As a prior art, a correction method and verification
method of the validity of the correction used in a paper
document will firstly be described.

[0005] Conventionally, as a representative correction
method for use in performing correction for a paper docu-
ment, there is known a method as shown in FIG. 69. That is,
the method includes: crossing out characters to be corrected
with a double line and entering proper characters in the
space immediately above the correction (P1), putting signa-
tures (initials) of both parties thereto (P2). Note that, in
drawings, hereinafter, where the correction is made with a
seal (name in a circle), this means the above correction
method, that is, it corresponds to putting signatures of both
parties thereto.

[0006] 1t is possible to guarantee/confirm the following
points by conducting the above P1 and P2 in the conven-
tional correction method for a paper document.

[0007] (1) Capable of easily confirming/identifying a cor-
rected part, as well as capable of confirming that any other
part than the corrected part includes no deliberate or negli-
gent change.

[0008] (2) Capable of easily confirming/identifying cor-
rected area.

[0009] (3) Capable of easily confirming a person who has
made the correction.

[0010] (4) Capable of confirming whether the corrected
part is a correctable part.

[0011] (5) Capable of confirming the original before cor-
rection.

[0012] (6) Capable of making a correction and verifying
the correction according to a policy (control information)
related to corrections.

[0013] Similarly, it is possible to guarantee/confirm the
following points in the conventional correction method for
a paper document with carbon-copied paper used for an
insurance application form, transportation order form, or the
like.
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[0014] (7) Capable of partially hiding the document, as
well as confirming that any other part than the hidden part
includes no change.

[0015] (B) Capable of confirming the identity between a
base paper and carbon-copied paper by comparing hand-
writings on respective papers.

[0016] (9) Capable of detecting falsification of document
by separately storing the base paper and carbon-copied
paper.

[0017] (10) Capable of performing a third-party certifica-
tion related to the content of the document, even if being
brought in court case, according to (9).

[0018] (11) The base paper and carbon-copied paper can
be distributed as needed. In some cases, they can indepen-
dently be distributed of each other.

[0019] As described above, a correction method and a
method of certificating the validity of the correction in a
paper document are excellent in various points. Meanwhile,
along with recent advancement in IT technology, a technique
that handles digital data (digital information) in place of the
above paper document in view of convenience of data
handling and data storage has been proposed (refer to, e.g.,
Jpn. Pat. Appln. Laid-Open Publications Nos. 2000-285024,
2001-117820, and 2003-114884, Paper of Information Pro-
cessing Society of Japan/Computer Security Group (CSEC)
“Digital document sanitizing problem (2003/7/17) (2003-
CSEC-22-009)”, and Paper of SCIS2004 “A Digital Docu-
ment Sanitizing Scheme with Disclosure Condition Con-
trol”).

[0020] The above publications Nos. 2000-285024 and
2001-117820, which relate to a technique of storing the
original of a digital document, propose techniques that give
the properties that the original document (paper document)
has to digital information and protect the digital document
from being falsified. That is, these techniques focus that a
mechanism for storing and managing a digital document of
the final fixed version as an original document, that is, the
storage location of the original document is made evident
and focus how safely the original documents accumulated
within an organization are stored.

[0021] However, in such an original document storage
technique, even when only minor corrections are made for
a digital document, it is regarded as “falsification”. For
example, in the case of the abovementioned “corrections for
paper agreement document”, a correction procedure of
“crossing out word to be corrected with a double line,
entering corrected word in the space immediately above the
correction, and putting signatures of both parties”. In this
case, even after corrections have been made for the paper
agreement document, it is regarded as an original document.

[0022] The above correction procedure in a paper society
is publicly judged to be valid and therefore the corrections
made can be confirmed through a third-party certification.

[0023] On the other hand, in the case, even if the conven-
tional original document storage technique, a problem that it
is impossible to determine whether corrections are “falsifi-
cation” or “proper change”. This can also be explained from
the current feature of a digital signature which can detect
every change made for a digital document.
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[0024] The above publication No. 2003-114884, which
relates to a digital document editing/displaying technique,
proposes a technique for performing correction, addition and
display control for a digital document on an element basis
while guaranteeing the originality of the digital document
without dividing the digital document into a plurality of
parts. In this technique, original document information is
constituted and managed by one file including actual data
corresponding to original document information and a defi-
nition describing control for each element. When corrections
or additions are made, they are described/added in/to the
definition as correction information. As a result, a third-party
certification related to the correction information can be
achieved.

[0025] In this technique, however, it is necessary to reveal
all correction information including previous versions in
order to obtain a third-party certification. That is, a third-
party certification cannot be achieved with a document a part
of which is hidden (sanitized) or only with some versions.

[0026] The above paper “Digital document sanitizing
problem” of CSEC, which relates to a digital document
sanitizing technique, proposes a sanitizing technique applied
to a digital document that solves a problem that a signature
appended to a given document cannot be verified when a
part of the document is made confidential. An application of
the digital document sanitizing technique disclosed in the
paper makes it possible to perform the signature verification
even when sanitizing is applied to a digital document with
a signature, to perform a third-party certification to certify
that any other part than the sanitized part includes no
change, and to perform “a third-party certification with a
document a part of which is hidden (sanitized)” which has
been pointed out as a problem of the publication no. 2003-
114884.

[0027] In the digital document sanitizing technique of the
paper, however, a creator of the original document is assured
but it is impossible to identify who has performed the
sanitizing. Further, the paper takes up the digital document
sanitizing problem with a system of public offering of
information as a usage scene of a digital document and has
not mentioned about further utilization of the digital docu-
ment under the condition that the document including some
sanitized portions is distributed among a plurality of entities.

SUMMARY OF THE INVENTION

[0028] The present invention has been made to solve the
above problems and an object thereof is to provide a digital
document management system, a digital document manage-
ment method, and a digital document management program
capable of, in the process where a digital document is
distributed among a plurality of entities: identifying a cor-
rected part in digital document including a partial correction
(including, e.g., addition, change, deletion); confirming that
any other part than the corrected part includes no change;
identifying/confirming who has made the partial correction
for the digital document; guaranteeing that the partial cor-
rection has been made according to a proper procedure; and
achieving a third-party certification of the validity of the
above confirmations or identifications.

[0029] To solve the above problems, according to a first
aspect of the present invention, there is provided a digital
document management program that allows a computer to
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manage document information created and registered in a
digital form, the program allowing the computer to execute:
a partial identification information generation step that
divides the document information into a plurality of parts
and generates partial identification information that repre-
sents, in an identifiable manner, the respective parts of the
document information based on information included in the
respective parts; a digital signature creation step that creates
a digital signature to be appended to the document infor-
mation using the partial identification information; a man-
agement step that manages the document information; and a
verification step that verifies the validity of the managed
document information, wherein at the registration time of
new document information, the management step manages
a digital signature created by the digital signature creation
step in association with the document information and, at the
correction time of the document information, it acquires
partial identification information related to a corrected part
of the document information before correction, allows the
digital signature creation step to create a digital signature to
be appended to the corrected document information, and
manages the digital signature and partial identification infor-
mation related to the corrected part of the document infor-
mation before correction in association with the corrected
document information, and the verification step uses the
partial identification information and digital signature man-
aged in association with the corrected document information
by the management step and partial identification informa-
tion newly created from the corrected document information
by the partial identification information generation step to
perform the verification.

[0030] In the digital document management program
according to the present invention, the digital signature
creation step uses a set of partial identification information
created by the partial identification information generation
step and a private key as parameters to create a digital
signature according to a signature function.

[0031] In the digital document management program
according to the present invention, the digital signature
creation step uses an Aggregate signature function which is
a kind of a group signature scheme and which is capable of
aggregating a plurality of signatures on one signature.

[0032] In the digital document management program
according to the present invention, the partial identification
information managed in association with the corrected docu-
ment information is managed separately from the corrected
document information data.

[0033] In the digital document management program
according to the present invention, the partial identification
information is managed by being embedded in the corrected
document information.

[0034] The digital document management program
according to the present invention further comprises: a
policy information storage step that stores previously
defined policy information; and a partial correction infor-
mation generation step that generates partial correction
information which is information related to a correction
history of a corrected part in the case where any correction
has been made for the document information, wherein in the
case where any correction has been made for a part of the
document information, the management step allows the
partial correction information generation step to generate
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partial correction information and manages the generated
partial correction information and policy information stored
by the policy information storage step in association with the
corrected document information, and the verification step
uses the partial correction information and policy informa-
tion in addition to the partial identification information and
signature information managed in association with the cor-
rected document information by the management step to
verify the validity of the document information.

[0035] In the digital document management program
according to the present invention, the partial identification
information generation step divides document information
into a plurality of parts and uses a hash function to generate
partial identification information for respective parts of the
document information.

[0036] In the digital document management program
according to the present invention, the information managed
by the management step is constituted by XML data having
a hierarchical document structure.

[0037] In the digital document management program
according to the present invention, the management step
handles all digital information as original document infor-
mation corresponding to version numbers, and an access to
the content of the original document information managed
based on its version numbers can be controlled depending on
the content thereof in the respective versions in an identi-
fiable manner.

[0038] According to a second aspect of the present inven-
tion, there is provided a digital document management
system that manages document information created and
registered in a digital form, comprising: a partial identifi-
cation information generation section that divides the docu-
ment information into a plurality of parts and generates
partial identification information that represents, in an iden-
tifiable manner, the respective parts of the document infor-
mation based on information included in the respective
parts; a digital signature creation section that creates a
digital signature to be appended to the document informa-
tion using the partial identification information; a manage-
ment section that manages the document information; and a
verification section that verifies the validity of the managed
document information, wherein at the registration time of
new document information the management section man-
ages a digital signature created by the digital signature
creation section in association with the document informa-
tion and, at the correction time of the document information,
it acquires partial identification information related to a
corrected part of the document information before correc-
tion, allows the digital signature creation section to create a
digital signature to be appended to the corrected document
information, and manages the digital signature and partial
identification information related to the corrected part of the
document information before correction in association with
the corrected document information, and the verification
section uses the partial identification information and digital
signature managed in association with the corrected docu-
ment information by the management section and partial
identification information newly created from the corrected
document information by the partial identification informa-
tion generation section to perform the verification.

[0039] According to a third aspect of the present inven-
tion, there is provided a digital document management
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method that manages document information created and
registered in a digital form by a computer, comprising: a
partial identification information generation step that divides
the document information into a plurality of parts and
generates partial identification information that represents,
in an identifiable manner, the respective parts of the docu-
ment information based on information included in the
respective parts; a digital signature creation step that creates
a digital signature to be appended to the document infor-
mation using the partial identification information; a man-
agement step that manages the document information; and a
verification step that verifies the validity of the managed
document information, wherein at the registration time of
new document information, the management step manages
a digital signature created by the digital signature creation
step in association with the document information and, at the
correction time of the document information, it acquires
partial identification information related to a corrected part
of the document information before correction, allows the
digital signature creation section to create a digital signature
to be appended to the corrected document information, and
manages the digital signature and partial identification infor-
mation related to the corrected part of the document infor-
mation before correction in association with the corrected
document information, and the verification step uses the
partial identification information and digital signature man-
aged in association with the corrected document information
by the management step and partial identification informa-
tion newly created from the corrected document information
by the partial identification information generation step to
perform the verification. According to the present invention,
it is possible to satisty the following requirements which
cannot be met by conventional techniques and a plain
combination thereof by managing vary small amount of
meta data.

[0040] (1) Capable of identifying a corrected part in the
digital document as well as confirming that any other part
than the corrected part includes no change.

[0041] (2) Capable of assuring (independently certificat-
ing) the integrity and authenticity of the digital document at
each time point in the case where a corrected digital docu-
ment is distributed between a plurality of entities and a
correction/addition is made for the digital document at the
respective entities.

[0042] (3) Capable of performing a third-party certifica-
tion and distribution using a digital document that has been
subjected to sanitizing or using only some versions even
though all the versions of the digital document stored/
managed in the present system are not taken out.

BRIEF DESCRIPTION OF THE DRAWINGS

[0043] FIG. 1 is a view showing an underlying technique
of the present invention;

[0044] FIG. 2 is a block diagram functionally showing a
configuration of a digital document management system as
the underlying technique of the present invention;

[0045] FIG. 3 is a view showing an example of policy
information;

[0046] FIG. 4 is a view showing an example of partial
identification information;
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[0047] FIG. 5 shows a storage state at the new document
registration time;

[0048] FIG. 6 is a flowchart showing operation of new
document registration processing;

[0049] FIG. 7 is a view showing an example in which a
correctable area and non-correctable area are identified;

[0050] FIG. 8 is a view showing an example of partial
correction information;

[0051] FIG. 9 is a view showing a storage state at the
registration document correction time;

[0052] FIG. 10 is a flowchart showing operation of reg-
istration document correction processing;

[0053] FIG. 11 is a view showing the correction policy
information and partial correction information to be com-
pared;

[0054] FIG. 12 is a view showing the agreement document
and partial identification information to be compared;

[0055] FIG. 13 is a view showing a new version of partial
identification information and a previous version of partial
identification information to be compared;

[0056] FIG. 14 is a flowchart showing operation of reg-
istration document verification processing;

[0057] FIG. 15 is a view conceptually showing the usage
scene in a second phase;

[0058] FIG. 16 is a view showing an original document
storage state at the registration document correction (partial
sanitizing) time;

[0059] FIG. 17 is a view showing a complete set of
agreement document to be transmitted;

[0060] FIG. 18 is a flowchart showing operation of reg-
istration document distribution (transmission) processing;

[0061] FIG. 19 is a flowchart showing operation of recep-
tion processing of a document to be registered;

[0062] FIG. 20 is a flowchart showing operation of reg-
istration document acquisition processing;

[0063] FIG. 21 is a view showing a third-party certifica-
tion 1;
[0064] FIG. 22 is a view showing a third-party certifica-
tion 2;
[0065] FIG. 23 is a view showing a third-party certifica-
tion 3;
[0066] FIG. 24 is a view showing the usage scene of the

second application field in underlying technique 2;

[0067] FIG. 25 is a view showing an example in which the
main body of an insurance application form (first version) is
represented using XML data;

[0068] FIG. 26 is a view showing an XML data model of
the insurance application form (first version);

[0069] FIG. 27 is a view showing an example in which
partial identification information generated at the creation
time of the insurance application form (first version) is
represented using XML data;
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[0070] FIG. 28 is a view showing the XML data model
constituted only by a set of “contractor’;

[0071] FIG. 29 is an original document storage state at the
creation time of the insurance application form (first ver-
sion);

[0072] FIG. 30 is a view showing an example in which an

updated insurance application form-main body (second ver-
sion) is represented using XML data;

[0073] FIG. 31 is a view showing an example in which an
insurance application form—partial identification informa-
tion (second version) is represented using XML data;

[0074] FIG. 32 is a view showing an original document
storage state at the creation time of an insurance application
form (second version);

[0075] FIG. 33 is a view showing a verification data group
that a financial institution representative can review;

[0076] FIG. 34 is a view showing an example in which an
insurance application form—main body (third version) is
represented using XML data;

[0077] FIG. 35 is a view showing an example in which an
insurance application form—partial identification informa-
tion (third version) is represented using XML data;

[0078] FIG. 36 is a view showing an original document
storage state at the creation time of the insurance application
form (third version);

[0079] FIG. 37 is a view showing coupling-management
of all the partial identification information required for
verifying the second version;

[0080] FIG. 38 a view showing coupling-management of
all the partial identification information required for verify-
ing the third version;

[0081] FIG. 39 is a view showing an example in which the
method 2 is used to represent the partial identification
information (second version) using XML data;

[0082] FIG. 40 is a view showing an original document
storage state at the creation time of the insurance application
form (third version) in the method 2;

[0083] FIG. 41 is a view showing an example of XML data
for evaluation/analysis;

[0084] FIG. 42 is a view showing the update of XML data
for evaluation/analysis;

[0085] FIG. 43 is a view showing generation and verifi-
cation of the partial identification information according to
the method 0;

[0086] FIG. 44 is a view showing generation and verifi-
cation of the partial identification information according to
the method 1;

[0087] FIG. 45 is a view showing generation and verifi-
cation of the partial identification information according to
the method 2;

[0088] FIG. 46 shows a result of method-based analysis;

[0089] FIG. 47 shows a bubble chart representing the
result of the method-based analysis;
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[0090] FIG. 48 is a view showing the overview of the
processing of the underlying technique 1;

[0091] FIG. 49 is a view showing the overview of the
processing of the underlying technique 2;

[0092] FIG. 50 is a block diagram showing a configuration
of an embodiment of the present invention;

[0093] FIG. 51 is a view showing operation performed at
the signature time in the first embodiment;

[0094] FIG. 52 is a view showing operation performed at
the first sanitizing time in the first embodiment;

[0095] FIG. 53 is a view showing operation performed at
the second and subsequent sanitizing time in the first
embodiment;

[0096] FIG. 54 is a view showing operation performed at
the signature verification time in the first embodiment;

[0097] FIG. 55 is a view schematically showing effects of
the first embodiment in comparison with the underlying
technique;

[0098] FIG. 56 is a view showing the overview of the
operation performed in the first embodiment;

[0099] FIG. 57 is a view showing operation performed at
the signature time in a second embodiment;

[0100] FIG. 58 is a view showing operation performed at
the first sanitizing time in the second embodiment;

[0101] FIG. 59 is a view showing operation performed at
the second and subsequent sanitizing time in the second
embodiment;

[0102] FIG. 60 is a view showing operation performed at
the signature verification time in the second embodiment;

[0103] FIG. 61 is a view schematically showing effects of
the first embodiment and second embodiment in comparison
with the underlying technique;

[0104] FIG. 62 is a view showing the overview of the
operation performed in the second embodiment;

[0105] FIG. 63 is a view showing operation performed at
the signature time in a third embodiment;

[0106] FIG. 64 is a view showing operation performed at
the first sanitizing time in the third embodiment;

[0107] FIG. 65 is a view showing operation performed at
the second and subsequent sanitizing time in the third
embodiment;

[0108] FIG. 66 is a view showing operation performed at
the signature verification time in the third embodiment;

[0109] FIG. 67 is a view showing the overview of the
operation performed in the third embodiment;

[0110] FIG. 68 is a view schematically showing effects of
the third embodiment in comparison with the underlying
technique; and

[0111] FIG. 69 is a view showing an example of a con-
ventional paper agreement document that has been cor-
rected.
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DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

[0112] Hereinafter, an underlying technique of the present
invention will be described with reference to the drawings
before description of the embodiment is given.

[0113] (Underlying Technique)

[0114] A digital document management system, which is
an underlying technique of the present invention, retains,
independently of document information serving as a digital
document composed of digital information, policy informa-
tion (policy information for registration and policy informa-
tion for correction) and partial integrity information (partial
identification information and partial correction informa-
tion) and provides a mechanism that verifies and distributes
the digital document as a digital document partial integrity
assurance system.

[0115] FIG. 1 is a view of the principle of a digital
document management system according to the present
invention. Firstly, the basic configuration of the digital
document management system will be described with ref-
erence to FIG. 1. Note that, in the present specification,
“document information” and “original document informa-
tion”, “document” and “original document”, are synony-
mous terms respectively.

[0116] The digital document management system shown
in FIG. 1 includes a registration section 1, a generation
section 2, a management section 3, a verification section 4,
and a distribution section 5.

[0117] The registration section 1 registers document infor-
mation composed of digital information as original docu-
ment information. The generation section 2 generates partial
identification information for identifying a partial correc-
tion, change, addition, deletion, and the like (hereinafter,
referred collectively to as “correction”) and partial correc-
tion information representing partial correction history of
the original document information.

[0118] The management section 3 manages the partial
identification information and partial correction information
as partial integrity information together with the original
document information. Further, the management section 3
associates the two information with the policy information.

[0119] At the registration time of the original document
information, the policy information is used as registration
policy information, i.e., information describing conditions
including required entries (required document information)
in the original document information, creator’s authority,
and the like. At the time of correction of the original
document information after registration, the policy informa-
tion is used as correction policy information, i.e., informa-
tion describing partial correction management control infor-
mation (corrector, correctable area, non-correctable area,
and the like), procedure, constraint, condition, and the like
which are previously set for the original document informa-
tion. Note that, in the present underlying technique, identical
correction policy information and identical registration
information are used.

[0120] In the case of a paper agreement document, sec-
tions to be filled with, corrector, correction operation, cor-
rection procedure are regulated by a code or the like.
Similarly, in the case of the document information composed
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of digital information, a section that performs operation
control and validates the operation control is provided.

[0121] The verification section 4 uses the correction policy
information and partial integrity information to verify that a
partial correction has properly been made for the original
document information.

[0122] The distribution section 5 constitutes a transmit-
ting/receiving section that transmits and receives the original
document information to distribute the original document
information among a plurality of entities.

[0123] The original document information that the regis-
tration section 1 registers corresponds to a document (e.g.,
critical document such as articles of agreement) requiring a
third-party certification for use as evidence if end up in court
afterward. The registered original document information is
stored in the registration section 1. The partial identification
information and partial correction information that the gen-
eration section 2 generates are for post-confirmation of a
correction made for the original document information that
has been registered in the registration section 1 and associ-
ated with the original document information. When a cor-
rection is made for the original document information stored
in the registration section 1, a new version is created and
stored with a previous version left without change, and
partial integrity information corresponding to the new ver-
sion number is generated and associated with other infor-
mation.

[0124] According to the above digital document manage-
ment system, it is possible to: clearly identify a correction
made for a digital document such as the abovementioned
original document information; guarantee that the partial
correction has properly been made; distribute the corrected
digital document (document information) among a plurality
of entities; and assure the integrity of the corrected digital
document at each entity.

[0125] (Underlying Technique 1)

[0126] Hereinafter, as an underlying technique 1 of the
present invention, a case where the underlying technique of
the present invention is applied to a first application field
will be described. FIG. 2 is a block diagram functionally
showing a configuration of the digital document manage-
ment system as the underlying technique of the present
invention.

[0127] A digital document management system 10 shown
in FIG. 2 includes a request analysis section 20, a policy
management section 30, an original document information
management section 40, a partial integrity information gen-
eration section 50, a partial integrity information verification
section 60, and a distribution management section 70.

[0128] Configurations and rolls of the above sections will
be described below.

[0129] The request analysis section 20 receives a process-
ing request from a user 90 and assigns the processing to the
policy management section 30 or original document man-
agement section 40 according to the content of the request.
The policy management section 30 stores and verifies policy
information corresponding to original document informa-
tion.

[0130] The policy information describes, with respect to
the corresponding original document information, required
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entries and creator’s authority at the registration (creation)
time of the original document information, or predetermined
partial correction management control information (correc-
tor, correctable area, non-correctable area, and the like),
procedure, constraint, condition, and the like.

[0131] In the case of a paper agreement document, sec-
tions to be filled with, corrector, correction operation, cor-
rection procedure are regulated by a code or the like.
Similarly, in the case of digital information, a section that
performs operation control and validates the operation con-
trol is provided. The policy management section 30 includes
two sub-elements: a policy storage section 31 and a set of
registration policy verification section 32a and correction
policy verification section 325.

[0132] The policy storage section 31 receives a policy
storage request from the request analysis section 20 and,
according to the request, registers/stores the policy infor-
mation. The registration policy verification section 32a
verifies, according to the registration policy information that
has already been stored in the policy storage section 31,
whether the creator corresponds to one who has been
previously registered at the registration time of the original
document information, or whether all required entries are
made. The correction policy verification section 325 verifies,
according to the correction policy information that has
already been registered in the policy storage section 31,
whether the original document information is created and
corrected properly.

[0133] The original document management section 40
associates, together with partial integrity information, the
policy information registered in the policy management
section 30 with digital information and registers/manages/
stores the associated information as original document infor-
mation. The original document management section 40
includes two sub-elements: an original document processing
section 41 and an original document storage section 42.

[0134] The original document processing section 41
receives a processing request from the request analysis
section 20 and, according to the request, performs various
processing for the original document information. The origi-
nal document processing section 41 can execute new data
registration processing (original document registration pro-
cessing), registration data correction processing (registration
original document correction processing), registration data
acquisition processing (registration original document
acquisition processing), and registration data verification
processing (registration original document verification pro-
cessing).

[0135] The original document storage section 42 receives
an original document registration/storage request from the
original document processing section 41 and, according to
the request, registers/storages the original document infor-
mation together with the partial integrity information. Fur-
ther, the original document storage section 42 receives an
original document information acquisition request from the
original document processing section 41 and, according to
the request, takes out the original document information and
partial integrity information.

[0136] The partial integrity information generation section
50 receives a partial integrity information generation request
from the original document management section 40 and,
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according to the request, generates partial identification
information and partial correction information correspond-
ing to the original document information. The partial integ-
rity information generation section 50 includes two sub-
elements: a partial identification information generation
section 51 and a partial correction information generation
section 52.

[0137] The partial identification information generation
section 51 receives a partial identification information gen-
eration request from the original document management
section 40 and, according to the request, generates partial
identification information (information representing respec-
tive parts of the original document information and entries
thereof in an identifiable manner) corresponding to the
original document information. The partial identification
information describes, e.g., hash information that includes
random numbers for respective parts so as to check pres-
ence/absence of a change in the respective (e.g., in units of
one character or in units of one element in the case of XML
data) parts of the original document information and posi-
tion information indicating correspondence between the
section and hash information.

[0138] The partial correction information generation sec-
tion 52 receives a partial correction information generation
request from the original document management section 40
and, according to the request, generates partial correction
information corresponding to the original document infor-
mation. The partial correction information describes, e.g.,
information (correction history in respective parts of the
original document information) like “When a correction has
been made”, “Who has made a correction”, “For which part
a correction has been made”, “How a document has been
changed”, “Information before correction”, “Reason for
correction”.

[0139] The partial integrity information verification sec-
tion 60 receives a partial integrity information verification
request from the original document management section 40
and, according to the request, verifies partial identification
information and partial correction information against cor-
responding original document information. The partial
integrity information verification section 60 includes two
sub-elements: a partial identification information verifica-
tion section 61 and a partial correction information verifi-
cation section 62.

[0140] The partial identification information verification
section 61 receives a partial identification information veri-
fication request from the original document management
section 40 and, according to the request, verifies partial
identification information against corresponding original
document information.

[0141] The partial correction information verification sec-
tion 62 receives a partial correction information verification
request from the original document management section 40
and, according to the request, verifies partial correction
information against corresponding original document infor-
mation.

[0142] The distribution management section 70 receives a
transmission/reception request of original document infor-
mation from the original document management section 40
and, according to the request, transmits and receives the
original document information together with partial integrity
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information. The distribution management section 70
includes two sub-elements: a transmission processing sec-
tion 71 and a reception processing section 72.

[0143] The transmission processing section 71 receives a
transmission request of original document information from
the original document management section 40 and, accord-
ing to the request, transmits the original document informa-
tion together with partial integrity information to a target
entity. The reception processing section 72 receives a recep-
tion request of original document information from the
original document management section 40 and, according to
the request, receives the original document information
together with partial integrity information from a target
entity.

[0144] Here, the underlying technique of the present
invention is divided into first and second application fields,
and deception will be given for each sector. Firstly, in the
first sector, operations related to the basic concept (indi-
vidual basic functions) of the present invention including

% <

“document creation function”, “correction (partial sanitiz-
ing) function”, “verification function”, “distribution func-
tion”, and “acquisition function” will be described. In the
second application field, description will be concentrated on
XML (extensible Markup Language) document for the pur-
pose of further modifying and improving the original docu-
ment management method and verification method to be
realized in the first application field. In the second field, an
original document management method and verification
method realizing more effective partial falsification detec-
tion with attention being focused on “structuring” which is
one of the features of XML document format.

[0145] Firstly, the basic concept (individual basic func-
tions) which is the first application field will be described in
line with usage scene. As an example of operation of the
present underlying technique 1, first and second phases will
be described.

[0146] <First Phase>

[0147] As the first phase, the following usage scene is
assumed.

[0148] It is assumed that a user utilizes the present system
to record/store an agreement document. In the agreement
document, a correction may be made after the creation
thereof in some cases. In this case, validity such as identi-
fication of corrector, identification of corrected part, or
corrected content is required. The user uses the present
system to preserve the records so that he or she can exhibit
the records as evidence if embroiled in court case afterward.
“Hanako Suzuki” and “Administrator” appear on this scene.
Hanako Suzuki newly creates the agreement document and
makes a correction for the document. Administrator uses the
present system to perform verification. The above two
characters are assumed to perform the following processes.

[0149] (Creation of New Document)

[0150] Hanako Suzuki newly creates a new agreement
document and registers it in the system.

[0151] (Correction)

[0152] A correction event occurs in the address of Hanako
Suzuki due to relocation. Hanako Suzuki herself changes
“Kawasaki-shi Nakahara-ku” listed in address field in the
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agreement document to “Yokohama-shi Kohoku-ku” and
registers the new address in the system.

[0153] (Verification)

[0154] Immediately after completion of the correction and
registration, administrator performs verification (identifica-
tion of corrected part, confirmation of corrected content, and
confirmation of absence of correction in any other part than
the corrected part) involved in the address change.

[0155] In the above usage scene, the system provides the
following three functions to Hanako Suzuki and adminis-
trator.

[0156] (A) New data registration function (this function is
used when a new agreement document is created).

[0157] (B) Registration data correction function (this
function is used when a correction is made for the agreement
document).

[0158] (C) Registration data verification function (this
function is used when the agreement document is verified).

[0159] Hereinafter, operations in the above respective
events (A) to (C) will be described.

[0160] As a precondition in this usage scene, a user 90
(Hanako Suzuki or administrator) has previously been reg-
istered in this digital document management system so as to
be able to access the system. The usage scene is started when
Hanako Suzuki and administrator access/login the system.
Further, it is assumed that policy information corresponding
to the agreement document has already been registered and
stored in the policy storage section 31. FIG. 3 shows an
example of the policy information.

[0161] Asshown inFIG. 3, the control information written
in the policy information defines as follows: to input
“Name”, “Address”, and “Birth date” as essential informa-
tion for the agreement document; “Name” and “Address”
can be corrected as needed; “Birth date” is not correctable by
its nature; and sanitizing can be applied to “Birth date”. The
policy information is distributed among a plurality of enti-
ties in the system. In view of this, a signature of adminis-
trator may be appended to the policy information for
improvement of its safety.

[0162] (A) Creation time of new agreement document

[0163] FIG. 6 is a flowchart showing operation of new
document registration processing. In this new document
registration processing, the user 90 (Hanako Suzuki) selects
“agreement document” from “creation of new document”
menu on a not shown window and performs input operation
to an agreement document formatted based on the policy
information. After completion of the input operation, a new
document registration request is issued to the request analy-
sis section 20 in the digital document management system
10. Then, the following steps are performed.

[0164] (1) The request analysis section 20 of the digital
document management system 10 receives the new docu-
ment registration request (step ST-R1) and issues the same
to the original document processing section 41 (step ST-R2).

[0165] (2) The original document processing section 41
issues a registration policy verification request to the regis-
tration policy verification section 32a (step ST-R3).
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[0166] (3) The registration policy verification section 32a
refers to the policy information that has already been reg-
istered/stored in the policy storage section 31 to verify
whether the document has been created properly according
to the policy information and returns a result of the verifi-
cation to the original document processing section 41 (step
ST-R4).

[0167] (4) The original document processing section 41
acquires the verification result from the registration policy
verification section 32a. When the verification result is
affirmative (OK), the original document processing section
41 issues a partial identification information generation
request to the partial identification information generation
section 51 (step ST-R5). On the other hand, when the
verification result is negative (NG), the user 90 logs out of
the system to abort this new document registration process-
ing.

[0168] (5) The partial identification information genera-
tion section 51 generates partial identification information
corresponding to the document and returns the generated
result to the original document processing section 41 (step
ST-R6).

[0169] FIG. 4 is a view showing an example of partial
identification information generated by the partial identifi-
cation information generation section 51. In FIG. 4, random
number “123” is assigned to a character string “Hanako
Suzuki”, hash information corresponding to the character
string “Hanako Suzuki 123” is calculated, and hash infor-
mation “abcdefgh” is output as a result of the calculation.
The same hash information generation processing is applied
to other elements.

[0170] The reason for using the random number in FIG. 4
is to make it difficult to guess sanitized original information
in the case where partial sanitizing is applied in the second
phase to be described later. Although the random number is
used in the example of FIG. 4, it is possible to use other
techniques for achieving this object.

[0171] For example, time stamp F(time-stamp) represent-
ing date and time can be used in place of the random number.
In this case, F is an arbitrary function and time stamp
(time-stamp) is not directly applied. This is because it is
likely that the time stamp may be constituted by a fixed
format such as “year-month-day-time-minute-second” and,
therefore, may easily be guessed. A use of the time stamp
here can also assure creation data and time.

[0172] (6) The original document processing section 41
acquires the partial identification information from the par-
tial identification information generation section 51 and
registers/stores the agreement document and partial identi-
fication information in the original document storage section
42 (step ST-R7).

[0173] At this time, a signature of Hanako Suzuki is
appended to the agreement document and partial identifica-
tion information respectively.

[0174] FIG. 5 shows a state of the original document
storage section 42 at the new document registration time. As
shown in FIG. 5, the generated partial identification infor-
mation is combined with the agreement document which is
a main body as management information thercof. After
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completion of the steps described above, the user 90 logs out
of'the system to normally end the new document registration
processing.

[0175] (B) Correction Time of Agreement Document

[0176] FIG. 10 is a flowchart showing operation of reg-
istration document correction processing. When the user 90
(Hanako Suzuki) selects “registration document correction”
menu on a not-shown window, “target registration document
list” representing documents for which Hanako Suzuki can
perform processing (i.e., make a correction) is displayed.
When Hanako Suzuki selects an agreement document to be
corrected from the “target registration document list” on the
window, a registration document acquisition request is
issued to the request analysis section 20 of the digital
document management system 10. Then, the following steps
are performed.

[0177] (1) When the registration document acquisition
request is issued, the request analysis section 20 of the
digital document management system 10 receives the reg-
istration document acquisition request (step ST-U1l) and
issues the same to the original document processing section
41 (step ST-U2).

[0178] (2) The original document processing section 41
takes out the agreement document registered/stored in the
original document storage section 42 and displays the docu-
ment on the window so that Hanako Suzuki can refer to it
(step ST-U3).

[0179] When Hanako Suzuki changes “Kawasaki-shi
Nakahara-ku” listed in address field in the agreement docu-
ment to “Yokohama-shi Kohoku-ku”, a registration docu-
ment correction request is issued to the request analysis
section 20 of the digital document management system 10.

[0180] (3) The request analysis section 20 of the digital
document management system 10 receives the registration
document correction request (step ST-U4) and issues the
same to the original document processing section 41 (step
ST-US).

[0181] (4) The original document processing section 41
issues a correction policy verification request to the correc-
tion policy verification section 326 (step ST-U6).

[0182] (5) The correction policy verification section 324
refers to the policy information registered/stored in the
policy storage section 31 to verify whether the document has
been corrected properly according to the policy information
and returns a result of the verification to the original docu-
ment processing section 41 (step ST-U7). Note that, the
above correction policy verification is performed only for a
correctable area (without departing from the correctable
area) defined in the original document information.

[0183] FIG. 7 is a view showing an example in which a
correctable area and non-correctable area are identified.
When a correctable area “address™ is corrected, the verifi-
cation result becomes affirmative (OK). On the other hand,
when a non-correctable area “birth date” is corrected, the
verification result becomes negative (NG).

[0184] (6) The original document processing section 41
acquires a result of the verification from the correction
policy verification section 3256. When the verification result
is affirmative, the original document processing section 41
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issues a partial identification information generation request
to the partial identification information generation section 51
(step ST-U8). When the verification result is negative, the
user 90 logs out of the system to abort this registration
document correction processing.

[0185] (7) The partial identification information genera-
tion section 51 generates partial identification information
corresponding to the agreement document and returns the
generation result to the original document processing section
41 (step ST-U9). In this partial identification information
generation processing, a new random number or a time
stamp indicating the correction processing time is used to
newly generate partial identification information corre-
sponding to “address” which has been corrected from the
previous version. The partial identification information cor-
responding to entries other than “address™ (corrected part)
are generated using the same random number as that used in
the previous version or a time stamp indicating the docu-
ment creation time. Thus, it is possible to certify that the
corrected document (second version) is derivative of the
original document (first version). Further, different partial
identification information is generated each time even when
the same person inputs the same content, so that it is possible
to certify “same handwriting”, in terms of a paper document.

[0186] (8) Subsequently, the original document processing
section 41 issues a partial correction information generation
request to the partial correction information generation
section 52 (step ST-U10).

[0187] (9) The partial correction information generation
section 52 generates partial correction information corre-
sponding to the agreement document and returns to the
generation result to the original document processing section
41 (step ST-U11). FIG. 8 shows an example of the partial
correction information.

[0188] (10) The original document processing section 41
acquires the partial identification information and partial
correction information respectively from the partial identi-
fication information generation section 51 and partial cor-
rection information generation section 52 and registers/
stores the corrected agreement document together with the
partial identification information and partial correction
information in the original document storage section 42. At
this time, a signature of Hanako Suzuki is appended to the
agreement document, the partial identification information
and partial correction information respectively (step ST-
U12).

[0189] FIG. 9 is a view showing a state of the original
document storage section 42 at the registration document
correction time. Referring to the attribute (=R portion) (in
this example, random number is used) of address element, it
can be seen that different random numbers are used between
the first version (R=234") and second version (R=“876").
On the other hand, the same random number is used in the
fields other than the address field between the first and
second versions. The same is apparently true in the case of
the partial identification information.

[0190] After completion of the above steps, the user 90
logs out of the system to normally end the new document
correction processing. At any one of the above steps ST-U8
to ST-U11, the digital document management system 10
may display a message including “corrected part” and
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“corrected content™ to seek consensus on the correction from
the user 90 (Hanako Suzuki). For example, a message says
“Are you certain that address has been changed from
“Kawasaki-shi Nakahara-ku” to “Yokohama-shi Kohoku-
ku?”.

[0191] (C) Integrity/validity verification time of corrected
agreement document FIG. 14 is a flowchart showing opera-
tion of registration document verification processing.

[0192] When the user 90 (administrator) selects “registra-
tion document verification” menu on a not-shown window,
“target registration document list” representing documents
for which the administrator can perform processing (i.e.,
verification) is displayed. When the administrator selects an
agreement document to be verified from the “target regis-
tration document list” on the window, a registration docu-
ment verification request is issued to the request analysis
section 20 of the digital document management system 10.
Then, the following steps are performed.

[0193] (1) The request analysis section 20 of the digital
document management system 10 receives the registration
document verification request (step ST-V1) and issues the
same to the original document processing section 41 (step
ST-V2).

[0194] (2) The original document processing section 41
takes out the relevant verification data group registered/
stored in the original document storage section 42 (step
ST-V3). The verification data group to be taken at this time
is as follows. The number in the brackets indicates the
version number, where the latest version is set to N-th
version.

[0195] (a): Agreement Document (latest version: second
version [N-th version])

[0196] (b): Partial identification information (latest ver-
sion; second version [N-th version])

[0197] (c): Partial identification information (first version
[N-1th version])

[0198] (d): Partial correction information (latest version:
second version [N-th version])

[0199] (3) The original document processing section 41
issues a correction policy verification request to the correc-
tion policy verification section 325 (step ST-V4).

[0200] (4) The correction policy verification section 324
refers to the policy information registered/stored in the
policy storage section 31 to compare the policy information
and partial correction information (d) acquired in step ST-V3
to thereby verify whether the document has been corrected
properly according to the policy information and returns a
result of the verification to the original document processing
section 41 (step ST-V5).

[0201] FIG. 11 is a view showing the policy information
and partial correction information to be compared at this
time. The partial correction information indicates that cor-
rected part is “address”, and the policy information indicates
that “address™ is defined as a correctable area. Therefore, the
verification results in affirmation (OK).

[0202] (5) The original document processing section 41
acquires the verification result from the correction policy
verification section 32b. Subsequently, the original docu-
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ment processing section 41 issues a partial correction infor-
mation verification request to the partial correction infor-
mation verification section 62 (step ST-V6).

[0203] (6) The partial correction information verification
section 62 executes the following verification processing
and returns a verification result to the original document
processing section 41 (step ST-V7).

[0204] (6-1) Refers to the partial correction information
(d) acquired in step ST-V3 to identify a corrected part and
confirm partial correction content.

[0205] (7) Subsequently, the original document processing
section 41 issues a partial identification information verifi-
cation request to the partial identification information veri-
fication section 61 (step ST-V8).

[0206] (8) The partial identification information verifica-
tion section 61 executes the following verification process-
ing and returns a verification result to the original document
processing section 41 (step ST-V9).

[0207] (8-1) Compares the agreement document (a) and
partial identification information (b) acquired in step ST-V3
and confirm whether there is no falsification in them after
registering the relevant version of agreement document in
the system. FIG. 12 is a view showing the agreement
document and partial identification information to be com-
pared at this time.

[0208] (8-2) Identifies a corrected part (“address™) based
on the verification result (6-1) of the partial correction
information which has been acquired in step ST-V7; Com-
pares the content of “address” between the partial identifi-
cation information (b) and (c) to confirm that a correction
has been made for “address”; Confirms that any other part
than the corrected part has not been corrected from the
previous version. FIG. 13 is a view showing the partial
identification information (b) and (c) to be compared. In this
example, the partial identification information verification
section 61 confirms that only random numbers (“67890123”
and “qrstuvwx”) assigned to address part differ from each
other between the first and second versions of partial iden-
tification information. Accordingly, the partial identification
information verification section 61 can confirm that any
other part than the address part has not been corrected from
the previous version (first version).

[0209] (9) The original document processing section 41
collectively outputs the verification results acquired in steps
ST-V5, ST-V7, and ST-V9 (step ST-V10).

[0210] After completion of the steps described above, the
user 90 logs out of the system to normally end the registra-
tion document verification processing. Note that, in the
above configuration, the correction policy verification sec-
tion 324 and partial integrity information verification section
60 (partial identification information verification section 61
and partial correction information verification section 62)
constitute a registration document verification section of the
present invention.

[0211] <Second Phase>

[0212] As the second phase in this underlying technique,
the following usage scene is assumed.

[0213] In the second phase, a user utilizes the present
system to distribute an agreement document that has been
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corrected and registered in site A to site B. It is assumed that,
during the course of distribution, information of “birth date”
is subjected to sanitizing while information other than “birth
date” is disclosed. “Hanako Suzuki” and “Taro sato” and
“Minoru Yamada” appear on this scene. Hanako Suzuki
newly created the agreement document and registered it
after making a correction for the document in the first phase.
Taro Sato, who is a transmitter, applies sanitizing to “birth
date” field in the agreement document and distributes the
document toward a receiver at site B. Minoru Yamada, who
is a receiver, receives a complete set of the agreement
document transmitted from Taro Sato at site A and registers
the document in the system at site B. Further, Minoru
Yamada acquires verification data including the agreement
document distributed from site A for a public a third-party
certification (e.g., for exhibiting the data as evidence in a
court case). The above three characters are assumed to
perform the following four processes.

[0214] (Correction (Partial Sanitizing))

[0215] Hanako Suzuki, a user located in site A, creates an
agreement document and registered it in the system. After a
correction has been made for the agreement document by
Hanako Suzuki, Taro Sato, who is a transmitter, performs
correction processing to the document and registers it in the
system existing at site A as preparation for distribution to site
B. In this correction processing, information of “birth date”
is subjected to sanitizing while information other than “birth
date” is disclosed.

[0216] (Distribution (Transmission))

[0217] Taro Sato, who is a transmitter located at site A,
transmits a complete set of the agreement document to
Minoru Yamada who is a receiver located at site B.

[0218] (Distribution (Reception))

[0219] Minoru Yamada, who is a receiver located at site B,
receives a complete set of the agreement document trans-
mitted from Taro Sato who is a transmitter located at site A
and registers the document in the system existing at site B.

[0220] (Taking Out for a Third-Party Certification)

[0221] Minoru Yamada located at site B takes out a
complete set of the agreement document (verification data)
transmitted from the site A for a public third-party certifi-
cation (e.g., for providing the data as evidence in a court
case).

[0222] FIG. 15 is a view conceptually showing the usage
scene in the second phase. In the usage scene shown in FIG.
15, the present system provides the following functions to
Taro Sato and Minoru Yamada.

[0223] (B) Registration data correction function (this
function is used when sanitizing is applied to the agreement
document)

[0224] (D) Registration data distribution (transmission)
function (this function is used when the agreement docu-
ment is transmitted)

[0225] (E) Registration data distribution (reception) func-
tion (this function is used when the agreement document is
received)

[0226] (F) Registration data acquisition function (this
function is used when the agreement document is exhibited
as evidence in a court case)
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[0227] The operation of (B) has been described in the
usage scene set in the first phase and the description thereof
is omitted. Hereinafter, operations in the above respective
events (D) to (F) will be described. FIG. 16 shows a state of
the original document storage section 42 at the correction
(partial sanitizing) time of (B). It can be seen form FIG. 16
that a third version has newly been registered. Further, it can
be seen from a comparison between the second and third
versions of partial identification information that there is a
difference only in the information of “birth date” and “pro-
file data” due to sanitizing processing applied to “birth date”
field. As a precondition in this usage scene, users 90 (Taro
Sato and Minoru Yamada) have previously been registered
in this digital document integrity assurance system so as to
be able to access the system. The usage scene is started when
Taro Sato and Minoru Yamada access/login the system.

[0228] (D) Distribution (Transmission) Time of Agree-
ment Document

[0229] FIG. 18 is a flowchart showing operation of reg-
istration document distribution (transmission) processing.

[0230] When the user 90 (Taro Sato) selects “registration
document distribution (transmission)” menu on a not-shown
window, “target registration document list” representing
documents for which Taro Sato can perform processing (i.e.,
transmission processing) is displayed. When Taro Sato
selects an agreement document to be transmitted from the
“target registration document list” on the window, a regis-
tration document acquisition request is issued to the request
analysis section 20 of the digital document management
system 10. Then, the following steps are performed.

[0231] (1) The request analysis section 20 of the digital
document management system 10 receives the registration
document acquisition request (step ST-S1) and issues the
same to the original document processing section 41 (step
ST-S2).

[0232] (2) The original document processing section 41
takes out the agreement document set registered/stored in
the original document storage section 42 and displays the
document on the window so that Taro Sato can refer to it.
Further, the original document processing section 41 takes
out the policy information of the agreement document
registered/stored in the policy storage section 31 (step
ST-S3). The agreement document set to be taken out at this
time is shown in FIG. 17.

[0233] Tt should be noted that the agreement document—
main body (second version) is not disclosed. This is because
that information before being sanitized is included in agree-
ment document—main body (second version). Naturally, in
the partial sanitizing processing, information before being
sanitized is hidden in “information before correction” of the
partial correction information, although this is the same with
correction processing. By transmitting these information of
FIG. 16 other than the agreement document—main body
(second version) in a combined manner, it is possible to
distribute the information to spot B to allow the user located
at site B to utilize the information while keeping the content
before being sanitized confidential. Further, a third-party
certification is made possible. A method of achieving a
third-party certification using the document group will be
described later. After Taro Sato has confirmed the content of
the transmitted document, a registration document distribu-
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tion (transmission) request is issued to the request analysis
section 20 of the digital document management system 10.

[0234] (3) The request analysis section 20 of the digital
document management system 10 receives the registration
document distribution (transmission) request (step ST-S4)
and issues the same to the original document processing
section 41 (step ST-S5).

[0235] (4) The original document processing section 41
executes a verification process of the agreement document to
be transmitted (step ST-S6). The verification process per-
formed at this time has been described in the usage scene set
in the first phase and the description thereof is omitted.

[0236] (5) The original document processing section 41
acquires a verification result of the agreement document to
be transmitted. When the verification result is affirmative
(OK), the original document processing section 41 issues a
transmission request to the transmission processing section
71 (step ST-S7). On the other hand, when the verification
result is negative (NG), the user 90 logs out of the system to
abort this registration document distribution (transmission)
processing.

[0237] (6) The transmission processing section 71 trans-
mits the agreement document set to the digital document
management system located at site B and returns a trans-
mission result to the original document processing section
41 (step ST-S8).

[0238] After completion of the above steps, the user 90
logs out of the system to normally end the registration
document distribution (transmission) processing.

[0239] (E) Reception Time of Agreement Document

[0240] FIG. 19 is a flowchart showing operation of recep-
tion processing of a document to be registered.

[0241] When the user 90 (Minoru Yamada) selects “recep-
tion of to-be-registered document” menu on a not-shown
window, “target to-be-registered document list” representing
documents for which Minoru Yamada can perform process-
ing (i.e., reception processing) is displayed. When Minoru
Yamada selects an agreement document to be received from
the “target to-be-registered document list” on the window, a
to-be-registered document reception request is issued to the
request analysis section 20 of the digital document manage-
ment system 10. Then, the following steps are performed.

[0242] (1) The request analysis section 20 of the digital
document management system 10 receives the to-be-regis-
tered document reception request (step ST-T1) and issues the
same to the original document processing section 41 (step
ST-T2).

[0243] (2) The original document processing section 41
issues the to-be-registered document reception request to the
reception processing section 72.

[0244] (3) The reception processing section 72 receives
the agreement document set at the present system at site B
and returns the received agreement document set to the
original document processing section 41 (step ST-T3).

[0245] (4) The original document processing section 41
executes a verification process of the agreement document
acquired from the reception processing section 72 (step
ST-T4). The verification process performed at this time has
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been described in the usage scene set in the first phase and
the description thereof is omitted.

[0246] (5) The original document processing section 41
acquires a verification result of the agreement document to
be received. When the verification result is affirmative (OK),
the original document processing section 41 registers/stores
policy information included in the agreement document set
to the policy storage section 31 and registers/stores the
agreement document set in the original document storage
section 42 (step ST-T5). On the other hand, when the
verification result is negative (NG), the user 90 logs out of
the system to abort this to-be-registered document reception
processing.

[0247] After completion of the above steps, the user 90
logs out of the system to normally end this to-be-registered
document reception processing.

[0248] (F) Acquisition Time of Agreement Document

[0249] FIG. 20 is a flowchart showing operation of reg-
istration document acquisition processing.

[0250] When the user 90 (Minoru Yamada) selects “reg-
istration document acquisition” menu on a not-shown win-
dow, “target registration document list” representing docu-
ments for which Minoru Yamada can perform processing
(i.e., acquisition processing) is displayed. When Minoru
Yamada selects an agreement document to be acquired from
the “target registration document list” on the window, a
registration document acquisition request is issued to the
request analysis section 20 of the digital document manage-
ment system 10. Then, the following steps are performed.

[0251] (1) The request analysis section 20 of the digital
document management system 10 receives the registration
document acquisition request (step ST-G1) and issues the

same to the original document processing section 41 (step
ST-G2).

[0252] (2) The original document processing section 41
acquires the agreement document registered/stored in the
original document storage section 42. Further, the original
document processing section 41 takes out policy information
of the agreement document registered/stored in the policy
storage section 31 (step ST-G3).

[0253] After completion of the above steps, the user 90
logs out of the system to normally end this registration
document acquisition processing. FIG. 17 shows the verifi-
cation data group to be taken out by this acquisition pro-
cessing. A description will be given of what kind of third-
party certifications can be achieved in the present usage
scene in the case where the verification data group is
exhibited in a court or the like as evidence.

[0254] Firstly, in FIG. 21, a comparison among the agree-
ment document (third version) (D3), partial identification
information (second version) (S2), and partial identification
information (third version) (S3) allows the following third-
party certifications to be achieved.

[0255] Certification 1: Capable of confirming that the
agreement document (third version) (D3) is created based on
the agreement document signed by Hanako Suzuki.

[0256] Certification 2: Capable of confirming that the
content described by Hanako Suzuki has not been falsified.
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[0257] Certification 3: Capable of confirming that only
“birth date” field has been changed from the previous
version. Capable of confirming that any other part than the
“birth date” field have not been changed from the previous
version.

[0258] (Verification Method for Certifications 1 to 3)

[0259] It can be seen form FIG. 21, the hash value
(“yz012345”) of birth date in the partial identification infor-
mation (second version) (S2) differs from that (“qwertyui”)
in the partial identification information (third version) (S3)
and, accordingly, profile data between the two versions
differ from each other. However, the hash values of other
parts correspond to each other between the two versions.

[0260] As aresult, it is possible to confirm that only “birth
date” and “profile data” have been changed between the
second and third versions. At the same time, it is possible to
confirm that any other part than the “birth date” and “profile
data” includes no change. Further, signatures of Hanako
Suzuki and Taro Sato are appended to the partial identifi-
cation information (second version) (S2) and partial identi-
fication information (third version) (S3) respectively and
verification thereof can be made. Therefore, certification 3
can be verified. Further, it can be seen from the above
comparison that a signature of Hanako Suzuki is certainly
appended to any other part than the changed part. Therefore,
the certifications 1 and 2 can be verified.

[0261] While “profile data” is included in the partial
identification information in the present underlying tech-
nique, if the “profile data” is excluded from the partial
identification information, the different portion is confined
to “birth date” field.

[0262] Next, a comparison between the agreement docu-
ment (third version) (D3) and partial identification informa-
tion (third version) (S3) in FIG. 22 allows the following
third-party certifications to be achieved.

[0263] Certification 4: Capable of confirming that the
content of the agreement document (third version) (D3) has
not been falsified since it was registered in the system.

[0264] (Verification Method for Certification 4)

[0265] The certification 4 can be verified by regenerating
partial identification information from the agreement docu-
ment (third version) (D3) and comparing the agreement
document (third version) (D3) and regenerated partial iden-
tification information (third version) (S3). For example,
character strings “Hanako Suzuki” and “123” of the name
element in the agreement document (third version) (D3) are
coupled to each other to generate a character string “Hanako
Suzuki 123”. A hash value is generated from the character
string “Hanako Suzuki 123”. “abcdefgh” is extracted from
the name element in the partial identification information
(third version) (S3) and the hash value thereof is generated.
Then, the above two hash values are compared to each other
to determine whether they are identical or not. The same
processing and comparison are applied to any other part than
the name element. Only when all elements are determined to
be identical between the agreement document (third version)
(D3) and regenerated partial identification information (third
version) (S3), it is possible to say that the agreement
document (third version) (D3) has not been falsified since it
was registered in the system. Therefore, the certification 4
can be verified.

Jul. 19, 2007

[0266] Further, a comparison between the agreement
document (third version) (D3) and partial correction infor-
mation (third version) (T3) in FIG. 23 allows the following
third-party certifications to be achieved.

[0267] Certification 5: Capable of confirming that “birth
date” of the current (third version (D3)) agreement docu-
ment has been subjected to sanitizing processing in the
previous version by referring to the partial correction infor-
mation (third version) (T3).

[0268] Capable of confirming the corrected (sanitized)
date and time and corrector’s name (in this case, Taro Sato).

[0269] (Verification Method for Certification 5)

[0270] The certification 5 can be verified by referring to
the corrected date and time, corrector, corrected part, cor-
rection code, correction reason in the partial correction
information (third version) (13) to which a signature of Taro
Sato is appended.

[0271] (Underlying Technique 2)

[0272] Next, as an underlying technique 2 of the present
invention, a case where the underlying technique of the
present invention is applied to a second application field will
be described. As described above, an original document
management method and verification method realizing more
effective partial falsification detection in an XML document
will be described below.

[0273] In the present usage scene, “insurance application
form” is employed as digital data distributed among three
entities (applicant, insurance company, and financial insti-
tution) to assume “insurance application service” where the
data on the “insurance application form” is handled. FIG. 24
is a view showing a form of' the present system model. When
accessing the “insurance application service” (dedicated
Web server/ASP) provided/operated under the above con-
figuration, the three entities can utilize the present system. It
is assumed that this “insurance application service” is oper-
ated by a reliable third-party organization and that the
“insurance application form™ is distributed through the third-
party organization.

[0274] In this service, an applicant (Hanako Suzuki) uti-
lizes the present system installed/provided on Internet to
make an insurance application, the insurance company
receives the application form, and the financial institution
makes settlement of this agreement. The flow of the docu-
ment is shown in the following steps (1) to (5). Note that the
applicant (Hanako Suzuki), an insurance company represen-
tative, and a financial institution representative have already
been registered in the “insurance application service”.

[0275] (1) The applicant (Hanako Suzuki) logs in (at this
time, identification is made using, e.g., a combination of ID
and password or through biometrics) the “insurance appli-
cation service” through a Web browser, creates/registers an
insurance application form (first version) to thereby store the
application form in an original document storage unit (origi-
nal document storage section 42) installed in the present
system. When the applicant performs e.g., determination
key/transmission key depression operation, application form
data (first version) is transmitted to the insurance company
(arrow S1 in FIG. 24).

[0276] (2) The financial institution representative uses
some way (e.g., using a notification through E-mail, or
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through periodical order check) to acquire the insurance
application form (first version) transmitted from the appli-
cant (Hanako Suzuki) from the present system and checks
and verifies it.

[0277] (3) The insurance company representative trans-
mits credit information to the financial institution in order to
make settlement associated with the insurance agreement. At
this time, hiding (sanitizing) is partially applied to the
information other than that the financial institution needs as
the credit information (e.g., information related to a kind of
insurances). The insurance company representative then
updates the insurance application form (first version) with a
new version (second version) of the insurance application
form in which the sanitizing has been applied and registers
it in the system to thereby store the insurance application
form (second version) in an original document storage unit
(original document storage section 42). When the insurance
company representative performs e.g., determination key/
transmission key depression operation, application form
data (second version) is transmitted to the financial institu-
tion (arrow S2 in FIG. 24).

[0278] (4) The insurance company representative uses the
same way (i.e., uses, e.g., a notification through E-mail like
the insurance company representative) to acquire the insur-
ance application form (second version) transmitted from the
insurance company from the present system and checks and
verifies it.

[0279] (5) The financial institution representative trans-
mits a settlement result associated with the insurance agree-
ment between Hanako Suzuki and insurance company to the
insurance company. At this time, the financial institution
representative adds credit confirmation information to the
application form data to thereby update it with a new version
(third version) of the insurance application form and regis-
ters it in the system to thereby store the insurance application
form (third version) in an original document storage unit
(original document storage section 42). When the financial
institution representative performs e.g., determination key/
transmission key depression operation, application form
data (third version) is transmitted to the insurance company
(arrow S3 in FIG. 24).

[0280] Next, a method of managing the insurance appli-
cation form in the respective original document storage units
(original document storage sections 42) in the course of the
steps (1) to (5) will be described. Further, a verification
method performed in respective time points and a third-party
certification achieved by the verification will be described
together. The techniques and functions for controlling the
present system have concretely been described in the usage
scene of the first application field (underlying technique 1)
and the description thereof is omitted.

[0281] (1) Creation of Insurance Application Form (First
Version)

[0282] FIG. 25 shows an example of the insurance appli-
cation form (XML data) to be newly created in the present
step. In the first application field described in the underlying
technique 1, a very simple XML data (see FIG. 5) having a
flat structure (having only one parent element with a plu-
rality of child elements) has been taken as an example for the
purpose of explaining a basic concept. In the second appli-
cation field, XML data having a complicated hierarchical
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structure as shown in FIG. 25 is used. FIG. 25 is an example
in which the main body of the insurance application form
(first version) is represented using the XML data.

[0283] In the example of XML data shown in FIG. 25,
<insurance application form> is set as a root element, and
three parent elements (<contractor>, <designated account>,
and <agreement information>) are located under <insurance
application form>. Various child elements are located under
each parent element. FIG. 26 is a tree model of the XML
data and shows an XML data model of the insurance
application form (first version). It can be said that the
insurance application form is a kind of a hierarchically
structured document having a tree structure.

[0284] A generation method of partial identification infor-
mation corresponding to the insurance application form data
will next be described. FIG. 27 shows an example in which
the partial identification information generated at the cre-
ation time of the insurance application form (first version) is
represented using XML data.

[0285] As shown in FIG. 27, in first version, hash infor-
mation of all child elements, as well as hash information of
all parent elements (<insurance application form>, <con-
tractor>, <designated account>, <agreement information>,
<name>) are generated and recorded.

[0286] The above configuration is made for the purpose of
simplifying a document update process to be performed after
the first version. That is, when no change is made for a set
of parent and child elements (e.g., <family name>, <first
name>, <name> (which is the parent element of <family
name> and <first name>), <address>, and <telephone num-
ber>), it is only necessary to record the hash information
(="“7ed6c”) of <contractor> which is the parent element of
the above child elements. FIG. 28 is a view showing the
XML data model constituted only by a set of “contractor”.
The above data record management makes it possible to
omit verification of the five elements (<family name>, <first
name>, <name> (which is the parent element of <family
name> and <first name>), <address>, and <telephone num-
ber>). That is, it is only necessary to perform integrity
verification for the hash information of <contractor>, after-
ward.

[0287] Therefore, at the next (second version) verification
time, it is possible to reduce data amount and verification
cost much more than a case where verification data corre-
sponding to all of (<family name>, <first name>, <name>,
<address>, and <telephone number>) are retained and man-
aged. While it is assumed that all elements names are unique
in this example, there is a possibility that the same element
name may be used with different meaning in a different
place. It follows that a mechanism that uses an Xpath
function or the like to identify/manage the hash information
of such elements needs to be provided.

[0288] (2) Acquisition/Verification of Insurance Applica-
tion Form (First Version)

[0289] FIG. 29 is an original document storage state at the
creation time of the insurance application form (first ver-
sion). As shown in FIG. 29, the insurance company repre-
sentative acquires the insurance application form-main body
(first version) and partial identification information and
performs verification. The use of the verification data group
allows the insurance company representative to confirm
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whether the insurance application form has been created by
the applicant (Hanako Suzuki) and whether there is no
falsification in the allocation form itself. A concrete method
used in verifying the first version has already been described
in the first application field in the underlying technique 1 and
the description thereof is omitted.

[0290] (3) Creation of Insurance Application Form (Sec-
ond Version)

[0291] To create the insurance application form (second
version), the insurance company representative makes
update of the insurance application form (first version)
created by the applicant (Hanako Suzuki). As the update
process, the insurance company representative performs
partial hiding (sanitizing) for the contractor information.
FIG. 30 is a view showing an example in which the updated
insurance application form-main body (second version) is
represented using XML data.

[0292] A part TZ in FIG. 30 denotes the part that has been
corrected this time. It goes without saying that a digital
signature appended to the main body at this time is not of the
applicant (Hanako Suzuki) but of the insurance company. In
this way, the use of a general digital signature system assures
identification (i.e., who has created the document) and
integrity (i.e., document itself has not been falsified).

[0293] A characteristic of the underlying technique of the
present invention is as follows. For the entire document, a
general digital signature system is used to assure safety. For
respective parts in the document, partial identification infor-
mation is generated and managed separately from the main
body to clarify the responsibility of the partial identification
information with respect to “Who has made a correction”,
“for which part a correction has been made”, and “how the
document has been changed”.

[0294] As denoted by the part TZ in FIG. 30, the changed
elements are <kind of insurance> and <insurance amount>
and the changed contents thereof are represented by aster-
isks (*****) This expression section that the information
corresponding to the changed contents has been hidden
(sanitized). As a matter of course, as described in the first
application field in the first underlying technique, R-at-
tributes of the changed elements (<kind of insurance>,
<insurance amount>, <agreement information> (which is
the parent element of <kind of insurance> and <insurance
amount>)) have been changed.

[0295] Similarly, R-attribute of <insurance application
form> which is the parent element of <agreement informa-
tion> and root element of the present XML data has been
changed. The reason for appending R-attribute in the docu-
ment and the reason for changing R-attribute corresponding
to a changed part have already been described in the
abovementioned first application field and the description
thereof is omitted.

[0296] A method of generating partial identification infor-
mation corresponding to the insurance application form data
(second version) will next be described. FIG. 31 is a view
showing an example in which partial identification informa-
tion generated at the creation time of the insurance appli-
cation form (second version) is represented using XML data.

[0297] As shown in FIG. 31, the following method is used
to generate partial identification information, as far as the
second version and subsequent versions are concerned.
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[0298] Firstly, in this example, no change has been made
for <contractor> and <designated account> which are parent
elements. This signifies that no change has been made for all
child elements located under <contractor> and <designated
account>. Therefore, only the hash information of the parent
elements (<contractor> and <designated account>) are
recorded in the partial identification information (second
version), as described above (V2-1 in FIG. 31). The relevant
part may be copied from the partial identification informa-
tion (first version) or may be generated once again from the
insurance application form-main body (second version).

[0299] 1t is obviously adequate to use the former method
in the sense of reducing generation cost of the partial
identification information.

[0300] The changes of this time in <kind of insurance>
and <insurance amount> give influence to the hash infor-
mation of the parent elements, i.e., <agreement information>
and <insurance application form>. In this example, the hash
information of the parent elements are generated and
recorded once again (V2-2 in FIG. 31). This part (V2-2) can
directly be utilized at the next update (third version) time if
there is no change in the relevant part.

[0301] With the above configuration, it is possible to
reduce generation cost of the hash information correspond-
ing to unchanged part in the next update or later. In this
example, <insurance application form> serves as a root
element. Thus, only one change in the parent/child elements
under <insurance application form> causes the hash infor-
mation of the root element (<insurance application form>) to
be changed. The recording of the hash information of the
root element (<insurance application form>) makes it pos-
sible to easily confirm that there is no falsification in the
information, improving further the verification quality.

[0302] However, since similar verification can be made
using a digital signature appended to the entire document, it
is not always necessary to record the hash information of the
root element (<insurance application form>). It goes without
saying that it is necessary to regenerate and record the hash
information corresponding to <kind of insurance> and
<insurance amount> which have been changed this time in
order to identify the changed part afterward (V2-3 in FIG.
3.

[0303] FIG. 32 is a view showing an original document
storage state at the creation time of the insurance application
form (second version). In FIG. 32, a part T1 denotes a
changed part, and T2 denotes a part (child elements) which
has not been changed this time. It can be seen from this
example that the hash information corresponding to the child
elements are not recorded but the hash information of the
parent elements thereof (<contractor> and <designated
account>) are recorded.

[0304] The generation/record of the partial correction
information has no direct relevance to the usage scene in the
second application field and the description thereof is not
particularly made. A concrete description about the genera-
tion/record of the partial correction information has been
made in the usage scene in the first application field.

[0305] (4) Acquisition/Verification of Insurance Applica-
tion Form (Second Version)

[0306] As shown in FIG. 32, the financial institution
representative acquires the insurance application form-main
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body (second version), partial identification information
(second version), and partial identification information (first
version). At this time, it is not possible for the financial
institution representative to acquire/review the insurance
application form-main body (first version). This is because
that the insurance application form-main body (first version)
has the contents of <kind of insurance> and <insurance
amount> before being hidden (sanitized). If these contents
are disclosed, it is regarded as information leak. Therefore,
a mechanism that performs access control for respective
sites (persons) to limit availability of the document depend-
ing on the content included at respective time point (ver-
sions) is required in addition to the original document
management method using version numbers.

[0307] However, this requirement is applicable only in the
case where distribution data is centrally controlled within an
ASP which is one of the features of the present usage scene.
In a configuration where data is directly exchanged through
E-mail or the like, it is only necessary to simply select/limit
transmission data appropriately.

[0308] It can be seen that the verification data group that
the financial institution representative can review under the
above condition is confined to “insurance application form-
main body (second version)”, “partial identification infor-
mation (first version)”, and “partial identification informa-
tion (second version)”. FIG. 33 shows the verification data

group that the financial institution representative can review.

[0309] A use of the verification data group shown in FIG.
33 allows the verification as described below. Firstly, sig-
natures appended to the respective verification data are
verified to confirm/verify whether respective verification
data themselves include a falsification or not.

[0310] After the confirmation that there is no falsification
in the verification data, the insurance application form
(second version) and partial identification information (sec-
ond version) are used to check the content of the insurance
application form (second version) itself and check whether
there is any replacement of the content. To do this, hash
information are generated from the respective elements in
the insurance application form (second version), and the
generated hash information are compared with the hash
information of the corresponding elements recorded in the
partial identification information (second version) to check
whether they are identical to each other.

[0311] After the confirmation of the integrity of all ele-
ments, a comparison with the partial identification informa-
tion (first version) is made. Since no change has been made
for a part OD1 in FIG. 33, the hash information of only the
parent elements of the child elements existing in the part
OD1 are recorded in the partial identification information
(second version) as shown by VD1-2. Therefore, when the
hash information (VD1-1) in the partial identification infor-
mation (first version) and hash information (VD1-2) in the
partial identification information (second version) are com-
pared with each other, it is possible to confirm that there is
no change in the relevant part.

[0312] In this example, the hash information of <contrac-
tor> of the partial identification information (first version)
and partial identification information (second version) are
“7ed6c”, and hash information of <designated account>
thereof are “8¢320”, so that it is possible to confirm that
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there is no change in <contractor> and <designated
account>. Therefore, in this case, it is only necessary to
verify the parent element <contractor>. As a result, it is
possible to omit verification of five child elements located
under <contractor>, i.e., (<family name>, <first name>,
<name> (which is the parent element of <family name> and
<first name>), <address>, and <telephone number>) (or four
elements, in the case where the verification of the parent
element <name> is not included).

[0313] Similarly, it is only necessary to verify the parent
element <designated account>. As a result, it is possible to
omit verification of three child elements located under
<designated account>, i.e., (<name of financial institution>,
<account number>, and <account holder>). It follows that
when only two times of verification operations are per-
formed for the parent element, the same effect as that
obtained by eight times of verification operations can be
achieved. That is, in this example, it is possible to reduce
verification cost by 75%. Further, when only two elements
are recorded, the same effect as that obtained by recording
of the hash information corresponding to eight elements. As
a result, it is also possible to reduce data amount by 75%.

[0314] On the other hand, since a part OD2 in FIG. 33 has
been changed from the previous version, the hash informa-
tion of the corresponding child elements are recorded in the
partial identification information (second version), as shown
in a part VD2-2. Accordingly, by comparing the hash
information (VD2-1) in the partial identification information
(first version) and hash information (VD2-2) in the partial
identification information (second version), it is possible to
confirm that the relevant part has been changed.

[0315] In this example, the hash information of <kind of
insurance> differs between first version (“abfd3”) and sec-
ond version (“d2419”). Further, the hash information of
<insurance amount> differs between first version (“623al”)
and second version (“f56da”). Accordingly, it is possible to
confirm that the relevant part has been changed.

[0316] (5) Creation of Insurance Application Form (Third
Version)

[0317] To create the insurance application form (third
version), the financial institution representative makes
update of the insurance application form (second version)
created by the insurance company representative. As the
update process, the financial institution representative adds
credit confirmation information to the insurance application
form.

[0318] FIG. 34 is a view showing an example in which the
updated insurance application form-main body (third ver-
sion) is represented using XML data. In FIG. 34, a part KZ
has been added this time. A digital signature appended to the
main body at this time is not of the insurance company
representative but of the financial institution representative.

[0319] As denoted by the KZ part in FIG. 34, the added
elements are <credit result> and <credit NO>.

[0320] A method of generating partial identification infor-
mation corresponding to the insurance application form data
(third version) will next be described. FIG. 35 is a view
showing an example in which partial identification informa-
tion generated at the creation time of the insurance appli-
cation form (third version) is represented using XML data.
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[0321] As shown in FIG. 35, the following method is used
to generate partial identification information (third version),
as in the case with second version.

[0322] Firstly, in this example, no change has been made
for <contractor>, <designated account>, and <agreement
information> which are parent elements.

[0323] This signifies that no change has been made for all
child elements located under 10<contractor>, <designated
account>, and <agreement information>. Therefore, only the
hash information of the parent elements (<contractor>,
<designated account>, and <agreement information>) are
recorded in the partial identification information (third ver-
sion), as described above (V3-1 in FIG. 35).

[0324] While <kind of insurance> and <insurance
amount> which are child elements located under <agree-
ment information> were changed in the previous (second
version) update time, no change has been made for <kind of
insurance> and <insurance amount> this time. It can be
easily seen that the previous recording of the hash informa-
tion of <agreement information> corresponding to the sec-
ond version of the insurance application form in the partial
identification information (second version) is effectively
utilized at the time of creation of third version. This signifies
that the idea “it is possible to reduce generation cost of the
hash information corresponding to unchanged part in the
next update or later”, which has been estimated at the
creation time of the partial identification information (sec-
ond version), has been realized.

[0325] According to the above idea, the hash information
of <financial credit information> which is the parent element
of' a newly added <credit result> and <credit NO> (V3-2 in
FIG. 35). This part (V3-2) can directly be utilized at the next
update (fourth version) time if there is no change in the
relevant part.

[0326] In association with the addition, <insurance appli-
cation form> which is the root element is inevitably regen-
erated and recorded (V3-2 in FIG. 35). It goes without
saying that it is necessary to regenerate and record the hash
information corresponding to <credit result> and <credit
NO> which have been added this time in order to identify
the changed part afterward (V3-3 in FIG. 35).

[0327] FIG. 36 is a view showing an original document
storage state at the creation time of the insurance application
form (third version). In FIG. 36, a part K1 denotes a part that
has newly been added this time, and a part K2 denotes a part
(child elements) which has not been changed this time. It can
be seen from this example that the hash information corre-
sponding to the child elements are not recorded but the hash
information of the parent element thereof (<agreement infor-
mation>) is recorded.

[0328] Inthe above description, a method of managing the
insurance application form in the respective original docu-
ment storage units (original document storage sections 42)
in the course of the steps (1) to (5), a verification method
performed in respective time points, and a third-party cer-
tification achieved by the verification have been shown. By
performing, at each document creation/update time, the
generation method of the partial identification information,
original document management method, and verification
method shown in steps (1) to (5), it is possible to easily
realize the partial falsification detection function of the XML
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data having a complicated structure. Thus, the present sys-
tem utilizing the partial falsification detection function of the
XML data has a greater advantage than a system that
manages all the child elements each update time irrespective
of presence/absence of a change because it is possible to
expect a significant reduction of verification cost and a
reduction of amount of data to be transferred/stored.

[0329] Further, the system that manages all the child
elements each update time irrespective of presence/absence
of'a change can only be utilized for verification between two
versions. For example, in the case where the third version is
presented for a third-party’s certification, only a difference
between the third version and the immediately previous
version (second version) can be verified. Of course, it is
possible to verify a change from the first version. In this
case, however, partial identification information including
all elements needs to be presented, increasing the amount of
data to be transferred/stored and verification time.

[0330] On the other hand, a use of the partial falsification
detection function of the XML data having a complicated
hierarchical structure reduces the data amount of the partial
identification information to be recorded/managed to a mini-
mum level required for verification. That is, it becomes
possible to distribute/verify a combination of respective
versions of partial identification information (first version
(original (or base)), second version, third version . . . N-th
version) with a minimum amount of data to be transferred/
stored. As a result, it is possible to perform, at each entity
(site), historical management of correction events in all
versions more simply and at lower cost.

[0331] Further, history trace/certification about “When, by
whom, for which part, and how a correction has been made”
can be achieved.

[0332] Although the partial identification information of
respective versions are managed as individual files as shown
in the example (FIG. 36) of a storage state of the insurance
application form (third version), they may be coupled to
each other and organized in one file. In this case, by carrying
the verification data group among a plurality of entities, the
history trace/certification can be performed more effectively
at each entity.

[0333] Such partial identification information managed in
a coupled manner requires assurance of time-variant in
version numbers and needs to be capable of identifying
creators (identification) for each version. An Xlink function
may be used to realize the coupling-management method.

[0334] FIGS. 37 and 38 show a state where the respective
documents are coupled together as one file. FIG. 37 shows
a state where all the partial identification information
required for verifying the second version have been coupled
together, and FIG. 38 shows a state where all the partial
identification information required for verifying the third
version have been coupled together.

[0335] A digital signature of the creator is appended to
each version of the partial identification information. A use
of an XML partial digital signature or the like makes it
possible to easily append the digital signature. In the present
usage scene, a signature of the applicant (Hanako Suzuki)
has been appended to the first version, a signature of the
insurance company representative has been appended to the
second version, and a signature of the financial institution
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representative has been appended to the third version. There-
fore, identification and integrity of the data itself can be
easily verified in the respective partial identification infor-
mation.

[0336] It can be seen from a comparison between FIG. 37
and FIG. 38, simply by performing historical management in
the form of the partial identification information, a partially
corrected part and corrected content can independently be
certificate in a third-party manner even if the main body of
the insurance application form is overwritten. In other
words, it can be said that the content of the partial identi-
fication information is a snapshot of each version. By
carrying the verification data group having the form
described above among a plurality of entities, it is possible
to easily perform the historical trace/certification for each
part of the document at each site while preventing leakage
of information that has partially been hidden.

[0337] Described in the above usage scene is a method
(hereinafter, referred to as “method 1) that records child
elements and its parent element for a part that has been
corrected from the previous version but records only a
parent element for a part where all child elements located
under the parent element have not been corrected.

[0338] In addition to the method 1, there is available a
method that records child elements and its parent element
only for a part that has been corrected from the previous
version, that is, purely manages only a difference in order to
reduce the amount of data to be transferred/stored more than
the method 1. In the following, this method (referred to as
“method 2”) that manages only a difference will be
described.

[0339] According to the method 1, a management method
of the partial identification information of the insurance
application form-main body (second version) (FIG. 30) is
represented as shown in FIG. 31. According to the method
2, the management method thereof is represented as shown
in FIG. 39. FIG. 39 is a view showing an example in which
the method 2 is used to represent the partial identification
information (second version) using XML data.

[0340] In the method 2, as shown in FIG. 39, unchanged
part (<contractor> and <designated account>), which has
been recorded in the method 1, is not recorded. Thus, the
amount of data to be transferred/stored can be reduced more
than in the case of the method 1.

[0341] FIG. 40 shows an original document storage state
at the creation time of the insurance application form (third
version) in the method 2.

[0342] Next, cost evaluation/analysis is made for the
amount of data to be transferred/stored and verification
processing associated with the generation of the partial
identification information with respect to the following three
methods. A method 0 indicates a method that has been
described in the usage scene in the first application field.

[0343] The method 0 (comparison target) records all the
hash information irrespective of presence/absence of a
change. The method 1 records child elements and its parent
element for a part that has been corrected from the previous
version but records only a parent element for a part where all
child elements located under the parent element have not
been corrected (this method has been adopted in the usage
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scene of the second application field). The method 2 records
child elements and its parent element only for a part that has
been corrected from the previous version, that is, purely
manages only a difference.

[0344] Simple XML data as shown in FIG. 41 is used to
perform analysis. FIG. 41 is a view showing an example of
XML data for evaluation/analysis.

[0345] 1t is assumed, in the present evaluation/analysis,
that only <kind of insurance> is subjected to correction at
the update time to the second version. FIG. 42 shows a state
where the content of <kind of insurance> is changed from
“AA” to “BBB”. That is, FIG. 42 is a view showing the
update of XML data for evaluation/analysis.

[0346] Firstly, the analysis is made for the amount of data
to be transferred/stored and the number of verification
operations with respect to the comparison target (method 0).
FIG. 43 shows a data management method and verification
processing in the method 0. That is, FIG. 43 is a view
showing generation and verification of the partial identifi-
cation information according to the method 0. In verification
Al, the insurance application form (second version) and
partial identification information (second version) are used
to check whether the content of the insurance application
form (second version) has been partly changed. To do this,
the hash information are generated from respective elements
in the insurance application form (second version) and
compared with the has information of the corresponding
elements recorded in the partial identification information
(second version) to determine the identity between them.

[0347] In verification A2, a comparison between the par-
tial identification information (second version) and its pre-
vious version (first version) of the partial identification
information is made to identify a changed part and confirm
that any other part than the changed part includes no change.

[0348] The amount of data to be transferred/stored and the
number of verification operations in the method 0 are
summarized as follows. The transfer/storage data of the
partial identification information (second version) is 7 lines,
in terms of the number of lines.

[0349] Since all the hash information corresponding to the
changed and unchanged elements are recorded in the method
0, the data amount corresponding to 7 lines are recorded
both in the first and second versions respectively. Note that
an element <partial identification information>, which is a
root element, is not counted in this example. As for the
verification cost, 7 times of verification operations are
performed in verification Al and 7 times of verification
operations are performed in verification A2, resulting in
generation of cost corresponding to 14 times of verification
operations.

[0350] Secondly, the analysis is made for the amount of
data to be transferred/stored and the number of verification
operations with respect to the method 1. FIG. 44 shows a
data management method and verification processing in the
method 1. That is, FIG. 44 is a view showing generation and
verification of the partial identification information accord-
ing to the method 1.

[0351] The amount of data to be transferred/stored and the
number of verification operations in the method 1 are
summarized as follows. The transfer/storage data of the
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partial identification information (second version) is 3 lines.
Since the method 1 records child elements and its parent
element only for a part that has been corrected from the
previous version but records only a parent element for a part
where all child elements located under the parent element
have not been corrected, the data amount of each of the first
and second versions can be reduced as compared with that
in the method 0.

[0352] As for the verification cost, 3 times of verification
operations are performed in verification B1 and 3 times of
verification operations are performed in verification B2,
resulting in generation of cost corresponding to 6 times of
verification operations.

[0353] That is, one verification operation for <contractor>
corresponds to verification operations for four elements
(<name>, <family name>, <first name>, and <address>), so
that the number of verification operations can be corre-
spondingly reduced.

[0354] Thirdly, the analysis is made for the amount of data
to be transferred/stored and the number of verification
operations with respect to the method 2. FIG. 45 shows a
data management method and verification processing in the
method 2. That is, FIG. 45 is a view showing generation and
verification of the partial identification information accord-
ing to the method 2.

[0355] The amount of data to be transferred/stored and the
number of verification operations in the method 2 are
summarized as follows. The transfer/storage data of the
partial identification information (second version) is 2 lines.
Since the method 2 records child elements and its parent
element only for a part that has been corrected from the
previous version, the data amount of each of the first and
second versions can be reduced as compared with that in the
method 0, as in the case of the method 1.

[0356] As for the verification cost, 2 times of verification
operations are performed in verification C1 and 2 times of
verification operations are performed in verification C2,
resulting in generation of cost corresponding to 4 times of
verification operations.

[0357] The method 2 cannot verify that <contractor>,
<name>, <family name>, <first name>, and <address>
which correspond to an unchanged part have not been
changed from the previous version, since, in verification C1,
the insurance application form (second version) and partial
identification information (second version) are used to check
the content of the insurance application form (second ver-
sion) itself and check whether there is any replacement of
the content. That is, the method 2 places utmost priority on
the transfer/storage data amount and therefore does not have
information for verifying that point.

[0358] Accordingly, it is necessary to generate the hash
information of the relevant elements based on the insurance
application form (second version) and compares the hash
information thereof with those of the corresponding ele-
ments in the previous version (first version) of the partial
identification information. This verification is performed as
verification C3 in FIG. 45. In this step, cost corresponding
to 5 times of verification operations is generated. In total,
cost corresponding to 9 times (=2 (C1)+2 (C2)+5 (C3)) of
verification operations is generated.
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[0359] A comparison between methods 1 and 2 is made
with respect to the analysis result obtained in the method 0.
FIG. 46 shows a result of the method-based analysis. It can
be seen from the analysis result that both the transfer/storage
data amount and the number of verification operations are
reduced in the methods 1 and 2 respectively as compared
with the case of the method 0. Therefore, it can be said that
it is preferable to use the method 1 or method 2 for
generation/management of the partial identification infor-
mation. Further, it can be seen from a comparison between
methods 1 and 2 that although the method 2 needs less
transfer/storage data amount than the method 1, it needs
much time for verification processing, and that the method
1 realizes cost reduction of the transfer/storage data amount
and the number of verification operations in a balanced
manner.

[0360] The above result reveals not the order of superior-
ity between the methods 1 and 2, but that it is necessary to
select a suitable method depending on the degree of the
hierarchical structure of the document.

[0361] FIG. 47 shows a bubble chart representing the
result of the method-based analysis.

[0362] As described above, according to the underlying
technique of the present invention, it is possible to satisfy the
following requirements which cannot be met by conven-
tional techniques and a plain combination thereof. (1)
Capable of identify a corrected part in the digital document
as well as confirming that any other part than the corrected
part includes no change. (2) Capable of assuring (third-party
certification) the integrity and authenticity of the digital
document at each time point in the case where a corrected
digital document is distributed between a plurality of entities
and a correction/addition is made for the digital document at
the respective entities. (3) Capable of performing a third-
party certification and distribution using a digital document
that has been subjected to sanitizing or using only some
versions even though all the versions of the digital document
stored/managed in the present system are not taken out.

[0363] While the underlying technique of the present
invention has been described with respect to management of
the original document information of document such as the
agreement document, the present underlying technique can
widely be applied to legal certification, verification, and the
like of the history of the document. Further, while the same
policy information is used in the verification for registration
and verification for correction, it goes without saying that
different policy information may be used for the respective
verification processing.

[0364] (Summary of Underlying Technique)

[0365] In an embodiment of the present invention, a
modified technique for further reducing the storage data
amount relative to the techniques that have been described
in the underlying techniques 1 and 2 will be described. For
convenience of that description, the underlying techniques 1
and 2 are summarized below. Note that, in the following
description, a sanitizing signature technique in the underly-
ing technique and the embodiment of the present invention
is referred to as PIAT signature technique.

[0366] In the process of the PIAT signature, three entities:
a signer, a sanitizer, and verifier appear. The signer generates
a signature to be appended to an original document. The
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sanitizer defines a document including a nondisclosure part
based on the original (or sanitized) document to create a
sanitized document. The verifier performs signature verifi-
cation to confirm the integrity of a disclosure part.

[0367] In the underlying technique 1, a document is
divided into blocks, and the hash function is used to extract
characteristic information from each block. The information
obtained by collecting the characteristic information is
referred to as partial identification information. A digital
signature is appended to the partial identification informa-
tion. The obtained partial identification information is
defined as the first version.

[0368] In information addition/correction/deletion (sani-
tizing) for the first version, after completion of the infor-
mation addition/correction/deletion (sanitizing), corre-
sponding partial identification information and a digital
signature to be appended thereto are generated as is the case
with processing at the signature creation time. Further,
information indicating by whom and for which part the
change has been made is stored as the partial identification
information. The obtained partial identification information
is defined as the second version.

[0369] In the PIAT signature confirmation process, the
partial identification information (first version), main docu-
ment (second version), partial identification information
(second version), and partial correction information (second
version) are used to perform verification. A comparison
between the partial identification information (first version)
and partial identification information (second version)
makes it possible to identify a changed part between them.
Further, based on the digital signature appended to the
partial identification information, the integrity of the partial
identification information can be verified, as well as iden-
tification of the person who creates/changes the partial
identification information can be assured. In addition, the
integrity of the document can be verified/assured based on
the document and partial identification information.

[0370] The underlying technique 2 is a modification of the
underlying technique 1. In the underlying technique 1, since
the hash value of all the blocks needs to be retained as the
partial identification information in each version, the infor-
mation amount of the partial identification information
becomes enormous. In the underlying technique 2, only a
changed part is stored for the second version and subsequent
versions of partial identification information to thereby
reduce the information amount of the partial identification
information. Further, in the case where a structured docu-
ment such as XML structured-document is used, there is
proposed a method for effectively store a changed part with
attention being focused on its structure.

[0371] It is assumed in the above underlying techniques
that a document to which a signature is appended is data
messages (M1, . . . Mn) each including n partial document.
Further, it is assumed that a random number is generated an
appropriate (pseudo) random number generator and that a
function H( ) is a safe arbitrary hash function. Furthermore,
it is assumed that a function Signk( ) is a safe (i.e.,
existentially unforgeable against adaptive chosen message
attacks) arbitrary signature generation function of a signa-
ture system.

[0372] The overview of the PIAT signature processing in
the underlying technique 1 is shown below (Algorithm 1). It
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is assumed that the number of sanitizers is m. The sanitizer
in the PIAT signature generates/outputs signature o(0) for a
set (the set is referred to as partial identification information)
h(0) of hash values of the respective partial document
appended by the random number. A first sanitizer which has
received an original document and a pair of partial identi-
fication information and signature retains the content of a
partial document to be disclosed without change and, at the
same time, substitutes a random number corresponding to
the undisclosed partial document with an adequate data
message (e.g., M="XXXX") and a new random number to
obtain a new hash value.

[0373] New partial identification information h(1) and
signature o(1) of the sanitizer are generated in this manner,
and a sanitized document after being changed and two
partial identification information/signature pairs (h(0),
0(0)), (h(1), o(1)) are output. The sanitizer can identify the
partial document that has been sanitized by comparing the
above partial identification information constituting each
pair.

[0374] Similarly, j-th (j=1, . . . m) sanitizer receives, as
input information, the sanitized document output from the
(j=1)-th sanitizer and j partial identification information/
signature pairs (h(0), o(0), . . ., (h(j-1), o(j-1)). In this case,
the j-th sanitizer can identify the sanitized partial document
by comparing the partial identification information h(0) and
h(j-1). Subsequently, new partial identification information
and signature (h(j), o(j) are generated, and a sanitized
document after being changed and (j+1) partial identification
information/signature pairs (h(0), a(0)), . . ., (h(j-1), o(j-
1)), (h(), ofj)) are output (FIG. 48).

[0375] The verifier receives the sanitized document
[M(m)] and (m+1) partial identification information/signa-
ture pairs (h(0, 0(0)), . . ., (h(m), o(m)) output from the last
(m-th) sanitizer. The verifier verifies the sanitized document
and respective signatures to confirm the integrity of the
sanitized document and partial identification information.
Then the verifier compares the partial identification infor-
mation h(0) and h(m) to identify the sanitized partial docu-
ment and, after that, calculates a value j that satisfies hi(0)=
. .. =hi(j=-1)=hi(j)= . . . =hi(m) for the sanitized partial
document. When the value j can be obtained, it is possible
to identify that the partial document has been sanitized by
j-th sanitizer. When the value j cannot be obtained, it is
possible to identify that an illegal sanitizing has been made
as well as by whom the illegal sanitizing has been made.

[0376] (Algorithm 1)
[0377] (Signature by Signer)

[0378] (S1) Original documents (agreement document)
(M1, . . ., Mn) are input.

[0379] (S2)Randomly generates identifiers ri correspond-
ing to respective partial document Mi (i=1, . . ., n) to satisfy
[Mi](0)sri|Mi; and calculates hash value hi(0)<H([Mi](0)).

[0380] (S3) Generates signature o(0)sSign ,(h(0)) (sk0
is private key of signer), where h(0)=h1(0)| . . . |[hn(0).

[0381] (S4) Outputs document ([M1](0), . . . , [Mn](0)),
partial identification information/signature pair (h(0), o(0)).
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[0382] (Sanitizing by j-th Sanitizer)

[0383] (S1) Receives document ([M1](j-1), . . ., [Mn](-
1)) and j partial identification information/signature pairs

(h(0), a(0)), . . . , (hG-1), oG-1)).

[0384] (S2) Compares two partial identification informa-
tion h(0) and h(j-1) to obtain index set C (={ilhi(0)=hi(j—
1)}) of sanitized partial document.

[0385] (S3) Defines partial document to be sanitized (to be
undisclosed) to obtain index set CoC.

[0386] (S4) Generates new partial document from respec-
tive partial documents [Mi](j-1) (i=1, . . ., n).

Mil(p=rIMifieC’/C

= [Mi](j — 1) otherwise

[0387] where, ris random number, and M is adequate data
massage.

[0388] (S5) Calculates hash value hi(j)sH([Mi](j)) from
obtained partial document.

[0389] (S6) Generates signature o(j)=Signy; (h(j)), where
skj is private key of j-th sanitizer, and h(j)=h1(j)| . . . hn().

[0390] (S7) Outputs document (M1](j), . . ., [Mn](j)) and
j+1 partial identification information/signature pairs (h(0),

o(0), .. ., (hG), oG))-
[0391] (Verifier)

[0392] (S1) Receives document (M1](m), . . ., [Mn](m)),
m+1 partial identification information/signature pairs (h(0),
o(0)), . . ., (h(m), o(m)), and public keys pkj (j=0, . . . , m)
of signer/sanitizer.

[0393] (S2: Confirmation of sanitized document) Calcu-
lates hash values hi of respective partial document [Mi]
(m)(i=1, . . ., n); and outputs invalid if || . . . || hn is not equal
to h(m) to end verification.

[0394] (S3: Verification of signature) Uses public key pkj
and partial identification information h(j) for respective j
(=0, 0, . . . , m) to verify signature o(j); and outputs invalid
if verification fails to end verification.

[0395] (S4: Identification of sanitized part) Compares two
partial identification information h(0) and h(m) to obtain
index set C=[i/hi(0)=hi(m)] of sanitized partial document.

[0396] (S5: Verification of sanitizer) Uses m+1 partial
identification information h(0), . . . , h(m) to identify
sanitizer of i-th (ieC) sanitized partial document; determines
that j-th sanitizer has sanitized above partial document when
hi(0)=. .. =hi(j-1)=hi(j)=". . . =hi(m) is satisfied; and outputs
valid when sanitizers corresponding to all IeC can be iden-
tified and otherwise outputs invalid to end verification.

[0397] In (algorithm 1) of the PIAT signature in the
underlying technique 1, m+1 partial identification informa-
tion/signature pairs and, in particular, (m+1)n hash values
(or mn hash values, in the case where the partial identifi-
cation information of the last sanitizer is deleted) are
required in addition to a sanitized document in order to
perform verification.
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[0398] However, since most of the m+1 hash values hi(0),
..., hi(m) corresponding to i-th partial document have the
same value (hi(0)= . . . =hi(m) is satisfied in the case where
the partial document is disclosed; and hi(0)= . . . =hi(j-
D=hi()= . . . hi(m) is satisfied in the case where it is
undisclosed), it is inefficient to retain all the hash values. In
order to cope with this, the underlying technique proposes a
modified method that outputs all partial identification infor-
mation corresponding to original documents created by a
singer but outputs only correction (sanitizing) information
(i, j) of a corrected part when a correction (sanitizing) has
been made. The sanitizing information (i, j) indicates that
i-th partial document has been sanitized by j-th sanitizer
(FIG. 49).

[0399] When the sanitizer makes a correction, a sanitized
document after being changed, sanitizing information, and a
signature to be appended to the sanitizing information are
output. The verifier can constitute information equivalent to
that obtained in the underlying technique 1 based on these
information, the same processing as conventionally per-
formed is effective. Such a modification allows the number
of hash values required for the verifier to be reduced to n
(however, the number of signatures required is not changed).
The underlying technique 1 performs version-management
of a difference with the first version set as a base point, so
that it is called, as a matter of convenience, SCCS (Source-
Code Control System) named after a source code manage-
ment tool that performs the similar version-management of
a difference.

EMBODIMENT

[0400] In the present embodiment, a method which is a
modification of the underlying technique 2 and which sig-
nificantly reduces the information amount of partial identi-
fication information to be retained will be described. That is,
although the underlying technique 2 manages a difference
between a plurality of versions of partial identification
information to thereby reduce the amount of information to
be stored, this management technique produces improve-
ment on the reduction of the information amount of the
second version and subsequent versions of the partial iden-
tification information. In other words, it has not yet been
possible to reduce the information amount of the first
version of the partial identification information. Further, a
signature needs to be appended to each version of the partial
identification information and, accordingly, it is necessary to
store the digital signature having information amount cor-
responding to the number of versions. Therefore, an object
of the present embodiment is to reduce the information
amount of the partial identification information and digital
signature as much as possible.

[0401] The underlying technique 1 stores partial identifi-
cation information (first version) and uses a difference
caused in the first version to create partial identification
information (second version) (forward difference). On the
other hand, the present embodiment uses a backward dif-
ference approach where version-management of a difference
is performed with the latest version set as a base point.
Basically, there is no difference in the information amount
between the forward difference approach and backward
difference approach. However, in PIAT signature, the latest
partial identification information can be generated from a
main body to be disclosed, eliminating the need to store the
latest version of partial identification information.
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[0402] A use of the above feature eliminates the need to
store partial identification information serving as a base of a
forward difference approach (i.e., first version of partial
identification information), allowing significant reduction of
storage information amount.

[0403] Further, while a digital signature needs to be
appended to respective versions of partial identification
information (or a difference between them), the present
embodiment will also refer to a case where an Aggregate
signature scheme is applied to the digital signature system.

First Embodiment

[0404] In the first embodiment, a difference management
system that manages a difference with the latest version set
as a base point is used in place of the underlying technique
2 (SCCS type difference management system) for the pur-
pose of reducing the information amount of partial identi-
fication information under the use of PIAT signature. This
system is referred to as RCS (Revision Control system) type
(modification 1) named after a source code management tool
that implements the similar version-management of a dif-
ference.

[0405] FIG. 50 shows a configuration of the first embodi-
ment. A digital signature creation section 80A is newly
added to the configuration used in the underlying technique
1. Further, the original document management section 40,
original document processing section 41, and original docu-
ment storage section 42 are replaced by a document infor-
mation management section 40A, processing section 41A,
and storage section 42A respectively. In the following,
operation of the first embodiment will be described.

[0406] (Operation of Signature Processing)
[0407] FIG. 51 shows operation of signature processing.

[0408] (S1) The partial identification information genera-
tion section 51 divides a message (agreement document) M
(0) input by a signer into M1 to Mn.

[0409] (S2) The partial identification information genera-
tion section 51 calculates the hashes of respective blocks to
generate hash values (for example, generates h(Mi) for i-th
block) to obtain hash value set H(0)

[0410] (S3) At the time when a signer performs a signature
process, the digital signature creation section 80A uses a
signature function in which the hash value set H(0) and the
private key of the signer are set as parameters to create a
digital signature.

[0411] The signature created is, for example, Sig,=
Sig(sk0,h(H(0))). This signifies that the hash value set is
hushed once again, and the private key sk0 of the signer is
used to append a signature to the resultant hush value set
according to signature function Sig( ).

[0412] (S4) The document information management sec-
tion 40A discloses the message M(0) and signature Sig0 to
a sanitizer according to an instruction of the signer.

[0413] Note that while the hush value set is hashed once
again in the case where a signature function is used in (S3),
this is just an example, and it goes without saying that
various processing methods may be adopted depending on
the type of signature functions.
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[0414] (Operation of Sanitizing Processing (1))

[0415] FIG. 52 is a view showing operation of the first
sanitizing processing (1) applied to an original. The first
sanitizing (change processing) processing is as follows.

[0416] (S1) The processing section 41 A substitutes a mes-
sage to be undisclosed (changed) with a new message
according to an instruction of a sanitizer 1. In FIG. 52,
messages of blocks 3 and 5 are changed from M3, M5 to S3,
S5 respectively. S3 and S5 may be random information or
distinct character such as XXXXXXXX that can be recog-
nized as sanitized one on sight. In the case of a change, S3
and S5 are set as information after change. A set of the data
after change is referred to as M(1).

[0417] (S2) The partial identification information genera-
tion section 51 calculates the hush values (h(M3), h(M5)) of
the message blocks (M3 and M5) before change separately
according to an instruction of the sanitizer 1. These hush
values are called signature restoration data. As is the case
with the signature processing, the hush values are calculated
for respective blocks of M(1) to obtain hash value set H(1).

[0418] (S3) The digital signature creation section 80A uses
the private key of the sanitizer 1 to append a signature to the
hush value set H(1) according to an instruction of the
sanitizer 1. The signature created is, for example, Sig,=
Sig(sk,,h(H(1))). This signifies that the hash value set is
hushed once again, and the private key sk, of the sanitizer 1
is used to append a signature to the resultant hush value set
according to signature function Sig( ).

[0419] (S4) The document information management sec-
tion 40A discloses the message M(1) and signature Sig, as
well as the signature Sig, of the signer and signature
restoration data to a subsequent sanitizer according to an
instruction of the sanitizer 1. While the signature restoration
data discloses the ID (which identifies that the sanitizer is the
first sanitizer) of the sanitizer 1 and block number of the
message corresponding to the signature restoration data
together, any format may be used to disclose the signature
restoration data as far as it indicates the creator of the
signature restoration data (i.e., sanitizer 1) and the block
number of the signature restoration data.

[0420] (Operation of Sanitizing Processing (2))

[0421] FIG. 53 is a view showing operation of the second
and subsequent (i-th (i22)) sanitizing processing (2). The
i-th sanitizing (change processing) processing is as follows.

[0422] (S1) The document information management sec-
tion 40A substitutes a message to be undisclosed (changed)
with a new message according to an instruction of a sanitizer
i. In FIG. 53, a message of block 4 is changed from M4 to
S4. S4 may be random information or information such as
XXXXXXXX that can be recognized as sanitized one at first
sight. In the case of a change, S4 is set as information after
change. It is possible for the sanitizer i to apply a change
once again to the part that has been changed by the previous
sanitizer (changer). A set of the data after change is referred
to as M(i).

[0423] (S2) The partial identification information genera-
tion section 51 calculates the hush value (h(M4)) of the
message block (M4) before change separately according to
an instruction of the sanitizer. The hush value is called
signature restoration data.
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[0424] (S3) As is the case with the signature processing,
the hush values are calculated for respective blocks of M(i)
to obtain hash value set H(i).

[0425] (S4) The digital signature creation section 80A uses
the private key of the sanitizer i to create a digital signature
for the hush value set H(i) according to an instruction of the
sanitizer 1. The signature created is, for example, Sig;=
Sig(sk;h(H(i))). This signifies that the hash value set is
hushed once again, and the private key sk; of the sanitizer i
to append a signature to the resultant hush value set accord-
ing to signature function Sig( ).

[0426] (S5) The document information management sec-
tion 40A discloses the message M(i) and signature Sig; as
well as the signatures Sig, and Sig, to Sig; of the signer and
sanitizers 1 to i and signature restoration data ((3, h(M3),
1ID1), (5, h(M5), ID1), . . . (4, h(M4), IDi)) of the sanitizer
1 to i to a subsequent sanitizer (or verifier) according to an
instruction of the sanitizer i.

[0427] (Operation of Signature Confirmation (Verifica-
tion) Processing)

[0428] FIG. 54 is a view showing operation of the signa-
ture confirmation (verification) processing.

[0429] (S1) The partial identification information verifi-
cation section 61 restores the hash value set H(0) of the
signer and the hash value sets H(1) to H(i) of the sanitizers
1 to i from the message M(i) and signature restoration data
according to an instruction of a verifier.

[0430] (S2) The partial identification information verifi-
cation section 61 uses the signature Sig, and hush value set
H(0) of the signer to perform signature verification. After
that, the partial identification information verification sec-
tion 61 uses the signatures Sig, to Sig; and hash value sets
H(1) to H(i) of the sanitizer 1 to i to perform signature
verification.

[0431] (S3) When the above signature verification opera-
tions have been performed without problems, the signature
confirmation of the message M(i) ends.

[0432] The above processing certifies that a part having no
signature restoration data is an original document that has
been created and signed by the singer, and that a part having
signature restoration data is a part that has been sanitized or
changed by the creator of the signature restoration data.

[0433] In the first embodiment, while a differential infor-
mation management is performed with the latest partial
identification information set as a base point, the same
function as that of the underlying technique 2 (SCCS type)
can be realized. Further, a use of a feature capable of
creating the latest partial identification information from the
latest version of the main body document eliminates the
need to retain the partial identification information serving
as a base point.

[0434] According to the first embodiment, the basic func-
tion (assurance of the secrecy of the nondisclosure portion
and integrity of the disclosure portion) of the PIAT signature
in the underlying technique 2 is kept retained. However,
only the identification of the illegal sanitizing is made
disabled. This occurs because the differential information
management of the first embodiment does not retain partial
identification information corresponding to the original
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(original document). That is, in the case where the hash
value hj corresponding to a partial document before sani-
tizing is falsified in sanitizing information (i, j, hj) (indicat-
ing that i-th partial document is sanitized by j-th sanitizer
and the hash value of a partial document before sanitizing is
hj), it is not possible to detect this falsification due to
absence of the partial identification information correspond-
ing to the original. Functions other than this point are the
same as those of the underlying technique 2.

[0435] The aforementioned operation will be described in
line with the usage scene of the first phase in the underlying
technique 1.

[0436] (Creation Time of New Document)
[0437] (A) Creation Time of New Agreement Document

[0438] The processing at the time of creation of a new
agreement document is almost the same as that described in
the first phase shown in FIG. 6. Only a different point is that,
in the registration/storage step (ST_R7), only an agreement
document appended by a signature of “Hanako Suzuki” and
a signature of “Hanako Suzuki” appended to partial identi-
fication information are stored. In this case, the partial
identification information itself is not stored but discarded.

[0439] This is because that only with the agreement docu-
ment, corresponding partial identification information can
be restored, and that only with the signature of “Hanako
Suzuki” appended to the partial identification information
corresponding the agreement document, the integrity of the
partial identification information restored from the agree-
ment document can be assured.

[0440] (Correction Time)
[0441] (B) Correction Time of Agreement Document

[0442] A different point from the processing at correction
time of an agreement document (FIG. 10) is that when
“Hanako Suzuki” selects an agreement document to be
changed, partial identification document corresponding to
the selected agreement document is restored in ST_U2.
Subsequent processing is almost the same as that performed
in the usage scene 1. At the storage time in the original
document storage section (ST_U12), a difference between
the restored partial identification information (first version)
and generated partial identification information (second ver-
sion) serving as a base point is taken, and the difference
information is stored as partial identification information
difference (first version). Further, as is the case with pro-
cessing at creation time of a new agreement document, an
agreement document (second version) appended by a sig-
nature of “Hanako Suzuki” and a signature of “Hanako
Suzuki” appended to partial identification information (sec-
ond version) are stored. Also in this case, the partial iden-
tification information (second version) itself is not stored but
discarded (while the partial identification information is not
stored, it is necessary to create and store information called
“partial identification information difference” at creation
time of the subsequent version).

[0443] (Verification Time)

[0444] (C) Verification Time of Integrity/Validity for Cor-
rected Agreement Document

[0445] The processing performed at verification time of
the integrity/alidity for a corrected agreement document is
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almost the same as that performed in the underlying tech-
nique 1. Only a different point is that restoration operation
is newly added since partial identification information is not
stored. In ST_V6, a corrected agreement document (second
version) is taken, and partial identification information (sec-
ond version) is restored from the corrected agreement docu-
ment (second version) by the partial identification informa-
tion generation section. Then, “partial identification
information difference” (first version) is taken from the
original document storage section, and partial identification
information (first version) is generated from the restored
partial identification information (second version) and taken
“partial identification information difference”.

[0446] As a result, all the information required for veri-
fication of the integrity/validity made in the first phase: the
corrected agreement document (original document) (second
version) and its corresponding signature of “Hanako
Suzuki”; partial identification information (second version)
and its corresponding signature of “Hanako Suzuki”; and
partial identification information (first version) and its cor-
responding signature of “Hanako Suzuki” have been pre-
pared. Subsequently, with the same processing as that per-
formed in the first phase, verification of the integrity/alidity
for the corrected agreement document is completed.

[0447] 1In the second phase, by not storing the partial
identification information but instead storing “partial iden-
tification information difference” as described above and by
restoring all partial identification information from the “par-
tial identification information difference” as needed, the
same processing as that according to the basic method can
be employed.

[0448] (Sanitizing Time)

[0449] (B)Registration Data Correction Function (Used at
the Time when Sanitizing is Partially Applied to an Agree-
ment Document)

[0450] As is the case with the second phase of the under-
lying technique 1, it is only necessary for “Taro Sato” to
perform (append a signature of himself the same processing
as that described in “(B) Correction time of agreement
document™ and the description thereof is omitted.

[0451] (Transmission Time)

[0452] (D) Registration Data Distribution (Transmission)
Function (Used at the Transmission Time of an Agreement
Document)

[0453] The processing to be performed here is almost the
same as that according to the basic method except for the
data to be transmitted. In the underlying technique 1, an
agreement document (third version) (agreement document
sanitized by “Taro Sato”), partial identification information
(first to third versions, or only second and third versions),
partial correction information (third version), and policy
information are transmitted. On the other hand, in the first
embodiment, an agreement document (third version) (agree-
ment document sanitized by “Taro Sato”), partial identifi-
cation information difference (first to third versions, or only
second and third versions), partial correction information
(third version), and policy information are transmitted. That
is, the basic method transmits the partial identification
information itself; whereas the present method transmits the
partial identification information difference.
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[0454] (Reception Time)

[0455] (E) Registration Data Distribution (Reception)
Function (Used at the Reception Time of an Agreement
Document)

[0456] The processing to be performed here is entirely the
same as that according to the basic method. The present
method (C) is utilized as the verification process.

[0457] (Output Time of Third-Party Verification)

[0458] (F) Verification Data Acquisition Function (Used
when an Agreement Document is Exhibited as Evidence in
a Court Case)

[0459] The processing to be performed here is entirely the
same as that according to the basic method. As is the case
with (D), the basic method transmits the partial identifica-
tion information itself; whereas the present method transmits
the partial identification information difference.

[0460] As described above, the underlying technique 1
manages all the partial identification information (a) of an
original document and all the partial identification informa-
tion (b) after correction, as shown in FIG. 55; whereas the
first embodiment manages only the partial identification
information difference shown in (d) of FIG. 55. The under-
lying technique 2 uses a hierarchical structure of a document
to store differences ((c) of FIG. 55) between the partial
identification information (first version) ((a) of FIG. 55) and
the second and subsequent versions of the partial identifi-
cation information. In the first embodiment, it is only
necessary to store the difference information, resulting in a
significant reduction of storage/transmission data amount, as
compared with the underlying technique 2 (see FIG. 56).
Even when compared with a case where the underlying
technique 2 functions most effectively, it is possible to
reduce the storage/transmission data amount by the amount
corresponding to that of the partial identification information
(first edition) in the first embodiment.

Second Embodiment

[0461] As a method for further reducing the storage data
in the first embodiment, in the second embodiment, an
embedding method of the change difference information into
a document will be described.

[0462] Inthe first embodiment, a verifier requires the same
number of hush values as that of sanitized parts in addition
to a document that has been sanitized most recently. In this
case, when the hash value of a partial document before
sanitizing is used as data message M for use in sanitizing the
partial document, it is possible to eliminate the need to retain
the hash value as sanitizing information.

[0463] The configuration of the second embodiment is the
same as that used in the first embodiment. However, there is
a difference in operation between them as follows. The
operation processing is performed in the processing section
41A shown in FIG. 50. The operation performed in the
second embodiment will be described below.

[0464] (Operation of Signature Processing)

[0465] FIG. 57 is a view showing operation of the signa-
ture processing. The content shown in FIG. 57 is entirely the
same as that shown in FIG. 51. Accordingly, there is no
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difference in operation of signature processing between the
first and second embodiments, and the description thereof is
omitted.

[0466] (Operation of Sanitizing Processing (1))

[0467] FIG. 58 is a view showing operation of the first
sanitizing processing (1) applied to an original document. A
change in the first sanitizing processing is as follows.

[0468] (S1) The document information management sec-
tion 40A uses, in place of sanitizing information S, the hash
value of partial identification information before sanitizing
calculated by the partial identification information genera-
tion section 51 as signature restoration data to form the
document information and allows the partial identification
information generation section 51 to use it to generate the
hush value.

[0469] In FIG. 58, HM3) and h(M5) are used in place of
S3 and SS.

[0470] (S2) Only the block number including a change and
ID of the sanitizer that has created the signature restoration
data (in this case, (3, ID1), (5, ID1)) are disclosed in place
of the signature restoration data.

[0471] Since the block number denotes a location where
the signature restoration data has been embedded, it is not
always necessary to disclose the block number. The ID may
also be embedded in place of the sanitizing information S
like the signature restoration data. Further, as shown in the
part denoted by “e.g.” in FIG. 58, information may be stored
as XML tag.

[0472] (Operation of Sanitizing Processing (2))

[0473] FIG. 59 is a view showing operation of the second
and subsequent (i-th (iZ2)) sanitizing processing (2). The
content shown in FIG. 59 is entirely the same as that shown
in FIG. 58. Accordingly, there is no difference in operation
between the sanitizing processing (1) and (2).

[0474] (Operation of Signature Confirmation (Verifica-
tion) Processing)

[0475] FIG. 60 is a view showing operation of the signa-
ture confirmation (verification) processing.

[0476] The signature confirmation processing according to
the second embodiment is almost the same as that according
to the first embodiment (FIG. 54) except that the hash value
is restored not from the signature confirmation data but from
the message of the changed block.

[0477] FIG. 61 is a conceptual view showing the operation
of the second embodiment. It can be seen from FIG. 61 that
it is not at all necessary to store the partial identification
information as meta data. FIG. 62 shows a result obtained by
comparing the first and second embodiments with the under-
lying technique 2. However, in the case where the signature
restoration data is embedded in the message, it is not
possible to deal with a change or deletion (in which block
itself is deleted). As a result, the information amount of the
partial identification information can be reduced several
times to several tens of times from that in the underlying
technique 1 and two to several times from that in the
underlying technique 2. Note that the information amount of
the partial identification information in the underlying tech-
nique 2 can be reduced two to several times from that in the
underlying technique 1.
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Third Embodiment

[0478] In the third embodiment, a case where an Aggre-
gate signature scheme is applied to the digital signature
system will be described.

[0479] The Aggregate signature is a signature scheme
capable of aggregating a plurality of signatures created by a
plurality of signers and collectively verifying the aggregated
signature. At the time when partial identification information
is generated in association with occurrence of a correction
and a signature is appended to the generated partial identi-
fication information as conventionally performed, the
Aggregate signature is performed to aggregate a new sig-
nature on the signatures of previous versions. With this
technique, it is possible to reduce the data amount of the
digital signature which has been required by the number
corresponding to that of versions to data amount correspond-
ing to that of one digital signature.

[0480] In the following description, (General/Sequential)
Aggregate signature (KG/AS/AV) is used. KG is an algo-
rithm for generating a key, AS is an algorithm for generating
a signature, and AV is an algorithm for verifying a signature.
A j-th signer receives documents M1, . . . , Mj-1 and
Aggregate signature oj-1 from a j-1th signer, uses the
algorithm AS to generate a new Aggregate signature oj from
a document Mj to which the j-th signer intends to append a
signature and Aggregate signature oj-1, and outputs docu-
ments M1, . . ., Mj-1, Mj and Aggregate signature oj. A
verifier of the Aggregate signature uses the algorithm AV to
verify an Aggregate signature om for documents M1, . . .,
Mm. When the verification results is valid, the integrity of
all documents is assured.

[0481] The following documents are cited as reference
sources.

[0482] [BGL+03] D. Boneh, C. Gentry, B. Lynn, and H.
Shacham, “Aggregate and Veriflably Encrypted Signatures
from Bilinear Maps.” Eurocrypt 2003, LNCS 2656, pp.
416-432. Springer-Verlag, 2003.

[0483] [LMR+04] A. Lysyanskaya, S. Micali, L. Reyzin,
H. Schacham, “Sequential Aggregate Signatures from Trap-
door Permutations” Eurocrypt 2004, LNCS 3027, pp. 74-90
Springer-Verlag, 2004.

[0484] The Aggregate signature, which is a kind of a group
signature scheme, can aggregate a plurality of signatures on
one signature.

[0485]
[0486] 2) g, and g, are generation sources of G; and G,

1) G,, G,, Gy constitute a cyclic group of order p

[0487] 3) W is a computable isomorphism mapping
W(gl)=g2 from G, to G,

[0488] 4)e() is a computable bilinear mapping G,xG,—
Gr

[0489] When the above conditions 1) to 4) are satisfied,
the following equation is satisfied.

e(g, O)=e(g I A )=Tlie(g, 1) =TLe(g, " Jn)=
ie(pk, )

(where pk;=g,*, 0,=h*, o=IL0,)
[0490] Assuming that ski and pki are private key/public

key and o is Aggregate signature, the superimposition of
signatures can be realized.
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[0491] Unlike with ordinary signature scheme, the output
range of the hush function h is G,. While the calculation of
the Aggregate signature is performed as described above,
what is important in this example is as follows.

[0492] What is important is, assuming that

[0493] signature of m1 in Aggregate signature function is
set such that o1=SigA(skl, ml) is satisfied,

[0494] signature of m2 in Aggregate signature function is
set such that 9x2=SigA(sk2, m2) is satisfied, and

[0495] signature of m3 in Aggregate signature function is
set such that 03=SigA(sk3, m3) is satisfied,

[0496] superimposition 0=01x02x03 of signature can be
calculated, and verification can be performed using Ver-
A(pkl, pk2,pk3,0a,m1,m2,m3) at signature verification
time.

[0497] 1t should be noted that, while

[0498] Ver(pkl,ol,ml,m2,m3)

[0499] Ver(pk2,a2,ml,m2,m3)

[0500] Ver(pk3,03,m1,m2,m3) and

[0501] three signatures (ol, 02, 03) are required in the

ordinary signature verification, only o is required in the
Aggregate signature, reducing the data amount to one-third.
ol to 03 are called individual signatures, and aggregated
signature O is called Aggregate signature.

[0502] While the Aggregate signature using bilinear map-
ping is described in the present specification (General
Aggregate Signature), there is available a conventional
Aggregate signature scheme based on RSA such as one that
has been proposed in the following papers.

[0503] [LMRS04] (Proposed Paper about Sequential
Aggregate Signature)

[0504] A. Lysyanskaya, S. Micali, L. Reyzin, and H.
Schacham, “Sequential Aggregate Signatures from Trapdoor
Permutations” Eurocrypt 2004, LNCS 3027, pp. 74-90,
2004.

[0505] [TSNTO5] (Modification of Sequential Aggregate
Signature)

[0506] Isamu Teranishi, Kazue Sako, Jun Noda, Daigo
Taguchi, “A New Length invariant Sequential Aggregate
Signature Scheme Based on RSA” Information Processing
Society of Japan/Computer Security Group (CSEC) May,
2005.

[0507] Operation in association with the Aggregate signa-
ture will be described below.

[0508] (Operation of Signature Processing)

[0509] FIG. 63 shows operation performed at signature
time. A different point is that an Aggregate signature func-
tion is used in place of a signature function to calculate an
individual signature o0, and an Aggregate signature o(0)
thus obtained is disclosed.

[0510] (Operation of Sanitizing Processing (1))

[0511] FIG. 64 is a view showing operation of the first
sanitizing processing (1) applied to an original document.
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[0512] A different point that, as in the case of the above
signature processing operation, an Aggregate signature func-
tion is used in place of a signature function to calculate an
individual signature ol, the Aggregate signature o(0) of the
signer is multiplied by a sanitizer’s own individual signature
ol, and only thus obtained Aggregate signature o(l) is
disclosed.

[0513] (Operation of Sanitizing Processing (2))

[0514] FIG. 65 is a view showing operation of the second
and subsequent (i-th (i22)) sanitizing processing (2). The
content shown in FIG. 65 is entirely the same as that shown
in FIG. 64. Accordingly, there is no difference in operation
between the sanitizing processing (1) and (2).

[0515] (Operation of Signature Confirmation (Verifica-
tion) Processing)

[0516] FIG. 66 is a view showing operation of the signa-
ture confirmation (verification) processing.

[0517] Only a different point from the signature verifica-
tion shown in FIG. 54 is that verification is made for the
Aggregate signature.

[0518] In the PIAT signature described in the abovemen-
tioned underlying techniques 1 and 2, and first and second
embodiments, the verifier requires m+1 signatures created
by a signer and m sanitizers. By using the Aggregate
signature in place of these signatures, it is possible to reduce
the requisite number of signatures to one (FIG. 67). How-
ever, the requisite number of partial identification informa-
tion is not changed. By applying the Aggregate signature
scheme to the abovementioned underlying techniques 1 and
2, and first and second embodiments, it is also possible to
reduce the number of signatures to be managed in the above
document management techniques to one (FIG. 68). In this
case, however, identification of an illegal sanitizer is made
disabled. This is because that when the verification for the
Aggregation signature fails, it is impossible to identify for
which singer/sanitizer’s signature the verification has failed.
Other functions of the Aggregate signature at the signature
verification time are the same as those in the PIAT signature.

[0519] By combining the configuration of the second
embodiment and Aggregate signature scheme of the third
embodiment, a significant storage data reduction can be
realized. Further, this combined configuration requires only
one signature and no hash value, realizing an optimal
configuration from the viewpoint of the data amount that the
verifier requires. Even in this case, the required minimum
function as a sanitizable signature scheme can be realized.

[0520] Inthe following, a case will be described where the
Aggregate signature is performed by taking a concrete
example constituted by “Hanako Suzuki” and other two
persons (Taro Sato and Minoru Yamada) who have appeared
in the underlying technique 2.

[0521] (Preparation)

[0522] In the case where the Aggregate signature scheme
is applied, “Hanko Suzuki”, “Taro Sato”, and “Minoru
Yamada” have a key for signature corresponding to an
Aggregate signature respectively. Further, common param-
eters for signature are shared between them. Since the data
amount of the signature to be appended to an agreement
document main body is not reduced even with application of
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the Aggregate signature in the case of the example of the
scene 1, the Aggregate signature is applied to the signature
to be appended to the partial identification information. The
signature to be appended to individual documents (partial
identification information) is called individual signature, and
the signature obtained by aggregating the individual signa-
tures using shared information is called aggregated signa-
ture. In the verification using the Aggregate signature
scheme, it is only necessary to perform verification for the
aggregated signature and respective documents (partial
identification information). In this case, verification for the
individual signatures is not necessary.

[0523] The Aggregate signature scheme can be described
as follows:

[0524] Creation of individual signatures for documents
Mi=creation of an aggregated signature from (oi=Sign-
(Mi)n) individual signatures

0=00x01x02x% . .. on

[0525] Forexample, in the case of the Aggregate signature
scheme using bilinear mapping, Sign(Mi) is realized by a
signature scheme based on an elliptic curve cryptosystem,
and the aggregated signature creation can be realized by
multiplication residue arithmetic on the method P (param-
eters of Aggregate signature) of the individual signatures.

[0526] (New Document Creation Time)
[0527] (A) Creation Time of New Agreement Document

[0528] Partial identification information corresponding to
a new agreement document is generated at the time when the
agreement document is created, and a signature of “Hanako
Suzuki” is appended thereto. The signature created at this
time is regarded as an individual signature of “Hanako
Suzuki” in the Aggregate signature scheme. The individual
signature of “Hanako Suzuki” is used as the first aggregated
signature, and the individual signature itself is discarded.
Assuming that the aggregated signature is o and individual
signature of “Hanako Suzuki” for the partial identification
information is ol, an expression 00l can be obtained
(“s” represents substitution).

[0529] (Correction Time)

[0530] (B)Registration Data Correction Function (Used at
the Time when Sanitizing is Partially Applied to an Agree-
ment Document)

[0531] At the data correction time, an individual signature
of “Hanako Suzuki” is appended to partial identification
information corresponding to a corrected agreement docu-
ment. Subsequently, as an aggregated signature, the indi-
vidual signature of “Hanako Suzuki” appended to the partial
identification information (second version) is aggregated on
the aggregated signature appended to the first version. After
that, the individual signature of “Hanako Suzuki” is dis-
carded. Assuming that the aggregated signature is o and
individual signature of “Hanako Suzuki” for the partial
identification information (second version) is 02, an expres-
sion 0s0x02 can be obtained.
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[0532] (Verification Time)

[0533] (C) Integrity/Validity Verification Time of Cor-
rected Agreement Document

[0534] Signature verification is performed using the
restored partial identification information (first and second
versions) and aggregated signature according to the verifi-
cation processing of the Aggregate signature scheme.

[0535] (Sanitizing Time)

[0536] (B) Registration Data Correction Function (this
Function is Used when Sanitizing is Applied to the Agree-
ment Document)

[0537] The Aggregate signature processing entirely the
same as that performed at the correction time is performed.

[0538] (Transmission Time)

[0539] (D) Registration Data Distribution (Transmission)
Function (Used at the Transmission Time of an Agreement
Document)

[0540] At the data transmission time, signature/signature
verification processing is not performed. The data to be
transmitted is almost the same as those described above.
Only a different point is that not the signatures correspond-
ing to respective versions of partial identification informa-
tion, but one aggregated signature is transmitted.

[0541] (Reception Time)

[0542] (E) Registration Data Distribution (Reception)
Function (Used at the Reception Time of an Agreement
Document)

[0543] At the data reception time, the same processing as
that performed at the (B) verification time is performed.

[0544] (Output Time of Third-Party Verification)

[0545] (F) Verification Data Acquisition Function (Used
when an Agreement Document is Exhibited as Evidence in
a Court Case)

[0546] At the data transmission time, signature/signature
verification processing is not performed. The data for veri-
fication is almost the same as those described above. Only
a different point is that not the signatures corresponding to
respective versions of partial identification information, but
one aggregated signature is output.

[0547] As described above, two signatures of “Hanako
Suzuki” and one signature of “Taro Sato” needs to be
stored/transmitted when ordinary signature processing is
applied to the data corresponding to partial identification
information; whereas, when the Aggregate signature scheme
is applied, the above three signatures are aggregated on one
aggregated signature and therefore it is only necessary to
store/transmit one aggregated signature, significantly reduc-
ing storage/transmission data amount.

[0548] Further, it is possible to provide a digital document
management program according to the present invention by
preparing a program that allows a computer to execute the
above operation shown in the flowcharts or steps. By storing
the above program in a computer-readable storage medium,
it is possible to allow the computer to execute the program.
The computer-readable medium mentioned here includes: a
portable storage medium such as a CD-ROM, a flexible disk,
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a DVD disk, a magneto-optical disk, or an IC card; a
database that holds computer program; another computer
and database thereof; and a transmission medium on a
network line.

What is claimed is:

1. A digital document management program that allows a
computer to manage document information created and
registered in a digital form, the program allowing the
computer to execute:

a partial identification information generation step that
divides the document information into a plurality of
parts and generates partial identification information
that represents, in an identifiable manner, the respective
parts of the document information based on informa-
tion included in the respective parts;

a digital signature creation step that creates a digital
signature to be appended to the document information
using the partial identification information;

a management step that manages the document informa-
tion; and

averification step that verifies the validity of the managed
document information, wherein

at the registration time of new document information, the
management step manages a digital signature created
by the digital signature creation step in association with
the document information and, at the correction time of
the document information, it acquires partial identifi-
cation information related to a corrected part of the
document information before correction, allows the
digital signature creation step to create a digital signa-
ture to be appended to the corrected document infor-
mation, and manages the digital signature and partial
identification information related to the corrected part
of the document information before correction in asso-
ciation with the corrected document information, and

the verification step uses the partial identification infor-
mation and digital signature managed in association
with the corrected document information by the man-
agement step and partial identification information
newly created from the corrected document informa-
tion by the partial identification information generation
step to perform the verification.

2. The digital document management program according

to claim 1, wherein

the digital signature creation step uses a set of partial
identification information created by the partial identi-
fication information generation step and a private key
as parameters to create a digital signature according to
a signature function.
3. The digital document management program according
to claim 1, wherein

the digital signature creation step uses an Aggregate
signature function which is a kind of a group signature
scheme and which is capable of aggregating a plurality
of signatures on one signature.
4. The digital document management program according
to claim 1, wherein
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the partial identification information managed in associa-
tion with the corrected document information is man-
aged separately from the corrected document informa-
tion data.
5. The digital document management program according
to claim 1, wherein

the partial identification information is managed by being
embedded in the corrected document information.
6. The digital document management program according
to claim 1, further comprising:

a policy information storage step that stores previously
defined policy information; and

a partial correction information generation step that gen-
erates partial correction information which is informa-
tion related to a correction history of a corrected part in
the case where any correction has been made for the
document information, wherein

in the case where any correction has been made for a part
of the document information, the management step
allows the partial correction information generation
step to generate partial correction information and
manages the generated partial correction information
and policy information stored by the policy information
storage step in association with the corrected document
information, and

the verification step uses the partial correction informa-
tion and policy information in addition to the partial
identification information and signature information
managed in association with the corrected document
information by the management step to verify the
validity of the document information.

7. The digital document management program according

to claim 1,

the partial identification information generation step
divides document information into a plurality of parts
and uses a hash function to generate partial identifica-
tion information for respective parts of the document
information.
8. The digital document management program according
to claim 1, wherein

the information managed by the management step is

constituted by XML data having a hierarchical docu-
ment structure.

9. The digital document management program according
to claim 1, wherein

the management step handles all digital information as
original document information corresponding to ver-
sion numbers, and

an access to the content of the original document infor-
mation managed based on its version numbers can be
controlled depending on the content thereof in the
respective versions in an identifiable manner.
10. A digital document management system that manages
document information created and registered in a digital
form, comprising:

a partial identification information generation section that
divides the document information into a plurality of
parts and generates partial identification information
that represents, in an identifiable manner, the respective
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parts of the document information based on informa-
tion included in the respective parts;

a digital signature creation section that creates a digital
signature to be appended to the document information
using the partial identification information;

a management section that manages the document infor-
mation; and

a verification section that verifies the validity of the
managed document information, wherein

at the registration time of new document information, the
management section manages a digital signature cre-
ated by the digital signature creation section in asso-
ciation with the document information and, at the
correction time of the document information, it
acquires partial identification information related to a
corrected part of the document information before
correction, allows the digital signature creation section
to create a digital signature to be appended to the
corrected document information, and manages the digi-
tal signature and partial identification information
related to the corrected part of the document informa-
tion before correction in association with the corrected
document information, and

the verification section uses the partial identification
information and digital signature managed in associa-
tion with the corrected document information by the
management section and partial identification informa-
tion newly created from the corrected document infor-
mation by the partial identification information genera-
tion section to perform the verification.

11. The digital document management system according

to claim 10, wherein

the digital signature creation section uses a set of partial
identification information created by the partial identi-
fication information generation section and a private
key as parameters to create a digital signature accord-
ing to a signature function.
12. The digital document management system according
to claim 10, wherein

the digital signature creation section uses an Aggregate
signature function which is a kind of a group signature
scheme and which is capable of aggregating a plurality
of signatures on one signature.
13. The digital document management system according
to claim 10, wherein

the partial identification information managed in associa-
tion with the corrected document information is man-
aged separately from the corrected document informa-
tion data.
14. The digital document management system according
to claim 10, wherein

the partial identification information is managed by being
embedded in the corrected document information.
15. The digital document management system according
to claim 10, further comprising:

apolicy information storage section that stores previously
defined policy information; and

a partial correction information generation section that
generates partial correction information which is infor-
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mation related to a correction history of a corrected part
in the case where any correction has been made for the
document information, wherein

in the case where any correction has been made for a part
of the document information, the management section
allows the partial correction information generation
section to generate partial correction information and
manages the generated partial correction information
and policy information stored by the policy information
storage section in association with the corrected docu-
ment information, and

the verification section uses the partial correction infor-
mation and policy information in addition to the partial
identification information and signature information
managed in association with the corrected document
information by the management section to verify the
validity of the document information.

16. The digital document management system according

to claim 10,

the partial identification information generation section
divides document information into a plurality of parts
and uses a hash function to generate partial identifica-
tion information for respective parts of the document
information.
17. The digital document management system according
to claim 10, wherein

the information managed by the management section is
constituted by XML data having a hierarchical docu-
ment structure.
18. The digital document management system according
to claim 10, wherein

the management section handles all digital information as
original document information corresponding to ver-
sion numbers, and

an access to the content of the original document infor-
mation managed based on its version numbers can be
controlled depending on the content thereof in the
respective versions in an identifiable manner.
19. A digital document management method that manages
document information created and registered in a digital
form by a computer, comprising:

a partial identification information generation step that
divides the document information into a plurality of
parts and generates partial identification information
that represents, in an identifiable manner, the respective
parts of the document information based on informa-
tion included in the respective parts;

a digital signature creation step that creates a digital
signature to be appended to the document information
using the partial identification information;

a management step that manages the document informa-
tion; and

a verification step that verifies the validity of the managed
document information, wherein

at the registration time of new document information, the
management step manages a digital signature created
by the digital signature creation step in association with
the document information and, at the correction time of
the document information, it acquires partial identifi-
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cation information related to a corrected part of the tion by the partial identification information generation
document information before correction, allows the step to perform the verification.
digital signature creation section to create a digital 20. The digital document management method according

signature to be appended to the corrected document

B . o - to claim 19, wherein
information, and manages the digital signature and

partial identification information related to the cor- the digital signature creation step uses a set of partial
rected part of the document information before correc- identification information created by the partial identi-
tion in association with the corrected document infor- fication information generation step and a private key
mation, and to create a digital signature according to an Aggregate

the verification step uses the partial identification infor- signature functign WhiCh is akind of a group signatqre
mation and digital signature managed in association sche?me and which is cgpable of aggregating a plurality
with the corrected document information by the man- of signatures on one signature.

agement step and partial identification information
newly created from the corrected document informa- I



