
(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property
Organization

International Bureau
(10) International Publication Number

(43) International Publication Date
12 September 2014 (12.09.2014)

WO 2014/138677 Al
P O P C T

(51) International Patent Classification: (72) Inventors: JANKOWSKI, Peter A.; P.O. Box 3641, Ran-
H04L 12/66 (2006.01) G06F 11/30 (2006.01) cho Santa Fe, California 92067 (US). YEN, Chen-Lan;
G06F 17/00 (2006.01) 4014 Backshore Court, Carlsbad, California 92010 (US).

ANDERSON, Rand D.; 1836 Playa Riviera, Cardiff, Cali
(21) International Application Number:

fornia 92007 (US).
PCT/US20 14/022081

(74) Agents: MADDEN, Robert B. et al; Schwegman, Lund-
(22) International Filing Date: berg & Woessner, P.A., P. O. Box 2938, Minneapolis,

7 March 2014 (07.03.2014)
Minnesota 55402 (US).

(25) Filing Language: English (81) Designated States (unless otherwise indicated, for every
(26) Publication Language: English kind of national protection available): AE, AG, AL, AM,

AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
(30) Priority Data: BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,

13/790,389 8 March 2013 (08.03.2013) US DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,

(63) Related by continuation (CON) or continuation-in-part HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN, KP, KR,

(CIP) to earlier application: KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD, ME,

US 13/790,389 (CON) MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,

Filed on 8 March 2013 (08.03.2013) OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,
SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM,

(71) Applicant: NEXT LEVEL SECURITY SYSTEMS, TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM,
INC. [US/US]; 6353 Corte Del Abeto, Suite 102, Carls ZW.
bad, California 9201 1 (US).

[Continued on nextpage]

(54) Title: PREDICTIVE ANALYSIS USING VEHICLE LICENSE PLATE RECOGNITION

(57) Abstract: A method and a system for predictive analysis
using vehicle license plate recognition are described. The
system has a gateway, a web server, and a client device. The
gateway is coupled to security devices. The web server has a
management application configured to communicate with the
gateway. The client device communicates with the gateway
identified by the web server. The gateway monitors data from
security devices coupled to the gateway. A predictive behavi
oral model is generated using historical data from the monit
oring data comprising identified characters in license plates
of vehicles monitored by the security devices.

00 FIG. 2D

o



w o 2014/138677 A I llll I I I I 11III I I I I III 11II II II III II I II

(84) Designated States (unless otherwise indicated, for every Published:
Mnd of regional protection available): ARIPO (BW, GH,

— with international search report (Art. 21(3))
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, SZ, TZ,

UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ, — before the expiration of the time limit for amending the
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK, claims and to be republished in the event of receipt of
EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, amendments (Rule 48.2(h))
LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK,
SM, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ,
GW, KM, ML, MR, NE, SN, TD, TG).



PREDICTIVE ANALYSIS USING VEHICLE LICENSE PLATE

RECOGNITION

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims the benefit of U.S. Patent Application

Serial No. 13/790,389, filed on March 8, 2013, the entire disclosure of which is

incorporated by reference as if fully set forth herein.

TECHNICAL FIELD

[0002] This application relates generally to the field of computer technology,

and in a specific example embodiment, to predictive analysis using vehicle

license plate recognition.

BACKGROUND

[0003] Vehicle license plate recognition systems typically make use of

specialized cameras. For example, cameras may include infrared flashes or

illumination to allow the camera to take a picture at any time of the day.

However, these cameras are limited in their operation based on the amount of

time it takes the infrared flash to reset or recharge. Furthermore, those cameras

need to be positioned in a very specific location and angle in order for them to

operate properly. For example, some infrared cameras have limited range and

need to be positioned at about the same height of the license plate on a car.

Another difficulty is that cameras with infrared illumination can only capture the

license plate of a vehicle because only the license plate can reflect the infrared

illumination.

BRIEF DESCRIPTION OF THE DRAWINGS

[0004] The present invention is illustrated by way of example, and not by way of

limitation, in the figures of the accompanying drawings in which:

[0005] FIG. 1 is a network diagram depicting a network system, according to

one embodiment, for exchanging data over a computer network.

[0006] FIG. 2A is a block diagram illustrating an example embodiment of a

gateway.

[0007] FIG. 2B is a block diagram illustrating another example embodiment of

a gateway.

[0008] FIG. 2C is a block diagram illustrating an example embodiment of a

web-based monitoring application of the gateway of FIG. 2A.



[0009] FIG. 2D is a block diagram illustrating an example embodiment of a

license plate module.

[0010] FIG. 2E is a block diagram illustrating an example of a display generated

by a license plate display module.

[0011] FIG. 2F is a block diagram illustrating an example of scanning license

plates of vehicles parked in a parking lot.

[0012] FIG. 3 is a block diagram illustrating an example embodiment of a web

server.

[0013] FIG. 4 is a flow chart of one embodiment of an example method for

monitoring and controlling devices attached to a gateway.

[0014] FIG. 5 is a flow chart of one embodiment of an example method for

communicating with a gateway and a web server from a client device.

[0015] FIG. 6 is a flow chart of one embodiment of an example method for

communicating with a gateway and a client device from a web server.

[0016] FIG. 7 is a flow chart of one embodiment of an example method for

communicating with a web server and a client device from a gateway.

[0017] FIG. 8 is a flow chart of one embodiment of an example method for

generating dynamic indicators corresponding to the license plate of a vehicle.

[0018] FIG. 9 is a flow chart of one embodiment of an example method for

scanning license plates of vehicles in a parking lot.

[0019] FIG. 10 is a flow chart of one embodiment of an example of predictive

analysis using vehicle license plate recognition.

[0020] FIG. 11 shows a diagrammatic representation of a machine in the

example form of a computer system within which a set of instructions may be

executed to cause the machine to perform any one or more of the methodologies

discussed herein.

DETAILED DESCRIPTION

[0021] Although the present invention has been described with reference to

specific example embodiments, it will be evident that various modifications and

changes may be made to these embodiments without departing from the broader

spirit and scope of the invention. Accordingly, the specification and drawings

are to be regarded in an illustrative rather than a restrictive sense.

[0022] In various embodiments, a method and a system for identifying a vehicle

license plate is described. The system has a gateway, a web server, and a client



device. The gateway also detects, identifies, and tracks a license plate of a

vehicle using a non-infrared high sensitivity camera coupled to the gateway.

The gateway is coupled to a security device. The web server has a management

application configured to communicate with the gateway. The client device

communicates with the gateway identified by the web server. The gateway

aggregates monitoring data from the security device and from other security

devices respectively coupled to other gateways correlated with the gateway. The

client device receives the aggregated monitoring data, controls the security

device coupled to the respective gateway from a web-based user interface at the

client device. The gateway generates dynamic indicators corresponding to the

license plate on a picture generated by the non-infrared high sensitivity camera.

[0023] FIG. 1 is a network diagram depicting a network system 100, according

to one embodiment, for exchanging data over a network 112 (e.g. TCP/IP

network). For example, the network system 100 comprises client devices 102,

106, a web server 110, and gateways 116, 118, 120 at a location site A, and a

gateway 132 at a location site B. For example, location site A may be a store in

a city and location site B may be an office in another city. A location site may

include, for example, one or more floors of an office building, a residential

house, an embassy, a school building, a school campus, an area of a factory or

retail space, and so forth. In another example, location sites may overlap each

other.

[0024] For purposes of the present embodiment, the terms "sites" and

"premises" refer to any location to be monitored, whether residential,

commercial, public, or secured. Further, the term "a" is generally used in the

present disclosure to mean one or more. Still further, the terms "coupled" and

"operatively coupled" mean connected in such a way that data may be

exchanged. It is understood that "coupled" and "operatively coupled" do not

require a direct connection, a wired connection, or even a permanent connection.

It is sufficient for purposes of the present embodiment that the connection(s) be

established for the sole purpose of exchanging information.

[0025] The client devices 102, 106 are connected to the network 112. The client

devices 102, 106 can include, but are not limited to, a desktop computer, a laptop

computer, a mobile computing device, a mobile smart phone device, and so

forth. A network interface means is provided to enable the client devices 102,



106 to send and receive data to and from the network 112. The client device 102

may include a web browser 104 that may be in communication with the web

server 110 via the network 112. In another example, the client device 106

includes a programmatic client, such as a client application 108 configured to

communicate with the web server 110 via the network 112. The web browser

104 or the client application 108 may be used to display some or all of the

information and monitoring data provided by gateways 116, 118, 120, and 132.

[0026] The network 112 can include a local area network (LAN) where Gigabit

Ethernet switches are used to switch data. In another example, the network 112

includes a wide area network, such as the Internet. In general, network 112 may

be a public network or private network, a single network or a combination of

several networks. In most embodiments, the computer network 120 may be, but

is not required to be, an IP-based network. In some embodiments it may be

desirable for all or a portion of the network 120 to include publicly available

networks, such as the Internet, to avoid the need for installing, purchasing, or

leasing additional infrastructure.

[0027] The web server 110 may also connect to the network 112 both to receive

and transmit data. The web server 110 may also be referred to as a web-based

host. The web server 110 is connected to the network 112 by a means of a

network interface. The network interface can take the form of a network

interface card (not shown) installed within the web server 110 to enable data

sent and received to and from the network 112 by the web server 110.

[0028] In one embodiment, the web server 110 identifies one or more

gateway(s) for the client devices 102, 106 to communicate with, so as to monitor

and/or control the security devices connected to the corresponding gateway(s).

[0029] In another embodiment, the web server 110 may provide server- side

functionality, via the network 112, to the client devices 102, 106. The client

devices 102, 106 may enable users that utilize the network system 100 and more

specifically, the web server 110, to view monitoring data (e.g. audio/video feed)

from security devices connected to gateways 116, 118, 120, and 132 over the

network 112. These transactions may include transmitting, receiving

(communicating) and processing data to, from, and regarding monitoring data

and users of the network system 100. The data may include, but is not limited to

audio, video, picture, metadata, camera configuration data, client device



configuration data, and network data monitoring data. The web server 110 can

provide other functions including storing monitoring data to an internal or

external disk storage device (not shown), playing back recorded monitoring data.

In one embodiment, the web server 110 may perform analytics computation on

the data from the gateways 116, 118, 120, and 132.

[0030] In one embodiment, the web server 110 may include a directory of

gateways and the location of security devices connected to each gateway (e.g.,

camera a is located in room b at location c associated with gateway d, gateway e

is associated with building f, etc. . .). The web server 110 is described in more

detail below with respect to FIG. 3 . As such, the web server 110 may correlate

the gateway 116 at site A to the gateway 132 at site B. In one embodiment, the

correlation may be generated pursuant to pre-defined settings or configuration

based on user profile, organization topology, hierarchy, bandwidth and other

factors. For example, a user at client device 102 may be a manager responsible

for stores located on the West coast. If both sites A and B are on the West coast,

the web server correlates gateway 116 to gateway 132. As such, based on the

user profile and the organization topology, the user can access only gateway 116

to obtain monitoring data from sites A and B. In other words, the user does not

have to communicate directly with several gateways to monitor all security

devices attached to the corresponding gateways. In another embodiment, the

web server 110 may correlate gateway 116 with other gateways. In yet another

embodiment, the other gateways may be correlated with other gateways. For

example, information from other gateways correlated with gateway 132 which is

correlated with gateway 116 may be communicated with the user at the client

device 102 or 106.

[0031] Generally, gateways 116, 118, 120, and 132 include a processor-based

device that operates to monitor conditions at a target site or premise, to analyze

monitoring data, to detect alarm conditions at the target site or premise, to

capture information relating to such alarm conditions, and to send such

monitoring information to client devices 102, 106 and/or the web server 110.

[0032] Gateways 116, 118, and 120 are located at the same site A. In one

embodiment, gateways 116, 118, and 120 are capable of balancing their

respective load. Furthermore, gateways 116, 118, and 120 may provide a

redundant backup of each other. Gateways 116, 118, and 120 are connected to a



local area network LAN 122. In another embodiment, gateways 116, 118, and

120 communicate with one another via a peer-to-peer network.

[0033] Security devices (e.g. monitoring devices and controlling devices) 124,

126, and 130 are connected to the gateways 116, 118, and 120 via LAN 122.

Monitoring devices include, for example, sensors. The gateways 116, 118, and

120 are not limited to connect to any specific type or model of sensors or

monitoring devices. Any sensor may be used, depending on the desired type and

level of protection. Examples include, without limitation, microphones,

cameras, magnetic contact switches, audio sensors, infrared sensors, motion

detectors, fire alarms, and carbon monoxide sensors. For illustration purposes,

location site A in FIG. 1 includes a biometric device 126 (e.g. fingerprint

reader), and an access control device 130 (e.g. door/gate access sensor).

[0034] In addition, controlling devices may include devices that can be

controlled such as a HVAC system 124 (e.g. heater/air conditioning system

including thermometer, smoke sensor, thermostat), a gate/door lock, and a

camera positioning system (e.g. tilt, pan).

[0035] The HVAC system 124, the biometric devices 126, and the access control

device 130 are located at site A and are connected to the gateway 116 via LAN

122.

[0036] The gateway 132 is located at another location site B away from location

site A (e.g. different physical locations). An audio/video device 134 (e.g.

camera, microphone) and an RFID device 136 (e.g. card reader) are directly

connected to gateway 132. The gateway 132 communicates with the network

112.

[0037] In another embodiment, gateways 116, 118, and 120 from site A

communicate with the gateway 132 from site B. As such, client devices 102,

106 can monitor data from audio/video device 134 and RFID device 136

connected to the gateway 132 by communicating only with the gateway 116.

Similarly, client devices 102, 106 can monitor data from the HVAC 124, the

biometric device 126, and the access control device 130 connected to gateway

116 by communicating only with the gateway 132.

[0038] FIG. 2A is a block diagram illustrating an example embodiment of a

gateway 200. The gateway 200 includes a network interface 202, API modules

206, application modules 208, driver modules 210, a web-based monitoring



application 204, and a storage device 212. The network interface 202 enables

the gateway 200 to communicate with the network 112. The application

programming interface (API) enable the gateway 200 to interface the gateway

200 with the client devices 102, 106, the web server 110, and other third party

devices (not shown). The application modules 208 enable the gateway 200 to

monitor or control the corresponding monitoring or controlling devices

connected to the gateway 200. In addition, the application modules 208 enable

the gateway 200 to provide add-on expandable services discussed further below.

The driver modules 210 include device drivers to enable interaction of the

application modules 208 with the hardware of the corresponding monitoring or

controlling devices. The web-based monitoring application 204 enables the

gateway 200 to communicate monitoring and controlling data with the client

device 102,106. The web-based monitoring application 204 is discussed in more

detail with respect to FIG. 2C. The storage device 212 may be used to store

monitoring data from the monitoring devices connected to the gateway 200,

APIs from API modules 206, software application from application modules

208, device drivers from driver modules 210, and a configuration of the gateway

200. For example, the configuration of the gateway 200 may include a topology

or hierarchy of a user level, organization level, and partner level. The

configuration of the gateway 200 may include specifically an enterprise

configuration of the gateway 200 (based on the topology/hierarchy previously

described). In one embodiment, the configuration of the gateway 200 may be

replicated to other gateways that are correlated by the web server 110 based on

the topology/hierarchy. For example, some gateways 200 can have access

control to a limited number of security devices. In another embodiment, each

gateway 200 may be custom configured. In another embodiment, the gateway

200 is configured to aggregate data from multiple gateways (that may be

correlated by the web server 110 based on the topology) and present the

aggregated data to the client device 102, 106.

[0039] FIG. 2B is a block diagram illustrating another example embodiment of

the gateway 200. For example, the gateway 200 includes a camera API 214, a

camera application module 216, and camera drivers 218. The camera API 214

provides an interface to the web browser 104 or the client application 108 of the

client device 102, 106 to receive and send data from a camera connected to the



gateway 200. The camera application module 216 enables the client device

102,106 to receive data (e.g. audio and video) from the camera via the camera

API 214. In another embodiment, the camera application module 216 enables

the client device 102,106 to send commands (e.g. focus, tilt, pan, zoom) or data

to the camera via the camera API 214. The camera drivers 218 include one or

more drivers for different brands or manufacturers of camera.

[0040] In another example, the gateway 200 may also include an access control

API 220, an access control application module 222, and access control drivers

224. The access control API 220 provides an interface to the web browser 104

or the client application 108 of the client device 102,106 to receive and send data

from an access control device 130 (e.g. a door access at a monitored site)

connected to the gateway 200. The access control application module 222

enables the client device 102,106 to receive data (e.g. time and ID log of the

door access at the monitored site) from the access control device 130 via the

access control API 220. In another embodiment, the access control application

module 222 enables the client device 102,106 to send commands (e.g. open,

close, lock door) or data to the access control device 130 via the access control

API 220. The access control drivers 224 include one or more drivers for

different brands or manufacturers of access control devices 130.

[0041] One benefit of one of the embodiments of the gateway 200 is the ability

to easily connect additional devices or third party devices. This is illustrated

with respect to other API 226, other application module 228, and other drivers

229. As such, the gateway 200 is not limited to any particular manufacturer of

devices or brand of devices. The gateway 200 allows for easy expansion and

plug-in features using additional APIs, corresponding modules, and

corresponding device drivers.

[0042] FIG. 2C is a block diagram illustrating an example embodiment of the

web-based monitoring application 204 of the gateway 200. The web-based

monitoring application 204 enables client devices 102, 106 to remotely monitor

and control monitoring and controlling devices connected to the gateway 200 via

the web browser 104 or the client application 108 at the client devices 102, 106.

In one embodiment, the web-based monitoring application 204 includes a

communication module 230, a remote devices management module 240, and a

license plate module 250. The communication module 230 enables



communication between the gateway 200 and the client devices 102, 106. The

remote devices management module 240 enables the client devices 102, 106 to

monitor and control devices connected to the gateway 200.

[0043] In one embodiment, the communication module 230 includes a user

authentication module 232, a user access policy module 234, a web server

authentication module 236, and a transport module 238.

[0044] The user authentication module 232 authenticates a user at the client

device 102,106 based on a user profile of the user. An example of user

authentication may include verifying the username and password provided by

the client device 102,106 with a predefined user profile. The predefined user

profile may be stored in the storage device 212 or at the web server 110.

[0045] The user access policy module 234 limits or grants the user at the client

device 102,106 access to the monitoring and/or controlling devices connected to

the gateway 200. For example, a user with limited privilege may have access to

the monitoring data to a particular site (e.g. first floor only) or a specific

monitoring device (e.g. HVAC only). On the other hand, a user with executive

privilege may not only be able to view monitoring data and control security

devices from more sites.

[0046] The web server authentication module 236 authenticates a

communication between the gateway 200 and the web server 110. For example,

the gateway 200 transmits a unique token to the web server 110 for

authentication prior to establishing the secured communication. Those of

ordinary skills in the art will recognize that other means of authentication

between the gateway 200 and the web server 110 may be used.

[0047] The transport module 238 enables peer-to-peer communication between

gateways. As such, a client device 102,106 communicating with one gateway at

a first location is also able to communicate with another gateway at a second

location.

[0048] In one embodiment, the remote device management module 240 of the

web-based monitoring application 204 includes an analytics module 242, an

event aggregation module 244, an event-based control module 246, and a client-

based control module 248.

[0049] The analytics module 242 analyzes audio/video, and other detected

changes from the monitoring devices and generates events based on the analysis.



For example, the analytics module 242 is capable of determining how many

people have entered or left an activity zone (e.g. a room, a hallway) in a video

feed, the direction of the movement of individuals in a video feed, the

temperature of individuals in a video feed, facial recognition of individual in a

video feed, and so forth. Events are generated based on the analysis and

predefined user-configured settings. A user at the client device 102,106 is able

to configure the conditions for generating an event from the web browser 104 of

the client device 102 or the client application 108 of the client device 106.

[0050] The event aggregation module 244 aggregates events generated from the

analytics module 242. For example, events generated based on the analysis and

predefined/user-configured settings are aggregated in a log stored in a storage

device 212 attached to the gateway 200, in a storage device 212 attached to

another gateway, in a storage device 212 attached to the web server 110, or in a

storage device 212 connected to the client device 102,106.

[0051] The event-based control module 246 communicates a command to at

least one controlling device connected to the corresponding gateway 200 based

on an event identified in event aggregation module 244 based on an event

configuration. For example, an event comprises a temperature of a room

reaching a predefined maximum temperature. The event-based control module

246 may communicate to the HVAC system 124 to turn on the air conditioning

system for the room if such event occurs.

[0052] The client-based control module 248 communicates a command to one or

more controlling devices of the corresponding gateway 200 based on a command

initiated and communicated from the client device 102,106. For example, a user

at the client device 102,106 may initiate a command to pan a camera connected

to the gateway 200. Such command would be communicated to the camera via

the client-based control module 248.

[0053] The license plate module 250 detects, identifies, and tracks a license plate

of a vehicle using a non-infrared high sensitivity camera coupled to the gateway

200. The license plate module 250 can also generate dynamic indicators

corresponding to the license plate on a picture generated by the non-infrared

high sensitivity camera. In other words, the dynamic indicators may be updated

based on the content or characters of the license plate.



[0054] FIG. 2D is a block diagram illustrating an example embodiment of the

license plate module 250 of a gateway 200. The license plate module 250 may

include a license plate recognition module 252, a vehicle identification module

254, a vehicle heat module 256, a vehicle occupancy module 258, a license plate

verification module 260, a vehicle operation status module 262, a license plate

display module 264, a license plate scan module 265, and a predictive analysis

module 273.

[0055] The license plate recognition module 252 detects and identifies

characters in the license plate in the picture from a non-infrared camera instead

of a conventional infrared illumination camera as used in other license plate

recognition systems. In particular, the license plate recognition module 252 may

operate with any conventional non-infrared illumination camera. High

sensitivity cameras may also be used to further help the license plate recognition

process.

[0056] In one embodiment, the license plate recognition module 252 includes an

algorithm for recognizing characters in license plates from images generated by

a convention non-infrared illumination camera. The following illustrates one

embodiment of a pseudo code of the license plate recognition algorithm:

set the detection zone from the target scene

read OCR Table from DB files

each character in OCR Table contain 82 numbers indicating their feature

sets

read new frame

convert image into gray scale

break down the image to small bricks based on the image size

loop through all bricks in its scale level:

local normalization for every brick

remove isolated bricks

associate connected brick regions

determine the maximum/minimum brick region by

probabilities

sort extracted brick regions by its density

loop through all brick regions, determine possible plates

normalize brick regions



filter unlike plate region by checking minimum/maximum

pixel size

loop through plates, determine overlap

segment characters in plate

aPply different threshold for finding flood fill characters

within expected size bound

make small vertical cuts to help disconnect letters from

bottom border

check if segment has proper proportions

filter out-bound characters

try to match all characters in the same vertical center lines

filter overlapped X line characters, filter gap

finding the central threshold for all characters

extracting feature sets, try to match OCR tables

generate confidence list for each characters

try to fill segment gap

try to extend out one character

try to slice off bottom from plate frames

determine the rotation of the plate

determine the fade out direction of the plate

calculate point to pivot and the shear pivot

re-sample plate to counteract tilt

merge existing plates from the historical result

create new possible character slot

fill in the segment gap

replacing low confidence characters

filter the invalid string size (4-8)

determine the existence of this plate

event generation

new plate

license plate string update

plate gone

[0057] The license plate verification module 260 accesses data corresponding to

the license plate of the vehicle based on the license plate recognition module



252. In one embodiment, the license plate verification module 260 compares the

characters obtained from the license plate recognition module 252 with a

database to determine validity or a status associated with the license plate. For

example, the license plate verification module 260 may access the database of a

department of motor vehicles to determine the registration status of the vehicle,

unpaid parking tickets or fines, owner registration name and address, among

other things. In another example, the license plate verification module 260 may

access the database associated with a parking lot to determine whether the

vehicle is permitted to park in a parking spot of the parking lot. The license

plate verification module 260 may communicate the status associated with the

license plate to the license plate display module 264 for display.

[0058] The vehicle identification module 254 identifies a make and model of

the vehicle in the picture from the non-infrared high sensitivity camera. In one

embodiment, the vehicle identification module 254 accesses a database of

reference images of vehicles to determine the make and model of the vehicle.

The vehicle identification module 254 may look for key features uniquely

attributable to each make and model.

[0059] The license plate display module 264 may generates a first set of

indicators associated with the accessed data corresponding to the license plate

and a second set of indicators associated with the make and model of the vehicle

in the picture, the first and second set of indicators adjacent to the vehicle in a

display.

[0060] The vehicle heat module 256 computes how long a vehicle has parked

based on the amount of heat generated by the vehicle and an ambient

temperature around the vehicle. The ambient temperature of the environment

around the vehicle may be used as a reference to offset values from the

temperature of the vehicle.

[0061] The vehicle occupancy module 258 detects and identifies a presence of

one or more individuals in the vehicle. For example, images from the camera

may show the number of passengers in the vehicle.

[0062] The vehicle operation status module 262 generates a third set of

indicators corresponding to how long the vehicle has parked and the presence of

one or more individuals in the vehicle. The third set of indicators is also

generated to be shown in the display.



[0063] In another embodiment, the license plate display module 264 may also

dynamically adjust the first and second set of indicators in the display based on a

movement of the vehicle in the display. In other words, the indicators follow the

movement of the vehicle. For example, indicators corresponding to the license

plate of every vehicle in the frame may be displayed on each frame. As such,

the identification and tracking of the license plates may be performed for every

frame (or every n number of frames) outputted by the camera. Thus, the

identification and tracking of the license plate does not depend on how often the

infrared flash illumination can be reset or triggered. For example, infrared

illumination cameras can only capture a picture every few seconds. As such,

license plate recognition can only be performed accordingly on a frame

generated every few seconds. In contrast, the license plate display module 264

of the present application allows for real time tracking of the license plate from a

video camera and is not limited by how often the infrared illumination flash can

be generated.

[0064] Furthermore, the license plate display module 264 may generate

indicators on top of every frame from a video feed from a camera. In contrast,

typical infrared illumination cameras can only capture snapshot pictures and thus

cannot generate a video feed or live stream because of limitations from waiting

for the infrared flash to be reset.

[0065] In one embodiment, the license plate scan module 265 includes a preset

configuration module 267, a camera position control module 269, and a license

plate analysis module 271.

[0066] The preset configuration module 267 generates a plurality of preset

camera positions for the non-infrared camera to cover the location. Each preset

camera position may correspond to a particular angle or setting of a pan, tilt,

zoom camera. For example, the non-infrared camera may rotate through several

positions in order to cover the entire location.

[0067] The camera position control module 269 directs the camera to move

according to the plurality of preset camera positions.

[0068] The license plate analysis module 271 identifies the license plates at each

preset camera position and compares the characters of each license plate at each

preset camera position with a database to correlate the license plates with the

plurality of preset camera positions.



[0069] In one embodiment, the predictive analysis module 273 includes a

historical data analysis module 275, a prediction module 277, and an alert

module 279.

[0070] The historical data analysis module 275 accesses the historical data

collected with the license plate recognition module 252. For example, the

license plate module 250 may record specific locations (e.g., parking stall,

parking structure, parking lot) where a vehicle has parked or has been identified.

For example, the historical data analysis module 275 may log the number of

times, dates, and corresponding locations where a particular vehicle has parked

or driven by. For example, the historical data may include the dates and time

where a particular vehicle has crossed an intersection, or has left or entered a

driveway.

[0071] In another embodiment, the historical data analysis module 275 collects

data from other security devices to identify and log a tracking of a person

associated with a license plate using facial recognition. For example, the person

may be associated with two license plates because that person has been

identified driving both cars on separate occasions.

[0072] The prediction module 277 generates a prediction behavioral model using

statistical computation on the historical data. The prediction module 277 mines

the historical data using conventional statistical computation to determine

patterns. For example, the prediction module 277 may determine that a vehicle

enters a structure (e.g., building, tunnel, parking lot) and exit the structure after x

minutes representing the mean time duration within a period of time (e.g., last 30

days). In another example, the prediction module 277 computes that it take on

average about x minutes for a particular individual to park his vehicle into a

parking structure and use his security badge to access a building. The prediction

module 277 analyzes the time log associated with the vehicle of the individual

entering the parking structure and the time log of associated with the individual

accessing the building.

[0073] The alert module 279 compares current data generated from a current

picture from the non-infrared camera with the prediction behavioral model, and

generates an alert based on the comparison. In one embodiment, if current data

from the security devices deviate from the prediction behavioral model, an alert

is generated.



[0074] For example, using the previous example, if 40 minutes have elapsed

since a vehicle has entered a parking structure, and it would normally take 6

minutes for the individual associated with the vehicle to access a secure entry of

a building, the alert module 279 may generate an alert to a mobile device of the

individual and/or to a security staff.

[0075] FIG. 2E is a block diagram illustrating an example of a display 265

generated by the license plate display module 264. The license plate recognition

module 252 determines that characters on each corresponding license plate from

vehicles 266, 268, and 270. The characters of the license plates are shown in the

corresponding display 272, 274, and 276. The license plate display module 264

may also generate an indicator in the displays 272, 274 and 276 based on a

corresponding status. For example, a checkmark may be shown in the display

272 if the registration of the vehicle 266 is valid. In another example, a cross

may be shown in the display 274 if the registration of the vehicle 268 has

expired. The cross may also indicate the vehicle 268 has unpaid traffic or

parking tickets, or has parked in someone else's assigned parking spot. In

another example, a question mark may be shown in the display 276 if characters

from the license plate are not recognized, or if the license plate verification

module 260 cannot verify a status associated with the vehicle 270.

[0076] Indicators 278 may be displayed next to the vehicle 266 to provide

information from the vehicle identification module 254 and from the vehicle

operation status module 262. For example, indicators 278 may include the make

and model of the vehicle 266 and an indicator that the vehicle is in operation

(e.g., engine is running).

[0077] Indicators 280 may be displayed next to the vehicle 268 to provide

information from the vehicle identification module 254 and from the vehicle

operation status module 262. For example, indicators 280 may include the make

and model of the vehicle 268 and an estimate as to how long ago the vehicle 268

has operated. In other words, indicators 280 may show the number of hours since

the engine of the car has been turned off.

[0078] Indicators 282 may be displayed next to the vehicle 270 to provide

information from the vehicle identification module 254 and from the vehicle

operation status module 262. For example, indicators 282 may include the make



and model of the vehicle 270 and an indicator that the vehicle is not in operation

(e.g., engine is off).

[0079] As illustrated in FIG. 2E, a non-infrared camera may be used to identify

and recognize characters on license plates of several vehicles at the same time

using the same non-infrared camera. In contrast, infrared illuminated cameras

can only capture one vehicle at a time and three different infrared illuminated

cameras would be needed to capture the license plates of the three vehicles 266,

268, and 270 in FIG. 2E.

[0080] FIG. 2F is a block diagram illustrating an example of scanning license

plates of vehicles 285 parked in a parking lot 283. A pan tilt zoom camera 284

may be positioned in the parking lot 283 such that it can scan as many parked

cars as possible. For example, the pan tilt zoom camera 284 may include

configuration presets A, B, and C where each preset will call for a portion of the

parking lot 283. As such, when the pan tilt zoom camera 284 is at configuration

preset A and directed to the corresponding vehicles 285 in the location covered

by configuration preset A, the license plate module 250 as illustrated in FIG. 2D

may detect and simultaneously identify several license plates of the

corresponding vehicles 285 in configuration preset A.

[0081] To cover the entire location, the pan tilt zoom camera 284 may cycle

through configuration presets A, B, and C. In one embodiment, the license plate

analysis module 271 may correlate the license plate of a parked vehicle with a

corresponding configuration preset to determine the location of the parked

vehicle in reference to the parking lot 283.

[0082] FIG. 3 is a block diagram illustrating an example embodiment of a web

server 110 also referred to as a web-based host. The web server 110 comprises a

web-based gateway management application 302 and a storage device 310. The

web-based gateway management application 302 identifies a gateway 200

associated with a user at the client device 102, 106, authenticates with the user at

the client device 102, 106, and authenticates with the identified gateway 200.

[0083] In one embodiment, the web-based gateway management application 302

includes a gateway directory manager 308, a user authentication module 304,

and a gateway authentication module 306. The gateway directory manager 308

identifies a gateway 200 associated with a user profile. For example, a user may

only be able to access a particular gateway 200 or a particular set of devices



connected to a gateway 200. As such, a west coast manager of an organization

may be able to access monitored sites only from west coast stores of the

organization. In contrast, a user with higher privileges may be able to access

more gateways and devices. As such, the CEO of an organization with stores

throughout the U.S. may be able to view monitoring data from all the stores in

the United States. Law enforcement officials may be authenticated so that they

can monitor, in a live manner, video and audio feeds from a parking lot or

entrances and exits to a parking structure.

[0084] In another embodiment, the gateway directory manager 308 includes a

service manager module 312 to enable add-on services to the user at the client

device 102,106. For example, the add-on services include, but are not limited to,

remote storage, remote audio, two-way audio, dynamic backup, or reporting

based on the user profile.

[0085] The user authentication module 304 authenticates the web server 110

with the user at the client device 102,106 based on the user profile. For

example, the web server 110 verifies the username and password of the user at

the client device 102,106.

[0086] The gateway authentication module 306 authenticates the identified

gateway 200. For example, the web server 110 receives a unique token from the

identified gateway 200 to authenticate the identified gateway 200 prior to

establishing secured communication between the web server 110 and the

gateway 200.

[0087] The storage device 310 may be used to store user profiles, tokens from

gateways 200, a directory of gateways with corresponding devices, services from

the gateways 200, a directory of gateways associated with a user profile, and a

directory of connected security devices associated with a user profile.

[0088] FIG. 4 is a flow chart of one embodiment of an example method for

monitoring and controlling devices attached to a gateway 200. At 402, a user at

a client device 102, 106 initiates communication with a web server 110 to access

monitoring data from the devices connected to a gateway 200. At 404, the web

server 110 directs the client device 102,106 to the corresponding gateway 200

based on the user profile of the user at the client device 102, 106. At 406, the

client device is able to monitor and control from a central interface monitoring

and controlling device connected to the identified gateway(s). In one



embodiment, the client device 102, 106 receives an aggregated view of all the

security devices from several correlated gateways by communicating with only

one gateway.

[0089] FIG. 5 is a flow chart of one embodiment of an example method for

communicating with a gateway 200 and a web server 110 from a client device

102, 106. At 502, a client device 102, 106 initiates a communication with a web

server 110. At 504, the client device 102, 106 authenticates the user with the

web server 110. At 506, the client device 102, 106 directly communicates with

the gateway(s) 200 referred and identified by the web server 110. At 508, the

client device 102,106 is able to control and monitor devices connected to the

corresponding gateway 200. In another embodiment, the client device 102, 106

can control and monitor devices connected to other correlated gateways 200.

[0090] FIG. 6 is a flow chart of one embodiment of an example method for

communicating with a gateway 200 and a client device 102, 106 from a web

server 110. At 604, the web server 110 establishes a secure communication with

a gateway 200 upon authentication of the gateway 200. At 606, the web server

110 registers the gateway 200 in a directory in the web server 110. At 608, the

web server 110 receives a communication from the client device 102, 106 to

access monitoring data. At 610, the web server 110 re-directs the client device

102,106 to the corresponding gateway 200 upon authentication of the user at the

client device 102, 106. As such, the client device 102, 106 communicates

directly with the identified gateway 200 thereby saving bandwidth resources

from the web server 110.

[0091] FIG. 7 is a flow chart of one embodiment of an example method 700 for

communicating with a web server 110 and a client device 102, 106 from a

gateway 200. At 704, the gateway 200 establishes a secure communication with

the web server 110. At 706, the gateway 200 identified by a web server 110

receives a communication from a client device 102, 106. At 708, the gateway

200 authenticates the user at the client device 102, 106. At 710, the gateway 200

provides monitoring status and control to devices connected to the gateway 200.

In another embodiment, the gateway 200 is correlated to other gateways by the

web server 110. In other words, the web server 110 may introduce the gateway

200 to establish a direct secure communication with other gateways.



[0092] In another embodiment, the gateway 200 is interfaced with the client

device 102, 106 with an application programming interface (API). The

corresponding monitoring or controlling device coupled to the gateway 200 is

monitored and controlled with an application module 208. Interaction of the

application module 208 the corresponding monitoring or controlling device is

enabled with a device driver.

[0093] In another embodiment, communication with the web server 110 and the

client device 102, 106 is enabled with a communication module of the gateway

200. The client device 102, 106 is enabled to monitor or control the plurality of

monitoring or controlling devices coupled to the gateway 200 with a remote

devices management module 240 of the gateway 200.

[0094] In one embodiment, enabling communication with the web server 110

and the client device 102, 106 comprises authenticating a user at the client

device 102, 106 based on a user profile of the user with a user authentication

module 232. The user at the client device 102, 106 is limited or granted access

to the monitoring and controlling devices with a user access policy module 234.

A communication between the gateway 200 and the web server 110 is

authenticated with a web server authentication module 236. The peer-to-peer

communication between gateways is enabled with a transport module 238.

[0095] In one embodiment, enabling the client device 102, 106 to monitor or

control the monitoring or controlling devices connected to the gateway 200

comprises analyzing audio and video from the monitoring devices and to

generate events based on the analysis with an analytics module 242. The events

generated from the analytics module 242 are aggregated with an event

aggregation module 244. A command is communicated to at least one

controlling device of the corresponding gateway 200 based on an event

identified in the aggregated events based on an event configuration with an

event-based control module 246. A command is communicated to at least one

controlling device of the corresponding gateway 200 based on a command

communicated from the client device 102, 106 with a client-based control

module 248.

[0096] FIG. 8 is a flow chart of one embodiment of an example method 800 for

identifying a vehicle license plate. At operation 802, the gateway 200 accesses a

frame, an image, or a picture from a non-infrared camera (and optionally from a



heat sensitive camera). At operation 804, the gateway 200 performs license

plate recognition on the frame. At operation 806, the gateway 200 identifies the

type of vehicle from the frame. At operation 808, the gateway 200 generates

indicators corresponding to the license plate recognition and the type of vehicle

on the frame. For example, the gateway 200 may generate a visualization in the

form of a heads up display to show information corresponding to the license

plate of the vehicle. In one embodiment, the indicators may dynamically follow

the vehicle in the display from the camera. For example, indicators

corresponding to the license plate of every vehicle in the frame may be displayed

for each frame. As such, the identification and tracking of the license plates may

be performed for every frame (or every n number of frames) outputted by the

camera. Thus, the identification and tracking of the license plate does not

depend on how often the infrared flash illumination can be reset or triggered.

For example, infrared illumination cameras can only capture a picture every few

seconds. As such, license plate recognition can only perform every few seconds.

[0097] FIG. 9 is a flow chart of one embodiment of an example method 900 for

scanning license plates of vehicles in a parking lot. At operation 902, preset

camera positions are defined corresponding to different coverage areas. At

operation 904 the camera's position move according to the different preset

camera positions. At operation 906, license plates of vehicles for each preset

camera position are identified. At operation 908, indicators corresponding to the

license plates are generated for each preset camera position. At operation 910,

license plates of the vehicles are analyzed in relation to their parking location.

[0098] FIG. 10 is a flow chart of one embodiment of an example of predictive

analysis 1000 using vehicle license plate recognition. At operation 1002,

historical data collected from the security devices is collected, accessed, and

analyzed. At operation 1004, a prediction behavioral model is generating using

statistical computation on the historical data. Present or current data generated

from the security devices are compared with the prediction behavioral model. At

operation 1006, an alert may be generated based on the comparison.

[0099] FIG. 11 is a block diagram illustrating components of a machine 1100,

according to some example embodiments, able to read instructions from a

machine-readable medium (e.g., a machine-readable storage medium, a

computer-readable storage medium, or any suitable combination thereof) and



perform any one or more of the methodologies discussed herein, in whole or in

part. Specifically, FIG. 11 shows a diagrammatic representation of the machine

1100 in the example form of a computer system and within which instructions

1124 (e.g., software, a program, an application, an applet, an app, or other

executable code) for causing the machine 1100 to perform any one or more of

the methodologies discussed herein may be executed, in whole or in part. In

alternative embodiments, the machine 1100 operates as a standalone device or

may be connected (e.g., networked) to other machines. In a networked

deployment, the machine 1100 may operate in the capacity of a server machine

or a client machine in a server-client network environment, or as a peer machine

in a distributed (e.g., peer-to-peer) network environment. The machine 1100

may be a server computer, a client computer, a personal computer (PC), a tablet

computer, a laptop computer, a netbook, a set-top box (STB), a personal digital

assistant (PDA), a cellular telephone, a smartphone, a web appliance, a network

router, a network switch, a network bridge, or any machine capable of executing

the instructions 1124, sequentially or otherwise, that specify actions to be taken

by that machine. Further, while only a single machine is illustrated, the term

"machine" shall also be taken to include a collection of machines that

individually or jointly execute the instructions 1124 to perform all or part of any

one or more of the methodologies discussed herein.

[00100] The machine 1100 includes a processor 1102 (e.g., a central

processing unit (CPU), a graphics processing unit (GPU), a digital signal

processor (DSP), an application specific integrated circuit (ASIC), a radio-

frequency integrated circuit (RFIC), or any suitable combination thereof), a main

memory 1104, and a static memory 1106, which are configured to communicate

with each other via a bus 1108. The machine 1100 may further include a

graphics display 1110 (e.g., a plasma display panel (PDP), a light emitting diode

(LED) display, a liquid crystal display (LCD), a projector, or a cathode ray tube

(CRT)). The machine 1100 may also include an alphanumeric input device 1112

(e.g., a keyboard), a cursor control device 1114 (e.g., a mouse, a touchpad, a

trackball, a joystick, a motion sensor, or other pointing instrument), a storage

unit 1116, a signal generation device 1118 (e.g., a speaker), and a network

interface device 1120.



[00101] The storage unit 1116 includes a machine-readable medium 1122

on which is stored the instructions 1124 embodying any one or more of the

methodologies or functions described herein. The instructions 1124 may also

reside, completely or at least partially, within the main memory 1104, within the

processor 1102 (e.g., within the processor's cache memory), or both, during

execution thereof by the machine 1100. Accordingly, the main memory 1104

and the processor 1102 may be considered as machine-readable media. The

instructions 1124 may be transmitted or received over a network 1126 via the

network interface device 1120.

[00102] As used herein, the term "memory" refers to a machine-readable

medium able to store data temporarily or permanently and may be taken to

include, but not be limited to, random-access memory (RAM), read-only

memory (ROM), buffer memory, flash memory, and cache memory. While the

machine-readable medium 1122 is shown in an example embodiment to be a

single medium, the term "machine-readable medium" should be taken to include

a single medium or multiple media (e.g., a centralized or distributed database, or

associated caches and servers) able to store instructions. The term "machine-

readable medium" shall also be taken to include any medium, or combination of

multiple media, that is capable of storing instructions (e.g., instructions 1124) for

execution by a machine (e.g., machine 1100), such that the instructions, when

executed by one or more processors of the machine (e.g., processor 1102), cause

the machine to perform any one or more of the methodologies described herein.

Accordingly, a "machine-readable medium" refers to a single storage apparatus

or device, as well as "cloud-based" storage systems or storage networks that

include multiple storage apparatus or devices. The term "machine-readable

medium" shall accordingly be taken to include, but not be limited to, one or

more data repositories in the form of a solid-state memory, an optical medium, a

magnetic medium, or any suitable combination thereof.

[00103] Throughout this specification, plural instances may implement

components, operations, or structures described as a single instance. Although

individual operations of one or more methods are illustrated and described as

separate operations, one or more of the individual operations may be performed

concurrently, and nothing requires that the operations be performed in the order

illustrated. Structures and functionality presented as separate components in



example configurations may be implemented as a combined structure or

component. Similarly, structures and functionality presented as a single

component may be implemented as separate components. These and other

variations, modifications, additions, and improvements fall within the scope of

the subject matter herein.

[00104] Certain embodiments are described herein as including logic or a

number of components, modules, or mechanisms. Modules may constitute

either software modules (e.g., code embodied on a machine-readable medium or

in a transmission signal) or hardware modules. A "hardware module" is a

tangible unit capable of performing certain operations and may be configured or

arranged in a certain physical manner. In various example embodiments, one or

more computer systems (e.g., a standalone computer system, a client computer

system, or a server computer system) or one or more hardware modules of a

computer system (e.g., a processor or a group of processors) may be configured

by software (e.g., an application or application portion) as a hardware module

that operates to perform certain operations as described herein.

[00105] In some embodiments, a hardware module may be implemented

mechanically, electronically, or any suitable combination thereof. For example,

a hardware module may include dedicated circuitry or logic that is permanently

configured to perform certain operations. For example, a hardware module may

be a special-purpose processor, such as a field programmable gate array (FPGA)

or an ASIC. A hardware module may also include programmable logic or

circuitry that is temporarily configured by software to perform certain

operations. For example, a hardware module may include software

encompassed within a general-purpose processor or other programmable

processor. It will be appreciated that the decision to implement a hardware

module mechanically, in dedicated and permanently configured circuitry, or in

temporarily configured circuitry (e.g., configured by software) may be driven by

cost and time considerations.

[00106] Accordingly, the phrase "hardware module" should be understood

to encompass a tangible entity, be that an entity that is physically constructed,

permanently configured (e.g., hardwired), or temporarily configured (e.g.,

programmed) to operate in a certain manner or to perform certain operations

described herein. As used herein, "hardware-implemented module" refers to a



hardware module. Considering embodiments in which hardware modules are

temporarily configured (e.g., programmed), each of the hardware modules need

not be configured or instantiated at any one instance in time. For example,

where a hardware module comprises a general-purpose processor configured by

software to become a special-purpose processor, the general-purpose processor

may be configured as respectively different special-purpose processors (e.g.,

comprising different hardware modules) at different times. Software may

accordingly configure a processor, for example, to constitute a particular

hardware module at one instance of time and to constitute a different hardware

module at a different instance of time.

[00107] Hardware modules can provide information to, and receive

information from, other hardware modules. Accordingly, the described

hardware modules may be regarded as being communicatively coupled. Where

multiple hardware modules exist contemporaneously, communications may be

achieved through signal transmission (e.g., over appropriate circuits and buses)

between or among two or more of the hardware modules. In embodiments in

which multiple hardware modules are configured or instantiated at different

times, communications between such hardware modules may be achieved, for

example, through the storage and retrieval of information in memory structures

to which the multiple hardware modules have access. For example, one

hardware module may perform an operation and store the output of that

operation in a memory device to which it is communicatively coupled. A further

hardware module may then, at a later time, access the memory device to retrieve

and process the stored output. Hardware modules may also initiate

communications with input or output devices, and can operate on a resource

(e.g., a collection of information).

[00108] The various operations of example methods described herein may

be performed, at least partially, by one or more processors that are temporarily

configured (e.g., by software) or permanently configured to perform the relevant

operations. Whether temporarily or permanently configured, such processors

may constitute processor-implemented modules that operate to perform one or

more operations or functions described herein. As used herein, "processor-

implemented module" refers to a hardware module using one or more

processors.



[00109] Similarly, the methods described herein may be at least partially

processor- implemented, a processor being an example of hardware. For

example, at least some of the operations of a method may be performed by one

or more processors or processor-implemented modules. Moreover, the one or

more processors may also operate to support performance of the relevant

operations in a "cloud computing" environment or as a "software as a service"

(SaaS). For example, at least some of the operations may be performed by a

group of computers (as examples of machines including processors), with these

operations being accessible via a network (e.g., the Internet) and via one or more

appropriate interfaces (e.g., an application program interface (API)).

[00110] The performance of certain of the operations may be distributed

among the one or more processors, not only residing within a single machine,

but deployed across a number of machines. In some example embodiments, the

one or more processors or processor-implemented modules may be located in a

single geographic location (e.g., within a home environment, an office

environment, or a server farm). In other example embodiments, the one or more

processors or processor-implemented modules may be distributed across a

number of geographic locations.

[00111] Some portions of the subject matter discussed herein may be

presented in terms of algorithms or symbolic representations of operations on

data stored as bits or binary digital signals within a machine memory (e.g., a

computer memory). Such algorithms or symbolic representations are examples

of techniques used by those of ordinary skill in the data processing arts to

convey the substance of their work to others skilled in the art. As used herein,

an "algorithm" is a self-consistent sequence of operations or similar processing

leading to a desired result. In this context, algorithms and operations involve

physical manipulation of physical quantities. Typically, but not necessarily,

such quantities may take the form of electrical, magnetic, or optical signals

capable of being stored, accessed, transferred, combined, compared, or otherwise

manipulated by a machine. It is convenient at times, principally for reasons of

common usage, to refer to such signals using words such as "data," "content,"

"bits," "values," "elements," "symbols," "characters," "terms," "numbers,"

"numerals," or the like. These words, however, are merely convenient labels

and are to be associated with appropriate physical quantities.



[00112] Unless specifically stated otherwise, discussions herein using

words such as "processing," "computing," "calculating," "determining,"

"presenting," "displaying," or the like may refer to actions or processes of a

machine (e.g., a computer) that manipulates or transforms data represented as

physical (e.g., electronic, magnetic, or optical) quantities within one or more

memories (e.g., volatile memory, non-volatile memory, or any suitable

combination thereof), registers, or other machine components that receive, store,

transmit, or display information. Furthermore, unless specifically stated

otherwise, the terms "a" or "an" are herein used, as is common in patent

documents, to include one or more than one instance. Finally, as used herein,

the conjunction "or" refers to a non-exclusive "or," unless specifically stated

otherwise.



CLAIMS

WHAT IS CLAIMED IS:

1. A gateway comprising:

a memory;

a processor coupled to the memory, the processor comprising a

communication module, a remote device management module, and a license

plate module,

the communication module configured to communicate with a web

server, a client device introduced to the gateway by the web server, and at least

one other gateway and to copy a configuration of the gateway to the at least one

other gateway;

the remote device management module configured to aggregate

monitoring data from a plurality of security devices coupled to the gateway and

from at least one other security device respectively coupled to the at least one

other gateway, the at least one other gateway correlated with the gateway by the

web server, and to enable the client device to monitor the plurality of security

devices coupled to the gateway and the at least one other security device coupled

to the at least one other gateway; and

the license plate module configured to generate a predictive behavioral

model using historical data from the monitoring data comprising identified

characters in license plates of vehicles monitored by the at least one other

security device.

2 . The gateway of claim 1, wherein the license plate module comprises:

a historical data analysis module configured to access the historical data

collected with a license plate recognition module configured to identify

characters in the license plates in a picture from a non-infrared camera coupled

to the gateway;

a prediction module configured to generate the prediction behavioral

model using statistical computation on the historical data; and

an alert module configured to compare current data generated from a

current picture from the non-infrared camera with the prediction behavioral

model, and to generate an alert based on the comparison.



3 . The gateway of claim 2, wherein the license plate module is configured

to simultaneously processes the license plates and identify the characters in the

license plates of a portion of the plurality vehicles using the non-infrared camera

coupled to the gateway, and to generate indicators corresponding to the license

plates on the picture generated by the non-infrared camera.

4 . The gateway of claim 3, wherein the license plate module comprises:

a preset configuration module configured to generate a plurality of preset

camera positions of the non-infrared camera to cover a location;

a camera position control module configured to move the camera

according to the plurality of preset camera positions; and

a license plate analysis module configured to identify the license plates

with each preset camera positions and to compare the characters of each license

plate with each preset camera position with a database to correlate the license

plates with the plurality of preset camera positions.

5 . The gateway of claim 3, wherein the license plate module further

comprises:

a vehicle identification module configured to identify a make and model

of each vehicle in the picture from the non-infrared camera.

6 . The gateway of claim 5, wherein the license plate module further

comprises:

a license plate verification module configured to access data

corresponding to a license plate of the vehicle based on the license plate

recognition module; and

a license plate display module configured to generate a first set of

indicators associated with the accessed data corresponding to the license plate

and a second set of indicators associated with the make and model of the vehicle,

the first and second set of indicators adjacent to a picture of the vehicle in a

display.



7 . The gateway of claim 2, wherein the license plate recognition module is

configured to:

set a detection zone from a target scene in the picture;

read an OCR table from a database file, each character in the OCR table

containing numbers indicating their feature sets;

read a new frame;

convert the new frame into gray scale;

break down to small bricks based on an image size of picture;

loop through all bricks in each scale level with local normalization for

every brick, removal of isolated bricks, association of connected brick regions,

and determination of the maximum and minimum brick region by probabilities;

sort extracted brick regions by density;

loop through all brick regions to determine possible license plates by

normalizing brick regions, and filtering unlike plate region by checking

minimum and maximum pixel size;

loop through license plates to determine overlap;

segment characters in the license plate;

determine a rotation of the license plate;

determine a fade out direction of the license plate;

calculate a point to pivot and the shear pivot;

re-sample the license plate to counteract till; and

merge existing license plates from historical results.

8. The gateway of claim 1, wherein the processor further comprises:

an application programming interface (API) module configured to

interface the gateway with a client device;

an application module configured to monitor and control the plurality of

security devices coupled to the gateway;

a device driver configured to enable interaction of the application module

with the corresponding security device; and

the communication module further configured to receive additional APIs,

respective application modules, and respective device drivers.

9 . The gateway of claim 8, wherein the communication module comprises:



a user authentication module configured to authenticate a user at the

client device based on a user profile of the user;

a user access policy module configured to limit or grant the user at the

client device access to at least one of the plurality of security devices;

a web server authentication module configured to authenticate a

communication between the gateway and the web server; and

a transport module configured to enable peer-to-peer communication

between gateways, the client device, and the web server.

10. The gateway of claim 8, wherein the remote device management module

comprises:

an analytics module configured to analyze audio, video, and data from

the plurality of security devices and to generate events based on the analysis;

an event aggregation module configured to aggregate events generated

from the analytics module;

an event-based control module configured to communicate a command to

at least one of the security device of the corresponding gateway based on an

event identified in the aggregated events based on an event configuration; and

a client-based control module configured to communicate a command to

the at least one security device of the corresponding gateway based on a

command communicated from the client device.

11. The gateway of claim 8, wherein the security device comprises a camera

control device, an audio control device, a switch, a HVAC system, a video

device, an audio device, a biometric sensor, an access control device, a

temperature sensor, an RFID device, or a motion-controlled sensor.

12. The gateway of claim 8, wherein the web server comprises a web-based

gateway management application configured to identify a gateway associated

with a user at the client device, to authenticate with the user at the client device,

to authenticate with the identified gateway, and to correlate the identified

gateway with the other gateways.



13. The gateway of claim 12, wherein the web-based gateway management

application comprises:

a gateway directory manager configured to identify a gateway associated

with a user profile;

a user authentication module configured to authenticate with the user at

the client device based on the user profile; and

a gateway authentication module configured to authenticate the identified

gateway,

wherein the gateway directory manager comprises a service manager

module configured to enable an add-on service to the user at the client device.

14. The gateway of claim 13, wherein the add-on service comprises remote

storage, remote audio, two-way audio, dynamic backup, reporting based on the

user profile, organization topology mapping, or gateway access configuration.

15. The gateway of claim 8, wherein the client device is configured to

communicate with a first gateway identified by the web server, to receive

monitoring data from a second security device coupled to a second gateway, to

control the second security device coupled to the second gateway by

communicating with the first gateway coupled to a first security device, the first

gateway correlated with the second gateway by the web server.



16. A method comprising:

identifying at a gateway, a web server, a client device, and at least one

other gateway;

aggregating monitoring data from a plurality of security devices coupled

to the gateway and from at least one other security device respectively coupled

to the at least one other gateway, the at least one other gateway correlated with

the gateway by the web server;

enabling the client device to monitor and control the plurality of security

devices coupled to the gateway and the at least one other security device coupled

to the at least one other gateway; and

generating a predictive behavioral model using historical data from the

monitoring data comprising identified characters in license plates of vehicles

monitored by the at least one other security device.

17. The method of claim 16, further comprising:

detecting and identifying characters in the license plates depicted in a

picture from a non-infrared camera coupled to the gateway;

accessing the historical data collected with the identifying;

generating the prediction behavioral model using statistical computation

on the historical data;

comparing current data generated from a current picture from the non-

infrared camera with the prediction behavioral model; and

generating an alert based on the comparing.

18. The method of claim 16, further comprising:

simultaneously identifying the characters in the license plates of a portion

of the plurality vehicles using a non-infrared camera coupled to the gateway; and

generating indicators corresponding to the license plates on a picture

generated by the non-infrared camera.



19. The method of claim 16, further comprising:

setting a detection zone from a target scene in the picture;

reading an OCR table from a database file, each character in the OCR

table containing numbers indicating their feature sets;

reading a new frame;

converting the new frame into gray scale;

breaking down to small bricks based on an image size of picture;

looping through all bricks in each scale level with local normalization for

every brick, removal of isolated bricks, association of connected brick regions,

and determination of the maximum and minimum brick region by probabilities;

sorting extracted brick regions by density;

looping through all brick regions to determine possible license plates by

normalizing brick regions, and filtering unlike plate region by checking

minimum and maximum pixel size;

looping through license plates to determine overlap;

segmenting characters in the license plate;

determining a rotation of the license plate;

determining a fade out direction of the license plate;

calculating a point to pivot and the shear pivot;

re-sampling the license plate to counteract till; and

merging existing license plates from historical results.



20. A non-transitory computer-readable storage medium storing a set of

instructions that, when executed by a processor, cause the processor to perform

operations, comprising:

identifying at a gateway, a web server, a client device, and at least one

other gateway;

aggregating monitoring data from a plurality of security devices coupled

to the gateway and from at least one other security device respectively coupled

to the at least one other gateway, the at least one other gateway correlated with

the gateway by the web server;

enabling the client device to monitor and control the plurality of security

devices coupled to the gateway and the at least one other security device coupled

to the at least one other gateway; and

generating a predictive behavioral model using historical data from the

monitoring data comprising identified characters in license plates of vehicles

monitored by the at least one security device.



































INTERNATIONAL SEARCH REPORT International application No.

PCT/US2014/022081
A. CLASSIFICATION OF SUBJECT MATTER

H04L 12/66(2006.01)i, G06F 17/00(2006.01)i, G06F ll/30(2006.01)i

According to International Patent Classification (IPC) o r to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

H04L 12/66; G06F 17/00; G05D 1/00; G06K 9/00; G08G 1/00; G08B 1/00; G06F 11/30

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched
Korean utility models and applications for utility models

Japanese utility models and applications for utility models

Electromc data base consulted during the international search (name of data base and, where practicable, search terms used)
eKOMPASS(KIPO internal) & Keywords: distributed monitoring system, gateway, license plate, recognition

DOCUMENTS CONSIDERED TO BE RELEVANT

Category Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

US 7015806 B2 (SURENDRA N. NAID0O e t a l . ) 21 March 2006 1 , 16, 20
See column 2 , l ine 55 - co lumn 3 , l ine 3 ; c l aim V, and f igure 4 .

2-15, 17-19

US 2012-0083960 Al (JIAJUN ZHU e t a l . ) 05 Apr i l 2012 1 , 16, 20
See paragraphs [0005] , [0045] ; c laims 1 , 4 ; and f igure 6 .

US 2013-0006775 Al (MICHAEL CONRAD JORDAN e t a l . ) 03 January 2013 1-20
See paragraphs [0018] , [0022] , [0044] , [0057] ; and f igure 3 .

US 2006-0056658 Al (DOUGLAS M. KAVNER) 16 March 2006 1-20
See paragraphs [0024] , [0030] ; and f igure 3A.

US 2012-0269398 Al (ZHIGANG FAN et a l . ) 25 Oct ober 2012 1-20
See paragraphs [0015] , [0039] ; and f igure 3 .

I IFurther documents are listed in the continuation of Box C . See patent family annex.

Special categories of cited documents: later document published after the international filing date or priority
document defining the general state of the art which is not considered date and not in conflict with the application but cited to understand
to be of particular relevance the principle or theory underlying the invention
earlier application or patent but published on or after the international document of particular relevance; the claimed invention cannot be
filing date considered novel or cannot be considered to involve an inventive
document which may throw doubts on priority claim(s) or which is step when t e document is taken alone
cited to establish the publication date of another citation or other document of particular relevance; the claimed invention cannot be
special reason (as specified) considered to involve an inventive step when the document is
document referring to an oral disclosure, use, exhibition or other combined with one or more other such documents, such combination
means being obvious to a person skilled in the art

"P" document published prior to the international filing date but later document member of the same patent family
than the priority date claimed

Date of the actual completion of the international search Date of mailing of the international search report

2 9 July 2014 (29.07.2014) 01 August 2014 (01.08.2014)

Name and mailing address of the I SA KR Authorized officer ..^
k International Application Division

¾ ¾ ¾¾ Korean Intellectual Property Office KIM, Seong Woo ,.
189 Clieongsa-ro, Seo-gu, Daejeon Metropolitan City, 302-701, ¾ S ¾ ' i
Republic of Korea S ¾ ' ;

Facsimile No. +82-42-472-7140 Telephone No. +82-42-481-3348 "

FormPCT/ISA/210 (second sheet) ( y 2009)



INTERNATIONAL SEARCH REPORT International application No.

Information on patent family members PCT/US2014/022081

Patent document Publication Patent family Publication
cited in search report date member(s) date

US 7015806 B2 21/03/2006 CA 2389958 Al 18/03/2003
US 2002-0147982 Al 10/10/2002
US 2002-0167590 Al 14/11/2002
US 2003-0062997 Al 03/04/2003
US 2004-0085202 Al 06/05/2004
US 6690411 B2 10/02/2004
us 6930599 B2 16/08/2005
us 8520068 B2 27/08/2013
wo 03-026305 Al 27/03/2003

US 2012-0083960 Al 05/04/2012 CN 103339009 A 02/10/2013
CN 103339010 A 02/10/2013
CN 103370249 A 23/10/2013
EP 2625079 A2 14/08/2013
EP 2625081 A2 14/08/2013
EP 2625083 A2 14/08/2013
JP 2013-544695 A 19/12/2013
JP 2013-544696 A 19/12/2013
JP 2013-544697 A 19/12/2013

10-2013-0129931 A 29/11/2013
R 10-2013-0132790 A 05/12/2013

KR 10-2014-0020230 A 18/02/2014
US 2012-0083959 Al 05/04/2012
us 2012-0083964 Al 05/04/2012
us 2013-297140 Al 07/11/2013
us 2014-136045 Al 15/05/2014
us 8509982 B2 13/08/2013
us 8634980 Bl 21/01/2014
us 8660734 B2 25/02/2014
us 8688306 Bl 01/04/2014
wo 2012-047743 A2 12/04/2012
wo 2012-047743 A3 19/07/2012
wo 2012-047977 A2 12/04/2012
wo 2012-047977 A3 21/06/2012
wo 2012-047980 A2 12/04/2012
wo 2012-047980 A3 21/06/2012
wo 2012-047980 A4 16/08/2012

US 2013-0006775 Al 03/01/2013 CA 2840083 Al 03/01/2013
wo 2013-003797 Al 03/01/2013

US 2006-0056658 Al 16/03/2006 AT 357717 T 15/04/2007
AU 2002-243702 B2 03/03/2005
AU 2002-243934 B2 30/06/2005
CA 2434704 Al 01/08/2002
CA 2434704 C 18/03/2008
CA 2434963 Al 01/08/2002
cz 20032279 A3 14/01/2004
cz 20032292 A3 14/01/2004

Form PCT/ISA/210 (patent family annex) ( y 2009)



INTERNATIONAL SEARCH REPORT International application No.

Information on patent family members PCT/US20 14/022081

Patent document Publication Patent family Publication
cited in search report date member(s) date

cz 302605 B6 03/08/2011
DE 60218982 Dl 03/05/2007
DE 60218982 T2 06/12/2007
EP 1354299 A2 22/10/2003
EP 1354306 A2 22/10/2003
EP 1354306 Bl 21/03/2007
ES 2282395 T3 16/10/2007
HU 0302998 A2 29/12/2003
HU 0302998 A3 28/10/2004
HU 0401051 A2 28/09/2004
HU 228601 Bl 29/04/2013
IL 156674 A 19/08/2007
IL 156674 DO 04/01/2004
IL 156675 A 15/05/2007
IL 156675 DO 04/01/2004
JP 2004-525445 A 19/08/2004
JP 2004-525447 A 19/08/2004
JP 4291571 B2 08/07/2009
JP 4334870 B2 30/09/2009
US 2002-0140577 Al 03/10/2002
us 2002-0140579 Al 03/10/2002
us 6922156 B2 26/07/2005
us 7068185 B2 27/06/2006
us 7339495 B2 04/03/2008
wo 0205-9838 A2 01/08/2002
wo 0205-9838 A3 20/02/2003
wo 0205-9852 A2 01/08/2002
wo 0205-9852 A3 13/02/2003

US 2012-0269398 Al 25/10/2012 None

Form PCT/ISA/210 (patent family annex) ( y 2009)


	abstract
	description
	claims
	drawings
	wo-search-report

