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(57) Abstract: A system for regulating access to information of different levels of sensitivity includes an input configured to receive
& authentication information from a user, and a processor configured to: produce a first token key; encrypt a read-write portion of
& a first cryptographic key associated with a first sensitivity level using the first token key; encrypt the first token key using first
authentication information associated with the first sensitivity level; produce a second token key by applying a one-way function to
the first token key; encrypt a read-write portion of a second cryptographic key associated with a second sensitivity level using the
first token key, the second sensitivity level being lower than the first sensitivity level; and encrypt the second token key using second
authentication information associated with the second sensitivity level.
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