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METHOD, SYSTEM, AND COMPUTER
PROGRAM PRODUCT FOR DYNAMIC
FIELD-LEVEL ACCESS CONTROL IN A WIKI

[0001] This application is a divisional of U.S. patent appli-
cation Ser. No. 11/026,356, filed Dec. 30, 2004, currently
pending.

BACKGROUND OF THE INVENTION

[0002] 1. Field of the Invention

[0003] The present invention relates generally to electronic
documents. More specifically, the present invention provides
a method, system, and computer program product for
dynamic field-level access control in Wiki.

[0004] 2. Background Art

[0005] Many work environments require collaborative
writing and editing of shared documents, drawings, presen-
tations, spreadsheets, Web pages, workflows, etc. A good
example is a scientific paper, in which researchers need to
jointly develop and refine a document. Technology, such as
the Internet, has simplified such collaboration, whether the
participants are co-located or in different geographic loca-
tions, and has changed the way many people work. By giving
an almost instantaneous access to information distributed all
over the world, the Web lets people who have never met
collaborate together.

[0006] Collaborative writing/editing is a complex task
which can vary along several parameters. Apart from inherent
difficulties associated with the writing task itself, collabora-
tive writing/editing introduces all those problems commonly
associated with a group of people trying to work together
including, for example: division of work, ownership, access
control (e.g., read, write, edit), reconciliation of conflicting
and/or simultaneous modifications, awareness of tasks (e.g.,
the current status of the document, access to recent modifi-
cations to the document), etc. Accordingly, there is a need to
solve these and other problems associated with the prior art.

SUMMARY OF THE INVENTION

[0007] In general, the present invention provides a method,
system, and computer program product for dynamic field-
level access control in shared documents. In particular, the
present invention subdivides a shared document, drawing,
presentation, spreadsheet, Web page, workflow, etc., hereaf-
ter generally referred to as a “shared document,” into multiple
sections or “fields,” each of which is controlled by one user
(or by one “role,” with one or more users working within each
role). Unlike the prior art, which assigns individual fields to
individual users using static field-level access control lists
(ACLs), the present invention provides for dynamic ACLs for
each field. That is, each dynamic-ACL field is initially
“owned” by no one until it has been edited (e.g., written on or
otherwise changed). After that, it is owned solely by the user
that first edited the field.

[0008] The shared document is presented to users as a plu-
rality of separate fields. For example, each region of text in a
shared text document can be presented to users as a separate
field. Initially, any field can be edited by any user, and all
contents of a field can be read by any user. When a user is the
first to edit a field in a shared document, that user automati-
cally becomes the “owner” of that field—i.e., the access con-
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trol for that field is assigned to that user. The owning user of
that field can then specify using one or more ACLs:

(A) Who can edit the field;

(B) Who can view the field;

(C) Whether code associated with the shared document can
access the field; and

(D) Whether other documents, pages, workflows, Real
Simple Syndication (RSS) readers, etc., that access the shared
document can access the field. The owning user can revisit the
field at any time to change the ACLs.

[0009] A first aspect of the present invention includes a
method for providing access control in a Wiki, comprising: a
user inserting a virtual field comprising text into the Wiki
using at least one delimiter; and assigning sole ownership of
the virtual field to the user who inserted the virtual field into
the Wiki, wherein the owner of the virtual field controls
access to the virtual field using at least one access control list.
[0010] A second aspect of the present invention includes a
system for providing access control in a Wiki, comprising: a
system for allowing a user to insert a virtual field comprising
text into the Wiki using at least one delimiter; and a system for
assigning sole ownership of the virtual field to the user who
inserted the virtual field into the Wiki, wherein the owner of
the virtual field controls access to the field using at least one
access control list.

[0011] A third aspect of the present invention includes a
program product stored on a computer-readable storage
medium for providing access control in a Wiki, comprising:
program code for allowing a user to insert a virtual field
comprising text into the Wiki using at least one delimiter; and
program code for assigning sole ownership of the virtual field
to the user who inserted the virtual field into the Wiki, wherein
the owner of the virtual field controls access to the virtual field
using at least one access control list.

BRIEF DESCRIPTION OF THE DRAWINGS

[0012] These and other features of this invention will be
more readily understood from the following detailed descrip-
tion of the various aspects of the invention taken in conjunc-
tion with the accompanying drawings in which:

[0013] FIG. 1 depicts an illustrative shared document in
accordance with an embodiment of the present invention.
[0014] FIG. 2 depicts the ownership of each dynamic-ACL
field in the shared document of FIG. 1.

[0015] FIGS. 3-4 depict the display of the shared document
of FIG. 2 when accessed by two different users.

[0016] FIG. 5 depicts an example of the insertion of new
dynamic-ACL fields by a user into the shared document of
FIG. 3.

[0017] FIG. 6 depicts the cascading of permissions from
one shared document to another in accordance with the
present invention.

[0018] FIG. 7 depicts anillustrative Wiki in editing mode in
accordance with an embodiment of the present invention.
[0019] FIG. 8 depicts the Wiki of FIG. 7 in editing mode
when accessed by a user who does not have view permission
for one of the virtual fields.

[0020] FIG. 9 depicts the Wiki of FIG. 7 in editing mode in
which new virtual fields are inserted into the block of text.
[0021] FIG. 10 depicts the Wiki of FIG. 7 in editing mode
where a new virtual field is inserted within an existing virtual
field.

[0022] FIG. 11 depicts the Wiki of FIG. 10 is display mode.
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[0023] FIG. 12 depicts a flow diagram of a method in accor-
dance with an embodiment of the present invention.

[0024] FIG. 13 depicts a flow diagram of a method in accor-
dance with another embodiment of the present invention.

[0025] FIG. 14 depicts a computer system for implement-
ing a method in accordance with an embodiment of the
present invention.

[0026] The drawings are merely schematic representations,
not intended to portray specific parameters of the invention,
and are not necessarily to scale. The drawings are intended to
depict only typical embodiments of the invention, and there-
fore should not be considered as limiting the scope of the
invention. In the drawings, like numbering represents like
elements.

DETAILED DESCRIPTION OF THE INVENTION

[0027] Asindicated above, the present invention provides a
method, system, and computer program product for dynamic
field-level access control in shared documents. In particular,
the present invention subdivides a shared document into mul-
tiple sections or “fields,” each of which is controlled by one
user (or by one “role,” with one or more users working within
each role). The present invention provides for dynamic ACLs
for each field. Initially, each dynamic-ACL field is initially
“owned” by no one until it has been edited. After that, it is
owned solely by the user (or the role) that first edited the field,
i.e., the access control for that field is assigned to that user.

[0028] An illustrative shared document 10 in accordance
with an embodiment of the present invention is illustrated in
FIG. 1. The shared document 10 is presented to users as a
plurality of separate, dynamic-ACL fields 12 (e.g., 12A, 12B,
..., 12H). Initially, each field 12 is owned by no one as
indicated by the “No Owner” designation. Once a field 12 has
been edited, the user that first edited the field is the sole owner
of that field 12. An example of this is illustrated in FIG. 2,
where a user “User-1” was the first to edit fields 12A, 12B,
12E, and 12G, and a user “User-2” was the first to edit fields
12C, 12F, and 12H. To this extent, in accordance with the
present invention, User-1 is now the owner of fields 12A,
12B, 12E, and 12G, while User-2 is now the owner of fields
12C, 12F, and 12H. Field 12D does not yet have an owner.

[0029] As described above, when a user is the first to edit a
dynamic-ACL field in a shared document, that user automati-
cally becomes the “owner” of that field—i.e., the access con-
trol for that field is assigned to that user. The owning user of
that field can then specify in one or more ACls: who can edit
the field; who can view (read) the field; whether code associ-
ated with the shared document can access the field; and
whether other “entities,” such as documents, pages, work-
flows, RSS readers, etc., that access the shared document, can
access the field. Other permissions are also possible. The
owning user can revisit the field at any time to change the
ACLs. By default, the owning user of a field is assumed to
have view and edit permissions for that field. The owning user
can change these, if desired. It is assumed that the reader has
an understanding of ACLs commensurate with one skilled in
the art. Accordingly, a detailed description of ACLs, includ-
ing how ACLs are populated, generated, used, etc., will not be
provided herein.

[0030] Ingeneral, ashared document is formatted individu-
ally (i.e., in a customized manner) for each user. The format-
ting can involve, for example:
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(A) Displaying fields or data (e.g., text) that all users are
allowed to see;

(B) Displaying fields or data for which a particular user has
view or edit permissions;

(C) Displaying (or making available for query or mouse-over)
the identity of other users who own a field or portions of the
text; and

(D) Providing editing controls to the user, for those fields
which the user has edit permission.

[0031] Returning to FIG. 2, it is assumed that User-1 has
specified via one or more ACLs 14 that User-2 has permission
to view field 12A and view/edit field 12E in the shared docu-
ment 10. User-1 has not given User-2 permission to either
view oredit fields 12B and 12G. Itis also assumed that User-2
has specified via one or more ACLs 14 that User-1 has per-
mission to view (but not edit) fields 12C and 12H in the shared
document 10.

[0032] When User-2 accesses the shared document 10 of
FIG. 2, it is displayed, for example, as shown in FIG. 3. Since
User-2 does not have view permission for fields 12B and 12G,
these fields can be filled with blank or nonsense characters as
shown, or they can be blanked out in some manner in the
shared document 10 as indicated in phantom. Optionally,
these fields may simply be made invisible to users who are not
authorized to view them (i.e., the user may not know that the
fields exist). In a client-server architecture, the server may be
configured such that it sends only the field name but not its
contents, or such that it sends neither the field name nor its
contents. User-2 can view/edit fields 12C, 12F, and 12H,
which are owned by User-2, and can view field 12A and
view/edit field 12E, which are owned by User-1. User-2 can
also view/edit field 12D, which is not owned by any user. If
User-2 is the first to edit field 12D, then field 12D is owned by
User-2. Editing tools/controls 16 can be provided for the
editing of those fields for which a user has edit permission.
[0033] When User-1 accesses the shared document 10 of
FIG. 2, it is displayed, for example, as shown in FIG. 4. Since
User-1 does not have view permission for field 12F, this field
can be filled with blank or nonsense characters as shown, or it
can be blanked out in the shared document 10 as indicated in
phantom. Again, optionally, these fields may simply be made
invisible to users who are not authorized to view them (i.e.,
the user may not know that the fields exist). User-1 can
view/edit fields 12A, 12B, 12E, and 12G, which are owned by
User-1, and can view fields 12C and 12H, which are owned by
User-2. User-1 can also view/edit field 12D, which is not
owned by any user. If User-1 is the first to edit field 12D, then
field 12D is owned by User-1.

[0034] Ifdesired, information regarding the ownership of'a
dynamic-ACL field (e.g., field-owner visibility) can be pro-
vided (e.g., displayed) to all/selected users, based on owner-
ship view permissions specified in one or more ACls. For
example, a field can be implemented such that the identity of
the owning user is made visible to other users (e.g., so that
they can query the owning user about the need for constraints
on access to the field). An example of this is shown in FIG. 4,
where information 18 regarding the ownership of field 12F is
provided to another user (e.g., User-1) inresponse to a mouse-
over 20. Many other techniques for providing/displaying
ownership information are also possible. In other implemen-
tations (e.g., anonymous voting), the identity of the owning
user may be made invisible to other users.

[0035] The owner of a shared document (e.g., author or
manager) can specify whether the shared document can
include a fixed or variable number of dynamic-ACL fields. If
a variable number of fields are allowed, then the owner of the
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shared document can allow selected users to insert a new field
into the shared document. The new field can be inserted
between two existing fields, above the first field, or below the
last field.

[0036] An example of the insertion of new dynamic-ACL
fields 12 by User-2 into the shared document 10 of FIG. 3 is
illustrated in FIG. 5. As shown, User-2 has inserted a new field
121 above the first field 12A, a new field 12] between fields
12D and 12E, and a new field 12K below the last field 12H.
Since User-2 inserted the new fields 121, 12], and 12K into the
shared document 10, User-2 is the owner of those new fields
and can specify access permissions for the new fields using
one or more ACls.

[0037] Concepts similar to those described above apply to
the accessing of dynamic-ACL fields by code and/or other
entities (e.g., documents, pages, workflows, RSS readers,
etc.). For example, a user can specify access permissions
using one or more ACLs to selectively control access to the
fields by code associated with the shared document and enti-
ties that access the shared document.

[0038] In another embodiment of the present invention,
permissions may be cascaded from one shared document to
another. For example, as shown in FIG. 6, for two shared
documents A and B, assume document A has fields A.1 and
A2, and assume the viewing of field A.1 is unrestricted, but
the viewing of field A.2 is restricted to the members of a
Budget Team. Shared document B contains code that reads
the value of fields A.1 and A.2 as indicated by arrows 22, and
presents computations based on those fields in fields B.1 and
B.2, respectively. All users of document B may view the
contents of field B.1, but only the Budget Team members may
view the contents of field B.2, since the restrictions on field
B.2 are cascaded automatically from the restrictions on field
A2. The author of document B may impose additional
restrictions on who is allowed to view the contents of either
field B.1 or field B.2, but the author of document B may not
reduce the restrictions that are cascaded from the ACL(s) of
field A.2 of document A. Another way to say this is as follows:
The contents of a “resulting field” may be calculated on the
basis of the contents of one or more “source fields.” For any
resulting field, the restrictions on that field are the intersection
of all of the restrictions of the source fields, plus any addi-
tional restrictions that are placed on the ACL(s) of the result-
ing field.

[0039] Insomeembodiments ofthe present invention, own-
ership may be based not on a user’s identity, but on a role that
is associated with the user. In these embodiments, permis-
sions are assigned to anyone who has that role. Management
of roles is not described herein. However, this invention can
make use of the services of a role management system, (a) by
using roles in place of identities, and (b) by providing, when
appropriate, role-based interventions (e.g., the role manage-
ment system could indicate substitution of one person for
another, such as during vacations or illnesses, or could assist
with exception-handling by exploiting the structure of an
organization chart).

[0040] Another embodiment of the present invention uses
paragraph delimitations of text. That is, the separate dynamic-
ACL fields described above are replaced with paragraphs.
Each paragraph has one or more or its own ACLs, but the
paragraphs appear (as viewed on the formatted page) as a
single block of text. For editing, the user has permissions only
on her/his own paragraphs. A user can insert additional para-
graphs, similarly to the fixed or variable number of dynamic-
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ACL fields described above. By default, a user who inserts a
paragraph becomes the owner of that paragraph.

[0041] In another embodiment of the present invention,
dynamic-ACL-type fields can be used in a Wiki-type envi-
ronment. As known in the art, a Wiki is a website (or other
hypertext document collection) that allows a user to create
and edit Web page content, but also allows that content to be
edited by anyone. During editing, a user types in simple
text-formatting mark-ups. When the text is displayed, these
mark-ups are used to control presentation of the text (e.g.,
bold, italics, bullet-list, etc.). Detailed information regarding
Wikis can be found, for example, at http://wiki.org/.

[0042] For a Wiki-like embodiment of the dynamic-ACL
field approach of the present invention, a single body of text
is delimited into separate “virtual fields” wherein:

(A) The body of text comprises a sequence of virtual fields.

(B) Each virtual field is owned by one user (or by one role).
(C) There is a character, string, or other type of delimiter that
indicates the boundary separating each virtual field from
adjacent virtual fields. This delimiter is visible during editing,
and may optionally be made visible during displaying.

(D) Delimiters may not be overwritten during editing.

(E) During editing, a user can only edit the contents of the
virtual fields owned by the user. Other virtual fields are dis-
played, in sequence, either with their contents (if the user has
view permission for that virtual field) or with blanks or non-
sense characters (if the user does not have view permission for
that virtual field).

(F) The user may insert a new virtual field in the body of text.
By default, the user is the owner of this new virtual field. In
one embodiment, a user may only insert a new virtual field at
the boundary of another virtual field (i.e., at the beginning or
end of the body of' text, or between two other virtual fields). In
another embodiment, a user may insert a new virtual field
anywhere in any virtual field.

(G) A user may specify ACLs for any virtual field owned by
the user.

(H) During display, all of the virtual fields are combined in
order, and formatted according to Wiki formatting conven-
tions.

(D) In one embodiment, the delimiters are invisible during
display of the Wiki, and there is no additional information
about who wrote/owns each virtual field. In another embodi-
ment, there is mouse-over information (or similar optional
information that may be revealed with modest user effort)
about the owner of each virtual field. In yet another embodi-
ment, delimiters are visible, and there is mouse-over infor-
mation (or similar, per above) about the owner of each virtual
field.

[0043] FIG. 7 depicts an illustrative Wiki 30 in editing
mode in accordance with an embodiment of the present
invention. As shown, Wiki 30 comprises a block of text 32
formed by a sequence of virtual fields 34 (e.g., 34A, 34B,
34C), each owned by one user (or one role). In this example,
virtual fields 34 A and 34C were created/edited by User-1, and
are thus owned by User-1, while field 34B was created/edited
by User-2, and is thus owned by User-2. The owner of a
virtual field 34 is granted access control for that virtual field
34, and thus can specify the ACL(s) for that virtual field 34.
[0044] The boundaries of the virtual fields 34 A, 34B, and
34C are indicated by delimiters 36 (e.g., <Field Start>). The
text between each pair of adjacent delimiters 36 (as well as
below the last delimiter 36) comprises a virtual field 34.
Access control for each virtual field 34 applies only to the text
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that occurs in that virtual field 34. When a user inserts a
delimiter 36 into the block of text 32 in the Wiki 30, that user
becomes the owner of the virtual field 34 thus created. Each
delimiter 36 is visible during the editing of the block of text
32, and may optionally be visible during display of the Wiki
30. The delimiters 36 may not be overwritten during editing.
Although only a start delimiter 36 is shown as defining a
virtual field 34, both start and end delimiters 36 (e.g., <Field
Start> and <Field End> could be used.

[0045] During editing of the block of text 32 in Wiki 30, a
user can only edit the contents of the virtual field(s) 34 the
user owns or for which the user has been given edit permis-
sion. By default, the owning user of a virtual field 34 is
assumed to have edit and view permissions for that virtual
field 34. As shown in FIG. 8, for example, when User-1 is
editing virtual field 34 A, the other virtual fields 34B and 34C
are displayed in sequence. The contents of the fields 34A and
34Care displayed to User-1 since User-1 is the owner of those
fields. The content of field 34B, owned by User-2, however, is
not displayed to User-1 because User-1 does not have view
permission for that field. As such, field 34B can be filled with
nonsense characters as shown or blanked out in some manner.
If User-1 did have view or view/edit permission for field 34B,
then the contents of field 34B would be displayed to User-1.
[0046] A user may insert a new virtual field 34 in the body
of'text 32. By default, the user is the owner of this new virtual
field 34. In one embodiment of the present invention, a user
may only insert a new virtual field 34 at the boundary of
another virtual field 34 (i.e., at the beginning or end of the
body of text 32, or between two other virtual fields 34).
Thereafter, the user can edit the new virtual field 34 as
desired. An example of this is illustrated in FIG. 9, where
User-2 has inserted a new virtual field 34D above existing
virtual field 34A, a new virtual field 34E between existing
virtual fields 34B and 34C, and a new virtual field 34F below
existing virtual field 34C. Fields 34A and 34C, which are
owned by User-1, may or may not be visible to User-2,
depending on the permissions on those fields set by User-1.
[0047] In another embodiment of the present invention, a
user can insert a new virtual field 34 anywhere within any
other virtual field 34 (edit permission for the other virtual field
34 may be required). An example of this is shown in FIG. 10,
where User-2 has inserted a new virtual field 34G within
existing virtual field 34F. The new virtual field 34G can be
delineated within virtual field 34F using one or more delim-
iters 36 (e.g., <Field Start> and <Field End>).

[0048] Duringdisplay ofthe Wiki 30, all of the virtual fields
34 are combined in order, and formatted according to Wiki
formatting conventions. An example of how Wiki 30 could
look when displayed is depicted in FIG. 11. As shown, the
delimiters 36 are invisible during the display of Wiki 30, and
there is no additional information about which user edit/owns
each virtual field 34. In another embodiment, there is mouse-
over information (or similar optional information that may be
revealed) regarding the owner of each virtual field 34. In yet
another embodiment, the delimiters 34 are visible, and there
is mouse-over information (or similar, per above) about the
owner of each virtual field 34.

[0049] A flow diagram 40 of an algorithm for dynamic
field-level access control in shared documents in accordance
with an embodiment of the present invention is illustrated in
FIG. 12. In step S1, a shared document is provided, wherein
the shared document includes a plurality of dynamic-ACL
fields. Initially, none of the plurality of dynamic-ACL fields
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have been edited and are thus not owned by any user. In step
S2, a user edits a previously un-edited dynamic-ACL field in
the shared document. In response to the editing of the
dynamic-ACL field, in step S3, the user is automatically
assigned sole ownership of the dynamic-ACL field. In step
S4, the owner of the dynamic-ACL field grants access to the
dynamic-ACL field as detailed above. This process is
repeated for each dynamic-ACL field in the shared document
(step S5).

[0050] A flow diagram 50 of an algorithm for dynamic
field-level access control in a Wiki-type environment is illus-
trated in FIG. 13. In step S11, a Wiki is provided. The Wiki
can be empty or may include an existing block of text, which
may or may not include one or more existing virtual fields. In
step S22, a user inserts a new virtual field into the Wiki using
one or more delimiters. In response, in step S33, the user is
assigned sole ownership of the virtual field. In step S44, the
owner of virtual field grants access to the virtual field as
detailed above. This process is repeated for each new virtual
field inserted into the block of text comprising the Wiki (step
S55).

[0051] Referring now to FIG. 14, there is illustrated a com-
puter system 100 for dynamic field-level access control in
shared documents in accordance with the present invention.
Computer system 100 is intended to represent any type of
computerized system capable of implementing the methods
of the present invention. For example, computer system 100
may comprise a desktop computer, laptop, workstation,
server, PDA, cellular phone, pager, etc.

[0052] Shared documents, Wikis, ACLs, dynamic-ACL
fields, virtual fields, and other data used in the practice of the
present invention can be stored locally to computer system
100, for example, in storage unit 102, and/or may be provided
to computer system 100 over a network 104. Storage unit 102
can be any system capable of providing storage for data and
information under the present invention. As such, storage unit
102 may reside at a single physical location, comprising one
or more types of data storage, or may be distributed across a
plurality of physical systems in various forms. In another
embodiment, storage unit 102 may be distributed across, for
example, a local area network (LAN), wide area network
(WAN) or a storage area network (SAN) (not shown).
[0053] Network 104 is intended to represent any type of
network over which data can be transmitted. For example,
network 104 can include the Internet, a wide area network
(WAN), alocal area network (LAN), a virtual private network
(VPN), a WiFi network, or other type of network. To this
extent, communication can occur via a direct hardwired con-
nection or via an addressable connection in a client-server (or
server-server) environment that may utilize any combination
of wireline and/or wireless transmission methods. In the case
of the latter, the server and client may utilize conventional
network connectivity, such as Token Ring, Ethernet, WiFi or
other conventional communications standards. Where the cli-
ent communicates with the server via the Internet, connectiv-
ity could be provided by conventional TCP/IP sockets-based
protocol. In this instance, the client would utilize an Internet
service provider to establish connectivity to the server.
[0054] As shown in FIG. 14, computer system 100 gener-
ally includes a processor 106, memory 108, bus 110, input/
output (I/O) interfaces 112 and external devices/resources
114. Processor 106 may comprise a single processing unit, or
may be distributed across one or more processing units in one
or more locations, e.g., on a client and server. Memory 108
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may comprise any known type of data storage and/or trans-
mission media, including magnetic media, optical media,
random access memory (RAM), read-only memory (ROM),
etc. Moreover, similar to processor 106, memory 108 may
reside at a single physical location, comprising one or more
types of data storage, or be distributed across a plurality of
physical systems in various forms.

[0055] 1/O interfaces 112 may comprise any system for
exchanging information to/from an external source. External
devices/resources 114 may comprise any known type of
external device, including speakers, a CRT, LED screen,
handheld device, keyboard, mouse, voice recognition system,
speech output system, printer, monitor/display (e.g., display
116), facsimile, pager, etc.

[0056] Bus 110 provides a communication link between
each of the components in computer system 100, and likewise
may comprise any known type of transmission link, including
electrical, optical, wireless, etc. In addition, although not
shown, additional components, such as cache memory, com-
munication systems, system software, etc., may be incorpo-
rated into computer system 100.

[0057] Shown in memory 108 is a shared document system
118, which can be any known or later developed system/
program capable of providing/editing shared documents 120
(including Wikis), based on input from a plurality of users
122. Users 122 can be local to computer system 100 or can
connect to computer system 100 via network 104. Also shown
in memory 108 is a dynamic-ACL field system 124.
Dynamic-ACL field system 124 includes an assigning system
126 for assigning ownership of a dynamic-ACL field in a
shared document to the first user 122 that edits the field, and
an access granting system 128 which allows the owner of a
dynamic-ACL field to grant access to the field via one or more
ACLs.

[0058] Memory 108 also includes a virtual field system
130. Virtual field system 130 includes a virtual field insertion
system 132 for inserting a virtual field into a Wiki, an assign-
ing system 134 for assigning ownership of an inserted virtual
field to the user 122 that inserted the field into the Wiki, and
an access granting system 136 which allows the owner of a
virtual field to grant access to the field via one or more ACLs.
[0059] It should be appreciated that the teachings of the
present invention could be offered as a business method on a
subscription or fee basis. For example, computer system 100
could be created, maintained, supported, and/or deployed by
a service provider that offers the functions described herein
for customers. That is, a service provider could be used to
provide dynamic field-level access control in shared docu-
ments, as describe above. It should also be understood that the
present invention can be realized in hardware, software, a
propagated signal, or any combination thereof. Any kind of
computer/server system(s)—or other apparatus adapted for
carrying out the methods described herein—is suited. A typi-
cal combination of hardware and software could be a general
purpose computer system with a computer program that,
when loaded and executed, carries out the respective methods
described herein. Alternatively, a specific use computer, con-
taining specialized hardware for carrying out one or more of
the functional tasks of the invention, could be utilized. The
present invention can also be embedded in a computer pro-
gram product or a propagated signal, which comprises all the
respective features enabling the implementation of the meth-
ods described herein, and which—when loaded in a computer
system—is able to carry out these methods. Computer pro-
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gram, propagated signal, software program, program, or soft-
ware, in the present context mean any expression, in any
language, code or notation, of a set of instructions intended to
cause a system having an information processing capability
to perform a particular function either directly or after either
or both of the following: (a) conversion to another language,
code or notation; and/or (b) reproduction in a different mate-
rial form.

[0060] The foregoing description of the preferred embodi-
ments of this invention has been presented for purposes of
illustration and description. It is not intended to be exhaustive
or to limit the invention to the precise form disclosed, and
obviously, many modifications and variations are possible.
Such modifications and variations that may be apparent to a
person skilled in the art are intended to be included within the
scope of this invention as defined by the accompanying
claims.

We claim:
1. A method for providing access control in a Wiki, com-
prising:
auser inserting a virtual field comprising text into the Wiki
using at least one delimiter; and
assigning, using a computer device, sole ownership of the
virtual field to the user who inserted the virtual field into
the Wiki, wherein the owner of the virtual field controls
access to the virtual field using at least one access control
list.
2. The method of claim 1, wherein the owner of the virtual
field can specify at least one of the following:
which users can view the text of the virtual field; and
which users can edit the text of the virtual field.
3. The method of claim 1, further comprising:
a user inserting a new virtual field comprising text into the
Wiki; and
assigning sole ownership of the new virtual field to the user
who inserted the new virtual field into the Wiki, wherein
the owner of the new virtual field controls access to the
new virtual field using at least one access control list.
4. The method of claim 3, wherein the new virtual field can
be inserted at least one of:
a boundary of an existing virtual field; and
within an existing virtual field.
5. The method of claim 1, further comprising:
assigning ownership of the virtual field to a role; and
granting access to the virtual field to other users associated
with the role.
6. The method of claim 1, further comprising at least one of
the following:
displaying the delimiter during editing of the Wiki; and
displaying the delimiter during display of the Wiki.
7. The method of claim 1, wherein the delimiter cannot be
overwritten during editing of the Wiki.
8. The method of claim 1, further comprising:
displaying information regarding the owner of the virtual
field during at least one of the following:
editing of the Wiki; and
display of the Wiki.
9. Deploying an application for providing access control in
a Wiki, comprising:
providing a computer infrastructure being operable to per-
form the method of claim 1.
10. The method of claim 1, wherein the owner of the virtual
field can change access to the virtual field at any time.
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11. The method of claim 1, wherein the sole ownership of
the virtual field further extends permanently.
12. A system for providing access control in a Wiki, com-
prising:
at least one computer system having a processor, wherein
the at least one computer system includes:
a system for allowing a user to insert a virtual field com-
prising text into the Wiki using at least one delimiter; and
a system for assigning sole ownership of the virtual field to
the user who inserted the virtual field into the Wiki,
wherein the owner of the virtual field controls access to
the virtual field using at least one access control list.
13. The system of claim 12, wherein the owner of the
virtual field can change access to the virtual field at any time.
14. The system of claim 12, wherein the sole ownership of
the virtual field further extends permanently.
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15. A program product stored on a non-transitory com-
puter-readable storage medium for providing access control
in a Wiki, comprising:

program code for allowing a user to insert a virtual field

comprising text into the Wiki using at least one delim-
iter; and

program code for assigning sole ownership of the virtual

field to the user who inserted the virtual field into the
Wiki, wherein the owner of the virtual field controls
access to the virtual field using at least one access control
list.

16. The program of claim 15, wherein the owner of the
virtual field can change access to the virtual field at any time.

17. The program of claim 15, wherein the sole ownership
of the virtual field further extends permanently.
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