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ABSTRACT

In accordance with embodiments, there are provided mecha
nisms and methods for pushing data, which maybe associated
with documents that are being tracked, in an on-demand
service. These mechanisms and methods for pushing data in
an on-demand service can enable Subscriptions to elements
associated with the documents being shared. As a result of the
Subscription the user may be notified that a document asso
ciated with the Subscription has been changed (e.g., altered).
In an embodiment, the Subscription may be forced on a user.

Receive Update to a
Document 902

Query Database for
Subscripitons 904
Determine Type of
Notification 906
Send Notification 908

Patent Application Publication

Feb. 5, 2015 Sheet 1 of 26

US 2015/0039560 A1

Document

Management

System

Tenant

Data

Storage

System

Program

Data

Code

Storage
7
Processor

DOCument

Management
Storage

28

System
Application
Platform

Process Space

20

NetWork

System 16

Interface
Environment

10

Patent Application Publication

Feb. 5, 2015 Sheet 2 of 26

Tenant Space

24

5,

US 2015/0039560 A1

25

Tenant Data

Application MetaData
Tenant DB

Application
Setup
Mechanism 38

Tenant Management
Process Space

Routines 36
Tenant 1

PL/SOOL
18

Environment

10

12
PrOCeSSOr

Memory

System 12A

System 12B

Input

Output

System 12C

System 12D

P OCeSS
Space

16

Patent Application Publication

Feb. 5, 2015 Sheet 3 of 26

Document

Management Storage

US 2015/0039560 A1

DOCument

Management System
301

Server-Side Tracker 307
ID Manager 308

Server Side Updater 310
Compare 312
24a

Server-side Communications 314
Database Communications 316

System 300

Patent Application Publication

Feb. 5, 2015 Sheet 4 of 26

US 2015/0039560 A1

Memory System 400

Operating System
402

DOCument 406

Network

Client 404

Client-side Updater 410
Client-side

Communications 4144.

Document Tracker 416

Update Instructions 418

ldentification

information
501.

Version Number 502

FIG. 5

Hash Value 504

Patent Application Publication

Feb. 5, 2015 Sheet 5 of 26

US 2015/0039560 A1

6O O

Select an Item for Which a Subscription is Desired
6O2

Receive Subscription Information and Fields for
Entering Subscription information 604
Receive indication as to Whether the User has

a Subscription 606
lf not Subscribed, Select an Indication to Request a
Subscription 608

Send Request for Subscription 610
Receive Confirmation of Subscription 612

Send Request to Add a User to a Group 614
Receive Confirmation that the User Was Added to

the Group 616

(FIG. 6

Patent Application Publication

Feb. 5, 2015 Sheet 6 of 26

US 2015/0039560 A1

Gstar),
Receive a Selection of an item for Which a

Subscription is Desired 702

Send Subscription information and Fields for
Entering Subscription Information 704

Send an indication indicating Whether the
User has a Subscription 706
lf not Subscribed, Receive a Request for a
Subscription 708
Store Subscription 710

Send Confirmation of Subscription 712
Receive Request to Add a User to a Group 714
Send Confirmation that the User Was Added to the

Group 716

(FIG. 7

Patent Application Publication

Feb. 5, 2015 Sheet 7 of 26

800

User Changes Document
802

User Sends Update to
Document Management
System 804
Other Users Receive

Update Notification 806

FIG. 8

US 2015/0039560 A1

Patent Application Publication

Feb. 5, 2015 Sheet 8 of 26

900

Receive Update to a
Document 902

Query Database for
Subscripitons 904
Determine Type of
Notification 906

Send Notification 908

CEnd) FIG. 9

US 2015/0039560 A1

Patent Application Publication

Feb. 5, 2015 Sheet 9 of 26

US 2015/0039560 A1

1000
1012 1018
i::$tifies:

crgete series
ise irrorces Salesforce corters: Resass 4.2.67
Edge Bigars over instreet
spec into sessesforce content Reese 4, ...(?
ircusby Peisier. Terds in high resis

try pubissed
s &xist:

:

SPEC Afriences salesfire contest Rease 4 U.7
E. Sc Anoscessassfrce coster: Resease i.a.

Edge Big in over upstreet
Scorpetite oversies.

:::f

2 days ages: relestice ties: assort to sees racist
seek. 2: misressessf-circasessessee

xxYssississ.

Essex.

seek ag: in Berke fused see Argences salesfits
{creas: Reisse 4,3,3e sesses:
4xee
age; its 8xeier revisedecess strose estate assies
eit

www.xxxxessaxssixxxxxxxx

1022

seeise: in series

stessexe

-

see torpest overwists to makes

sty
F.G. 10

3

is...si:::::::s::

cist-astroyed as
arts, i.e. Ciary

Patent Application Publication

Feb. 5, 2015 Sheet 10 of 26

US 2015/0039560 A1

Sasascriptions

1-04-ai06 afoa
exterior assissists

1 1 10

: rite

assisted

i competitive Reference Ahirbra ae
iters (xxxies:

refix:
s:

firste terporate frientatisfy
sax satiris:x: {xerwax

iristry ests: res: it is ess
is resh sealists is
3 gear ksik+k feet sits exhibit:a::tirig

*:::::::::::
*:::::::::x:

& mpetitoriendscape

1112

&::$ts

1114

F.G. 11

3. 8s.

N-1116

E. :

Patent Application Publication

Feb. 5, 2015 Sheet 11 of 26

Siscriptions
isis; sisyey:g Yi

10

as & res:ce.

ge sissix

to 168

1 1O

FIG. 12

US 2015/0039560 A1

Patent Application Publication

Feb. 5, 2015 Sheet 12 of 26

US 2015/0039560 A1

s::::::::s:

Subscriptions

2. .."
to 21 3465
Author
is 3.3% se

1310
rifle

... ...1314................

N312

sixxxsaxxxxxixxxixarxxx-xx-xxxx xxxxxxssexxssexexsww.xxxxxxxixaxwsxswaxxxxxxx

Patent Application Publication

Feb. 5, 2015 Sheet 13 of 26

Skibscitas

5. wers textsix yeae assesses

110, A1064108

lier'ssees six &ressexits

it workspace tiame

FIG. 14

US 2015/0039560 A1

Patent Application Publication

Feb. 5, 2015 Sheet 14 of 26

US 2015/0039560 A1

gig

Satirigs

it setts
its r ticidere retired

":" -1502.
Ski grass

fiscale st:1 504
Eras, takerial.com
are starter

Change *1506

(2508
pe: itsgeses 51 O
ise sits::f

35:

:

it: Aires as
designer
Aarst

1514

51 6

Timezone Greenwich tisan Tanegro).
{-pay are:
3.

:

)

te:

$3rgiage: Ergish

his is is sessitarsgate crissesses
s: a sers sri

skates is

ty. Use Adobe Flash for uploading

FIG. 15

i: my at: is taxese:sec:ry ss

:

ove service is a

;

scisscs; irkci ser: g:ss.xias extre

Patent Application Publication

Feb. 5, 2015 Sheet 15 of 26

US 2015/0039560 A1

Hotification Settings
fields in told sers ared

Estiger ret:

-

8:a::xx Setts

M
ors1506

siggs&stori

.. Agustate-1 512
Exister

lot ficators pe: Ea

8.

tosan Adrisis

f

--

s: i
8&

Du a'rwis at to racks
arts
-

Tl2 3d recyckx was...
Y. v c chor saw wart to rative eru?
1604
Automatical subscribe to converts vs.
i.

V1606

seasisastraass

V

1514

www.

wxwww.www.www.

weview wowowiake-exiaxwevolenwiwiwiankhuwanuwaranaianisiauw

*w-ressessexessessmereow
www.mnm'

anew.----x-xx-www.m-m-m-w

FIG. 16

Patent Application Publication

Feb. 5, 2015 Sheet 17 of 26

settis

settings

Evite a tiger its his sessin

by Acost 1502
::seye:

issats: &

r1 504

seas bodare retated
S2

x

is is: a six

{:3: first- 506 --

a

its 1508.

Ea:

:...C.-56

it? 1514
1512

is 8::"... : :::

2. isiarisis: t:6:

N1806
'til

Select a profe: gate
Standard serises as: attests:

fiversioskspaces:
& sales

et rise

; ; ::: * : :

V1808
-

-

1810
site:ccess the

R

w

E. te

gii:s:

3:28:3): 38'k:x:s

US 2015/0039560 A1

Patent Application Publication

-1502
Eg1504

ify is:

cites:sec:W

8::sis: sistak: :::::::

is sixtierCE
1510

:::::::::::::::::::::::::::

se:86th

Rosses.
1512
3&sery: Assista;:

R X

1514

*W8xxxxxxxx www.x.

Feb. 5, 2015 Sheet 18 of 26

US 2015/0039560 A1

Patent Application Publication

1006

Feb. 5, 2015 Sheet 19 of 26

1008

US 2015/0039560 A1

2000

: settings

ity Assist
-1 5O2 sk: sist x:

1504

charge Passive -

EastES 8&
is:

beCO25
distrate 1512
V1514 6. 0620082010
x:sashir:

3 &rris six-

&:

S2004

200

;

Wikspace

8ies
8

S$8

t{xx33xx

ississisk rissassrs six-s:ca

k-sizes: -

six-sixxii:t

k<re Access

xtskiya inities,

clic Access:

88x338 a? 33-X.
s^x& N.

'xexcessarxxxxxxxes

xxxxx

- S.

x:

www.

2012

wess:wskx-xx-8Xsy

sessssssssssssssssors

FIG. 20

:

Patent Application Publication

Feb. 5, 2015 Sheet 20 of 26

US 2015/0039560 A1

1 OO6 100

Settins

Aircle

Fi Accourt

-W 8-- -WXXY,.... . . .

fields is bodife feated

E61502

2101

(1504

are:

sharge Passes

2

OO2

S-1506

visit is is:

CCS) prefecast?. 510

s: Adverster? 51 2
exitxeitsky's::sec:

V1514

esta:

.

W

2006/2008 2010

ress Actifs is

reactions

ascriptica

Susatistasis settings

west tasi, ieais sites gay frtists sailings sixtus is sysyasis

Harage Domait settings
at age borrain *::::::s

vice Profiles

Edit base

settings for the Domain

sittage: t: Fixitxis is eities ifisii is is:

assissists

aw is fist pessics as takir discs is: Expresis
:as exit sittieix. Sees sis the domain
s

sewews8xx-19xxxxxxxxxxixswa

2102

2104

FIG. 21

Patent Application Publication

1002 1004 100 1008-

Feb. 5, 2015 Sheet 21 of 26

1010

Y22 O

isis

Settings

502

tyrs; it
Ex: Set

&

kissists

&ike

Rise Aristiaistakes

(1504

\-1 506

sescriptics:

cities Adriatri 508
User Aarnstation -1 51 O

of:::::::::::::
arist sto-1 51 2

costarrettyse assate

V1514

2204

US 2015/0039560 A1

Patent Application Publication

Feb. 5, 2015 Sheet 22 of 26

US 2015/0039560 A1

settings

is account

1502.

fests in baldare recured

Er1504
carverse506
'tooth sin dairetrat;

esfacia:

tlante:

"fig.

Pao

wise sigs: 8ts

... r1512
x:::::::::::six;
3::::::::: 3 x: sai:x:Ss: &3xs:

1514

-

ce

--

l/

S

le

Acts:
view workspace settings

descriptics
six saiegiitis is: 8:a::firstii settisfits sixtstik wieksaxe

Sarage workspace settists is basic details and corbitration sitting for the workspace
Addiscussetts
seate as tesse six: iaits it is: g:it:a::::
six tissists its frt. &rshaáisi is toss arisis irresperies. sixes as ties its sittie fries a si
cers

iciet: currents

*::::::: ) is: any assissiser is is::::::3:e

wasperoxxor sex-we-orrow
YX----Xxx-x-xx-x-xx-W----M.-------M.-----w-w--row

2306

WMm

---------------------------------

23O8

FIG. 23

Patent Application Publication

Pet - 1504

*ctics:er settias

Feb. 5, 2015 Sheet 23 of 26

3. You car create custon types to allow usefs to lessfy content when storing it in Korai.
2. Users watoniy see the centent types that are issted as active.
3, You can deactivate a type if you want to present users from creating content with this type

"rev-1506
train Adairy 1508. . . .
ka Acewa'est;3tyn

...f510

Rae annaar (1512

US 2015/0039560 A1

2 408

2401

N

| Add Newtype.

descripto:
ca's coerce as

Xerritrexcities; asex

1514

FIG. 24

to
a - - - - --

-

---

state

is

:

Patent Application Publication

is

Feb. 5, 2015 Sheet 24 of 26

US 2015/0039560 A1

Competitor overview
version, size; 2.5 ks

Preview

: 2: : - .... a . . ... x-- 3:

Screer.
-

2502

504

Author: i:a:: Sigistery

exists 3' hiasissy, raic

close Docury.

568 34:f ple

2506

".2
Landscape showing aur sites, corpitters and how westered to carpete against theft.
... .......... (2512
2511
is Published to workspace(s): i.

251 O

/

N-25 1 4

page knk: he insprinterritories. 2 516
& You are subscribed to this document.aspx 2518

13 to aerotated the arents tas -12520
tress. Revie. Est. ... Ptish tower page.

25222524,

2526

cottinents(0) essasserea cowroads

528

t

N's cro?s West:::::

2530 Wrecoraters 253
wn

2534

a ... --- - - - --------&-

FIG. 25

536
x

Patent Application Publication

Feb. 5, 2015 Sheet 25 of 26

US 2015/0039560 A1

Establish
ACCount 2610

Initiate Tenant
Processes 2612

Upload Tenant
Data 2614

Add Data Object
to Tenant Data
2616

FIG. 26
Implement
Methods of
FIGS. 6-25 2618

Patent Application Publication

Feb. 5, 2015 Sheet 26 of 26

ASSemble User

System 2702
ASSemble Tenant

Database System
2704

Connect User

System to Network
27O6

Connect Tenant

Database System
to NetWork 2708

Configure System FIG. 27
to implement
Method of FIGS.
6-25 2710

US 2015/0039560 A1

US 2015/0039560 A1

METHOD AND SYSTEM FOR PUSHING DATA
TO SUBSCRIBERS IN AN ON-DEMAND
SERVICE
CROSS REFERENCE TO RELATED
APPLICATIONS

0001. This application is a continuation of U.S. patent
application Ser. No. 1 1/893,617, filed Aug. 15, 2007, now
U.S. Pat. No. 8,868,499, the entire contents of which are

incorporated herein by reference.
0002 The following commonly owned, co-pending
United States patents and patent applications, including the
presentapplication, are related to each other. Each of the other
patents/applications are incorporated by reference herein in
its entirety:
0003 U.S. patent application Ser. No. 1 1/825,393 entitled
SYSTEM AND METHOD FOR TRACKING DOCU

MENTS IN AN ON-DEMAND SERVICE, by Timothy
Barker et al., filed Jul. 6, 2007:

0004 U.S. patent application Ser. No. 1 1/880,197 entitled
SYSTEMAND METHOD FOR STORING DOCUMENTS
ACCESSED BY MULTIPLE USERS IN ANON-DEMAND
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document management system that are relevant to the
request. The ability to share documents among multiple indi
viduals, the ability to provide the retrieval of accurate infor
mation relating the shared documents, and the ability to
deliver this information to the user system are desirable char
acteristics of document management systems in general.
0010 Unfortunately, such conventional approaches suffer
from the flaw that, when updating files in the document stor
age management system, users must select to send messages
to a potentially large number of other users, many of whom
will have no immediate interest in knowing that the file has
been updated. Additionally, Some of the users updating the
document may be unaware of other users that need a copy of
the document and consequently do not know to send these
other users a copy of the update. Thus, these conventional
approaches become cumbersome as the number of docu
ments and users grow in the system, and in Some cases a user
may not be aware of Some documents that are important for
them to monitor the latest updates.
0011. Accordingly, it is desirable to provide improved
techniques enabling the sharing of documents of the docu
ment management system.

SERVICE, by Timothy Barker et al., filed Jul. 20, 2007; and
0005 U.S. patent application Ser. No. 1 1/879,535 entitled
SYSTEM AND METHOD FOR TRACKING DOCU

MENTS IN AN ON-DEMAND SERVICE, by Timothy
Barker et al., filed Jul. 17, 2007.
COPYRIGHT NOTICE

0006 A portion of the disclosure of this patent document
contains material which is subject to copyright protection.
The copyright owner has no objection to the facsimile repro
duction by anyone of the patent document or the patent dis
closure, as it appears in the Patent and Trademark Office
patent file or records, but otherwise reserves all copyright
rights whatsoever.
FIELD OF THE INVENTION

0007. The current invention relates generally to sharing
documents in a database network system.
BACKGROUND

0008. The subject matter discussed in the background sec
tion should not be assumed to be prior art merely as a result of
its mention in the background section. Similarly, a problem
mentioned in the background section or associated with the
subject matter of the background section should not be
assumed to have been previously recognized in the prior art.
The Subject matter in the background section merely repre
sents different approaches, which in and of themselves may
also be inventions.

0009. In conventional document management systems,
users access their documents stored in one logical storage
space. A user of Such a conventional system typically
retrieves documents from, and stores documents on, the sys
tem using the user's own systems. A user system might
remotely access one of a plurality of server systems that might
in turn access the document management system. Document
retrieval from the system might include the issuance of a
query from the user system to the document management
system. The document management system might process
Such a request received in the form of a query and might send
to the user system information about documents stored in the

BRIEF SUMMARY

0012. In accordance with embodiments, there are pro
vided mechanisms and methods for pushing data to Subscrib
ers in an on-demand service. These mechanisms and methods

for pushing data to Subscribers in an on-demand service can
enable embodiments to provide the capability to subscribe to
shared documents. The Subscription may be for documents
that are shared in a manner Such that changes to the document
are tracked as a safeguard that allows a user to know, whether
the document that they have in their possession is the most
recent version. In an embodiment and by way of example, a
method for Subscribing documents that are shared by a plu
rality of users on behalf of a plurality of organizations is
provided.
0013. In an embodiment, after the user joins the group,
documents may be downloaded from the document manage
ment storage into the user's system (e.g., into the user's
desktop). In an embodiment, when a user opens one of the
documents that was downloaded from the document manage
ment storage, a check is performed to determine whether the
document opened is the most recent version. This check may
be performed in an embodiment by comparing unique iden
tifiers of the two copies of the document (e.g., the copy
residing on the user's desktop and the copy stored by the
document management system). In an embodiment, if the
user's copy of the document is not the most recent version, a
message may be sent to the user asking if the user wants to
have the user's copy updated. In this specification, the terms
“up-to-date.” “current, and “most recent version” may be
used interchangeably to describe various example embodi
ments and not as limitations.

0014. In an embodiment, an identifier includes an identi
fication portion, and also includes a hashed version of content
of the document with which the identifier is associated. The

identification portion may be used to identify that two docu
ments at least originated from the same document, but possi
bly are different versions of the same document. The hashed
content may be used to check whether there has been a change
in content.

0015. In an embodiment, the user can initiate a subscrip
tion via a single click. As a result of the Subscription, the user
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receives updates to the item for which the subscription per
tains. A copy of the original document may be stored to
document management storage in association with a tag. The
Subscription may pertain to a particular document, docu
ments having a particular author, or documents having a
particular tag (a keyword or a topic). Thus, if the Subscription
is a document, every time the document is updated, the update
is sent or a message that an update is available is sent to the
Subscriber. Some users may be forced to Subscribe (e.g., as a
default) to certain documents or to all documents of one or
more workspaces or document management storages. For
example, every member of a particular organization may be
given a Subscription to a certain set of tags upon entry to the
system. Consequently, administrators can ensure that mem
bers of the user group are aware of changes to documents that
the administrator believes to be important. The updates asso
ciated with the subscription may be provided via a Really
Simple Syndication (RSS) feed. The subscription messages
may be collected into batches and sent in a batch periodically
at particular times (e.g., once nightly).
0016 While the present invention is described with refer
ence to an embodiment in which techniques for pushing data
to Subscribers in an on-demand service are implemented in a
system having an application server providing a front end for
an on-demand database service capable of Supporting mul
tiple tenants, the present invention is not limited to multi
tenant databases nor deployment on application servers.
Embodiments may be practiced using other database archi
tectures, i.e., ORACLE(R), DB2(R) by IBM and the like without
departing from the scope of the embodiments claimed.
0017. Any of the above embodiments may be used alone
or together with one another in any combination. Inventions
encompassed within this specification may also include
embodiments that are only partially mentioned or alluded to
or are not mentioned or alluded to at all in this brief summary
or in the abstract. Although various embodiments of the
invention may have been motivated by various deficiencies
with the prior art, which may be discussed or alluded to in one
or more places in the specification, the embodiments of the
invention do not necessarily address any of these deficiencies.
In other words, different embodiments of the invention may
address different deficiencies that may be discussed in the
specification. Some embodiments may only partially address
Some deficiencies or just one deficiency that may be discussed
in the specification, and some embodiments may not address
any of these deficiencies.
BRIEF DESCRIPTION OF THE DRAWINGS

0018. In the following drawings like reference numbers
are used to refer to like elements. Although the following
figures depict various examples of the invention, the inven
tion is not limited to the examples depicted in the figures.
0019 FIG. 1 illustrates a block diagram of an example of
an environment in which an on-demand document manage
ment system and database service might be used;
0020 FIG. 2 illustrates a block diagram of an embodiment
of elements of FIG. 1 and various possible interconnections
between these elements;

0021 FIG.3 illustrates a block diagram of an embodiment
of a system including a document management system;
0022 FIG. 4 illustrates a block diagram of the content
stored in a memory system of the user system;
0023 FIG.5 illustrates a block diagram of an embodiment
of an ID;
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0024 FIG. 6 illustrates a flowchart of an embodiment of a
client-side method of establishing a subscription;
0025 FIG. 7 illustrates a flowchart of an embodiment of a
server-side method of establishing a Subscription;
0026 FIG. 8 illustrates a flowchart of an embodiment of a
client-side method of filling a Subscription;
0027 FIG. 9 illustrates a flowchart of an embodiment of a
server-side method of filling a subscription;
0028 FIG. 10 illustrates a screenshot of an example of a
homepage of a website for sharing documents;
(0029 FIGS. 11-14 illustrate screenshots of examples of
Subscriptions pages;
0030 FIG. 11 illustrates a screenshot of an example of a
Subscriptions page including document Subscriptions;
0031 FIG. 12 illustrates a screenshot of an example of a
Subscription page including tag Subscriptions;
0032 FIG. 13 illustrates a screenshot of an example of a
Subscription page including author Subscriptions;
0033 FIG. 14 illustrates a screenshot of an example of a
Subscription page including workspace Subscriptions;
0034 FIGS. 15-24 illustrate a screenshot of examples of
settings pages of a website for sharing documents;
0035 FIG. 15 illustrates a screenshot of an example of a
settings page including user details;
0036 FIG. 16 illustrates a screenshot of a settings page
including notification settings;
0037 FIG. 17 illustrates a screenshot of a settings page
including user administration settings;
0038 FIG. 18 illustrates a screenshot of a settings page
including invite settings;
0039 FIG. 19 illustrates a screenshot of a settings page
including profile administration settings;
0040 FIG. 20 illustrates a screenshot of a settings page
including add profile roles settings;
0041 FIG. 21 illustrates a screenshot of a settings page
including add profile actions settings;
0042 FIG. 22 illustrates a screenshot of a settings page
including role administration settings;
0043 FIG. 23 illustrates a screenshot of a settings page
including add role settings;
0044 FIG. 24 illustrates a screenshot of a settings page
including document type settings;
0045 FIG. 25 illustrates a screenshot of an example of a
document page of a website for sharing documents;
0046 FIG. 26 illustrates a flowchart of an embodiment of
a method of using the environment of FIG. 1; and
0047 FIG. 27 illustrates a flowchart of a method of mak
ing the environment of FIG. 1.
DETAILED DESCRIPTION

0048 Systems and methods are provided for pushing data
in an on-demand service. In an embodiment, the user can

initiate a subscriber via a single click. As a result of the
Subscription the user receives updates and/or notifications of
updates to the item for which the subscription pertains. The
Subscription may pertain to a document or an item associated
with a document, such as a document type, an author, a tag, a
particular keyword, a classification category, or a topic. In an
embodiment, some users may be forced to subscribe. For
example, every member of a particular organization may be
given a Subscription to a certain set of tags upon entry to the
system. The updates associated with the Subscription may be
provided via a Really Simple Syndication feed (a RSS feed).
The Subscription messages may be collected into batches and
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sent in a batch (e.g., once nightly). In an embodiment, a
profile may be associated with a group of users. A profile
may be used for defining a group of users that have access to
a particular set of shared documents by assigning the same
profile to each user that the administrator desires to make a
member of the group. A group of users or a profile may have
any number of forced subscriptions associated with the
group or profile. The forced subscriptions may be for docu
ments having a particular type. Such as documents having a
particular author or tag. A group may have permission to
access a workspace. For example a group may be granted read
access to all documents in a particular workspace. As another
example, field sales personnel may be in a group called Field
Sales. The group Field Sales may be granted a viewer
access role to a workspace called Sales Toolkit. An admin
istrator may set a forced Subscription for the group by setting
an auto-subscribe option to a tag sales-alert or to a particu
lar author, such as Tim Barker. Then users of the group
Field Sales will receive updates to all documents having the
tag sales-alert or the author Tim Barker, respectively.
0049 Enforcing the “master copy paradigm enables
embodiments to ensure that document versioning is main
tained across many different users accessing the document
management storage service using any number of different
computers. An identifier (ID) may be associated with the
document when the document is uploaded to the document
management storage. In an embodiment, the identifier is
embedded into the document. Alternatively, the identifier
may be associated with the name or the file identifier of a
document using a look up table or other technique. Yet further,
the identifier may be in-part determined from characteristics
of the document, such as the name, date of creation, size or the

like. In an embodiment, each ID is unique system wide and/or
across all tenants. In an embodiment, the identifier may be
updated each time the document is edited, so by comparing
identifiers a determination may be made as to whether two
copies of the same document have differences in their respec
tive contents. In an embodiment, when a member (e.g., a user)
is added to a group that has access to the document manage
ment storage, an application is downloaded onto the user
system for tracking documents downloaded from the docu
ment management storage and/or for updating documents
downloaded to the user system. Some and/or all members of
a group may be associated with a tenant and/or may not be
tenants. A tenant is an entity (e.g., a person, organization,
group of people or other entity) that has an account on the
multi-tenant system. The group is a group of people or other
entities that have access to the document management Stor
age. The members of a group may be a Subset of the members
of a tenant, may include multiple tenants, or may include
multiple subsets of users from different tenants. The docu
ments that are managed and tracked by the document man
agement system may be stored in the document management
Storage.

0050. In an embodiment, after a user joins a group, docu
ments may be downloaded from the document management
storage into the user's system (e.g., into the user's desktop).
In an embodiment, each time the user opens one of the docu
ments that was downloaded from the document management
storage, the application checks whether the document opened
is the most recent version. The application may perform the
check by comparing the IDs of the two copies of the docu
ment. In an embodiment, if the users copy of the document is
not the most recent version, a message may be sent to the user
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asking if the user wants to have the user's copy updated.
Conventional approaches frequently try to address the shar
ing of documents using a system of locks, so that when a first
user obtains control of the document, all other users are

blocked from accessing the document until the first user
releases the document (and frees up the lock). Unfortunately,
such conventional approaches suffer from the flaw that sub
sequent users cannot work on the document once the first user
has obtained control of it. Thus, these conventional

approaches cannot be made to scale to a large number of users
that desire to access a document. In contrast, in an embodi

ment of the current system, locks are not used.
0051. As used herein, the term multi-tenant database sys
tem refers to those systems in which various elements of
hardware and software of the database system may be shared
by one or more customers. For example, a given application
server may simultaneously process requests for a great num
ber of customers, and a given database table may store rows
for a potentially much greater number of customers. As used
herein, the term query plan refers to a set of steps used to
access information in a database system.
0.052 Next, mechanisms and methods for providing for
the pushing of data in an on-demand service will be described
with reference to example embodiments.
System Overview
0053 FIG. 1 illustrates a block diagram of an environment
10 wherein an on-demand document management system and
database service might be used. Environment 10 may include
user systems 12, network 14, System 16, processor system 17.
application platform 18, network interface 20, tenant data
storage 22, System data storage 24, program code 26, process
space 28, document management system 301, and document
management storage 302. In other embodiments, environ
ment 10 may not have all of the components listed and/or may
have other elements instead of, or in addition to, those listed
above.

0054 Environment 10 is an environment in which an on
demand database service coupled with a document manage
ment system exists. User System 12 may be any machine or
system that is used by a user to access a database user system.
For example, any of user systems 12 can be a handheld
computing device, a mobile phone, a laptop computer, a
workstation, and/or a network of computing devices. As illus
trated in FIG. 1 (and in more detail in FIGS. 2 and 3) user
systems 12 might interact via a network 14 with an on-de
mand database service, which is system 16, coupled with a
document management system 301 and document manage
ment storage 302.
0055 An on-demand database service, such as system 16,
is a pre-established database system that is made available to
outside users that do not need to necessarily be concerned
with building and/or maintaining the database system, but
instead may be available for their use when the users need the
database system (e.g., on the demand of the users). Some
on-demand database services may store information from one
or more tenants into tables of a common database image to
form a multi-tenant database system (MTS). Accordingly,
“on-demand database service 16” and “system 16” will be
used interchangeably herein. A database image may include
one or more database objects. A relational database manage
ment system (RDMS) or the equivalent may execute storage
and retrieval of information against the database object(s).
Application platform 18 may be a framework that allows the
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applications of system 16 to run, Such as the hardware and/or
Software, e.g., the operating system. In an embodiment, on
demand database service 16 may include an application plat
form 18 that enables creation, managing and executing one or
more applications developed by the provider of the on-de
mand database service, users accessing the on-demand data
base service via user systems 12, or third party application
developers accessing the on-demand database service via
user systems 12.
0056. The users of user systems 12 may differ in their
respective capacities, and the capacity of a particular user
system 12 might be entirely determined by permissions (per
mission levels) for the current user. For example, where a
salesperson is using a particular user system 12 to interact
with System 16, that user system has the capacities allotted to
that salesperson. However, while an administrator is using
that user system to interact with system 16, that user system
has the capacities allotted to that administrator. In an embodi
ment, a hierarchical role based model is not used. However, in

systems with a hierarchical role model, users at one permis
sion level may have access to applications, data, and database
information accessible by a lower permission level user, but
may not have access to certain applications, database infor
mation, and data accessible by a user at a higher permission
level. Thus, different users will have different capabilities
with regard to accessing and modifying application and data
base information, depending on a user's security or permis
sion level.

0057 Network 14 is any network or combination of net
works of devices that communicate with one another. For

example, network 14 can be any one or any combination of a
LAN (local area network), WAN (wide area network), tele
phone network, wireless network, point-to-point network,
star network, token ring network, hub network, or other
appropriate configuration. As the most common type of com
puter network in current use is a TCP/IP (Transfer Control
Protocol and Internet Protocol) network, such as the global
internetwork of networks often referred to as the “Internet'

with a capital “I” that network will be used in many of the
examples herein. However, it should be understood that the
networks that the present invention might use are not so
limited, although TCP/IP is a frequently implemented proto
col.

0058 User systems 12 might communicate with system
16 using TCP/IP and, at a higher network level, use other
common Internet protocols to communicate. Such as HTTP,
FTP, AFS, WAP, etc. In an example where HTTP is used, user
system 12 might include an HTTP client commonly referred
to as a “browser for sending and receiving HTTP messages
to and from an HTTP server at system 16. Such an HTTP
server might be implemented as the sole network interface
between system 16 and network 14, but other techniques
might be used as well or instead. In some implementations,
the interface between system 16 and network 14 includes load
sharing functionality, such as round-robin HTTP request dis
tributors to balance loads and distribute incoming HTTP
requests evenly over a plurality of servers. At least as for the
users that are accessing that server, each of the plurality of
servers has access to the MTS data; however, other alterna

tive configurations may be used instead.
0059. In one embodiment, system 16, shown in FIG. 1,
implements a web-based customer relationship management
(CRM) system. For example, in one embodiment, system 16
includes application servers configured to implement and
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execute CRM software applications as well as provide related
data, code, forms, webpages and other information to and
from user systems 12 and to store to, and retrieve from, a
database system related data, objects, and Webpage content.
With a multi-tenant system, data for multiple tenants may be
stored in the same physical database object, however, tenant
data typically is arranged so that data of one tenant is kept
logically separate from that of other tenants so that one tenant
does not have access to another tenant's data, unless such data

is expressly shared. In certain embodiments, system 16
implements applications other than, or in addition to, a CRM
application. For example, system 16 may provide tenant
access to multiple hosted (standard and custom) applications,
including a CRM application. User (or third party developer)
applications, which may or may not include CRM, may be
Supported by the application platform 18, which manages
creation, storage of the applications into one or more database
objects and executing of the applications in a virtual machine
in the process space of the system 16.
0060. One arrangement for elements of system 16 is
shown in FIG.1, including a network interface 20, application
platform 18, tenant data storage 22 for tenant data 23 (which
is shown and will be discussed in conjunction with FIG. 2
below), system data storage 24 for system data 25 (which is
shown and will be discussed in conjunction with FIG. 2
below) accessible to system 16 and possibly multiple tenants,
program code 26 for implementing various functions of sys
tem 16, and a process space 28 for executing MTS system
processes and tenant-specific processes, such as running
applications as part of an application hosting service. Addi
tional processes that may execute on system 16 include data
base indexing processes. System 16 may include document
management system 301, which may include document man
agement storage 302 Supporting storage and retrieval of docu
ments on behalf oftenants whose data is managed and housed
by system 16.
0061. Several elements in the system shown in FIG. 1
include conventional, well-known elements that are

explained only briefly here. For example, each user system 12
could include a desktop personal computer, workStation, lap
top, PDA, cellphone, or any wireless access protocol (WAP)
enabled device or any other computing device capable of
interfacing directly or indirectly to the Internet or other net
work connection. User system 12 typically runs an HTTP
client, e.g., a browsing program, Such as Microsoft's Internet
Explorer browser, Netscape's Navigator browser, Opera's
browser, or a WAP-enabled browser in the case of a cell

phone, PDA or other wireless device, or the like, allowing a
user (e.g., Subscriber of the multi-tenant database system) of
user system 12 to access, process and view information, pages
and applications available to it from system 16 over network
14. Each user system 12 also typically includes one or more
user interface devices, such as a keyboard, amouse, trackball,
touchpad, touch screen, pen or the like, for interacting with a
graphical user interface (GUI) provided by the browser on a
display (e.g., a monitor Screen, LCD display, etc.) in conjunc
tion with pages, forms, applications and other information
provided by system 16 or other systems or servers. For
example, the user interface device can be used to access data
and applications hosted by System 16, and to perform
searches on stored data, and otherwise allow a user to interact

with various GUI pages that may be presented to a user. As
discussed above, embodiments are suitable for use with the

Internet, which refers to a specific global internetwork of
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networks. However, it should be understood that other net
works can be used instead of the Internet, Such as an intranet,

an extranet, a virtual private network (VPN), a non-TCP/IP
based network, any LAN or WAN or the like.
0062 According to one embodiment, each user system 12
and all of its components are operator configurable using
applications, such as a browser, including computer code run
using a central processing unit Such as an Intel Pentium R
processor or the like. Similarly, system 16 (and additional
instances of an MTS, where more than one is present) and all
of their components might be operator configurable using
application(s) including computer code to run using a central
processing unit Such as processor system 17, which may
include an Intel Pentium(R) processor or the like, and/or mul
tiple processor units. A computer program product embodi
ment includes a machine-readable storage medium (media)
having instructions stored thereon, which can be used to
program a computer to perform any of the processes of the
embodiments described herein. Computer code for operating
and configuring system 16 to intercommunicate and to pro
cess webpages, applications and other data and media content
as described herein are preferably downloaded and stored on
a hard disk, but the entire program code, or portions thereof,
may also be stored in any other volatile or non-volatile
memory medium or device as is well known, such as a ROM
or RAM, or provided on any media capable of storing pro
gram code. Such as any type of rotating media including
floppy disks, optical disks, digital versatile disk (DVD), com
pact disk (CD), microdrive, and magneto-optical disks, and
magnetic or optical cards, nanoSystems (including molecular
memory ICs), or any type of media or device suitable for
storing instructions and/or data. Additionally, the entire pro
gram code, orportions thereof, may be transmitted and down
loaded from a software source over a transmission medium,

e.g., over the Internet, or from another server, as is well
known, or transmitted over any other conventional network
connection as is well known (e.g., extranet, VPN, LAN, etc.)
using any communication medium and protocols (e.g., TCP/
IP, HTTP, HTTPS, Ethernet, etc.) as are well known. It will
also be appreciated that computer code for implementing
embodiments of the present invention can be implemented in
any programming language that can be executed on a client
system and/or server or server System such as, for example, C.
C++, HTML, any other markup language, JavaTM, JavaScript,
ActiveX, any other Scripting language, such as VBScript, and
many other programming languages as are well known may
be used. (JavaTM is a trademark of Sun Microsystems, Inc.).
0063. According to one embodiment, each system 16 is
configured to provide webpages, forms, applications, data
and media content to user (client) systems 12 to support the
access by user systems 12 as tenants of system 16. As such,
system 16 provides security mechanisms to keep each ten
ant's data separate unless the data is shared. If more than one
MTS is used, they may be located in close proximity to one
another (e.g., in a server farm located in a single building or
campus), or they may be distributed at locations remote from
one another (e.g., one or more servers located in city A and
one or more servers located in city B). As used herein, each
MTS could include one or more logically and/or physically
connected servers distributed locally or across one or more
geographic locations. Additionally, the term 'server is
meant to include a computer system, including processing
hardware and process space(s), and an associated Storage
system and database application (e.g., OODBMS or

Feb. 5, 2015

RDBMS) as is well known in the art. It should also be under
stood that “server system’’ and “server are often used inter
changeably herein. Similarly, the database object described
herein can be implemented as a single database, a distributed
database, a collection of distributed databases, a database

with redundant online or offline backups or other redundan
cies, etc., and might include a distributed database or storage
network and associated processing intelligence.
0064 FIG. 2 and FIG.3 also illustrate portions of environ
ment 10. However, in FIGS. 2 and 3 elements of system 16
and various interconnections in an embodiment are further

illustrated. FIG. 2 shows that user system 12 may include
processor System 12A, memory system 12B, input system
12C, and output system 12D. FIG. 2 shows network 14 and
system 16. FIG. 2 also shows that system 16 may include
tenant data storage 22, tenant data 23, system data storage 24,
system data 25, User Interface (UI) 30, Application Program
Interface (API) 32, PL/SOOL 34, save routines 36, applica
tion setup mechanism 38, applications servers 100-100,
system process space 102, tenant process spaces 104, tenant
management process space 110, tenant storage area 112
(which may also be referred to as “tenant storage space'),
user storage 114 (which may also be referred to as “user
data'), and application metadata 116. In other embodiments,
environment 10 may not have the same elements as those
listed above and/or may have other elements instead of, or in
addition to, those listed above.

0065. User system 12, network 14, system 16, tenant data
storage 22, and system data storage 24 were discussed above
in FIG. 1. Regarding user system 12, processor system 12A
may be any combination of one or more processors. Memory
system 12B may be any combination of one or more memory
devices, short term, and/or long term memory. Input system
12C may be any combination of input devices. Such as one or
more keyboards, mice, trackballs, Scanners, cameras, and/or
interfaces to networks. Output system 12D may be any com
bination of output devices, such as one or more monitors,
printers, and/or interfaces to networks. As shown by FIG. 2,
system 16 may include a network interface 20 (of FIG. 1)
implemented as a set of HTTP application servers 100, an
application platform 18, tenant data storage 22, and system
data storage 24. Also shown is system process space 102.
including individual tenant process spaces 104 and a tenant
management process space 110. Each application server 100
may be configured to tenant data storage 22 and the tenant
data 23 therein, and system data storage 24 and the system
data 25 therein to serve requests of user systems 12. The
tenant data 23 might be divided into individual tenant storage
areas 112, which can be either a physical arrangement and/or
a logical arrangement of data. Within each tenant storage area
23, user storage 114 and application metadata 116 might be
similarly allocated for each user. For example, a copy of a
user's most recently used (MRU) items might be stored to
user storage 114. Similarly, a copy of MRU items for an entire
organization that is a tenant might be stored to tenant storage
area 112. A UI 30 provides a user interface and an API 32
provides an application programmer interface to system 16
resident processes to users and/or developers at user systems
12. The tenant data and the system data may be stored in
various databases, such as one or more OracleTM databases.

0.066 Application platform 18 includes an application
setup mechanism 38 that Supports application developers
creation and management of applications, which may be
saved as metadata into tenant data storage 22 by save routines
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36 for execution by subscribers of one or more tenant process
spaces 104 managed by tenant management process 110 for
example. Invocations to Such applications may be coded
using PL/SOOL 34 that provides a programming language
style interface extension to API 32. A detailed description of
Some PL/SOOL language embodiments is discussed in com
monly owned co-pending U.S. Provisional Patent Applica
tion 60/828,192 entitled, PROGRAMMING LANGUAGE
SYSTEM AND METHOD FOR EXTENDING APIS TO

EXECUTE IN CONJUNCTION WITH DATABASE APIS,

by Craig Weissman, filed Oct. 4, 2006, which is incorporated
in its entirety herein for all purposes. Invocations to applica
tions may be detected by one or more system processes,
which manage retrieving application metadata 116 for the
Subscriber making the invocation and executing the metadata
as an application in a virtual machine.
0067. Each application server 100 may be communicably
coupled to database systems, e.g., having access to system
data 25 and tenant data 23, via a different network connection.

For example, one application server 100 might be coupled
via the network 14 (e.g., the Internet), another application
server 100 might be coupled via a direct network link, and
another application server 100 might be coupled by yet a
different network connection. Transfer Control Protocol and

Internet Protocol (TCP/IP) are typical protocols for commu
nicating between application servers 100 and the database
system. However, it will be apparent to one skilled in the art
that other transport protocols may be used to optimize the
system depending on the network interconnect used.
0068. In certain embodiments, each application server 100
is configured to handle requests for any user associated with
any organization that is a tenant. Because it is desirable to be
able to add and remove application servers from the server
pool at any time for any reason, there is preferably no server
affinity for a user and/or organization to a specific application
server 100. In one embodiment, therefore, an interface system
implementing a load balancing function (e.g., an F5 Big-IP
load balancer) is communicably coupled between the appli
cation servers 100 and the user systems 12 to distribute
requests to the application servers 100. In one embodiment,
the load balancer uses a least connections algorithm to route
user requests to the application servers 100. Other examples
of load balancing algorithms, such as round robin and
observed response time, also can be used. For example, in
certain embodiments, three consecutive requests from the
same user could hit three different application servers 100,
and three requests from different users could hit the same
application server 100. In this manner, system 16 is multi
tenant, wherein system 16 handles storage of, and access to,
different objects, data and applications across disparate users
and organizations.
0069. As an example of storage, one tenant might be a
company that employs a sales force where each salesperson
uses system 16 to manage their sales process. Thus, a user
might maintain contact data, leads data, customer follow-up
data, performance data, goals and progress data, etc., all
applicable to that user's personal sales process (e.g., intenant
data storage 22). In an example of a MTS arrangement, since
all of the data and the applications to access, view, modify,
report, transmit, calculate, etc., can be maintained and
accessed by a user system having nothing more than network
access, the user can manage his or her sales efforts and cycles
from any of many different user systems. For example, if a
salesperson is visiting a customer and the customer has Inter
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net access in their lobby, the salesperson can obtain critical
updates as to that customer while waiting for the customer to
arrive in the lobby.
0070 While each user's data might be separate from other
users’ data regardless of the employers of each user, some
data might be organization-wide data shared or accessible by
a plurality of users or all of the users for a given organization
that is a tenant. Thus, there might be some data structures
managed by System 16 that are allocated at the tenant level
while other data structures might be managed at the user level.
Because a MTS might Support multiple tenants including
possible competitors, the MTS should have security protocols
that keep data, applications, and application use separate.
Also, because many tenants may opt for access to a MTS
rather than maintain their own system, redundancy, up-time,
and backup are additional functions that may be implemented
in the MTS. In addition to user-specific data and tenant
specific data, System 16 might also maintain system level data
usable by multiple tenants or other data. Such system level
data might include industry reports, news, postings, and the
like that are sharable among tenants.
0071. In certain embodiments, user systems 12 (which
may be client systems) communicate with application servers
100 to request and update system-level and tenant-level data
from system 16 that may require sending one or more queries
to tenant data storage 22 and/or system data storage 24. Sys
tem 16 (e.g., an application server 100 in system 16) auto
matically generates one or more SQL statements (e.g., one or
more SQL queries) that are designed to access the desired
information. System data storage 24 may generate query
plans to access the requested data from the database.
0072 Each database can generally be viewed as a collec
tion of objects, such as a set of logical tables, containing data
fitted into predefined categories. A “table' is one representa
tion of a data object, and may be used herein to simplify the
conceptual description of objects and custom objects accord
ing to the present invention. It should be understood that
“table' and “object” may be used interchangeably herein.
Each table generally contains one or more data categories
logically arranged as columns or fields in a viewable Schema.
Each row or record of a table contains an instance of data for

each category defined by the fields. For example, a CRM
database may include a table that describes a customer with
fields for basic contact information Such as name, address,

phone number, fax number, etc. Another table might describe
a purchase order, including fields for information Such as
customer, product, sale price, date, etc. In some multi-tenant
database systems, standard entity tables might be provided
for use by all tenants. For CRM database applications, such
standard entities might include tables for Account, Contact,
Lead, and Opportunity data, each containing pre-defined
fields. It should be understood that the word “entity” may also
be used interchangeably herein with “object' and “table'.
0073. In some multi-tenant database systems, tenants may
be allowed to create and store custom objects, or they may be
allowed to customize standard entities or objects, for
example, by creating custom fields for standard objects,
including custom index fields. U.S. patent application Ser.
No. 10/817,161, filed Apr. 2, 2004, entitled “Custom Entities
and Fields in a Multi-Tenant Database System, and which is
hereby incorporated herein by reference, teaches systems and
methods for creating custom objects as well as customizing
standard objects in a multi-tenant database system. In certain
embodiments, for example, all custom entity data rows are
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stored in a single multi-tenant physical table, which may
contain multiple logical tables per organization. It is trans
parent to customers that their multiple “tables' are in fact
stored in one large table or that their data may be stored in the
same table as the data of other customers.
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when searching for aparticular document. For example, using
tags 305a-n may reduce the number of documents that need to
be searched, because only documents having the tag values of
interest need to be searched.

0079 IDs 306a-n may uniquely identify each of docu

0074 The following detailed description will first
describe the server-side system for tracking documents. Then
the client-side system for tracking documents will be

304a-n. Optionally, documents 304a-n may include multiple

described. Next an ID associated with the documents will be

the most recent version of the documents. IDs 306a-n may

described. Then a server-side method of tracking documents
will be described. Afterwards a client side method of tracking
documents will be described.
Server-Side Tracker

0075 FIG.3 shows a block diagram of an embodiment of
system 300. System 300 may include document management
system 301, which may include document management stor
age 302 having documents 304a-n with tags 305a-n and IDs
306a-n. Document management system 301 may also include
server-side tracker 307, which in turn may include ID man
ager 308 and server-side updater 310. Server-side updater 310
may include compare 312, server-side communications 314,
and database communications 316. System 300 may also
include network 14 and network devices 318a-m. Documents

304a-n may also include or be associated with search fields
320a-n which may include authors 322a-n and categories
324a-n. In other embodiments, system 300 may not have all
of the elements listed and/or may have other elements instead
of or in addition to those listed.

0076 Network 14 was discussed in conjunction with
FIGS. 1 and 2. System 300 may be an embodiment of envi
ronment 10. Although in this specification, document man
agement system 301 is described as performing various
actions, it should be understood that this is a short hand for

stating that the action associated with or performed by docu
ment management system 301 is performed via system 16.
Document management system 301 may manage and track
documents that are shared by a group of users. Document
management storage 302 is a location for storing documents
to which multiple people need access. Storing the documents
in document management storage 302 may facilitate ensuring
that there is only one master version of the latest, published
version of a document and that multiple versions of the docu
ment with very different content are not created. Also, docu
ment management storage 302 may store historical versions

ments 304a-n and/or each version of each of documents
versions of one or more of documents 304a-n in addition to

include a hashed version of the documents 304a-n, which

may be or may include a checksum of all of the contents of the
documents 304a-in, respectively. Including a checksum of the
documents’ contents in IDs 306a-n allows a determination of

whether the content of a given document has changed. If the
checksum of a document (which may be embedded within the
ID) has not changed, it is unlikely that the content of that
document has changed. In an embodiment, the checksum is
computed using Message Digest algorithm 5 (MD5), which
computes a hash value that has a 128 bits. IDs 306a-n may
include a version number, which may be used as a quick
check as to whether the content of the document was changed.
If the version number has changed, it is likely that content of
the document has also changed. IDs 306a-n may be included
within the metadata of, or otherwise embedded within docu

ments 304a-n. In an embodiment, IDs, 306a-n may be used as
pointers to locations in a database where information about
the document is stored. Server-Side Tracker 307 may track
and update documents 304a-n. ID manager 308 creates IDs
306a-n and updates IDs 306a-n when there is a change to
documents 304a-n.

0080 Server-side updater 310 communicates with an
application on one of network devices 318a-m. Server-side
updater 310 receives requests to determine whether the user's
version of a document is the most up-to-date version. Server
side updater 310 sends updates of documents to the user.
I0081 Compare 312 performs the comparison of an ID
received from user system 12 to one of IDs 306a-n to deter
mine whether the user's copy of the corresponding one of
documents 304a-n is the most recent. In an embodiment, a

checksum may be performed to see if the document has
changed. So that the value of the checksum embedded into the
document does not affect a Subsequent checksum of the docu
ment, before a checksum of the document is computed for the
first time the identifier 000000000000 is embedded into the

of the document, so that the historical versions are available

document, and the checksum is computed with this identifier
present. Then this identifier is updated with the actual check

for access if needed. Additionally, storing the documents in
document management storage 302 facilitates providing

sum of the document. When it is desired to recalculate the
checksum to determine whether this document is the same as

access to those that need access to the document. In an

another, this document is temporarily updated by setting the

embodiment, document management storage 302 may be

checksum to all Zeros. The checksum is then calculated with

tenant data 114 or a location within tenant data 114.

the temporary identifier. After the new checksum is com
puted, the new checksum is inserted into the document as the

0.077 Documents 304a-n are the documents stored in
document management storage 302. Documents 304a-n may
be user created documents, such as articles or sales materials.

0078 Tags 305a-n are tags that are associated with or
added to documents 304a-n, respectively. Tags 305a-n tag
documents 304a-n, respectively. Tags 305a-n may be key
words or phrases that one interested in finding documents
304a-n is likely to associate with documents 304a-n. Tags
305a-n are added by the user upon uploading and/or publish
ing documents 304a-in, respectively, and may be used as
search parameters. The values of tags 305a-n may be used as
values of keys in a database. Tags 305a-n may be used for
limiting the number of documents that need to be searched

identifier. If the checksums are the same, then the two docu

ments are assumed to be the same. In other words, to prevent
the value of the checksum from affecting the value of a new
computation of the checksum, the current value of the check
Sum is temporarily removed, and the check sum is computed
while the document contains all Zeros for the checksum. The

temporary value for the identifier does not need to be all Zeros.
The temporary value can be any value as long as the same
value is used each time the checksum is computed.
0082 Server-side communications 314 handles commu
nications with user Systems 12. Server-side communications
314 may be an interface between server-side tracker 307 and
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network interface 20 and/or application servers 100-100
(FIG. 2). Optionally, server-side communications 314 may
also send a client-side tracker and installation Software for

installing the client-side tracker on a user system associated
with a new user (e.g., on one of the network devices).
0.083 Database communications 316 handles communi
cations with tenant storage 22 (FIG. 2). Database communi
cations 316 may be an interface between server-side tracker
and a database server for tenant storage 22.
0084 Network devices 318a-m may be embodiments of
user systems 12 (FIGS. 1 and 2). The icons used for network
devices 318a-m are suggestive of many different types of
network devices (e.g., network appliances). Such as laptops,
PCs, mobile phones, and PDAs.
I0085. Search fields 320a-n are fields that may be included
in the document that may be searched separately from the rest
of the document (e.g., without searching the rest of the docu
ment). Authors 322a-n are one example of search fields
320a-n that may be included in the document. Authors 322a-n
are names of people that are listed as the authors of the
documents 304a-n. Categories 324a-n are another example of
search fields 320a-n. Categories 324a-n are categories into
which documents 304a-n may be classified. Each of docu
ments 304a-n may have one or more tags, one or more
authors, and one or more categories. Documents 304a-n may
have other search fields in addition to, or instead, of authors

322a-n and categories 324a-n.
Client-Side Tracker

I0086 FIG. 4 shows a block diagram of the content stored
in memory system 400. Memory system 400 may include
operating system 402, network client 404, document 406, ID
408, and client-side tracker 410 having client-side communi
cations 414, document tracker 416, update instructions 418.
and Really Simple Syndication (RSS) feed 420. In other
embodiments, memory 400 may not have all of the elements
listed and/or may have other elements instead oforin addition
to those listed.

0087 Memory system 400 may be an embodiment of
memory system 12B (FIG. 2), which was discussed above.
Operating system 402 may include a set of one or more
programs that manage the hardware and software resources of
the one of network devices 318a-m within which memory
system 400 is incorporated, by (for example) allocating and
managing tasks and internal system resources as a service to
users and programs of the system based on input from the user
or from that network device.

0088 Network client 404 is an interface for communicat
ing with other systems via network 14. Network client 404
may use any of a variety of different protocols, such as HTTP,
FTP, AFS, or WAP. In an embodiment network client 404 is a
browser.

0089 Document 406 may be a copy of a version of one of
documents 304a-n (FIG. 3) that was downloaded from docu
ment management system 301. ID 408 may be a copy of a
version of the one of IDs 306a-n (FIG. 3) that corresponds to
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may be downloaded from document management system 301
(FIG.3) upon the userjoining an organization associated with
tenant space 112 and/or upon downloading document 406.
Client side tracker 410 may participate in downloading docu
ment 406 and may store the locations in memory system 400
where document 406 is stored. Optionally, client-side tracker
410 may track changes in where document 406 is stored.
Client-side tracker 410 may monitor the user's system (which
is one of network devices 318a-m) for when document 406 is
opened, and then client side tracker 410 may send communi
cations to document management system 301 to determine
whether document 406 is up-to-date and/or whether the user
desires updating document 406.
0091 Client-side communications 414 handles communi
cations with server-side communications 314. Client-side

communications 414 sends a request to determine whether
document 406 is up-to-date by at least sending ID 408 to
document management system 301. Document tracker 416
may be the portion of code of client-side tracker 410 that
tracks the location of the document 406 and monitors the

user's system to determine whether document 406 was
opened. Document tracker 416 may monitor whether docu
ments that were downloaded are open (or are being opened).
Document tracker 416 may, at the file-system level, hook into
disk level activity to determine when files are opened, by
monitoring areas of memory associated with document 406.
In another embodiment, a module may be integrated into the
authoring application (such as Microsoft Word) that reads
files being opened to determine whether the document being
opened was downloaded from document management system
301. Update instructions 418 are instructions for updating
document 406. Update instructions 418 may cause the over
writing of an old version of document 406 with a new version
of document 406.

0092. RSS feed 420 may include one or more machine
instructions for a “feed reader' or an “aggregator,” which
includes a link in the reader (e.g., a browser) that initiates the
subscription process. RSS feed 420 may check the user's
subscribed feeds regularly for new content. RSS feed 420
may download any updates that are found as a result of RSS
feed 420 by checking for new content.
An ID

0093 FIG. 5 shows a block diagram of an embodiment of
ID 500. ID 500 may include identification portion 501, ver
sion number 502 and hash value 504. In other embodiments,

ID 500 may not have all of the elements listed and/or may
have other elements instead of or in addition to those listed.

(0094) ID 500 is an embodiment of one of IDs 306a-n (FIG.
3). Identification portion 501 identifies the document so that
two versions of the same document may be associated within
one another as two versions of the same document. In an

embodiment, identification portion 501 may be used as a key
for locating the document in tenant storage 22. Version num
ber 502 is a value assigned to a current version of one of

the one of documents 304a-n of which document 406 is a

documents 306a-in. Each time one of documents 306a-n is

copy. ID 408 may have a value that is, or corresponds to, the
value that the corresponding one of IDs 306a-n had at the time
that the user downloaded or last updated document 406.
0090 Client-side tracker 410 is an application that may
update (e.g., synchronize) document 406 to agree with the
corresponding one of documents 304a-n (FIG. 3) and may
track the opening of document 406. Client-side tracker 410

updated version number 502 is changed. Hash value 504 is the
output of a hash function applied to one of documents 306a-n.
Hash value 504 may be a checksum of the entire document.
Each time one of documents 306a-n is updated its hash value
is recalculated. Changes in hash value 504 are indicative of
changes in the content of the corresponding one of documents
306a-n.
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Client-Side Method of Setting a Subscription
0095 FIG. 6 shows a flowchart of an embodiment of a
client-side method 600 of establishing (e.g., setting up) a
Subscription. In step 602, a user or an administrator selects a
document or an element associated with a document, which

may be a predefined attribute that may be assigned, or added,
to a document and for which a Subscription option is pro
vided. Some examples of predefined attributes are a tag, a
category, an author, or a workspace. Optionally, in the case of
an administrator, the administrator may select the item for
which a subscription is desired on behalf of an entire group of
users. For example, step 602 may include selecting the ele
ment associated with the document within settings for a pro
file associated with a group of users. In step 604, the user or
administrator receives information about the document or

predefined attribute and fields for entering information.
Optionally, in the case of an administrator, the administrator
may receive an indication as to whether one or more users,
groups of users, roles, and/or profiles have a subscription to
the document or attribute of the document. Specifically, in an
embodiment, step 606 may be a sub-step of step 604, and step
604 may include the user or administrator receiving informa
tion indicating whether the user is currently subscribed to the
document, or to an element associated with the document,

and may include the user or administrator receiving a field or
link that presents to the user or administrator an option to
select whether to subscribe to the document or element asso

ciated with the document. Optionally, in the case of an admin
istrator, there may be an indication as whether an individual
user, group of users, role, or profile includes or has a Subscrip
tion. In step 608, if the user or administrator is not already
subscribed to the document or predefined attribute, the user
selects an indication to requesta Subscription to the document
or predefined attribute. In step 610, user system 12 sends the
selection to document management system 301. In step 612.
user system 12 receives an indication that Subscription was
selected.

0096 Optionally in step 614, the administrator sends a
request to add a user to a profile or group of users having a
particular subscription, and to thereby force a subscription
upon the user. Optionally in step 616, a confirmation that the
Subscription was accepted is received by the administrator. In
another embodiment, although depicted as distinct steps in
FIG. 6, steps 602–616 may not be distinct steps. In other
embodiments, method 600 may not have all of the above steps
and/or may have other steps in addition to or instead of those
listed above. The steps of method 600 may be performed in
another order. Subsets of the steps listed above as part of
method 600 may be used to form their own method. For
example, steps 614 and 616 may form a method that is inde
pendent of the method of steps 601-612.
Server-Side Method of Setting a Subscription
0097 FIG. 7 shows a flowchart of an embodiment of a
server-side method 700 of setting a subscription. In step 702,
a selection is received at document management system 301
(FIGS. 1 and 3) from user system 12 FIGS. 1 and 2) for a
document or a predefined attribute that may be assigned or
added to a document and for which a Subscription options is
provided. In step 704, document management system 301
sends to user system 12, for the user or administrator, infor
mation about the document or predefined attribute and fields
for entering information. Optionally, in the case of an admin
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istrator, document management system 301 may send to user
system 12, for the administrator, an indication as to whether
one or more users, groups of users, roles, and/or profiles have
subscription to the document or attribute of the document.
Specifically, in an embodiment, in step 706, which may be a
sub-step of step 704, document management system 301
sends to user system 12, for the user or administrator, infor
mation indicating whether the user is currently subscribed to
the document or predetermined attribute and an option to
select whether to subscribe to the document. Optionally, in
the case of an administrator, there may be an indication as to
whether an individual user, group of users, role, or profile
includes or has a Subscription associated with it, such that
user to whom the role or profile are assigned are also assigned
the Subscription as part of the Subscription.
0098. In step 708, document management system 301
receives from user system 12 (e.g., if the user or administrator
is not already subscribed to the document or predefined
attribute), a selection requesting to Subscribe to the document
or predefined attribute. In step 710, document management
system 301 stores the subscription. In an embodiment, the
Subscription selection is stored in a database table, so that
when an item is updated a database query may determine to
which users an update, or an update notification, is sent as a
result of having a subscription. In step 712, a confirmation of
the subscription is sent to the subscriber. In step 714, docu
ment management system 301 receives a request to add a user
to a group. Also, in step 714, the user is added to the group.
Step 714 may involve storing an identifier for the user in a
manner such that the identifier for the user is associated with

the group. Step 714 may involve assigning a profile to a user.
In step 716, an acknowledgement is sent from document
management system301 to the administrator that the user was
added to the group. In another embodiment, although
depicted as distinct steps in FIG. 7, steps 702-716 may not be
distinct steps. In other embodiments, method 700 may not
have all of the above steps and/or may have other steps in
addition to or instead of those listed above. The steps of
method 700 may be performed in another order. Subsets of
the steps listed above as part of method 700 may be used to
form their own method. For example, steps 714-716 may
form a method that is independent of steps 702-712.
Client-Side Method of Filling a Subscription
0099 FIG. 8 shows a flowchart of an embodiment of a
client-side method 800 of filling a subscription. In step 802, a
user changes (e.g., updates) a document at one of user sys
tems 12. In step 804, the user sends an update of the document
to document management system 301. In step 806, other user
systems 12 that have subscriptions receive notifications of the
update and/or a copy of the updated document. The updated
document, and/or notification of the update, is sent to the user
based on the document having a tag to which the user is
Subscribed, based on being located in a workspace to which
the user is Subscribed, based on the document being located in
a category to which the user is Subscribed, based on the
document having an author to which the user is Subscribed, or
the document having another attribute associated with the
document. Different user systems 12 may receive their
respective notifications and/or updates depending on the noti
fication setting chosen. In another embodiment, although
depicted as distinct steps in FIG. 8, steps 802-806 may not be
distinct steps. In other embodiments, method 800 may not
have all of the above steps and/or may have other steps in
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addition to or instead of those listed above. The steps of
method 800 may be performed in another order. Subsets of
the steps listed above as part of method 800 may be used to
form their own method.

Server-Side Method of Filling a Subscription
0100 FIG. 9 shows a flowchart of an embodiment of a
server-side method 900 of filling a subscription. In step 902,
an update of a document is received at document management
system301 (FIG. 3) from one of user systems 12 (FIGS. 1 and
2). In step 904, in response to receiving the update, document
management system 301 determined which Subscriptions are
affected. For example, in step 904, document management
system 301 may query a database or database table for sub
scriptions related to the update. In step 906, a determination is
made of the types of notifications associated with the sub
scriptions. In step 908, notifications are sent from document
management system 301 to user systems 12 based on the
types of notifications selected. For example, some Subscrip
tions may be sent immediately after the update occurs while
other Subscriptions may be sent in a batch once a day, such as
late at night or early morning or another period in which the
number of users using document management system 301 is
expected to be low. In another embodiment, although
depicted as distinct steps in FIG.9, steps 902-908 may not be
distinct steps. In other embodiments, method 900 may not
have all of the above steps and/or may have other steps in
addition to or instead of those listed above. The steps of
method 900 may be performed in another order. Subsets of
the steps listed above as part of method 900 may be used to
form their own method.
Screenshots

0101 FIG. 10 shows a homepage 1000 of a website for
viewing and updating shared documents. Homepage 1000
may include home tab 1002, search tab 1004, upload tab
1006, subscriptions tab 1008, settings tab 1010, and search
bar 1012 having search term field 1014, filter 1016, and
search button 1018. Homepage 1000 may also include work
spaces box 1020, my published content box 1022, recently
viewed box 1024, recent activity box 1026, my subscriptions
box 1028, and popular tags box 1030. In other embodiments,
homepage 1000 may not have all of the elements listed and/or
may have other elements instead of or in addition to those
listed.

0102 Homepage 1000 displays a variety of types of infor
mation that a user may want to monitor and/or interact with.
Homepage 1000 may include links to other pages. In an
embodiment, homepage 1000 may include a variety of docu
ments that are located in different boxes. Selecting one of the
documents in one of the boxes causes a webpage to be pre
sented that shows information about the document. In an

embodiment, when the user's cursor hovers over an icon for
one of the documents some of the information listed in the

document webpage may be displayed, such as the author and
the number of votes received for and/or against the document.
0103 Home tab 1002 is a tab that brings a user to home
page 1000 if the user is not already viewing homepage 1000
and/or refresh homepage 1000. In other words, although if the
user selects home tab 1002 while viewing homepage 1000,
the page being viewed may not necessarily change, but may
be refreshed. In general, in this specification, in an embodi
ment, selecting a tab for a webpage that is already being
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viewed may cause the webpage to be refreshed. Home tab
1002 may also be available from other webpages, and if home
tab 1002 is selected while on another webpage, the user is
brought to homepage 1000. Search tab 1004, when selected,
brings the user to a webpage that allows the user to select
other options that related to performing a search (the webpage
associated with search tab 1004 is discussed in U.S. patent
application Ser. No. 1 1/880,197 entitled SYSTEM AND
METHOD FOR STORING DOCUMENTSACCESSED BY

MULTIPLE USERS IN AN ON-DEMAND SERVICE, by
Timothy Barkeret al., filed Jul. 20, 2007 Attorney Docket No.
48-8/049US). Upload tab 1006, when selected, brings the
user to a webpage that includes links and/or instructions for
uploading a file to document management storage 302. An
example of a webpage that may be associated with upload tab
1006 is also discussed in U.S. patent application Ser. No.
1 1/880,197 entitled SYSTEMAND METHOD FOR STOR
ING DOCUMENTS ACCESSED BY MULTIPLE USERS

IN ANON-DEMAND SERVICE, by Timothy Barker et al.,
filed Jul. 20, 2007 Attorney Docket No. 48-8/049US. Sub
scription tab 1008 brings the user to a webpage that allows the
user to initiate and/or modify a Subscription to documents
updated and/or published within document management Stor
age 302 (FIGS. 1 and 3). Settings tab 1010 brings a user to a
webpage that allows a user to set and/or modify settings
related to documents, the user's account, and/or other

accounts (the webpage associated with settings tab 1010 is
discussed in conjunction with FIGS. 15-24).
0104 Search bar 1012 includes one or more links and/or
fields that allow a user to formulate a search query. As a result
of interacting with search bar 1012, a search may be con
ducted for documents meeting the search query and that are
stored within document management storage 302 (FIGS. 1
and 3). For example, search term field 1014 allows a user to
enter a combination of keywords, which may be used as part
of a search query, and filter 1016 may allow the user to select
from a menu of filters that have already been associated with
(e.g., established within) document management system 301
(FIGS. 1 and 3). Some examples of filters that may be
included within filter 1016 are categories, tags, workspaces,
and/or authors. Search button 1018, when selected, initiates a

search based on a search query formulated from the current
entries in search term field 1014 and filter 1016. In an embodi

ment, after the search has been initiated, document manage
ment system 301 switches the webpage presented to the user
so that the user is presented with the search page, and docu
ment management system 301 presents results of the search
to the user on the search page. After the search webpage is
presented to the user, the user is allowed to refine the search.
As mentioned earlier, the search page is discussed in U.S.
patent application Ser. No. 1 1/880,197 entitled SYSTEM
AND METHOD FOR STORING DOCUMENTS
ACCESSED BY MULTIPLE USERS IN ANON-DEMAND

SERVICE, by Timothy Barker et al., filed Jul. 20, 2007 Attor
ney Docket No. 48-8/049US.
0105 Workspaces box 1020 lists workspaces that cur
rently exist. Selecting one of the workspaces causes a list of
documents stored in that workspace to be presented to the
user. In an embodiment, upon presenting a list of the docu
ments in the workspace selected, the webpage presented to
the user is changed to the search page.
010.6 My published content box 1022 lists the documents
that the user published. Recently viewed box 1024 lists docu
ments that user has viewed recently. Recent activity box 1026
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lists documents containing recent activity of the user. The
information displayed may include whether the document
was published, how long ago the document was created or
added to document management storage 302, and/or the date
that the document was released to the public, if the document
was released, for example. My subscriptions box 1028 lists
documents to which the user has a Subscription. Popular tags
box. 1030 lists the more popular tags that were added and/or
associated with various documents. In an embodiment, the

tags that are more popular (e.g., the tags that appear in more
documents) are presented in a larger font. In an embodiment,
the more popular the tab the larger the font.
0107 FIG. 11 shows a screenshot of an example of sub
scriptions page 1100. Subscriptions page 1100 may include
home tab 1002, search tab 1004, upload tab 1006, subscrip
tions tab 1008, and settings tab 1010. Subscriptions page
1100 may also include documents tab 1102, tags tab 1104,
authors tab 1106, workspaces tab 1108, and document sub
scriptions 1110. Document subscriptions 1110 may include
title column 1112, created-by column 1114, and last-modi
fied column 1116. In other embodiments, Subscriptions page
1100 may not have all of the elements listed and/or may have
other elements instead of or in addition to those listed.

0108 Home tab 1002, search tab 1004, upload tab 1006,
subscriptions tab 1008, and settings tab 1010 were described
in conjunction with FIG. 10, above. Subscriptions page 1100
displays information about Subscriptions to which the user is
currently subscribed. Subscription page 1100 is the webpage
that is displayed to the user in response to selecting Subscrip
tions tab 1008.

0109 Documents tab 1102 brings the user to a webpage
that displays a list of documents to which the user is sub
scribed. Upon selecting documents tab 1102, the document
management system 301 sends a webpage to user system 12
that displays information about the documents to which the
user is subscribed. Similarly, tags tab 1104 brings the user to
a webpage that displays a list of tags to which the user is
Subscribed, and upon selecting tags tab 1104, the document
management system 301 sends a webpage to user system 12
that displays information about the tags to which the user is
subscribed. Likewise, authors tab 1106 brings the user to a
webpage that displays a list of authors to which the user is
subscribed, and upon selecting authors tab 1106, the docu
ment management system 301 sends a webpage to user sys
tem 12 that displays information about the authors to which
the user is subscribed. Also, workspaces tab 1108 brings the
user to a webpage that displays a list of documents to which
the user is Subscribed, and upon selecting workspaces tab
1108, the document management system 301 sends a
webpage to user system 12 that displays information about
the workspaces to which the user is subscribed.
0110 Document subscriptions 1110 is a collection of
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date (and optionally may include the time) that the corre
sponding document listed in title column 1112 in the same
row was last modified.

0111 FIGS. 12, 13, and 14 show screenshots of examples
of subscriptions pages 1200. 1300, and 1400 respectively,
which are related to subscriptions page 1100. Subscriptions
pages 1200, 1300 and 1400 may each include home tab 1002,
search tab 1004, upload tab 1006, subscriptions tab 1008, and
settings tab 1010, documents tab 1102, tags tab 1104, authors
tab 1106, and workspaces tab 1108.
(O112 Home tab 1002, search tab 1004, upload tab 1006,
subscriptions tab 1008, and settings tab 1010 were described
in conjunction with FIG. 10, above, and documents tab 1102,
tags tab 1104, authors tab 1106, and workspaces tab 1108
were described in conjunction with FIG. 11, above.
0113 FIG. 12 shows a screenshot of an example of tag
subscriptions 1210, which includes tag names 1212 and from
profiles 1214 (in addition to the elements discussed above that
are common to FIGS. 11-14). In other embodiments, sub
scriptions page 1200 may not have all of the elements listed
and/or may have other elements instead of or in addition to
those listed.

0114 Subscriptions page 1200 also displays information
about subscriptions to which the user is currently subscribed.
However, the information displayed on Subscriptions page
1200 relates to the tags to which the user is subscribed.
Subscription page 1200 is the webpage that is displayed to the
user in response to selecting tags tab 1104. Tag subscriptions
1210 includes the information about the tags to which the user
is subscribed that is displayed upon selecting tags tab 1204.
Tags names 1212 is a list of the names of the tags to which the
user is subscribed. From-profiles 1214 lists the name of the
corresponding profile (if any) that is associated with the user
and that generated the Subscription to the tag in the same row.
Thus, if a user is assigned a profile A, and profile A includes
a subscription to tab B, then B will be listed in tag names 1212
on the same line as which A is listed in by-profile 1214.
0115 FIG. 13 shows a screenshot of an example of author
subscriptions 1310, which includes author names 1312 and
from-profiles 1314 (in addition to the elements common to
FIGS. 11-14). In other embodiments, subscriptions page
1300 may not have all of the elements listed and/or may have
other elements instead of or in addition to those listed.

0116. From-profiles 1314 is similar to from-profiles 1214,
which was described in conjunction with FIG. 12. Subscrip
tions page 1300 also displays information about subscriptions
to which the user is currently subscribed. However, the infor
mation displayed on subscriptions page 1300 relates to the
authors to which the user is subscribed. Subscription page
1300 is the webpage that is displayed to the user in response
to selecting authors tab 1106. Author subscriptions 1310
includes the information about the authors to which the user

information about documents to which the user is subscribed.

is Subscribed that is displayed upon selecting authors tab

Selecting documents tab 1102 may cause document Subscrip
tions 1110 to be displayed, if document subscriptions 1110 is
not already being displayed. In an embodiment, as a default,
when Subscription page 1100 is opened, document Subscrip
tions 1110 are displayed. Title column 1112 includes a list of

to which the user is subscribed. From-profiles 1314 lists the
name of the corresponding profile (if any) that is associated
with the user and that generated the subscription to the author

titles of documents to which the user is subscribed. Created

by column 1114 includes the authors that created the corre
sponding document in the same row, whose title is listed in
title column 1112. Last-modified column 1116 includes the

1106. Author names 1312 is a list of the names of the authors

in the same row.

0117 FIG. 14 shows a screenshot of an example of work
spaces Subscriptions 1410, which includes workspace names
1412 and from-profiles 1414 (in addition to the elements
discussed above that are common to FIGS. 11-14). In other

US 2015/0039560 A1

embodiments, subscriptions page 1400 may not have all of
the elements listed and/or may have other elements instead of
or in addition to those listed.

0118. Subscriptions page 1400 also displays information
about subscriptions to which the user is currently subscribed.
However, the information displayed on Subscriptions page
1400 relates to the workspaces to which the user is sub
scribed. Subscription page 1400 is the webpage that is dis
played to the user in response to selecting workspaces tab
1108. Workspaces subscriptions 1410 includes the informa
tion about the workspaces to which the user is subscribed that
is displayed upon selecting authors tab 1106. Workspace
names 1412 is a list of the names of the workspaces to which
the user is subscribed. From-profiles 1414 lists the name of
the corresponding profile (if any) that is associated with the
user and that generated the Subscription to the workspace in
the same row. From-profiles 1414 is similar to from-profiles
1214, which was described in conjunction with FIG. 12.
0119 FIG. 15 shows an example of settings page 1500.
Settings page 1500 may include home tab 1002, search tab
1004, upload tab 1006, subscriptions tab 1008, and settings
tab 1010. Settings page may include user detail 1502, notifi
cation settings 1504, change password 1506, user adminis
tration 1508, role administrations 1510, profile administra
tion 1512, document type administration 1514, and user
details 1516. In other embodiments, settings page 1500 may
not have all of the elements listed and/or may have other
elements instead of or in addition to those listed.

0120 Home tab 1002, search tab 1004, upload tab 1006,
subscriptions tab 1008, and settings tab 1010 were explained
above in conjunction with FIG. 10. User details 1502 may
allow the users to enterinformation about themselves, such as

their names, e-mail address, company name, job title, time
Zone, and the language that the user uses on the website. User
details 1502 may include information about the user that is
used for setting up an account and/or managing the user's
acCOunt.

0121 Notification settings 1504 include settings that
relate to the form in which the user will be automatically
notified of changes to documents and the frequency with
which the user will be notified of changes to the document. In
an embodiment, the notifications that are associated with

notifications settings 1504 may occur regardless of whether
the user downloaded or opened a version of the document to
user system 12 (FIGS. 1 and 2). Notification settings 1504
may include a choice of whether to send the notification via
e-mail, and/or a Really Simple Syndication (RSS) feed. Noti
fication settings 1504 may allow a user to choose whether to
receive notification nightly as part of a batch of updates that
occurred the previous day or as the changes occur in the
document. Notification settings 1504 may allow a user to
indicate whether to automatically subscribe the user to any
document that the user comments upon. Change password
1506 may allow a user to change their password.
0122 User administration 1508 includes options that
allow an administrator to add users and/or remove users. For

example, user administration 1508 may include a link that
causes the sending of an invitation for a potential user to
become a new user of document management system 301.
User administration 1508 may include a link that disables a
user, enables a user, and/or resets a password of a user. User
administration 1508 may allow an administrator to view a list
of users, their e-mail addresses, and/or other information
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about the users. User administration 1508 may include a field
for entering a search String for searching for a user.
(0123 Role administrations 1510 allows the administrator
to setup and/or edit the roles that are available to be assigned
to a user. Role administrator 1510 may allow an administrator
to change, add and/or remove the privileges that are associ
ated with each role. Role administrator 1510 may be capable
of adding new roles. Some examples of Some roles may be
viewer, commentator, administrator, and/or application
exchange user. A given user may be assigned multiple roles.
For example, if a user is assigned only the roles of commen
tator and viewer, then the user may be allowed to add com
ments about documents and view documents, but may not
have the privileges associated with an administrator or appli
cation exchange user.
0.124 Profile administrator 1512 may allow the creation of
profiles, removal of profiles, and/or the assignment and/or
change of privileges associated with a given profile. A profile
assigned to a user may determine the workspaces that the user
can access and a combination of one or more roles in which

the user can access those workspaces. For example, one pro
file may allow access to workspace A only as a viewer and to
workspace B as a commentator. A profile may have a set of
actions that are allowed. As another example one profile may
allow the creation of roles, while another profile may allow
the viewing of roles, but not the creation of roles. Each profile
may have a set of webpages that are viewable by a user having
that profile. For example, one profile may not allow a user to
view the settings tab, or may render a settings webpage with
fewer options than are available for modification by another
profile.
0.125 Document type administration 1514 allows the user
to edit, add and/or remove the document types that are avail
able for assigning to any given document. A document type is
a description of a type of document. A document that is
assigned a document type has one or more characteristics that
are described by the document type. Some examples of docu
ment types may be competitive information, competitive
alert, business operations, industry briefing, marketing cam
paign, research publication, and sales aid. Each document in
a given document type may have properties associated with
that document type. A property is a description of one or more
characteristics that are associated with a document type.
Examples of the properties associated with a type may be
competitor, approved for client use, and industry. Whena user
uploads a new document, and adds the new document to
document management storage 302 (FIGS. 1 and 3), the user
may be requested to assign one or more document types to the
document. Each property may have a list of possible values
and the administrator may be able to select whether that list is
available to choose in a pick list, is a required property of the
type, and/or whether the property is available to use as a filter
while searching. For example, the document type business
operations may have a property business operations, which in
turn may be capable of assuming the values of attrition, pro
curement, credit collections, general, and/or order manage
ment. User detail settings 1516 are used for entering details
about a user. The user may use user detail settings 1516 for
editing information about the user's self.
0.126 FIGS. 16-24 show screenshots of examples of set
tings pages 1600-2400, respectively. Settings pages 1600
2400 may each include home tab 1002, search tab 1004,
upload tab 1006, subscriptions tab 1008, settings tab 1010,
user detail 1502, notification settings 1504, change password
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1506, user administration 1508, role administrations 1510,

profile administration 1512, and document type administra
tion 1514.

0127 Home tab 1002, search tab 1004, upload tab 1006,
subscriptions tab 1008, and settings tab 1010, are discussed
above in conjunction with FIG. 10, above, and user detail
1502, notification settings 1504, change password 1506, user
administration 1508, role administrations 1510, profile
administration 1512, and document type administration 1514
are discussed above in conjunction with FIG. 15, above.
0128 FIG. 16 shows notification settings 1601, which
may include notification type 1602, frequency 1604, and
automatically subscribe 1606 (in addition to the elements
discussed above that are common to FIGS. 15-24). In other
embodiments, settings page 1600 may not have all of the
elements listed and/or may have other elements instead of or
in addition to those listed.

0129. Notification settings 1601 may be used by the user
and/or administrator to set preferences related to the notifi
cations received about documents being updated. Notifica
tion type 1602 enables the user to select the type of notifica
tion of an update that the user would like to receive. In FIG.
16, the user has selected to receive the notification via e-mail.

In an embodiment, the user may also be able to receive the
notification via a RSS feed, for example. Frequency 1602
enables the user to select how frequently the user will receive
the notification. For example, in an embodiment, the user may
select whether to receive the notification every time the docu
ment is updated or once every night as part of a batch notifi
cation. Automatically subscribe 1606 allows the user to select
whether to be automatically subscribed to the comments
associated with a document for which the user is the author.

0130 FIG. 17 shows a screenshot of an example of user
information settings 1701, which includes filter-by-name
1702, send invite 1704, disable user 1706, enable user 1708,

reset password 1710, add user 1712, email 1716, user names
1714, status 1718, and profile 1720 (in addition to the ele
ments discussed above that are common to FIGS. 15-24). In
other embodiments, settings page 1700 may not have all of
the elements listed and/or may have other elements instead of
or in addition to those listed.

0131 User information settings 1701 shows information
about one or more users, and may be viewed and/or edited by
an administrator. Filter-by-name 1702 enables the adminis
trator limit the users listed to a single name or a group of users
that share the same name or that share a string of the same
characters within their respective names. Filter-by-name
1702 may be used to search for the name of a particular user.

Feb. 5, 2015

a number of situations. For example, the user may forget their
password, the user's password may become compromised,
and/or the administrator may want to periodically force users
to choose new passwords so that if a password does fall into
the wrong hands, the unauthorized access is only a temporary
even if none of the users or administrators are aware that the

password is in the hands of an unauthorized person. Add user
1712 allows the administrator to add a user. Add user 1712

may allow the user to be added without consent of the user
and/or may be used to add a user that accepted an invitation.
Alternatively, accepting the invitation may add the user auto
matically, without the administrator performing any further
action. User names 1714 is a list of user names. If filter-by
name 1702 is blank, user names 1714 may include the entire
list of user names. If filter-by-name 1702 is not blank, then
only user names that are not removed by the string of char
acters entered into filter-by-name 1702 are displayed in user
names 1714. Emails 1716 are the emails of the users listed in

user names 1714. Status 1718 displays the status of each user
listed in user names 1714. Some examples of possible sta
tuses that may be listed are active, inactive, invited, and/or
disabled. Profile 1720 is a list of profiles that have been
assigned to the corresponding user names of user names
1714. In an embodiment, if a user belongs to multiple groups
(each having their own profile), the user's name is listed
multiple times—once for each group to which the user is a
member, and after each listing of the user name a different
profile is listed in profiles 1720.
I0133 FIG. 18 shows a screenshot of an example of invite
settings 1801, which includes name 1802, e-mail 1804,
remove-last-user 1806, add-more-users 1808, select-a-pro
file 1810, and add-users-to-additional-workspace 1812 (in
addition to the elements discussed above that are common to

FIGS. 15-24). In other embodiments, settings page 1800 may
not have all of the elements listed and/or may have other
elements instead of or in addition to those listed.

I0134) Invite settings 1801 is a webpage that may be used
for inviting a user to join a group. Invite page 1801 may be
presented in response to selecting send invite 1704 (FIG. 17).
Name 1802 is a field in which an administrator may enter the
name of a user that the administrator wishes to invite to join a
group. E-mail 1804 is a field in which an administrator may
enter an e-mail address to which the administrator desires to

send the invitation. Remove-last-user 1806 may allow the
administrator to remove the last user from being sent an
invitation. Add-more-users 1808 may allow the administrator
to add more invitations to a list of users to whom invitation

Send invite 1704 allows an administrator to send an invitation

will be sent. Select-a-profile 1810 allows the administrator to
select a profile for a user, thereby selecting a group in which

to a user to join one or more groups that share a corresponding

the user will be a member. Add-users-to-additional-work

set of documents. Disable user 1706 allows the administrator

to disable a particular user that is a member of a particular
group. Once disabled, the user can no longer access the shared
documents of the group that the user is a member of. A user
may be disabled for any of a number of reasons. For example,
the administrator may disable a user that was not behaving
properly. As a security measure, a user that is absent for an
extended period may be disabled. A user may also be tempo
rarily disabled while performing maintenance to the system
16 and/or while making changes to the user's account. Enable
user 1708 allows the administrator to enable a user that was

previously disabled.
0132 Reset password 1710 allows the administrator to
reset the password of user, which may be desirable in any of

space 1812 allows the administrator to grant users access to
other workspaces.
0.135 FIG. 19 shows a screenshot of an example of profile
administration settings 1901, which includes profile names
1902, descriptions 1904, delete links 1906, and add-profile
1908 (in addition to the elements discussed above that are
common to FIGS. 15-24). In other embodiments, settings
1900 may not have all of the elements listed and/or may have
other elements instead of or in addition to those listed.

0.136 Profile administration settings 1901 is a webpage
that may be used for managing profiles. Using profile admin
istrator 1901 the administrator may view a list of current
profiles, delete profiles, and/or initiate creating a new profile.
Profile administration settings 1901 may be presented in
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response to selecting profile administration 1510 (FIG. 15).
Profile names 1902 is a list of profiles that are currently active.
Descriptions 1904 are a list of descriptions (if present) of the
profiles listed in profile names 1902. Each of descriptions
1904 corresponds to the name of the profile that is on the same
line. Delete links 1906 are links that, when selected, cause the

profile whose name is listed on the same line to be deleted.
Add profile 1908 is a link that brings the administrator to a
webpage for adding a new profile.
0.137 FIG. 20 shows a screenshot of an example of an add
profile role settings 2001, which includes profile name 2002,
description 2004, roles tab 2006, actions tab 2008, dashboard
tab 2010, workspaces 2012, and roles 2014 (in addition to the
elements discussed above that are common to FIGS. 15-24).
In other embodiments, settings 2000 may not have all of the
elements listed and/or may have other elements instead of or
in addition to those listed.

0.138. Add profile role settings 2001 may be one or several
webpages for creating a new profile. Add profile role settings
2001 may allow an administrator to select roles for that are
assigned to a profile. Profile name 2002 is a field within which
the administrator may insert the name that the administrator
would like to assign to the new profile. Description 2004
includes a field within which the administrator inserts a

description of the intended group of users to which the profile
is expected to be assigned. Roles tab 2006 brings an admin
istrator to webpage for selecting roles that will be associated
with the new profile. In an embodiment, if add profile settings
2001 is not the current webpage, selecting roles tab 2006
causes add profile 2001 to be displayed. Actions tab 2008
brings the administrator to a webpage for selecting actions
that members of the group are allowed to perform. Dashboard
tab 2010 brings the administrator to a webpage that allows the
administrator to select which windows are available to the

user when viewing homepage 1000 (FIG. 10). Workspaces
2012 are a list of current workspaces available to document
management system 301 (FIGS. 1 and 3). Roles 2014 are a
column of pull down menus. Each pull down menu is asso
ciated with the workspace listed on the same row in work
spaces 2012. Each of the pull down menu includes a list of
roles that may be assigned to the workspace. Users that are
assigned to the new profile will be able to access the work
spaces listed in workspaces 2012 in the manners allowed by
the corresponding roles listed in roles 2014. The names of
workspaces may appear multiple times in workspaces 2012
so that more than one role may be assigned to the workspace.
In an embodiment, if no role is chosen for a given workspace,
then members of the new profile are not granted access to that
workspace (unless the user is also a assigned to another pro
file that allows access to that workspace).
0139 FIG. 21 shows a screenshot of an example of add
profile settings 2101, which includes profile name 2002,
description 2004, roles tab 2006, actions tab 2008, dashboard
tab 2010, profile actions 2102, and description 2104 (in addi
tion to the elements discussed above that are common to

FIGS. 15-24). In other embodiments, settings page 2100 may
not have all of the elements listed and/or may have other
elements instead of or in addition to those listed.

0140. Add profile action settings 2101 may be one of
several a webpages for creating a new profile, and for select
ing actions for that profile. Although a role may have one or
more actions associated with the role, allowing the adminis
trator to assign actions to a profile allows the administrator to
assign a combination of actions that cannot be created by any
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combination of the roles currently available, without creating
a new role. Profile name 2002, description 2004, roles tab
2006, actions tab 2008, and dashboard tab 2010 were

described in conjunction with FIG. 20, above. Profile actions
2102 are a list of actions that may be selected by the admin
istrator. The actions selected are available to those assigned to
the new profile. Descriptions 2104 describe the actions of
actions 2102. The description of descriptions 2104 that is in
the same row as an action describes that action.

0141 FIG. 22 shows a screenshot of an example of role
administration settings 2201, which includes role names
2202, descriptions 2204, delete links 2206, and add role 2208
(in addition to the elements discussed above that are common
to FIGS. 15-24). In other embodiments, settings page 2200
may not have all of the elements listed and/or may have other
elements instead of or in addition to those listed.

0.142 Role administration settings 2201 is a page for man
aging roles. Role names 2202 lists the names of the roles
available for the administrator to choose from. Description
2204 describes roles having role names 2202. Delete links
2206 are links that may be used to delete a role. Add role 2208
brings the user to a page that enables the administrator to add
a role.

0.143 FIG. 23 shows a screenshot of an example of add
role settings 2301, which includes role name 2302, descrip
tion 2304, actions 2306, and descriptions 2308 (in addition to
the elements discussed above that are common to FIGS.

15-24). In other embodiments, settings page 2300 may not
have all of the elements listed and/or may have other elements
instead of or in addition to those listed.

0144. Add role settings 2301 is a page for adding, remov
ing, and/or deleting roles. Selecting add role 2208 (FIG. 22)
may bring the administrator to add role settings 2301. Role
name 2302 is the name that the administrator may assigns to
the new role that is being added by entering the name into the
field associated with role name 2302. Description 2304 is
used by the administrator to enter the description of the role
that the administrator feels is appropriate. Actions 2306 lists
the names of the actions available for the administrator to

choose from. The combination of actions selected by the
administrator may become the combination of actions that
make up the new role. In an embodiment, the administrator
selects an action bys selecting a corresponding checkbox.
Description 2308 may describe the actions that are named in
actions 2306. The description describes the action that is in
the same row.

0145 FIG. 24 shows a screenshot of an example of docu
ment type administration settings 2401, which includes docu
ment types 2402, descriptions 2404, actions 2406, and add
new type 2408 (in addition to the elements discussed above
that are common to FIGS. 15-24). In other embodiments,
settings page 2400 may not have all of the elements listed
and/or may have other elements instead of or in addition to
those listed.

0146 Document type administration settings 2401 is a
page for managing document types. Document types 2402
lists the names of the document types available for the user to
choose from. Descriptions 2404 describe document types
2402. The description and document type that are on the same
row correspond to one another, Such that the description
describes the document type. Actions 2406 are links that may
be used to delete or activate a document type. Add new type
2408 brings the user to a page that enables the administrator
to add a document type. In an embodiment, each document
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type may be nothing more than a name of a type of document
that is available for the users to associate with any document.
0147 FIG.25 is a screenshot of an embodiment of a docu
ment webpage 2500 for viewing details about a document.
Document webpage 2500 includes preview 2502, author
2504, creation date 2506, revision data 2508, vote 2510,

description 2511, tags 2512, workspace 2514, page link 2516,
subscription indication 2518, favorites indication 2520,

download button 2522, revise button 2524, delete button

2526, publish to workspace button 2528, comments tab 2530,
version tab 2532, subscribers tab 2534, and downloads 2536.

In other embodiments, document webpage 2500 may not
have all of the elements listed and/or may have other elements
instead of or in addition to those listed.

0148 Document webpage 2500 includes information
about a document stored in document management storage
302. Selecting one of the documents in one of the boxes of
homepage 1000 or search page 1100 causes a document
webpage 2500 to be presented. Preview 2502 shows an
excerpt of the document. Author 2504 includes the name oran
identifier of the author of the document. Creation date 2506 is

the date at which the document was created or first uploaded
to document management system 301. Revision data 2508
may include the name of the last person to revise the docu
ment, the date of the most recent revision, and/or other infor
mation about the revisions of the document. Vote 2510 is an

indication of how many people voted for and/or against the
document. There may also be a link for placing a vote for
and/or against the document. Description 2511 may include a
brief description of the document. Tags 2512 are a list of tags
that are associated with the document. Workspace 2514 is a
list of workspaces where the document is stored. Page link
2516 is a link to the location (e.g., a URL) where the document
can be found.

0149 Subscription indication 2518 indicates whether the
current user is subscribed to the document. Subscription indi
cation 2518 may include a button that initiates and/or termi
nates a subscription to a document. Favorites indication 2520
indicates whether the current user has the document included

within the user's list of favorite documents to view, each

listing in the favorites list may be associated with a link (e.g.,
a shortcut) to the document. Favorites indication 2520 may
include abutton that adds and/or removes the document from

being on a list of links to documents (e.g., favorite docu
ments) to view. Downloadbutton 2522 initiates a download of
the document from document management system 301
(FIGS. 1 and 3) to user system 12 (FIGS. 1 and 2). Revise
button 2524 initiates a process that allows the user to revise
the document. Delete button 2526 causes the document to be

deleted. Publish to workspace 2528 causes the document to
be published to a workspace where other members of the
group may view and/or edit the document. Comments tab
2530 brings the user to a webpage that allows the user to view
comments added by others and/or add comments about the
document. Version tab 2532 brings the user to a webpage that
allows the user to view other versions (e.g., older versions) of
the document. Subscribers tab 2534 brings the user to a page
that allows the user to view a list of subscribers. Downloads
2536 allows the user to view documents and/or revisions that

were recently downloaded to update the document.
Method for Using the Environment (FIGS. 1 and 2)
0150 FIG. 26 shows a flowchart of an example of a
method 2600 of using environment 10. In step 2610, user
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system 12 (FIGS. 1 and 2) establishes an account. In step
2612, one more tenant process space 104 (FIG.2) are initiated
on behalf of user system 12, which may also involve setting
aside space in tenant space 112 (FIG. 2) and tenant data 114
(FIG. 2) for user system 12. Step 2612 may also involve
modifying application metadata to accommodate user system
12. In step 2614, user system 12 uploads data. In step 2616,
one or more data objects are added to tenant data 114 where
the uploaded data is stored. In step 2618, methods and the
code for generating the webpages associated with FIGS. 6-25
may be implemented. The user of method 2600 may represent
an organization that is a tenant of system 16 (FIG. 1) or may
be associated with the tenant. In an embodiment, each of the

steps of method 2600 is a distinct step. In another embodi
ment, although depicted as distinct steps in FIG. 26, steps
2602-2618 may not be distinct steps. In other embodiments,
method 2600 may not have all of the above steps and/or may
have other steps in addition to or instead of those listed above.
The steps of method 2600 may be performed in another order.
Subsets of the steps listed above as part of method 2600 may
be used to form their own method.

Method for Creating the Environment (FIGS. 1 and 2)
0151 FIG. 27 is a method of making environment 10, in
step 2702, user system 12 (FIGS. 1 and 2) is assembled,
which may include communicatively coupling one or more
processors, one or more memory devices, one or more input
devices (e.g., one or more mice, keyboards, and/or scanners),
one or more output devices (e.g., one more printers, one or
more interfaces to networks, and/or one or more monitors) to
one another.

0152. In step 2704, system 16 (FIGS. 1 and 2) is
assembled, which may include communicatively coupling
one or more processors, one or more memory devices, one or
more input devices (e.g., one or more mice, keyboards, and/or
scanners), one or more output devices (e.g., one more print
ers, one or more interfaces to networks, and/or one or more

monitors) to one another. Additionally assembling system 16
may include installing application platform 18, network inter
face 20, tenant data storage 22, System data storage 24, sys
tem data 25, program code 26, process space 28, UI 30, API
32, PL/SOOL 34, save routine 36, application setup mecha
nism 38, applications servers 100-100 system process
space 102, tenant process spaces 104, tenant management
process space 110, tenant space 112, tenant data 114, and
application metadata 116 (FIG. 2).
0153. In step 2706, user system 12 is communicatively
coupled to network 104. In step 2708, system 16 is commu
nicatively coupled to network 104 allowing user system 12
and system 16 to communicate with one another (FIG. 2). In
step 2710, one or more instructions may be installed in system
16 (e.g., the instructions may be installed on one or more
machine readable media, Such as computer readable media,
therein) and/or system 16 is otherwise configured for per
forming the steps of methods and generating the webpages
associated with FIGS. 6-25. For example, as part of step 2710,
one or more instructions may be entered into the memory of
system 16 for creating document management storage 302,
transferring documents to the document management Stor
age, implementing server-side tracker 307, generating and
updating IDS 306a-n, uploading documents, storing docu
ments, searching for documents, Subscribing user to Subscrip
tion, and/or inviting users to join a group that is authorized to
access the document management storage 302 (FIG.3). In an
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embodiment, each of the steps of method 2700 is a distinct
step. In another embodiment, although depicted as distinct
steps in FIG.16, steps 2702-2708 may not be distinct steps. In
other embodiments, method 2700 may not have all of the
above steps and/or may have other steps in addition to or
instead of those listed above. The steps of method 2700 may
be performed in another order. Subsets of the steps listed
above as part of method 2700 may be used to form their own
method.
Extensions and Alternatives

0154) In an embodiment, a timestamp of the last time that
the document was altered may be included in ID 500 instead
of, or in addition to, version number 502 and/or hash value

504 (FIG. 5). In an embodiment, only one of version number
502 and hash value 504 is included in ID 500. In an embodi

ment, version number 502 is a value that is incremented every
time that that document is altered. In an embodiment, version

number 502 is a value that is decremented every time that a
document is altered.

0155. In an embodiment only the latest approved version
of a document is available for viewing by users. For example,
a first user downloads a document to their user system. Then
a second user updates the document in the system. System 16
may be configured to route document changes entered by the
second user to a workflow, so that document changes can be
approved before being published. While the document in
undergoing an approval workflow (in other words, prior to the
changes being approved), if the first user opens the document
the first user will not be notified of any of the changes made by
the second user, because the first user is still viewing the latest
approved document. When the document is approved, the first
user would be notified if the document is opened on the first
user's desktop.
0156. In an embodiment, the downloading of a document
from document management storage 302 (FIG. 3) to the
user's system may entail the following steps on the client side.
In one of the steps the user sends a request for a copy of one
of documents 304a-n (FIG. 3). In one of the steps, the user's
system receives a copy of the document (document 406 of
FIG. 4). In one of steps the document is stored in a location in
memory 400 (FIG. 4). In one of the steps client-side tracker
410 (FIG. 4) records the location of where document 400 is
located, so that client-side tracker only needs to monitor the
locations to where the documents were downloaded in order
to determine whether one of the documents downloaded from

document management system 301 (FIG. 3) was opened. In
another embodiment, upon installation or at another time, the
user designates a particular location where all documents that
were downloaded from document management system 301
will be stored, and when downloading a document from docu
ment management system 301, client-side tracker 410
ensures that the document is stored in the designated location.
Alternatively, client-side tracker 410 tracks the entire user
system or is triggered to launch by the opening of document
406 (FIG. 4). In an embodiment, the client-side tracker 410
may include a file browser for browsing documents in docu
ment management storage 302.
0157 Each embodiment disclosed herein may be used or
otherwise combined with any of the other embodiments dis
closed. Any element of any embodiment may be used in any
embodiment.

0158 While the invention has been described by way of
example and in terms of the specific embodiments, it is to be
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understood that the invention is not limited to the disclosed

embodiments. To the contrary, it is intended to cover various
modifications and similar arrangements as would be apparent
to those skilled in the art. Therefore, the scope of the
appended claims should be accorded the broadest interpreta
tion so as to encompass all Such modifications and similar
arrangements.

1. A method for pushing data to a plurality of subscribers at
a plurality of organizations, comprising:
receiving a request for a Subscription associated with
receiving information related to a document stored on
behalf of a first organization, the request including Sub
Scription information;
storing the request to a portion of a database limited to
information of the first organization; and
querying the Subscription information for at least the first
organization to determine whether a Subscriber is to
receive a copy of the document when the document is
modified.

2. The method of claim 1, further comprising sending a
notification of any update of the document to the subscriber
based on results of the querying.
3. The method of claim 2, the sending of the notification
being via sending an e-mail.
4. The method of claim 1, further comprising notifying the
subscriber of an update to the document via a Really Simple
Syndication feed, based on the querying.
5. The method of claim 1, further comprising:
forcing a subscription by determining that at least one
group of members includes at least one member of the
first organization that is to have a Subscription; and
the forcing causing the receiving of the request on behalf of
the at least one group.
6. The method of claim 5, further comprising:
assigning a Subscription to a profile, and
assigning of the profile to the Subscriber, therein assigning
the subscription to the subscriber.
7. The method of claim 1, further comprising:
sending a request for a frequency at which the querying is
performed.
8. The method of claim 1, the request including an identi
fication of the document to which the subscription is
requested.
9. The method of claim 1, the request including an identi
fication of a tag that is associated with the document, and the
Subscription being for a document associated with the tag.
10. The method of claim 1, the request including an iden
tification of an author that authored the document, and the

Subscription being for a document authored by the author.
11. The method of claim 1, the request including an iden
tification of a workspace in which the document is stored, and
the subscription being for a document stored within the work
Space.

12. The method of claim 1, the request being received from
a U.S.

13. The method of claim 1, the request being received from
an administrator.

14. The method of claim 1, further comprising receiving a
revision of the document, the querying being performed in
response to receiving the revision.
15. The method of claim 1, further comprising receiving a
comment about the document, the querying being performed
in response to receiving the comment.
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16. The method of claim 1, further comprising:
sending a notification of an update of the document to the
Subscriber based on results of the querying:
providing an option to a user to choose whether to receive
the notification via e-mail or via a Really Simple Syn
dication feed, based on the querying:
providing an option to an administrator to force a subscrip
tion by at least determining one member of the first
organization that is to have a Subscription, and causing
the receiving of the request on behalf of the at least one
member, the determining and the causing being caused
by at least assigning a Subscription to a profile, and
assigning the profile to the Subscriber, therein assigning
the subscription to the subscriber;
sending a request for a frequency at which the sending of
the notification is performed:
providing an option to choose whether the request includes
an identification of the document to which the subscrip
tion is requested, an identification of a tag that is asso
ciated with the document, an identification of an author
that authored the document, or an identification of a

workspace in which the document is stored;
providing an option to select whether the querying is per
formed in response to receiving a revision of the docu
ment; and

providing an option to select whether the querying is per
formed in response to receiving a comment about the
document.

17. A method for pushing data to a plurality of subscribers
at a plurality of organizations, comprising:
sending a request for a subscription associated with receiv
ing information related to a document stored on behalf
of a first organization, the request including Subscription
information, the document being accessible by a group
of users;

receiving a notification related to a change made to the
document by a member of the group of users.
18. A machine-readable medium storing thereon one or
more instructions, which when implemented cause a proces
Sor to implement a method for pushing data to a plurality of
Subscribers at a plurality of organizations, the method com
prising:
receiving a request for a Subscription associated with
receiving information related to a document stored on
behalf of a first organization, the request including Sub
Scription information;
storing the request to a portion of a database limited to
information of the first organization; and
querying the Subscription information for at least the first
organization to determine whether a Subscriber is to
receive a copy of the document when the document is
modified.

19. The machine-readable medium of claim 18, the method

further comprising sending a notification of any update of the
document to the Subscriber based on results of the querying.
20. The machine-readable medium of claim 19, the send

ing of the notification being via sending an e-mail.
21. The machine-readable medium of claim 18, the method

further comprising notifying the Subscriber of an update to
the document via a Really Simple Syndication feed, based on
the querying.

22. The machine-readable medium of claim 18, the method

further comprising:
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forcing a subscription by determining that at least one
group of members includes at least one member of the
first organization that is to have a Subscription; and
the forcing causing the receiving of the request on behalf of
the at least one group.
23. The machine-readable medium of claim 22, the method

further comprising:
assigning a Subscription to a profile, and
assigning of the profile to the Subscriber, therein assigning
the subscription to the subscriber.

24. The machine-readable medium of claim 18, the method

further comprising:
sending a request for a frequency at which the querying is
performed.
25. The machine-readable medium of claim 18, the request
including an identification of the document to which the
Subscription is requested.
26. The machine-readable medium of claim 18, the request
including an identification of a tag that is associated with the
document, and the Subscription being for a document associ
ated with the tag.
27. The machine-readable medium of claim 18, the request
including an identification of an author that authored the
document, and the Subscription being for a document
authored by the author.
28. The machine-readable medium of claim 18, the request
including an identification of a workspace in which the docu
ment is stored, and the Subscription being for a document
stored within the workspace.
29. The machine-readable medium of claim 18, the request
being received from a user.
30. The machine-readable medium of claim 18, the request
being received from an administrator.
31. The machine-readable medium of claim 18, the method

further comprising receiving a revision of the document, the
querying being performed in response to receiving the revi
Sion.

32. The machine-readable medium of claim 18, the method

further comprising receiving a comment about the document,
the querying being performed in response to receiving the
COmment.

33. The machine-readable medium of claim 18, the method

further comprising:
sending a notification of an update of the document to the
Subscriber based on results of the querying:
providing an option to a user to choose whether to receive
the notification via e-mail or via a Really Simple Syn
dication feed, based on the querying:
providing an option to an administrator to force a subscrip
tion by at least determining one member of the first
organization that is to have a Subscription, and
causing the receiving of the request on behalf of the at least
one member, the determining and the causing being
caused by at least assigning a Subscription to a profile,
and assigning the profile to the Subscriber, therein
assigning the Subscription to the Subscriber;
sending a request for a frequency at which the sending of
the notification is performed:
providing an option to choose whether the request includes
an identification of the document to which the subscrip
tion is requested, an identification of a tag that is asso
ciated with the document, an identification of an author
that authored the document, or an identification of a

WorkSpace in which the document is stored;
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providing an option to select whether the querying is per
formed in response to receiving a revision of the docu
ment; and

providing an option to select whether the querying is per
formed in response to receiving a comment about the
document.

