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(57) Abstract: The present invention provides a method

[Fig- 1] SNTHLSR) for downloading a conditional access system in a broad-
°C (11.0)0 ,,,,,, - IP-TV Bt A(120) casting system in which a transmitter has a DCAS authen-
1 | ftication proxy (AP), a personalization server, a DCAS
BB | { _ provisioning server, and a head end, and in a digital
Aol — broadcasting system in which a receiver has a set-top box
» including a DCAS host. The method for downloading a
=5 ;ﬂg}:g-ﬁ conditional access system for a digital broadcasting com-
op | prises (A) a mutual authentication between the DCAS AP
and the DCAS host and key distribution process, (B) a
b JTVET mutual authentication between the DC.AS. per.sonalization
DCAS ! Perszahz ation EE server and the DCAS host and key distribution process,
Provisioning < Server and (C) a mutual authentication between the DCAS provi-
%ﬁ%r EE (113) sioning server and the DCAS host and key distribution
process. The mutual authentication between the DCAS
AP and the DCAS host and key distribution process in-
; =T cludes: 1) a step of generating a common key from the li-

- EeEdE ; .
Head-end cense number input in the set-top box, 2) a step of per-
14 FF forming a mutual authentication between the DCAS AP
and the DCAS host by using the common key, and 3) a
AA ... Temporary key 110 ... Transmitter (Broadcasting station) step of permitting the DCAS AP to generate a temporary
BB ... Mutual authentication 120 ... IP-TV set-top box key (TK) and distribute the generated key to the DCAS
gg ggrﬁ:lsntrozs;l access system ::; IF-’lfg\f‘is&i::ing Server host .and. the p ersopahzanon server, when the m umal au-
EE ... Session key 113 ... Personalization Server thentication is finished. The mutual authentication be-
FF ... Broadcast content 111 ... Authentication Proxy tween the DCAS personalization server and the DCAS

host and key distribution process includes: 1) a step of
performing a mutual authentication between the personalization server and the DCAS host by using the temporary key, and 2) a
step of permitting the personalization server to generate a session key (SK) and distribute the generated key to the DCAS host and
the DCAS provisioning server, when the mutual authentication is finished. The mutual authentication between the DCAS provi-
sioning server and the DCAS host and key distribution process includes: 1) a step of permitting the DCAS provisioning server to
encode a conditional access system software by using the session key (SK) and transmitting the encoded software to the DCAS
host, and 2) a step of permitting the DCAS host to decode the conditional access system software by using the session key (SK)
and installing the software.
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