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generating a features object comprising the specitication for the manageable feature according to the common management frame -
work protocol, associating the features object to the deployed electronic device, generating a user interface based on the features ob -
ject, and sending configuration message to the deployed electronic device based on user input received through the user interface
and the features object.
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COMMON MANAGEMENT FRAMEWORKS

BACKGRQUND
{0001) Devices, such s printers, scanners, and nebwork siorage devices,
can be deployed on a network o provide corresponding functionality to many
users in an organization. Such deployed devices can include a number of
functions or features that can be condfigured according o the nesds or pulicies
of the organization. The specific manageable features available in particular
deployed device can change with firmware updates or upgrades.

BRIEF DESCRIPTION OF THE DRAWINGS
{60023 FIG. 1 depicts 3 schamatic diagram of an example commion
management framework system.
{00031 FIG. 2 depicts an example OMF controller,
{0004 FIG. 3 depicts an example dataflow for discoverning manageable
features in g deploved slectronic device implemented using a common
management framework,
{0005] FIG. 4 is a flowchart of an exampls method for managing ths
manageable features in a deployed device using a comman management
frasnework.

DETAILED DESCRIPTION

{0008] Examples of the presend disclosure include systems, devices, and
methads for managing slectronic devives in a variety of network environments
using a conumion management framswork. The commaon management
framework can include definitions for data structures and protocols that can
he used by a central CMF controller and deployed devices to communicats
and manage features of the deploved devicas during setup, upgrades, and
repurpose. As used herein, the term "common management framework” can
refer {0 any predetanmined set of regudrements, instructions, file formalg, or
messaging protocols with which a CMF controlier andior a deployed device

can comply to implement various examples of the present disclosurs.
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{00071 i one example, a3 common management framswork (CMF}
coptradier can be nstantiated on a server computer or other computing
system. The CMF condrolier may broadcast a discovery message across a
network according o the definitions of 8 corresponding comman management
framework. in response (o the discovery message, a deployed device, such
as a printer, @ scamesr, a copiey, a storage device, a netwark devipe, and the
iike, can establish a communication session with the CMF controller. Once the
session 8 intigled, the deployed device can ransmit a manageable features
message in compliance with the common manageament ramewark. The
manageable features message can inciude information about the festwres of
the deployed device, Such information can include indications as to which
features are available © be managed, speaifications as {0 how the features
can be corfigured, andfor defintions or instructions as 10 how contrals for the
corresponding the features are o be digplayed as configuration temg in g

user inferface.

{00088  The information in the manageable fealures messages can be
updated, modified, or amended based on the state or version of executable
code or aelectronic files stored in of the deploved device. The manageable
features message can be implementead as a single file or signal in a standard
structure or format the CMF controller can parse andior siors. For exampls,
the format of the manageable features message can be defined n g
configuration file stored in the deployed device by the manufacturer or
distributor. In some implementations, the configuration file can be included in
firmware stored in a non-volatile computer readable medium included in the
deployed.

{00881  Upon receipt of 2 manageable features messags, the CMF
controfiar can parss the information for & particular deployed device {0
dstermineg which fealires are avaiiable, how {0 configure those features, and
how the corresponding controls in & user interface should be displayed. The
CMF controlier can generale a features object that can include gny or sll of
the information iy the manageable features message and associate it with the
depioved device from which the manageable features message was recsived.
The CMF controlter can then use the features object to generale a
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corresponding user interface through which a user can input configuration
settings for the corresponding managesble features

{00101 Such implementations of the present disclosure allow for deployed
devices that use a common management ramework to inform the CMF
controlier of changes in the available manageable featuras. For nstance,
seenanos in which of a irmware update or hardware upgrade change the
available manageable features for a particular deploved device, the
corresponding configuration file or dala can also be updated to reflect those
changes. The canfiguration data can then be used v send a3 new manageabls
features message to the CMF contraller. The information that the CMF
cortroflar yseas 0 manage the manageable features can be included in the
manageable features message. Thus, when a manageable features is added,
removed, or otherwise changed, the CMF controfier used o manags that
device can be updated By a new manageable features message. Accardingly,
the CMF confroller need not be updated independently for revisions to the
configuration file or fymware i the common management ramework
compliant deploved devices. Such implementations can reduce the time and
affort spent on maintaining the CMF contraller, thus simplifying the update
process and management of the deploved devices.

{66113 FiG. 1 depicts an example system 100 that includes multiple
deployed devices 110 and a CMF controller 150, according to examples of the
presert disclosure. As shown, each of the deployed devices 110 can be
coupled 16 a8 network 115, In addidion, the CMF controlier 150 can also be
gouplad © the nebwork 115,

{00121  The network 115 can include any type of electronic camynunication
media or protoco!, such as a incal area network (LAN), 8 wide area network
{WANMN)Y, a wireless natwork, g virtuat privale nebwork (VPN), a local bus {8.gq.,
universal serial hus or "USE”), or the ike. For exampls, the network 115 can
include aowired convnunication nebwork implementing any variant of the IBEEER
802.3 or other Ethernat typs network protocol. In some examples, a wired
connnunication connsction can includs a USR or other serial or parallsl
sormunication protacol, i other examples, the network 115 can include g
wireless communication network, such as wiraless nebworks or connections
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implementing any variant of the IEEE 80211 {(8.g., Wi-Fi™} or IEEE 802.15.1
{e.11., Blustooth™) wirgless nebworking mrotocol. in any such sxample
nplemertations, the network 115 can include optical, electromagnetic, and/or
electrical signals transmitted and received using comesponding madia and
protocols. As such, the nebwork 115 can include multiple networks. For
example, the natwark 115 can include some deploved devices 110 connected
to Ethernet connections, some deployed devices 110 connected to g WHFT™
router, and/or some deploved devices 110 in communication with one ancther
yaing Blustooth™ type connections,

{68131  The deploved devices 110 can include any type of selectronic
device. For example, the deployed devices 110 can include devices and
appliances, such 33 printers, scanners, fax machines, multifunction priviter-
scanner-fax machines {(8.¢., "all-n-ones™), netwark storags devices, and the

fiks,

0014]  As shown, sach one of the deploved devices 110 can include
yarious componants. In some implemantations, the components of the
dapioyed devices 110 can be characterized as funclionalty components 120
that inciude the hardware and executgble code for implementations of the
device specific functionality of the device, and deployed device manager 130

type functionality.

{0018) For example, the funchiongiity components 120 of one parlicudar
deployed printer can include hardware, such as g printhead, papser handier,
network cands, and corresponding electronic components and memories
comprising compuier exacitable code for implementing any or alt of the
privter related funclionality. The deployed device manager 130 can include
funclionality for configuring the manageabie features of the deploved device
110 gndior the functionality components 120. The deploved device manager
130 can communicats with the OMF controlier 150 through the network 115 o
obtaly user configurable setlings for the functionality companents 120 andfar
the deploved devics 110, For example, the deployed device manager 130 can
generate 8 manageable fealures messags in compliance with a common
management framework and information about the manageable features of
the deployed device 110, The information about the manageabls features of
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the deployed device 110 can be indluded in the firmware implemented in the
depioved device 110,

{00461  Inresponse to the manageable features message sent to the CMF
controlier 156, the deployed device manager 130 can receive a configuration
seflings command oF message in compliance with the common management
framework. The deploved device manager 130 can then apply the setlings io
the functionality components 120 andior the deployed device 110 Inone
sxample implementation, the deployed device manager 130 in a mutltifunction
davice can receive and apply user configurable sediings to st the defaulls

cotor print mode and/or default scanner resolutions.

{00171  Invarious implementations descaribed herein, the CMF controller
150 can be implementad as any combination of hardware and sxscutable
code. For example, the functionality of the CMF controller 150 can be
implemented as executable code execuled in 8 processor of computer system
or other computing device. This exscutable code, stored an a nonvolatile
computer readable medium, can inolude instructions for operations that when
exacutad Dy a processor causeas the procassor o implement the functionality
described in reference 1o the CMF controlier 150 andior its suboomponents.
Accordingly, CMF condrolter 150 can be implemented in & computer system
COMPSinG a Processorn, a memory, 8 communication inferface, andior other
digital or anzlog logie circuits tha! can be used 1o sicre andior execuis
opearations defined by exscutable code or code segments.

0018]  The processors of the computer system may De 8 Mmicroprocessor,
a micro-vonfroller, an application specific integratad circuit {ASIC), or the Hike.
According 1o an example implementation, the processor is a hardwareg
components, such as a circuil. The memory can include any type of transitory
or non-transitory computer readable medium. For example the memory can
include volatile or non-volatile memory, stich as dynamic random sccess
memory {IRAM), slectrically erasable programmable read-only memory
{EEPROM}, magneto-resistive random access memory (MRAM), menyistor,
flash memory, floppy disk, a compact disc read only mamory (CO-ROM), a
digital video disc read only mamory {(DVR-ROM), or other optical or magnetic
media, and the like, on which executable code may be stored.



WO 2017/039730 PCT/US2015/061754

{0018] i some implementations, the OMIF confroller 150 can be
nstantiated on g server computer oF & vitfual computer in 8 clowd computing
anvironment. i other implementations, the CMF controfier 150 can be
implemented as an application specific integrated circuit {ASIC). In yet other
implantations, the CMF controller 150 can be implemented as executable
code, also referred 10 as frmware, stored in a non-volatile computer readable
medium, such as electrically erasable programmabie read-only memory
{(EEPROM} in a computing system or other compuling denvice {e.g., a server
cormputer, a deskiop computer, laptop computer, tablef computer, ele )

{00201 FiG3. 2 depicts a schematic diagram of the CMF controlier 150 and
several example deploved devices 110 10 which it is connectad. As itlusirated,
the CMF controlier 150 can include a number of components. Such
componants can include, byl are not Boled ¢, a parser 151, 3 user inlerfacs
152, a datsbase manager 155, g cormynunication interface 156, and a
configuration fibrary 158, In various implementations, the CMF controller 150
can be implemented with more or fewer components than shown in FIG. 2. In
addition, the components of the OMF controlier 150 are shown as individual
subcomponents, however, any of the described subcomponents can be
merged info any number of composite subcomponents. For exampls, the
database manager 1585 and the configuration fibrary 158 can be merged inlo a

single subcomponent.

{0211 The deployed devices 110, as described herein, can include any
type of electronio device or appliance that can communicate with the CMF
controlier 150 over a corasponding network 115 or communication protocal.
As shown, the CMF controlier 150 can be coupled (o andior in communication
with as many as N, where N is an integer, deployed devices 110. Examples of
deploved devices described herein can includs printers, scanners, and allin-

one davices that include muttiple functions.

{6623} Varicus implamentations of the prasent disclosure beganwhen a
deployed device 110 is discoverad by the CMF contralier 150, The discovery
of the deployed devices 110 ¢an be initiated sither by the CMF controller 150
o the deployed devices 114, For example, in one of the mentation, the
cormunication interface 1586 can broadoast g discovery message acrass a
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natwork 115, The discovery message can inolude any information requirad by
the common managament framework and formatted according to the
requirements of the commaon management framework. For example, the
discovery message can include an indication or command for a receiving
deployed device 110 complignt with 3 particular common management
framework protoco! or version ¢ respond with a corresponding manageable
features message. The detalls of the corresponding manageable features

message will be described i more detail in reference (o FIG. 3 below,

{6023} i some implementations, the commumication interface 148 can
nciude any combination of hardware and sxecuiable code, For example, the
cormmunication interface 156 can include & network carmmunication card that
ncludes a transceiver for commuinicating aver a corresponding network 115,
i redated implementations, the communication interface 158 can also include
execitable code executable by a processor for controlling the commurdeation
card for sending and receiving messages in compliance with the commeon
management framewark o and from a deploved device 110.

{00241  The communication interface 156 can also include a
commirication protacol library 157, The communication protocot library 157
can includs information for any nurmber of protocols, such as simple network
management protocol (SNMP), web service, and the like. Accordingly, the
communication interface 156 can use the various commigication protacols
stored in the communication protocol ibrary 157 o broadeast a discovery
messages 1o g variaty of deploved devices 110 that implement various
sorresponding communication protocols.

{0025 in response 1o the discovery message, the parser 151, or other
camponernt of the CMF controfler 150, can receive a manageable features
message from a deploved device 110, The parser 150 can parse andéor
analyze the information in the manageable fealure message received from the
deploved device 110 according o the applicable common management
framework. Ag such, the parser 151 can determineg information from the
manageable feature message regarding which features are available for
configuration, how those features cgn be configured, andfor information
regarding how those features should be depicted in a corresponding device
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management user inferface. Such information can be determined on a per
depioyed device 110 basis.

{0028] When a manageable features message i parsed and/or analyzed
o determing the managesble features, configuration settings, andior user
interface requirements, the parser 151 can gensrate a corresponding features
object that includes all such information. The features olsject can then be
assopiated with the deployed device 110 fram which the manageable features
Mess3ge was received. For example, the features object generated based on
the manageable fealures message can be associated with 3 serial number,
mode! number, manufaciurer name, device description, fimware version,
MAC address, netwark address, or any other information that can be used o
specifically dentify the deployed devics 110 from which the corresponding
managesble features message was recaiverd. The database managsr 1585 can
record the association bebween the fegtures objedt and the particular
deployed device 110, The database manager 155 can store the recorded
association in the configuration library 158,

{00271 i some implementations, the features object can include any
combination of a user interface objedd, a commigication abjed, andfor a
database object. The features objecls, and/or any of its companent objecls,
can be associated with a device modst identifier andior & frmware version of

devica.

{0028} Using a features object associgted with @ particudar deplayerd
device 110, the user interface 152 can generate a user interface through
which a user can enter in user preferences andior policy requiements for a
particutar deployment of the deployed device 110, For exampie, the user
interface can include a user interface library 153 that includes templates
andifor requirements for the user interface for entering the configuration
settings for particular deployed device 110, For example, the user interfacs
library 183 can include various Dranding, versian numbers, and usey specific
settings that the user interface engine 154 can use 1o generals &

corresponding user interface.
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{00298} i some implications, the user interface 152, orone of its
subcomponents, can relrieve or receive & feature object framm the database
manager 1585 and/or configuration library 158 for a user-speadified deploved
device 110, For example, a user can iniligte configuration of a particular
deployed device 1 110-1 by submitling a unigue entifier {8.g., a senyl
number, network address, device name, eic.) associgted with the desired
device. The user interface 152 can request database manager 135 andior
configuration lbrary 158 refrieve a features object associated with the desired
device. User interface 152 can then generate a number of datg specific fields,

cortrols, and other user interface control mechanisms.

{0034] For example, the features olject can indicate that some device
configuration setfings must be entered as a string that includes no special
characters (8.g., a device name or a plain language description of a location}
while other device configuration settings are o be entered as an integer
controlled by a shider bar (8.4, an integer value gssociated with 8 particular
density sefting for printing). The user interface engine 154 using the
information in the featurs object for the particudar device anditr infonmation in
the user imerface library 153 can generate andior render a corresponding

user irterface for enfering confiquration sattings for the desired device.

{06313 in some implementations, the user inlerface 152 can render a
graphical user interface on a display device associated with the computing
system in which the CMF controfier 150 is instantiated. in other
implermnentations, the CMF confroller 150 can be instantiated on a remols
somputing system. in such implementations, the user interface 152 can
generate data corresponding to the user inferface generated in accordance
with the features object that can be accessed using an appropriate client
application or wab browser instantialed on & remots client compuding devics

and/or on the correspanding depioyed device 116,

{6633} A user, such 8% 8 nebwork administrator or and usear, £an gecess
the user interface Tor the particular deploved devics 110 to enter the desired
configuration setlings. For example, the configuration ssttings can include
setiings that comply with the policies of a pardicular enlily or organization.
Such policies can include secwily information. Such secunity information can
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include restrictions on which users are allowed {0 accessiuse the deploved
device 114, through which networks 115 the deployved device can be
accessed, or restrictions on how the configuration setlings may be altered
iocatly or remotely, The policies can also include more funchional information,
such as default setlings or preferences for the operation of the deployed
device 110. For exampie, the policies can define whether a printer
automatically prints on both sides of the page, whether a scanner can email
scarmned documents o externg! email addresses, and the like.

{00331 FiG3. 3 depicts an example dataflow between a CRF controlier 180
and a deploved device 110, As described hereln, & discovery procsdure can
bagin with a CMF controfler 150 inltiating a discovery message 301 that
includes a reguest and a message format in complisnce with a commaon
management fameswork. in some inplemeniations, the nehwork address iy
the desired deployed device 110 can be provided to the CMF controller 150,
in such implementations, a discovery message specifically fargeting the
desired deploved device 110 can be sent using the specifisd natwork address
on network 1158, by other implementations, the discovery meassage can be
braadeast to all deployed devices 110 on the netwark 115

{0034]  Inresponss 1o the discovery message 301, the deploved device
110 and the CMF controller 150 can conduct a secure handshake session.
The secure handshake session can include messages sent batween a
deploved device 110 and the CMF controfler 150 o establish & secure
comnnunication session. For sxample, in rasponse 1o the discovary messags
301, the deployed device 110 can relumn a device handshake messags 303
The device handshake message 303 from the deploved device 110 can
include various security protocols according o the asrmsncndmg CONTION
management framework implemented by the CMF controller 150, Accordingly,
it response o the device handshake message 300, the CMF controlier 150
can respond with a common management framework secure handshake
message 305, As such, the common management frameawork secuwrg
handshake message 305 can be used by the deployed device 110 o

aatablish a secure conmection with the CMF cantrofler 150

10
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{00381  Once the connection is esiablished betwesn the OMF controller
156G and the depioyed device 114, the depdoyved device 118 ¢an generate and
send 8 manageable features message 307 o the CMF controfier 150 In
various implementations of the present disclosure, the manageable fealures
meassage 307 can include an slecironic signal generaled accurding fo a
pradetermined andior standard formst that includes detalls for the
manageable festures of the deploved device 110, For exampis, the
manageshle fealures message 307 can include information that specifies
which features of the deploved device 110 can be managed. In parficular, the
manageable features message 307 can include information that specifically
wentifins the manageable features of the deploved device 110 that can be
managed by implementations of the CMF controller 150, For example, the
managesble fegtures message 307 can indicate winter features that can be
managed, how the printer features can be configured, and how the printer
features are 1o be displayed as configuration ems in 3 user interface to an

Snd-Lser.

{00381  As descnibed herein, the information in the manageable features
message 307 can be updated, modified, or amended depending on the
version of the operating system andf/or firmware instalied n the corresponding
deployed device 110, in various implementations, the managesbie {fealures
massage 307 can be implemented as a single file. Such files can include 2
standard structure according {o a8 corresponding common managemeant
framswork that the CMF controller can parse and store.

{00371  When the CMF controlier 150 receives the manageable features
message 307, # can initigte to various processes to generate a corresponding
user interface through which a user can enter configuration settings for the
manageable features indicatad in the manageable features messags 307,
The details of the processes are desaribed in more detall in reference o the
flowchart of an example method 400 depicted in FIG. 4.

f0038]  The method 400 of FIG. 4 can begin at box 410, in which the CMF
controller 154 can parse a manageable features massage 307 received from
a deployed device 110, Parsing the manageable featuyres message 307 ¢an
nclude parsing the information for the configurable features of the deployed

11
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davice 110 according o & standardized message format of 3 correspondng
corpmon managament framework, Accordingly, parsing the managsable
features message 307 can include determining an identifier, network address,
serial number, model number, firmware version, and descriptions gnd other
spacifications for the managgeable features of that particudar deployed device
118,

{00381 Al box 420, the CMF controller 150 can generate a corresponding
features object using the information parsed from the manageable Tfeatures
rnessage 307, As descrnbed hereln, the features obledt can include a ugser
irterface object, the communication objedt, and a database object. Bach of
the compaonents of the features object can include information usable by the
CMF controlier 150 for a particular purpose of various implementations of the
preseryt disclosure, For example, the user interface object can include
specifications for haw the features included in the fealures object are 1o be
depicted in 3 corresponding user interface. The communication objedt can
include spacifications regarding how the CMF controller 150 should
cormmunicate with the deployed device 110, The database object can include
information that links the specific manageable features of the deployved device
110 with an identifier that can individually or by class identify the deployed

device 110,

{60483 Accordingly, the three componeant objects of o features object can
be finked to g specific information {e.4., an identifier) for a deployed device
110 or a class or type of deployed devices 110, al box 430, For exampile, the
features object can be associaled with g sernial number andfor MAC address
of the deploved device 110, In other implementiations, the features object can
be linked to a model number or firmware version of the deployved device 110
{8.0., & printable model number and the firmware ravision number installed on

the prntsr),

{66413 Al box 448, the CMF controller 150 can generate a user interface
basad on the features object. As such, the CMF controller 1580 can render a
user interface that includes fislds and other user interface controllers for any
or all of the configurable features of the deployed device 110 gecording to the
requirerments of the carresponding information in the features object. For
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sxample, the features object may include an indication regarding the order in
which the configurable festures of the deploved device 110 should be

depicted in a corresponding managements user interface.

1004231  Such an order can includs an indication that the name, location,
serial number, nebwork address, permissions, and other identifying
information showuld be listed firgt in the user iterface. The features object can
atso indicate which order specific contrals for varicus configurable setlings
should be displayad in 3 corresponding user interfacs. Inthe case of a
dapioved nstwork printer, & corresponding features object can group print
setings, such as color setlings, density setlings, media handiing ssilings and
the like, can be required by the features obhiject to be grouped in one section of
the user interface. Featuras that have o do with user access, securily, power
conservation, and the ke may be required by the features object o he
displayved i one or more other sections in a particular order. In all such
implementations, the featuwres objects can define what would be an
accepiable setiing for each of the manageable features. For example, the
features objects can require that a network seting indude a particuiar format
for & network location {e.g., an IP network separated info the requisite number

of groups of integers).

{0043 Once the user interface for the manageable features of a particular
the deploved device 110 is genergied according o the corresponding featres
obiject, the CMF controller 150 can receive user input for any of the
configurable settings. For example, when & user selects g particular feature in
the manageable fealures user interface, the user interface engine 154 can
retrigve the user interface objact rom the corresponding features object. The
user interface engine 154 can then reference the user inferface fibrary 153
and/or the user interface object 1o render the coresponding user inferface.

{00443 Al box 450, the CMF controller 150 can generate and send a
configuration message 1 the desired deployed device 110 based on the ussey
input and the cammunication object andior databass object of the
corresponding featuwrss object. For example, the communication imerface 158
of the CMF controller 150 can access the communication ohiect of the
features obiect to determine which communication is should use ©

13
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comymunicate the settings receivad from the uger. For example, if the
corpmunicstion objedt indicates that SNMP has been selected for
commumication with the desired deploved device 110, then the CMF controlier
150 can generate g request message based on the user inputs, the SNMP
protocol retrieved from the commurication protocol library 157, and SNMP
1D for the deploved device 110 in the communication object. The request
message can includs commands for the farget deployed device 110 t© apply
the user input setlings to the device. CMF controlier 150 can then send the
request message to the deployed device 110 with request to apply the
settings.

{00451  Inresponse to the request message, the target deploved device
110 can apply the setlings and then send an indication back o the CMF
controfler 150 regarding the success of the application of the seltings. Hihe
applications of the settings are successiul, the response message can include
indication of success. In response o the indication success, CMF controlier
can store an indication of the current configuration setlings for that particular
deployed device 110 in the configuration library 158, Accordingly, the CMF
cortrolier 180 can retrieve the current states of a common management
configuration ramework compliant depioyed davics by accessing the
configuration heary 158, Howaver, if the response messags #'s includes an
indication that the sallings were nol successiully applied © the deployed
device 110, the CMF controfler 150 can reattempt the request message unti a

TESpONSE message indicaling success is recsived.

{0048] i various mplementations of the present disclosure, the responss
message and/or an indication of successful application of the setlings can
vary or include indications of partial success. For instance, if only some of the
seftings can he applied, due © the stale, previous seltings, firmware version,
of capsbifities of the deployed device, the response message can include an
indication as {0 which of the sellings were successhully applied andfor which
setiings wera not successiully applied. In some implementations if the
dapioved device 110 is able W apply less than all of the setllings indicated in
the configuration message, then i can still send a response message that
indicates a sucoesshul application of the settings.

14
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00471 Vo provide such capabilibes, the deploved device 110 can be
configured o comply with 8 “relaxed parsing” specification. Relaxed parsing
allows the depioved device 110 to verify successiul application of seftings
despife errors. For example, if a particudar deploved device 110 recsived a
configuration message that nclude an instruction {0 apply a particular selting
which iz not applicable to that device {e.g., a single platen scanner device
without an automatic document feader raceives a configuration message {o
apply a selling that specifies a setting for an aulomatic document feadear),
then it can simply skip over that setling.

{68481 in some implementations, the deploved device 110 can stop
applying a group of settings whean it encounters an error in applving one of the
seftings. However, relaxed parsing allows the deploved 110 device to attempt
1o anply the seltings on a "best effort” basis. Thatis, the depioved device 110
can continue o the next setting in a configuration message even if the
pravious setiing in the configuration message was not or cowld not be
succeassiully applied {8.g.. the selling was not applicabls {o the device). As
such, i some mplementations, the relaxed parsing specification can include
nstructions that when executed by the deploved device 100 cause tiouse a
hest effort application of the saftings.

{0048 Such implementations allow for management of many deploved
devices 110 in a batch mode according 10 preconfigured policies. The
preconfigured policies can be used by the CMF coniralier 180 o generale a
configuration message that includes varicus settings that may be usable by 3
larger group of deploved devices 110 based on a common characteristic {e.g..
device type, device manufacturer, device location, device use, eic ). Any
seltings in the configuration message generated based on the policies not
applicable o a particular deployed device 110 can he ignored by the device

without resuiting i an eror,

U These and gther varigtions, modifications, additions, and
improvernents may fall within the scope of the appended claims{s). As used in
the descriplion herain and Hroughoud the claims that follow, 8", "an”, and
“the” includes plural references uniass the context dearly dictates otherwise,
Alag, as used in the description herein and thyoughout the claims that foliow,
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the meaning of "" includes “in” and "on” unless the context cleary diclales
otherwise, All of the features disdlosed i this specification {including any
accompanying claims, abstract and drawings), andior all of the elements of
any method or process so disclosed, may be combined it any combination,
exoept combinations where at least some of such features and/or slements
are mutually exclusive.
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We Claim:

1A computing device comprising:
& provessor; and
a nop-transtory compuder readable medium coupled {o the
processor and comprising instructions that when exscuted by the processar
cause the processor o

broadeast a discovery message on & commutication network
according to a common management frameawork protocol;

conduct a secure handshake session according o the cormman
management framework protocol with a plurality of deploved devices;

recaive, in responsa o the discovery message, 8 plurality of
manageabls featres messages from the plurality of deploved devices
in compliance with the common management framework protocal, each
of the plurality of manageable fealures messages comprising a plurality
of manageable feature specifications for a corrasponding deployed
device in the plurality of deployed devices; and

generate a plurality of features objects comesponding to the
plurality of manageable feature specifications in accordance with the
commaon managemant framework protocol, each of the pluraidy of
features ohjects compoising configuration specifications and ussr
interface specifications for a corresponding manageable fealure
specification in the plurality of managsable featurss speaifications.

2. The computing davice of claim 1 wherain the instructions further cause the
processaor 1o associate each of the plurality of featuras objects with
nformation specific o a corresponding depioved device in the plurality of
deploved devices.

2. The computing device of claim 2 wherein the instructions further cause the
pracessor o
generate a user witerface based on a subssel of features objects in
the plurality of features objects associated with information specificto a
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selected corresponding deployed device in the plurality of deploved
devices; and

senid a configuration message o the selectad corresponding
deployed device based on user input received through the user interface

and at the subset of features objects.

4. The computing device of clgim 1 wherein the common management
framework protocol comprises definitions storabie in firmware of the
plurality of deployed devices.

5. The computing device of claim 1 wherein the plurality of deployed devices
comprises 3 deploved device comprising updated firmware for additional or
alterad feglures.

&. The computing device of claim 1 wherain the plurality of deployed devices
comprises a deployed devics with which the computer system has not

previousty conducted the secure handshake session.

7. A method comprising:

parsing, by a computer system, & managesble features
meskage received from g deployed elechronic davice acoording fo a
cormnon managament framswork profoco! to determing specifications
for a manageable fegturs of the deploved slactionic device;

generating, by the computer system, a features object
compriging the specification for the manageabie fealurs according {o
the common management ramework protocol;

associating, by the computer system, the fealures object o the
daploved slectronic device;

generating, by the computer system, a user ierface based on
the features obiscl; and

sending, by the computer aystem, configuration message o the
deployed slectronic device based on user input receivad through the

user interface and the fealures chisct

18
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&. The method of claim 7, further comprising updaling the features objects
based on the user input and & response messags recsivad in respanse to the

corfiguration mesaage.

8. The method of claim 8, wherein the response message comprises an

confguration sellings based on the configuration messags.

10. The method of claim 7, whersin the managesble fealures message
comprises information corresponding to configuraids functionaiity specific ia
the deploved electranic device in a format defined by the comimen

management framework protocol.

11. The meathod of claim 7, wherein the features objeot defines g user
intarfgee proparty, 8 communication property, and feature details assogiated
with the managesahie festure in g format defined by the common managsment

framewark profacol

12. The method of claim 7, wherein the carynon management framework
pratocot comprises definitions storable in firmwware of @ plurality of disparate
depioved gecironic devices and usable by the plurality of disparate deployed
slectronic devices {0 genearate caresponding manageable features
messages.

13. An aelgctronic device comprising:
& procassar; and
a memaory comprising execiiable code comprising instructions that
when execuiad by the processor cause the processor o
maonitor for a discovery message broadeast in compliance with a

common managemant framework protocol from a remaote computing
system on a communication netwark to which the sleclronic device is
coupled;
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congfuct a secuwre handshaks session with the remote computing
sysiem accarding o the common management framework protocol in
response o the discovery message; and

send a manageable festures message in compliance with the
cormnon management framework profocol and comprising & plurality of

manageable feature specifications for the electronic device.

14. The alechronic device of claim 13, whersin the instructions further causs
the processor o
renaive a configuration command based on the manageable features
message and the common management framework protocol; and
change g setling for the operation of the slechranic device in
response to the configuration command.

15, The apparatus of claim 14, wherein the structions that cause the

procassor o changs the setling are compliant with a relaxed parsing
spacification.
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