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(57) Abstract: An improved core network that includes a network resilience system that can detect network function virtualization
(NFV)-implemented nodes that have been compromised and/or that are no longer operational, remove such nodes from the virtual
network environment, and restart the removed nodes in a last-known good state is described herein. For example, the network resilience
system can use health status messages provided by nodes, intrusion data provided by intrusion detection agents running on nodes, and/
or operational data provided by the nodes as applied to machine learning models to identify nodes that may be compromised and/or
non-operational. Once identified, the network resilience system can delete these nodes and restart or restore the nodes using the last-
known good state.

[Continued on next page]



WO 2020/005567 A1 {1100} 00 0000000 00 0 O

SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN,
TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.

(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
TR), OAPI (BF, BJ, CF, CG, CIL, CM, GA, GN, GQ, GW,
KM, ML, MR, NE, SN, TD, TG).

Declarations under Rule 4.17:

— as to applicant's entitlement to apply for and be granted a
patent (Rule 4.17(ii))

— as to the applicant's entitlement to claim the priority of the
earlier application (Rule 4.17(iii))

Published:
—  with international search report (Art. 21(3))



WO 2020/005567 PCT/US2019/037109

COMPROMISED NETWORK NODE DETECTION SYSTEM
BACKGROUND

[0001] A core network (also known as network core or backbone network) is the
central part of a telecommunications network that provides various services to
telecommunication devices, often referred to as user equipment ("UE”), that are connected
by access network(s) of the telecomnmunications network. Typically, a core network includes
high capacity communication facilities that connect primary nodes, and provides paths for
the exchange of information between different sub-networks.

[0002] Generally, primary nodes and other nodes in the core network are
implemented i specific hardware manufactured and/or provided by various entities. In
particular, the functionality of one specific type of node may be implemented in hardware
provided by a first entity, and the functionality of anocther specific type of node may be
implemented in hardware provided by a ditferent entity. While some or all of the nodes may
be compatible with each other, the various entities may use their own proprietary protocols,
hardware, and/or software to implement the nodes. Thus, the processes for deploying,
accessing, and/or configuring various nodes may be different.

BRIEF DESCRIPTION OF DRAWINGS

[8003] Throughout the drawings, reference numbers may be re-used to indicate
correspondence between referenced elements. The drawings are provided to illustrate
example embodiments described herein and are not mtended to limu the scope of the
disclosure.

[6004] FIG. 1 15 a block diagram of an illustrative compromised node detection
environment in which a network restlience system monitors various nodes implemented m a
virtual computing environment within a core network, detecting when such nodes may be
compromised and taking corrective action,

[6005] FIG. 2 1s a block diagram of the compromised node detection environment
of FIG. 1 illustrating the operations performed by the components of the compromised node
detection environment {o restart a compromised or non-operational node, according to one

embodiment,
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[6006] FIG. 3 1s another block diagram of the compromised node detection
environment of FIG 1 illustrating the operations performed by the components of the
compromused node detection environment to restart a compromised or non-operational node,
according to one embodiment.

(60671 FIG. 4 15 another block diagram of the compromised node detection
environment of FIG. 1 illustrating the operations performed by the components of the
compronused node detection environment to restart a compromised or non-operational node,
according to one embodiment.

[0008] FIG. 5 15 a flow diagram depicting a compromised node detection routine

ithustratively implemented by a network resilience system, according to one embodiment.

DETAILED DESCRIPTION

6009} As described above, primary nodes and other nodes in a core network
generally are implemented in specitic hardware manufactured and/or provided by various
entities. However, while some or all of the nodes may be compatible with each other, the
various entities may use their own proprietary protocols, hardware, and/or software to
mplement the nodes. Thus, the processes for deploying, accessing, and/or configuring
various nodes may be different.

(6010} To simphify the deployment, access, and/or configuration of various
nodes, the nodes can nstead be mnplemented 0 a virtualized network environment, such as
by using network function virtuahization (NFV). For example, instead of deploying i the
core network custom hardware devices for each node, one or more physical computing
devices in the core network can host one or more virtual machine instances that are each
configured to operate as an mdependent computing device and perform the functionality of a
node. The physical computing device(s) may have a sufficient amount of computing
resources {e.g., disk space, central processing power, graphical processing power, memory,
network bandwidth, internal bus capacity, etc.} to implement the virtual machine instance(s),
where virtual computing resources are allocated to each of the virtual machine mnstance(s) to
implement the functionality of a particular node. In some embodiments, the virtual machines
may communicate with each other to form a virtual network and to provide communications

services to UEs that access the core network.
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[6011] By using NFV to implement core network node functionality in non-
custom physical hardware device(s), the process for accessing such nodes can be
standardized. For example, when custom hardware devices are deployed in the core network,
each hardware device may provide a different mechanism for logging into the device. In
particular, a different password or token may be needed to access each custom hardware
device. However, this may not be necessary for nodes implemented using NFV. Because a
single entity {e.g., a single network provider} may control the physical hardware device(s)
used to run the virtual machine mstances that implement various nodes, the single entity can
create a standardized or unified process for accessing each physical hardware device and/or
virtual machine instance. In particular, a single password (or token or other authentication
factor) can be used to access the physical hardware device(s} and/or virtual machine
mstance(s).

(0012} While the standardized process for accessing nodes implemented using
NFV can reduce network downtimes {e.g., because a network administrator can access many
different nodes using the same credentials), the standardized process for accessing nodes can
also introduce new security issues that were not previously present. For example, 1n typical
core networks in which custom hardware devices are deployed, if an unauthorized user {e.g.,
a hacker) managed to access a first hardware device implementing a first node, the
unauthorized user hikely would not be able to use the same methods to access a second
hardware device implementing a second node Accordingly, the potentially destructive
consequences of an unauthorized user being able to access a node (e.g., a network outage, a
compromise of user and/or network data, etc.} can be lumited to one node or a small subset of
nodes. As an dlustrative example, if an unauthorized user managed to access a first node
located in a small city of a large metropolitan area, a network outage may be himited to just
that small city.

[6013] However, this may not be the case with nodes implemented using NFV.
For example, if an unauthorized user managed to access a first virtual machine instance
implementing a first node, the unauthorized user likely would be able to use the same
methods {e.g., the same credentials} to access other virtual machine mstances mplementing
other nodes. Thus, the unauthorized user could access a larger amount of user and/or network

data, cause more widespread network outages, and/or the like. In core networks that use
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NFV, it therefore may be beneficial to provide a mechanmsm for detecting nodes that have
been compronused and/or for taking actions to resolve situations in which nodes have been
compronused to reduce the effects of network outages, compromised user and/or network
data, and/or other consequences of unauthorized access.

[0014] Accordingly, described herein 15 an improved core network that includes a
network resilience system that can detect NFV-implemented nodes that have been
compromised and/or that are no longer operational, remove such nodes from the virtual
network environment, and restart the removed nodes in a last-known good state. For
example, the nodes can periodically transmit to the network resilience system a health status
message that indicates whether the respective node is operational. If the network resilience
system does not receive a health status message from a particular node after a threshold
period of time, then the network resilience system can attempt to contact the node from
which the health status message was not recetved. If no response s received from the node,
the network restlience system may determine that the node is compromised or no longer
operational. In response, the network resilience system can transmit a global command to all
nodes requesting an acknowledgment {optionally mcluding the mitial node that did not
provide a health status message). For those nodes that do not provide the network resilience
system with an acknowledgment message, the network resilience system can delete such
nodes from the virtual network environment {e.g., delete the virtual machine instances
implementing these nodes), obtain a backup copy of each node {(e.g, where a backup copy
represents a last-known good state of a node), and restart each node using a respective
backup copy.

[0015] In some embodiments, each node may further run an intrusion detection
agent The intrusion detection agent may run locally, attempting to wdentify any unauthorized
access of the respective node, any unauthorized changes to node data, the presence of any
malware, the presence of viruses, etc. The intrusion detection agents may periodically
transmit intrusion data to the network resilience system, where the ntrusion data includes a
report generated by the intrusion detection agent identifying whether any security risks are
detected {e.g., unauthorized access, unauthorized data changes, presence of malware,
presence of viruses, etc.). If an intrusion detection agent of a node dentifies a security risk

{or no intrusion data is provided by the node after a threshold period of time), the network
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resilience system may perform some or all of the steps described above. For example, the
network resilience system can optionally attempt to contact the node (e.g., if no intrusion
data s received). If no response is recetved trom the node, the network resilience system may
determine that the node is compromised or no longer operational. In response, the network
resilience system can transmit a global command to all nodes requesting an acknowledgment
{optionally including the initial node that did not provide a health status message). For those
nodes that do not provide the network resilience system with an acknowledgment message
and/or for the node that identified the presence of a security risk, the network resilience
systems can delete such nodes from the virtual network environment (e.g., delete the virtual
machine nstances implementing these nodes), obtain a backup copy of each node, and restart
each node using a respective backup copy.

[6016] In further embodiments, machine learming can supplement the
functionality provided by the health status messages and the intrusion data and/or can be
used in place of the health status check and/or the intrusion data check For example, the
network resilience system can frain one or more machine learning models to detect
anomalous node behavior. For example, the operational data of nodes (eg., backup
schedules, maintenance schedules, what types of data are modified and/or when, which users
access particular nodes, when users access nodes, etc.) can be used as training data by the
network resthience system to train the machine learning model(s). Once the machine learning
model(s) 15 trained, the nodes can periodically transmit operational data to the network
resilience system. The network resilience system can provide the operational data as inputs to
the machine learning model(s), which then output results indicating whether the operational
data corresponds to normal behavior or anomalous behavior (e.g., unauthorized access,
unauthorized data changes, backups occurring at unusual times, access occurring during
unusual times, such as during unscheduled maintenance, users who do not normally access a
node accessing the node, etc.}). If a machine learning model outputs a result indicating that
the operational data provided by a node corresponds to anomalous behavior, then the
network resilience system can delete or remove such node from the virtual network
environment (e.g., delete the virtual machine instance implementing the node), obtain a

backup copy of the node, and restart the node using the backup copy.
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[6017] The foregomg aspects and many of the attendant advantages of this
disclosure will become more readily appreciated as the same become better understood by
reference to the following detailed description, when taken in conjunction with the

accompanying drawings.

Example Compromised Node Detection Environment

[6018] FIG. 1 15 a block diagram of an iHustrative compromised node detection
environment 100 1 which a network restlience system 130 monitors various nodes 140
implemented in a virtual computing environment 135 within a core network 110, detecting
when such nodes 140 may be compromised and taking corrective action. The
environment 100 includes one or more UEs 102 that communicate with the core network 110
via an access network 120, The core network 110 includes the network resihience system 130
and the virtual computing environment 135,

[6019] The UE 102 can be any computing device, such as a desktop, laptop or
tablet computer, personal computer, wearable computer, server, personal digial assistant
(PDA), hybrid PDA/mobile phone, electronic book reader, appliance (e.g., refrigerator,
washing machine, dryer, dishwasher, etc}, imntegrated component for inclusion in computing
devices, home electronics {e.g., television, set-top box, receiver, etc.}, vehicle, machinery,
landline telephone, network-based telephone (e.g., voice over Internet protocol (“VoIP™)),
cordless telephone, cellular telephone, smart phone, modem, gaming device, media device,
control system {g.g., thermostat, light fixture, etc.}, and/or any other type of Internet of
Things (IoT) device or equipment. In an illustrative embodiment, the UE 102 includes a wide
variety of software and hardware components for establishing communications over one or
more communication networks, including the access network 120, the core network 110,
and/or other private or public networks. For example, the UE 102 may include a subscriber
identification module (SIM) card (e.g., an mtegrated circuit that stores data to 1dentify and
authenticate a UE that communicates over a telecommunications network) and/or other
component(s}) that enable the UE 102 to communicate over the access network 120, the core
network 110, and/or other private or public networks via a radio area network (RAN) and/or
a wireless local area network (WLAN). The SIM card may be assigned to a particular user

account,
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[6028] The UEs 102 are communicatively connected to the core network 110 via
the access network 120, such as GSM EDGE Radio Access Network (GRAN), GSM EDGE
Radio Access Network (GERAN), Universal Terrestrial Radio Access Network (UTRAN),
Evolved Universal Terrestrial Radio Access (E-UTRAN]}, and/or the hike. THustratively, the
access network 120 15 distributed over land areas called cells, each served by at least one
fixed-location transceiver, known as a cell site or base station. The base station provides the
cell with the network coverage which can be used for transmission of voice, messages, or
other data. A cell nught use a different set of frequencies from neighboring cells, to avoid
mterference and provide guaranteed service guality within each cell. When joined together
these cells provide radio coverage over a wide geographic area. This enables a large number
of UEs 102 to commumicate via the fixed-location transceivers. Although the access
network 120 1s illustrated as a single network, one skilled in the relevant art will appreciate
that the access network can include any number of public or private communication networks
and/or network connections.

[6021] The core network 110 provides various services to UEs 102 that are
connected via the access network 120, One of the main functions of the core network 110 18
to route telephone calls, messages, and/or other data across a public switched telephone
network {PSTN} or Internet protocol (IP) Multimedia Subsystem {IMS). For example, the
core network 110 may include a call routing system {embodied as one or more nodes 140},
which routes telephone calls, messages, and/or other data across a PSTN or IMS. The core
network 110 may provide high capacity communication facilities that connect various nodes
implemented on one or more computing devices, allowing the nodes to exchange nformation
via various paths.

6022} As described above, the core network 110 may imclude the virtual
computing environment 135, which may be implemented by one or more physical computing
devices that have one or more processors, memory, network nterface(s), graphics
processor{s), etc. The one or more physical computing devices may host virtual machine
instances that each implement a node 140. The physical computing device(s) and/or the
virtual machine mstance(s) may be located in the same geographic or logical region and/or n
different geographic or logical regions. Nodes 140 (e.g., the virtual machine instances on

which the nodes 140 are implemented) may communicate with each other to process a
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request origimating from a first UE 102 and terminating at a second UE 102, For example, a
request can correspond to one of several services, such as a file transfer service, voice call
service, call waiting service, conference call service, video chat service, short message
service (SMS}, etc. In the example of an IMS, a node 140 may be a session border controller
(SBC), a breakout gateway control function (BGCYE), a media gateway controlier function
(MGCT), a home subscriber server (HSS), an mterrogating call session control function (I-
CSCF), a serving call session control function (S-CSCF), and/or the like. However, this 1s
not meant to be limiting. The nodes 140 can be any component in any type of network or
system that routes requests over various components {e.g., a visitor location register (VLR}, a
serving general packet radio service (GPRS) support node {(SGSN), a mobility management
entity (MME), an access network, a network that provides an interface between two different
service providers, a network-enabled server or computing system that includes various load
balancers and/or firewalls, etc.), and the techniques described herein can be applied to any
such type of network or system to identify and resolve security issues.

6023} As llustrated m FIG. 1, the network resilience system 130 may include
several components, such as a node health manager 131, an intrusion detection systermn 132, a
machine learning (ML) anomaly detector 133, and a node restore manager 134 In an
embodiment, the node health manager 131 can obtain health status messages periodically
transmitted by the nodes 140. For example, the nodes 140 may be configured to periodically
generate health status messages and transmit the health status messages to the node health
manager 131. A health status message may indicate whether a node 140 15 operational. If the
node health manager 131 does not recetve a health status message from a particular node 140
after a threshold period of tuime (or if the health status message indicates that the node 14015
not operational), then the node health manager 131 can notify the node restore manager 134
accordingly.

6024} In response to receiving an indication from the node health manager 131
that a node 140 did not transmit a health status message (or that the node 140 1s not
operational as indicated by the health status message), then the node restore manager 134 can
attemipt to contact the node 140. If no response is received from the node 140 within a
threshold period of time, the node restore manager 134 may determune that the node 140 15

compromised and/or no longer operational. In response, the node restore manager 134 can
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transmit a global command to some or all nodes 140 requesting an acknowledgment
{optionally including the mitial node 140 that did not provide a health status message or that
provided a health status message indicating that the node 140 1s not operational). If the node
restore manager 134 receives acknowledgement messages from each of the nodes 140 from
which an acknowledgment was requested, then the node restore manager 134 can mihate a
restart operation with respect to the node 140 that i3 deemed compromised or von-
operational. Otherwise, if the node restore manager 134 does not receive an
acknowledgement message from one or more nodes 140 from which an acknowledgment was
requested {e.g., mdicating that these nodes 140 may also be compromused or non-
operational), then the node restore manager 134 can initiate a restart operation with respect to
the node 140 that i1s deemed compromised or non-operational and the node(s) 140 that did
not respond to the acknowledgement request.

[6025] In the restart operation, the node restore manager 134 can decommission
the node 140 that 1s deemed compromised or non-operational and/or the node(s) 140 that did
not respond to the acknowledgment request. For example, decommissioning a node 140 can
melude the node restore manager 134 wdentifying a last-known good state of the node 140
{e.g., a backup copy of the node 140} and obtaining the last-known good state of the node
140 from a data store (internal or external to the core network 110, not shown). In some
embodiments, 8 separate device mternal or external to the core network 110 (not shown) or
the virtual computing envirormment 135 itself may periodically backup the virtual machine
instances that host the various nodes 140. During the backup process, the separate device or
the virtual computing environment 135 can run diagnostics on a backup copy to ensure the
backup copy 18 vahd and does not include any malware, viruses, or other malicious code. If
the diagnostic clears, then the separate device or the virtual computing environment 135 can
store the backup in the data store in an entry associated with the node 140 that was backed
ap. If the diagnostic does not clear for a reason other than that the backup includes malware,
virases, or other malicious code {(e.g., the backup data 1s corrupted), then the separate device
or the virtual computing environment 135 may obtain a backup copy of a neighbor virtual
machine instance (e.g., a virtual machine instance that hosts a node 140 that performs the
same services or operations as the node 140 to be backed up, but that may be located in a

different geographic or logical region) and store the backup of the neighbor virtual machine
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mstance m the data store in an entry associated with the node 140 to be backed up. Thus, the
backup copies stored in the data store are known to be backups of operational, non-
compromised versions of the nodes 140. The node restore manager 134 can then obtain the
most-recent backup from the data store during the node 140 decommussion.

16026} Before, during, or after obtaining the most recent backup copy of the
node 140 that s deemed compromised or non-operational and/or of the node(s) 140 that did
not respond to the acknowledgment request, the node restore manager 134 can delete, from
the virtual computing environment 135, the node 140 that 1s deemed compromised or non-
operational and/or of the nodefs) 140 that did not respond to the acknowledgment request
(e.g., delete the corresponding virtual machine instances). Once deleted, the node restore
manager 134 can restart the deleted nodes 140 using the obtained backup copies {e.g., restore
a virtual machine nstance that hosts the node 140 that 15 deemed compromised or non-
operational using a backup copy and/or restore virtual machme instance(s) that host the
node(s) 140 that did not respond to the acknowledgment request using respective backup
copies). A backup copy may be an image of a virtual machine instance, and restarting a
deleted node 140 can include replacing the image of the virtual machine instance that
implemented the now-deleted node 140 with the backup copy image or can include starting a
new virtual machine instance different from the virtual machine instance that implemented
the now-deleted node 140 using the backup copy image Alternatively, wnstead of or n
addition to obtaining backup copies, the node restore manager 134 can restart the deleted
nodes 140 using virtual machine template files (e.g., generic files that may not include
network provider-specific configuration data, but that, when executed to form a virtual
machine mstance, implement the functionality of the deleted nodes 140). In addition, the
node restore manager 134 may require a network administrator to enter different, unique
passwords for each of the restarted nodes 140, may restrict what types of users can access the
restarted nodes 140, may restrict what types of actions can be performed within the restarted
nodes 140 {e.g., set restrictions that prevent the modification of node 140 parameters, set
restrictions on which users can update node 140 software, etc), and/or the like. Thus, the
node restore manager 134 can remove a compromised or non-operational node 140 from the
core network 110, replacing the compromused or non-operational version of the node 140

with a non-compromised, operational version of the node 140.
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[6027] The intrusion detection system 132 can use mirusion data to indicate to the
node restore manager 134 on which node(s) 140 restart operations should take place. For
example, each node 140 may run an intrusion detection agent 142, In particular, the
operating system running within each virtual machine instance may run the mtrusion
detection agent 142. The mtrusion detection agent 142 may monitor reads, writes, and/or
other operations that occur within the virtual machine instance in an attempt to identify any
unauthorized access of the node 140 implemented by the virtual machine instance, any
unauthorized changes to node 140 data, the presence of any malware applications within the
virtual machine instance, the presence of viruses within the virtual machine instance, the
presence of other malicious code within the virtual machine instance, etc.

[6028] The intrusion detection agents 142 may periodically transmut intrusion
data to the intrusion detection system 132, where the intrusion data includes a report
generated by the intrusion detection agent 142 identifying whether any security risks are
detected {(e.g., unauthorized access, unauthorized data changes, presence of malware,
presence of viruses, presence of other malicious code, etc.). If an intrusion detection agent
142 dentifies a security risk (or no intrusion data 13 provided by the node 140 after a
threshold period of time), the mtrusion detection system 132 may instruct the node restore
manager 134 to perform some or all of the operations described above.

[0029] For example, the intrusion detection system 132 can optionally instruct the
node restore manager 134 to attempt to contact a node 140 (e.g., if no intrusion data is
recetved from the node 140). If no response is received from the node 140, the node restore
manager 134 may determine that the node 140 s compromused or no longer operational. In
response, the node restore manager 134 can transmit a global command to some or all
nodes 140 requesting an acknowledgment in a manner as described above. For the node 140
deemed to be compromised or non-operational and/or for those node(s} 140 that do not
provide the node restore manager 134 with an acknowledgment message, the node restore
manager 134 can then initiate the restart operations discussed above.

[6036] The ML anomaly detector 133 can train and use machine learning models
to detect anomalous node 140 behavior. The ML anomaly detector 133 can use the machine
learning models to supplement the functionality provided by the node health manager 131

and/or mtrusion detection system 132 and/or can be used in place of the node health



WO 2020/005567 PCT/US2019/037109
12

manager 131 and/or intrusion detection system 132, For example, the ML anomaly
detector 133 can train one or more machine learning models to detect anomalous node 140
behavior using historical node 140 operational data (e.g., node 140 operational data obtained

at a previous time). Node 140 operational data can be aggregated by the individual nodes 140

and transmitted periodically to the ML anomaly detector 133, The node 140 operational data
can imclude backup schedules, mamntenance schedules, data indicating what types of data are
modified and/or when, data indicating which users access particular nodes 140, data
indicating when users access nodes 140, etc.

(0031} Once the machine learning model(s) is trained, the ML anomaly
detector 133 can obtain the operation data transmitted by the nodes 140 and provide the
operational data as inputs to the machine learning model(s). As a result, the machine learning
model{s) may output results indicating whether operational data for a particular node 140
corresponds to normal behavior or anomalous behavior {eg., unauthorized access,
unauthorized data changes, backups occurring at unusual times, access occurring during
unusual times, such as during unscheduled maintenance, users who do not normally access a
node 140 accessing the node 140, etc) If a machine learning model outputs a result
indicating that the operational data provided by a node 140 corresponds to anomalous
behavior, then the ML anomaly detector 133 can instruct the node restore manager 134 to
initiate restart operations with respect to that node 140 in a manner as discussed above,

[0032] In some embodiments, the node health manager 131, the intrusion
detection system 132, and the ML anomaly detector 133 work in conjunction to identify
compromised or non-operational nodes 140, In other embodiments, one or more of, but not
all of, the node health manager 131, the mntrusion detection system 132, and the ML anomaly
detector 133 are implemented to identify compromised or non-operational nodes 140, If the
node health manager 131 is not implemented, then the nodes 140 mayv not be configured to
transmit health status messages. Likewise, if the intrusion detection system 132 is not
immplemented, then the nodes 140 may not be configured with intrusion detection agents 142
and/or to transmit intrusion data, and if the ML anomaly detector 133 15 not implemented,
then the nodes 140 may not be configured to transmit operational data.

[0033] The network resilience system 130 may be a single computing device or

may include multiple distinct computing devices, such as computer servers, logically or
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physically grouped together to collectively operate as a server system. The components of
the network resilience system 130 can each be implemented in application-specific hardware
{e.g., a server computing device with one or more ASICs) such that no software is necessary,
or as a combination of hardware and software. In addition, the modules and components of
the network resilience system 130 can be combined on one server computing device or
separated individually or into groups on several server computing devices. In some
embodiments, the network resilience system 130 may mclude additional or fewer

components than illustrated in FIG. 1.

Example Block Diaerams for Restarting a Compromised or Non-Operational Node

[0034] FIz 2 18 a block diagram of the compromised node detection
environment 100 of FIG. 1 illustrating the operations performed by the components of the
compromised node detection environment 100 to restart a compromised or non-operational
node 140, according to one embodiment. As illustrated in FIG. 2, node 140A transmits a
health status message to the node health manager 131 at (1A) and the node 140B transmits a
health status message to the node health manager 131 at (1B). In an embodiment, both health
status messages indicate that the respective node 140A-140B is healthy and operational.
However, node 140C fails to transmit a health status message to the node health
manager 131

[0035] Because the node 140C fails to transmit a health status message to the
node health manager 131, the node health manager 131 transmits to the node restore
manager 134 an indication that a health status was not received from the node 140C at (2).
The node restore manager 134 then attempts to contact the node 140C at (3). However, in an
embodiment, the node restore manager 134 is unable to contact {e.g., does not recetve a reply
from} the node 140C.

[06036] Because a re~initialization of contact with the node 140C failed, the node
restore manager 134 requests node 140A provide an acknowledgement at (4A) and requests
node 140B provide an acknowledgement at (4B}, In further embodiments, not shown, the
node restore manager 134 also requests node 140C provide an acknowledgement In
response, node 140A transmuts an acknowledgement to the node restore manager 134 at (SA)

and node 140B transmits an acknowledgement to the node restore manager 134 at (5B).
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Thus, the node restore manager 134 determines that nodes 140A and 140B are not
compromised and/or are operational.

(0037} The node restore manager 134 then begins the decommission process and
removes node 140C from the virtual computing environment 135 at {6). For example, the
node restore manager 134 can delete the virtual machine mstance that implements the
node 140C (e.g., release computing resources allocated to the virtual machine instance that
implements the node 140C). The node restore manager 134 can then use a previous backup
of the node 140C to start a new node 140C-2 at (7). For example, the node restore manager
134 can use the most recent backup of the virtual machine mstance implementing the node
140C to instantiate a new virtual machine instance that implements the node 140C-2. The
node 140C-2 may then perform the same operations as the node 140C. In an embodiment, the
node restore manager 134 can start the new node 140(C-2 in a secure mode, which restricts
the type of users that can access the node 140C-2, the changes that can be made to the
node 140C-2, etc.

[6038] If, for example, node 140A did not transmit an acknowledgment at (SA)},
then the node restore manager 134 may perform steps (6) and (7) for node 140A in order to
start a new node 140A-2. Smularly, if node 140B did not transmit an acknowledgment
at (5B}, then the node restore manager 134 may perform steps (6} and (7) for node 140B in
order to start a new node 140B-2.

[0039] FIG. 3 15 another block diagram of the compromised node detection
environment 100 of FIG. 1 illustrating the operations performed by the components of the
compromised node detection environment 100 to restart a compromised or non-operational
node 140, according to one embodiment. As illustrated 1 FIG 3, mirusion detection
agent 142A transmits intrusion data to the intrusion detection system 132 at (1A} and the
intrusion detection agent 142B transmits intrusion data to the mtrusion detection system 132
at (1B). Optionally, the intrusion detection agent 142C transmits intrusion data to the
mntrusion detection system 132 at (1{). In an embodiment, intrusion data from intrusion
detection agents 142A and 142B indicate that the respective nodes 140A and 140B are
healthy and operational. In embodiments in which the ntrusion detection agent 142C does
not transmit ntrusion data, the intrusion detection system 132 determines that the node 140C

on which the intrusion detection agent 142C runs 1s compronused and/or non-operational. In
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embodiments 1 which the mntrusion detection agent 142C does transmut intrusion data, the
mtrusion data indicates that the node 140C on which the intrusion detection agent 142C runs
is compromised with malware, viruses, other malicious code, unauthorized access, and/or the
like.

[0040] Because the node 140C 15 compromised and/or non-operational, the
mtrusion detection system 132 transmits to the node restore manager 134 an indication that
the node 140C 15 compromised {and/or non-operational} at (2}. In embodiments in which the
mtrusion detection agent 142C does not provide mtrusion data, the node restore manager 134
then atteropts to contact the intrusion detection agent 142C at (3) However, in an
embodiment, the node restore manager 134 is unable to contact {e.g., does not recetve a reply
from} the mntruston detection agent 142C.

[0041] In embodiments n which the intrusion detection agent 142C does not
provide intrusion data, the node restore manager 134 requests imtrusion detection agent 142+
provide an acknowledgement at (4A) and requests intrusion detection agent 142B provide an
acknowledgement at (4B). In further embodiments, not shown, the node restore manager 134
also requests intrusion detection agent 142C provide an acknowledgement. In respounse,
mtrusion detection agent 142A transmits an acknowledgement to the node restore
manager 134 at (5). However, intrusion detection agent 142B does not transmit an
acknowledgement to the node restore manager 134, Thus, the node restore manager 134
determines that node 140A s not compromised and/or is operational, and that node 1408 is
compromised and/or non-operational.

[06042] The node restore manager 134 then begins the decommission process,
removing node 140B from the virtual computing environment 1335 at (6) and removing
node 140 from the virtual computing environment 135 at (7). For example, the node restore
manager 134 can delete the virtual machine mstances that implement the nodes 140B
and 140C. The node restore manager 134 can then use a previous backup of the node 140B to
start a new node 140B-2 at (8), and can use a previous backup of the node 140C to start a
new node 140C-2 at (9}. For example, the node restore manager 134 can use the most recent
backup of the virtual machine nstances mmplementing the nodes 140B and 140C to

mstantiate new virtual machine instances that implement the nodes 140B-2 and 140C-2. In
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an embodiment, the node restore manager 134 can start the new nodes 140B-2 and/or 140C-2
n the secure mode.

[0043] FI(z 4 15 ancther block diagram of the compromised node detection
environment 100 of FIG. 1 illustrating the operations performed by the components of the
compromised node detection environment 100 to restart a compromised or non-operational
node 140, according to one embodiment. As illustrated in FIG. 4, node 140A transmits
operational data to the ML anomaly detector 133 at (1A}, the node 140B transmits
operational data to the ML anomaly detector 133 at (1B), and the node 140C transmuts
operational data to the ML anomaly detector 133 at (1C). The ML anomaly detector 133 can
then apply individual operational data as inputs to a machine learning model that outputs an
indication of whether the respective node 140A-140C 1s exhibit normal or anomalous
behavior. In an embodiment, the machine learning model, when provided with operational
data from nodes 140A and 140B as an mput, indicates that both nodes 140A and 140B are
exhibiting normal behavior. However, the machine learning model, when provided with
operational data from node 140C as an input, indicates that node 140 1s exhibiting
anomalous behavior.

[0044] The ML anomaly detector 133 accordingly transmits to the node restore
manager 134 an indication that the node 140C is compromised at (2} given that the machine
learnming model predicts that the node 140C 15 exhibiting anomalous behavior. The node
restore manager 134 then begins the decommission process and removes node 140C from the
virtual computing environment 135 at (3). The node restore manager 134 can then use a
previous backup of the node 140C to start a new node 140C-2 at {(4). In an embodiment, the
node restore manager 134 can start the new node 140C-2 in the secure mode.

[6045] In an embodiment, the operations depicted m FIGS. 2, 3, and 4 can be
performed n paraliel, 10 sequence, and/or any combination thereof. The operations depicted
m FIGS. 2, 3, and 4 are each optional, meaning that, m a particular embodiment, the
operations depicted in FIG. 2 are performed, the operations depicted in FIG. 3 are performed,

and/or the operations depicted in FIG. 4 are performed.
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Example Compromised Node Detection Routine

[08046] FIG. 5 is a flow diagram depicting a compromised node detection
routine 500 illustratively implemented by a network resibience system, according to one
embodiment. As an example, the network resilience system 130 of FIG. 1 can be configured
to execute the compromised node detection routine 500. The compromised node detection
routine 500 begins at block 502

[6047] At block 504, health statuses and/or intrusion data are received from
nodes. For example, health status messages and/or infrusion data may be transmitted
pertodically by nodes implemented within virtual machine instances hosted in a virtual
compufing environment in a core network.

[00438] At block 506, a determination 15 made as to whether health status and/or
intrusion data are received from all nodes. If health status and/or intrusion data are received
from all nodes, this may indicate that no compromised and/or non-operational nodes are
detected and the compromised node detection routine 500 returns to block 504 so that the
next set of health status messages and/or intrusion data can be received at a later time for
evaluation. However, if health status and/or intrusion data are not received from all nodes,
this may indicate that one or more nodes 18 compromised and/or non-operational and the
compromised node detection routine SO0 proceeds to block SO8.

[0049] At block 508, an attempt to contact a node that did not provide a health
status and/or mtrusion data is made. For example, a message may be sent to the node
requesting the node to provide a reply or acknowledgment that the message 1s received.

[0050] At block 510, a determination is made as to whether the attempt to contact
the node failed. If the attempt failed {e.g., the node did not respond to the request for a reply
or acknowledgment within a threshold period of time), this may confirm that the node 1s
compronused and/or non-operational and the compromised node detection routine 500
proceeds to block 512, Otherwise, if the attempt succeeded, this may confirm that a
connection issue caused the node to not provide the health status and/or intrusion data and
the compromised node detection routine 300 can either revert back to block 504 or proceed

to block 320 and end.
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[6051] At block 512, an acknowledgment 1s requested from some or all of the
nodes. For example, an acknowledgment may be requested to confum that the
acknowledgement request was received, which may confirm that a connection from the
network restlience system to the nodes 15 established and operational. This step may be
optional.

[0052] At block 514, any nodes that did not respond to the acknowledgement
request, inchiding the node that did not provide a health status and/or ntrusion data, are
decommussioned. For example, the most recent backup copies of these nodes may be
obtained for use as a restore point.

[6053] At block 516, the decomnussioned nodes are deleted. For example, the
network resilience system may instruct the virtual computing environment to delete the
virtual machine instances implementing the decommuissioned nodes.

[6054] At block 518, the deleted nodes are restarted using the respective restore
point. For example, the obtained most recent backup copies can be used to instantiate new
virtual machine instances that implement restored versions of the deleted nodes. After the
deleted nodes are restarted, the compromised node detection routine 500 ends, as shown at

block 520

Termimnology

[6055] All of the methods and tasks described herein may be performed and fully
automated by a computer system. The computer system may, in some cases, include multiple
distinct computers or computing devices {e.g., physical servers, workstations, storage arrays,
cloud computing resources, etc.} that communicate and interoperate over 3 network to
perform the described functions. Each such computing device typically includes a processor
{or multiple processors) that executes program instructions or modules stored 1n a memory or
other non-transitory computer-readable storage medium or device {e.g., solid state storage
devices, disk drives, etc.). The various functions disclosed herein may be embodied in such
program mstructions, or may be implemented 1in application-specific circuitry {e.g., ASICs or
FPGAs) of the computer system. Where the computer systern includes multiple computing
devices, these devices may, but need not, be co-located. The results of the disclosed methods

and tasks may be persistently stored by transtforming physical storage devices, such as sohd
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state memory chips or magnetic disks, mto a different state. In some embodiments, the
computer systermn may be a cloud-based computing system whose processing resources are
shared by multiple distinct business entities or other users.

[6056] Depending on the embodiment, certain acts, events, or functions of any of
the processes or algorithins described herein can be performed in a different sequence, can be
added, merged, or left out altogether (e.g, not all described operations or events are
necessary for the practice of the algorithm). Moreover, in certain embodiments, operations or
events can be performed concurrently, e.g., through multi-threaded processing, interrupt
processing, or multiple processors or processor cores or on other parallel architectures, rather
than sequentially.

[8057] The vartous illustrative logical blocks, modules, routines, and algorithm
steps described 1n connection with the embodiments disclosed herein can be tuplemented as
electronic hardware (e.g, ASICs or FPGA devices), computer sofiware that runs on
computer hardware, or combinations of both. Moreover, the various illustrative logical
blocks and modules described o connection with the embodiments disclosed herein can be
mmplemented or performed by a machine, such as a processor device, a digital signal
processor {DSP), an application specific integrated circuit {ASIC), a field programmable gate
array {FPGA) or other programmable logic device, discrete gate or transistor logic, discrete
hardware components, or any combination thereof designed to perform the functions
described herein. A processor device can be a microprocessor, but in the alternative, the
processor device can be a controller, microcontroller, or state machine, combinations of the
same, or the like. A processor device can mclude electrical curcuitry configured to process
computer-executable instructions. In another embodiment, a processor device includes an
FPGA or other programmable device that performs logic operations without processing
computer-executable nstructions. A processor device can also be implemented as a
combination of computing devices, ¢.g., a combination of a DSP and a microprocessor, a
plurality of microprocessors, one or more microprocessors in conjunction with a DSP core,
or any other such configuration. Although described herein primartly with respect to digital
technology, a processor device may also include primarily analog components. For example,
some or all of the rendering techniques described herein may be implemented i analog

circuitry or nuxed analog and digital circuitry. A computing environment can include any
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type of computer system, including, but not limited to, a computer system based on a
nmicroprocessor, a mainframe computer, a digital signal processor, a portable computing
device, a device controller, or a computational engine within an apphiance, to name a few.

[6058] The elements of a method, process, routine, or algorithm described
connection with the embodiments disclosed herein can be embodied directly in hardware, in
a software module executed by a processor device, or in a combination of the two. A
software module can reside in RAM memory, flash memory, ROM memory, EPROM
memory, EEPROM memory, registers, hard disk, a removable disk, a CD-ROM, or any other
form of a non-transitory computer-readable storage medium. An exemplary storage medium
can be coupled to the processor device such that the processor device can read information
from, and write information to, the storage medium. In the alternative, the storage medium
can be ntegral to the processor device. The processor device and the storage medium can
reside 1 an ASIC. The ASIC can reside 1o a user terminal In the alternative, the processor
device and the storage medium can reside as discrete components in a user terminal.

[6059] Conditional Janguage used herein, such as, among others, "can," "could,"
"might,” "may," “e.g.” and the like, unless specifically stated otherwise, or otherwise
understood within the context as used, is generally intended to convey that certain
embodiments include, while other embodiments do not include, certain features, elements or
steps. Thus, such conditional language 15 not generally mtended to mmply that features,
elements or steps are in any way required for one or more embodiments or that one or more
embodiments necessarily include logic for deciding, with or without other input or
prompting, whether these features, elements or steps are included or are to be performed m
any particular embodiment. The terms “comprising,” “including,” “having,” and the like are
synonymous and are used inclusively, in an open-ended fashion, and do not exclude
additional elements, features, acts, operations, and so forth. Also, the term “or” 15 used n its
meclusive sense (and not i its exclusive sense) so that when used, for example, to connect a
list of elements, the term “or” means one, some, or all of the elements in the list.

{8060} Disjunctive language such as the phrase “at least one of X, Y, or 2.7
unless specifically stated otherwise, 1s otherwise understood with the context as used m
general to present that an item, term, etc, may be either X, Y, or Z, or any combination

thereof (e.g, X, Y, or Z). Thus, such disjunctive language s not generally intended to, and
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should not, imply that certaim embodiments require at least one of X, at least one of Y, and at
least one of 7 to each be present.

[0061] While the above detatled description has shown, described, and pointed
out novel features as applied to various embodiments, it can be understood that various
omussions, substitutions, and changes i the form and details of the devices or algorithms
illustrated can be made without departing from the spirit of the disclosure. As can be
recognized, certain embodiments described herein can be embodied within a form that does
not provide all of the features and benefits set forth herein, as some features can be used or
practiced separately from others. The scope of certain embodiments disclosed herein 1s
indicated by the appended claims rather than by the foregoing description. All changes which
come within the meaning and range of equivalency of the claims are to be embraced within
thetr scope.

[0062] Examples of the embodiments of the present disclosure can be described
in view of the following clauses:

[0063] Clause . A computer implemented method comprising: obtaining a health
status message from a first node in a plurality of nodes, wherein the plurality of nodes are
each implemented by a virtual machine instance running in a virtual computing environment
m a core network; determining that a second node in the plurality of nodes has not provided a
second health status message; transmitting a message to the second node to provide an
acknowledgment that the message is received, determining that the second node has not
responded to the message within a threshold period of time; transmitting a second message to
the first node and other nodes n the plurality of nodes requesting an acknowledgment that
the second message 15 received, determumng that the fust node and the other nodes
responded to the second message; obtaining a backup copy of the virtual machine instance
that implements the second node; deleting the virtual machine instance that implements the
second node from the virtual computing environment; and starting a restored version of the
virtual machine instance that implements the second node.

[6064] Clause 2. The computer smplemented method of Clause 1, further
comprising: obtaining first mtrusion data from the first node; obtaining second mntrusion data
from the second node; and determining that the second intrusion data obtained from the

second node indicates that a security risk 1s detected in the second node.
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[6065] Clause 3. The computer mplemented method of Clause 2, wheremn the
security risk comprises at least one of unauthorized access to the second node, unauthorized
data changes in the second node, a presence of malware in the second node, a presence of a
virus 1 the second node, or a presence of other malicious code 1 the second node.

[0066] Clause 4. The computer implemented method of Clause |, further
comprising: obtaining first intrusion data from the first node; and determuning that the second
node has not provided second intruston data.

[6067] Clause 5. The computer implemented method of Clause |, further
comprising: obtaining first operational data from the first node; applying the first operational
data as an mmput to a machine learning model to produce a first result; determining that the
first result ndicates that the first node 15 exhibiting normal behavior; obtaining second
operational data from the second node; applying the second operational data as an input to
the machine learning model to produce a second result; and determining that the second
result indicates that the second node 15 exhibiting anomalous behavior,

[00638] Clause 6. The computer implemented method of Clause 5, wherem the
anomalous behavior comprises at least one of unauthorized access to the second node,
unauthorized data changes 1 the second node, a backup of the second node occurnng during
an unusual time, or access to the second node occurting during an unusual time.

[6069] Clause 7. The computer implemented method of Clause 5, further
comprising training the machine learning model using historical operational data obtained
from the plurality of nodes.

16076} Clause 8. The computer implemented method of Clause 5, wherein the
first operational data comprises at least one of a backup schedule, a mamntenance schedule,
data indicating what types of data are modified, data indicating when the types of data are
modified, data indicating which users access the first node, or data indicating when the users
access the first node.

(6071} Clause 9 The computer wmplemented method of Clause 1, wheren
transmitting a second message to the first node and other nodes in the plurality of nodes
requesting an acknowledgment that the second message is received further comprises:
transmitting the second message to the first node, the other nodes, and a third node in the

plurality of nodes requesting an acknowledgment that the second message is received;
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determuning that the third node did not respond to the second message; obtaining a second
backup copv of the virtual machine nstance that implements the thud node; deleting the
virtual machme instance that implements the third node from the wvirtual computing
environment; and starting a restored version of the virtual machine instance that implements
the third node.

[0072] Clause 10. The computer implemented method of Clause 1, wherein the
backup copy of the virtual machine instance that implements the second node comprises a
most recent backup copy of the virtual machine instance that implements the second node.

[0073] Clause 11. The computer implemented method of Clause 1, wherein the
first node comprises one of a session border controller (SBC), a breakout gateway control
function (BGCF}, a media gateway controller function (MGCF), a home subscriber server
(HSS), an nterrogating call session control function (I-CSCTF), or a serving call session
control function {(S-CSCF).

[6074] Clause 12. Non transitory, computer-readable storage media comprising
computer executable instructions, wherein the computer-executable instructions, when
executed by a computer system, cause the computer system to: obtain a health status message
from a first node in a phlurality of nodes, wherein the plurality of nodes are each implemented
by a virtual machine mstance running on a physical computing device in a core network;
determine that a second node in the plurality of nodes has not provided a second health status
message; attempt to contact the second node; in response to a fatlure to contact the second
node, transmit a second message to the first node and other nodes in the plurality of nodes
requesting an acknowledgment that the second message 1s received; determme that the first
node and the other nodes responded to the second message; obtain a backup copy of the
virtual machine instance that mmplements the second node; delete the virtual machine
mstance that implements the second node; and start a restored version of the virtual machine
instance that implements the second node.

6075} Clause 13. The non transitory, computer-readable storage media of
Clause 12, wherein the computer-executable instructions further cause the computer system
to: obtain first intrusion data from the first node; obtain second intrusion data from the
second node; and determine that the second intrusion data obtained from the second node

indicates that a security risk is detected in the second node.
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[6076] Clause 14, The non transutory, computer-readable storage media of
Clause 12, wherein the computer-executable instructions further cause the computer system
{0: obtain first intrusion data from the first node; and determine that the second node has not
provided second intrusion data.

(60771 Clause 15. The non transitory, computer-readable storage media of
Clause 12, wherein the computer-executable instructions further cause the computer system
to: obtain first operational data from the first node; apply the first operational data as an mput
to a machine learning model to produce a first result; determine that the first result indicates
that the fust node 1s exhibiting normal behavior; obtain second operational data from the
second node; apply the second operational data as an input to the machine learning model to
produce a second result; and determine that the second result indicates that the second node
is exhibiting anomalous behavior.

[6078] Clause 16. The non transitory, computer-readable storage media of
Clause 15, wheremn the computer-executable instructions further cause the computer system
to train the machine learming model using historical operational data obtained from the
plurality of nodes.

[6079] Clause 17. A core network comprising: a physical computing device that
hosts a plurahity of virtual machine nstances, wherein each virtual machine instance n the
plurality of virtual machine instances corresponds to a node in a plurality of nodes; and a
network resilience system comprising a processor in communication with the physical
computing device and configured with specific computer-executable instructions to: obtain a
health status message from a first node in a plurality of nodes; determine that a second node
in the plurality of nodes has not provided a second health status message; attempt to contact
the second node; in response to a failure to contact the second node, transmit a second
message to the first node and other nodes n the plurality of nodes to verity that a connection
between the first node and the other nodes and the network resilience system is operational;
determine that the connection between the first node and the other nodes and the network
resilience system is operational;, obtain a backup copy of a first virtual maching instance m
the plurality of virtual machine instances that implements the second node; delete the first

virtual machine instance; and start a restored version of the first virtual machine mstance.
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[608¢] Clause 18, The core network of Clause 17, wherein the network resilience
system 1s further configured with specific computer-executable instructions to: obtan first
intrusion data from the first node; obtain second intrusion data from the second node; and
determune that the second intrusion data obtamned from the second node indicates that a
security risk 1s detected in the second node.

[0081] Clause 19. The core network of Clause 17, wherein the network resilience
system 13 further configured with specific computer-executable instructions to: obtamn first
mtrusion data from the first node; and determine that the second node has not provided
second intrusion data.

[6082] Clause 20. The core network of Clause 17, wherein the network resilience
system 1s further configured with specific computer-executable instructions to: obtan first
operational data from the first node; apply the first operational data as an input to a machine
learning model to produce a first result; determine that the first resuit indicates that the first
node 1s exhubiting normal behavior; obtain second operational data from the second node;
apply the second operational data as an mput to the machine learning model to produce a
second result; and determine that the second result indicates that the second node is

exhibiting anomalous behavior.
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CLAIMS
WHAT IS CLAIMED IS:

I A computer-implemented method comprising:

obtaiming a health status message from a first node n a plurality of nodes,
wherein the plurality of nodes are each implemented by a virtual machine instance
running n a virtual computing environment in a core network;

determining that a second node in the plurality of nodes has not provided a
second health status message;

transmutiing a message to the second node to provide an acknowledgment that
the message is recetved;

determining that the second node has not responded to the message within a
threshold period of time;

transmitting a second message to the first node and other nodes in the
plurahity of nodes requesting an acknowledgment that the second message is
received;

determining that the first node and the other nodes responded to the second
message;

obtaining a backup copy of the virtual machine instance that implements the
second node;

deleting the virtual machine instance that implements the second node from
the virtual computing environment; and

starting a restored version of the virtual machine instance that implements the
second node.
2. The computer-implemented method of Claim 1, further comprising:

obtaining first intrusion data from the first node;

obtaining second intrusion data from the second node; and

determuning that the second intrusion data obtained from the second node

indicates that a security risk is detected in the second node.
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3. The computer-implemented method of Claim 2, wherein the security risk
comprises at least one of unauthorized access to the second node, unauthorized data changes
in the second node, a presence of malware in the second node, a presence of a virus in the
second node, or a presence of other malicious code in the second node.

4, The computer-implemented method of Claim 1, further comprising:

obtaining first intrusion data from the first node; and

determining that the second node has not provided second intrusion data.

¥4

The computer-implemented method of Claim 1, further comprising;
obtaiming first operational data from the first node;
applving the first operational data as an input to a machine learning model to
produce a first result;
determining that the first result indicates that the first node is exhibiting
normal behavior;
obtaining second operational data from the second node;
applying the second operational data as an input to the machine learning
model to produce a second result; and
determining that the second result indicates that the second node 15 exhibiting
anomalous behavior.

6. The computer-implemented method of Claim 35, wherein the anomalous
behavior comprises at least one of unauthorized access to the second node, unauthorized data
changes 1n the second node, a backup of the second node occurring during an unusual time,
or access to the second node occurring during an unusual time.

7. The computer-implemented method of Claim 5, further comprising traming
the machine learning model using historical operational data obtained from the plurality of
nodes.

8. The computer-implemented method of Claim S, wherein the first operational
data comprises at least one of a backup schedule, a maintenance schedule, data ndicating
what types of data are modified, data indicating when the types of data are modified, data
indicating which users access the first node, or data indicating when the users access the first

node.
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9. The computer-implemented method of Claim 1, wherein transmitting a second
message to the first node and other nodes in the plurality of nodes requesting an
acknowledgment that the second message 1s received further comprises:

transmitting the second message to the first node, the other nodes, and a third
node i the plurality of nodes requesting an acknowledgment that the second message
13 received;

determining that the third node did not respond to the second message;

obtaining a second backup copy of the virtual machine instance that
implements the third node;

deleting the virtual machine instance that implements the third node from the
virtual computing environment; and

starting a restored version of the virtual machine instance that implements the
third node.

10. The computer-implemented method of Claim 1, wherein the backup copy of
the virtual machine instance that implements the second node comprises a most recent
backup copy of the virtual machine 1nstance that imoplements the second node.

11 The computer-implemented method of Claim 1, wheremm the fust node
comprises one of a session border controller (SBC), a breakout gateway control function
(BGCF), a media gateway controller function (MGCF}, a home subscriber server (HSS), an
mterrogating call session contro] function (I-CSCF), or a serving call session control function
(S-CSCF).

12 A core network comprising:

a physical computing device that hosts a plurahity of virtual machine
instances, wheren each virtual machime instance in the plurabty of virtual machine
instances corresponds to a node in a plurality of nodes; and

a network resilience system comprising a processor in communication with
the physical computing device and configured with specific computer-executable
mstructions to

obtain a health status message from a first node 1n a plurality of nodes;
determine that a second node in the plurality of nodes has not provided

a second health status message;
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attempt to contact the second node;
in response to a fatlure to contact the second node, transmit a second
message to the first node and other nodes in the plurality of nodes to verify
that a connection between the first node and the other nodes and the network
resilience system 1s operational;
determine that the connection between the first node and the other
nodes and the network resilience system s operational;
obtain a backup copy of a first virtual machine instance in the plurality
of virtual machine instances that implements the second node;
delete the first virtual machine instance; and
start a restored version of the first virtual machine instance.
13. The core network of Claim 12, wherein the network resilience system 1s
further configured with specific computer-executable instructions to:
obtain first intrusion data from the first node;
obtain second intrusion data from the second node; and
determine that the second intrusion data obtained from the second node
indicates that a security risk is detected in the second node.
14. The core network of Claim 12, wherein the network resilience system 1s
further configured with specific computer-executable instructions to:
obtain first mirusion data from the first node; and
determine that the second node has not provided second intrusion data.
15, The core network of Claim 12, wherein the network resilience system is
further configured with specific computer-executable instructions to:
obtain first operational data from the first node;
apply the first operational data as an input to a machine learning model to
produce a first result;
determune that the first result indicates that the first node is exhibiting normal
behavior;
obtain second operational data from the second node;
apply the second operational data as an input to the machine learning model to

produce a second result; and
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determine that the second result indicates that the second node 1s exhibiting

anomaious behavior.
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