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ACCELERATING SERVICE PROCESSING USING FAST PATH TCP

BACKGROUND OF THE INVENTION

FIELD

[0001] This present invention relates generally to data communications, and more

specifically, to a service gateway.

BACKGROUND

[0002] Fast path HTTP is an implementation of HTTP proxy service in a service gateway

such as a server load balancer or an application delivery controller. Examples of fast path

HTTP can be found in products such as A10 Networks™ AX Series Server Load

Balancers. Fast path HTTP is optimized for high performance, often with hardware-based

accelerator support. A major difference between a typical or normal HTTP

implementation and a fast-path HTTP mode is that handling of the underlying TCP

session of fast path HTTP does not use a normal or full TCP stack. Instead, fast-path

HTTP uses a fast path or light weight TCP (LW-TCP) stack that handles sequence (SEQ)

and acknowledge (ACK) number adjustments for proxy purposes, without the packet

buffering used in a normal TCP stack. Thus, fast-path HTTP processing can achieve a

higher level of performance compared to the normal HTTP processing.

[0003] However, the lack of a normal TCP stack poses challenges for corner cases and

special protocol handling. In one example, when a TCP packet containing a partial HTTP

request is received at the service gateway, where the partial HTTP request contains a

partial URL The partial URI information may not contain sufficient information for the

service gateway such as a HTTP server load balancer to select a back end server. In this

example, the service gateway needs to wait for additional TCP packets carrying the

remaining HTTP request. However, to avoid the client of the HTTP request from

unnecessarily retransmit the earlier received TCP packet, the service gateway needs to

send a TCP ACK to the client. In a different protocol handling situation, the service

gateway may need to retransmit TCP packets to the server. Such handling of ACK and

retransmission are found in a normal TCP stack implementation and require additional

processing in a typical LW-TCP stack.



[0004] Even though occurrences of corner cases are infrequent, special handling of the

corner cases in either fast path HTTP or LW-TCP modules is error prone and performance

affecting, considering the various combinations of corner cases in an actual network. Any

performance gain of fast path HTTP may be offset by the corner cases processing. It is

appropriate, however, not to consider any special handling in fast-path HTTP, but rather

to allow these cases to be handled by the normal HTTP processing.

[0005] Therefore, there is a need for a system and method to transition from a fast-path

HTTP processing scenario to a normal HTTP processing.

BRIEF SUMMARY OF THE INVENTION

[0006] According to one embodiment of the present invention, a service gateway

comprises: a fast path module for processing data packets without using packet buffers;

and a normal path module for processing data packets using one or more packet buffers,

wherein the fast path module: receives a service request data packet from a client side

session between a client and the service gateway; determines that the service request data

packet cannot be processed by the fast path module; and in response to determining that

the service request data packet cannot be processed by the fast path module, sends the

service request data packet to the normal path module, wherein in response to receiving

the service request data packet from the fast path module, the normal path module:

retrieves a first proxy session record created by the fast path module, wherein the first

proxy session record is associated with a client session record for the client side session;

creates a second proxy session record based on the service request data packet and the

client session record associated with the first proxy session record; and processes the

service request data packet according to the second proxy session record.

[0007] In one aspect of the present invention, wherein in determining that the service

request data packet cannot be processed by the fast path module, the fast path module:

determines that the service request data packet: does not contain a complete HTTP

header; contains only a partial URI; contains only partial HTTP header field; contains

only a partial HTTP cookie field; indicates an IP packet fragment; contains an unexpected

URI; does not contain an expected cookie field; or does not contain an expected HTTP

header attribute.



[0008] In one aspect of the present invention, wherein in creating the second proxy

session record, the normal path module: creates a second client session record based on

the client session record associated with the first proxy session record and the service

request data packet; and associates the second client session record with the second proxy

session record.

[0009] In one aspect of the present invention, wherein the client side session comprises a

TCP session, wherein in creating the second proxy session record, the normal path

module further: obtains a client session receiving initial sequence number and a client

session sending initial sequence number from the client session record associated with the

first proxy session record; creates one or more TCP session state variables and one or

more packet buffers for the client side session; and stores the client session receiving

initial sequence number, the client session sending initial sequence number, and the one

or more TCP session state variables in the second client session record.

[0010] In one aspect of the present invention, the fast path module further: determines

that the service request data packet can be processed by the fast path module; in response

to determining that the service request data packet can be processed by the fast path

module, adjusts sequence numbers in the service request data packet using a calculated

client session sequence number adjustment stored in the first proxy session record; and

sends the adjusted service request data packet over a server side session between a server

and the service gateway.

[001 1] In one aspect of the present invention, in adjusting the sequence numbers in the

service request data packet, the fast path module: adjusts a sequence number in the

service request data packet by the calculated client session sequence number adjustment;

and adjusts an acknowledgement number in the service request data packet by the

calculated client session sequence number adjustment.

[0012] System and methods corresponding to the above-summarized service gateway are

also described and claimed herein.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE FIGURES

[0013] Figure 1 illustrates an embodiment of a service gateway servicing a service

application between a client device and a server device according to the present invention.



[0014] Figure 2 illustrates an embodiment of a service gateway according to the present

invention.

[0015] Figure 3 illustrates an embodiment of a fast-path service application processing a

TCP session request according to the present invention.

[0016] Figure 4 illustrates an embodiment of a fast-path service application processing a

HTTP service request according to the present invention.

[0017] Figure 5 illustrates an embodiment to establish a server session according to the

present invention.

[0018] Figure 5a illustrates an embodiment of a calculation of client session sequence

number adjustment according to the present invention.

[0019] Figure 5b illustrates an embodiment of a calculation of server session sequence

number adjustment according to the present invention.

[0020] Figure 6 illustrates an embodiment of forwarding a data packet from server device

to client device according to the present invention.

[0021] Figure 7 illustrates an embodiment of a transition from fast path module to normal

path module according to the present invention.

[0022] Figure 8 illustrates an embodiment of a creation of proxy session record for

normal path TCP module using proxy session record for fast path TCP module according

to the present invention.

DETAILED DESCRIPTION OF THE INVENTION

[0023] The following description is presented to enable one of ordinary skill in the art to

make and use the present invention and is provided in the context of a patent application

and its requirements. Various modifications to the embodiment will be readily apparent

to those skilled in the art and the generic principles herein may be applied to other

embodiments. Thus, the present invention is not intended to be limited to the

embodiment shown but is to be accorded the widest scope consistent with the principles

and features described herein.

[0024] The present invention can take the form of an entirely hardware embodiment, an

entirely software embodiment or an embodiment containing both hardware and software



elements. In a preferred embodiment, the present invention is implemented in software,

which includes but is not limited to firmware, resident software, microcode, etc.

[0025] Furthermore, the present invention can take the form of a computer program

product accessible from a computer-usable or computer-readable medium providing

program code for use by or in connection with a computer or any instruction execution

system. For the purposes of this description, a computer-usable or computer readable

medium can be any apparatus that can contain, store, communicate, propagate, or

transport eh program for use by or in connection with the instruction execution system,

apparatus, or device.

[0026] The medium can be an electronic, magnetic, optical, electromagnetic, infrared, or

semiconductor system (or apparatus or device) or a propagation medium. Examples of a

computer-readable medium include a semiconductor or solid state memory, magnetic

tape, a removable computer diskette, a random access memory (RAM), a read-only

memory (ROM), a rigid magnetic disk and an optical disk. Current examples of optical

disks include compact disk - read only memory (CD-ROM), compact disk - read/write

(CD-R/W) and DVD.

[0027] A data processing system suitable for storing and/or executing program code will

include at least one processor coupled directly or indirectly to memory elements through a

system bus. The memory elements can include local memory employed during actual

execution of the program code, bulk storage, and cache memories which provide

temporary storage of at least some program code in order to reduce the number of times

code must be retrieved from bulk storage during execution.

[0028] Input/output or I O devices (including but not limited to keyboards, displays, point

devices, etc.) can be coupled to the system either directly or through intervening I/O

controllers.

[0029] Network adapters may also be coupled to the system to enable the data processing

system to become coupled to other data processing systems or remote printers or storage

devices through intervening private or public networks. Modems, cable modem and

Ethernet cards are just a few of the currently available types of network adapters.

[0030] The flowchart and block diagrams in the Figures illustrate the architecture,

functionality, and operation of possible implementations of systems, methods and



computer program products according to various embodiments of the present invention.

In this regard, each block in the flowchart or block diagrams may represent a module,

segment, or portion of code, which comprises one or more executable instructions for

implementing the specified local function(s). It should also be noted that, in some

alternative implementations, the functions noted in the block may occur out of the order

noted in the figures. For example, two blocks shown in succession may, in fact, be

executed substantially concurrently, or the blocks may sometimes be executed in the

reverse order, depending upon the functionality involved. It will also be noted that each

block of the block diagrams and/or flowchart illustration, and combinations of blocks in

the block diagrams and/or flowchart illustration, can be implemented by special purpose

hardware-based systems that perform the specified functions or acts, or combinations of

special purpose hardware and computer instructions.

[0031] The terminology used herein is for the purpose of describing particular

embodiments only and is not intended to be limiting of the invention. As used herein, the

singular forms "a", "an" and "the" are intended to include the plural forms as well, unless

the context clearly indicates otherwise. It will be further understood that the terms

"comprises" and/or "comprising," when used in this specification, specify the presence of

stated features, integers, steps, operations, elements, and/or components, but do not

preclude the presence or addition of one or more other features, integers, steps,

operations, elements, components, and/or groups thereof.

[0032] Figure 1 illustrates an embodiment of a service gateway 300 processing an

application session 400 between a client device 100 and server device 200 according to

the present invention.

[0033] An embodiment of the service gateway 300, illustrated in Figure 2, is

operationally coupled to a processor module 310, a memory module 320, a network

interface module 350, and a computer readable module 340. The computer readable

medium 340 stores computer readable program code, which when executed by the

processor module 310 using the memory module 320, implements the various

embodiments of the present invention as described herein. In some embodiments, service

gateway 300 is implemented as a server load balancer, an application delivery controller,

a service delivery platform, a traffic manager, a security gateway, a component of a

firewall system, a component of a virtual private network (VPN), a load balancer for



video servers, a gateway to distribute load to one or more servers, a Web or HTTP server

handling the HTTP layer of the HTTP service session 300, or a gateway performing

network address translation (NAT).

[0034] In one embodiment, computer readable medium 340 includes instructions for

service application 500 and processor module 310 executes service application 500.

Embodiments of service application 500 include server load balancing services, network

address translation, firewall, remote access services, HTTP proxy services, TCP proxy

services, audio or video streaming services, Web services, content delivery services,

WAN optimization services, mobile Internet services, and content caching services.

[0035] Returning to Figure 1, client device 100 is typically a computing device with

network access capabilities. In one embodiment, client device 100 is a workstation, a

desktop personal computer or a laptop personal computer, a Personal Data Assistant

(PDA), a tablet computing device, a smartphone, or a cellular phone, a set-top box, an

Internet media viewer, an Internet media player, a smart sensor, a smart medical device, a

net-top box, a networked television set, a networked DVR, a networked Blu-ray player, a

networked handheld gaming device, or a media center.

[0036] In one embodiment, client device 100 is a residential broadband gateway, a

business Internet gateway, a business Web proxy server, a network customer premise

device (CPE), or an Internet access gateway.

[0037] In one embodiment, client device 100 includes a broadband remote access server

(BRAS), a Digital Subscriber Line Access Multiplexer (DSLAM), a Cable Modem

Terminating System (CMTS), or a service provider access gateway.

[0038] In one embodiment, client device 100 includes a mobile broadband access

gateway such as a Gateway GPRS Support Node (GGSN), a Home Agent (HA), or a PDN

Gateway (PGW).

[0039] In one embodiment, client device 100 includes a server load balancer, an

application delivery controller, a traffic manager, a firewall, a VPN server, a remote

access server, or an enterprise or datacenter access gateway.

[0040] In one embodiment, client device 100 is a device comprising similar components

as service gateway 300.



[0041] Client device 100 initiates application session 400 towards server device 200.

[0042] Server device 200 is a computing device typically coupled to a processor and a

computer readable medium which stores computer readable program code. Server device

200, with the processor and the computer readable program code, implements

functionality of a Web server, a file server, a video server, a database server, an

application server, a voice system, a conferencing server, a media gateway, a media

center, an app server or a network server providing a TCP-based service or an application

service to client device 100 using application session 400.

[0043] Embodiments of application session 400 includes a HTTP session, a file transfer

session, a TCP-based video streaming session, a TCP-based music or video streaming

session, a file download session, a group conferencing session, a database access session,

a remote terminal access session, a Telnet session, a e-commerce transaction, a remote

procedure call, and other uses of TCP communication sessions.

[0044] Service application 500 includes a fast path module 520 and a normal path module

550. Normal path module 550 processes application session 400 with a typical TCP

packet buffering mechanism, as known to those skilled in the art. Fast path module 520

processes TCP packets of application session 400 without a packet buffer. Both

processing will be described subsequently in this specification.

[0045] Figure 3 illustrates an embodiment of the processing of fast path module 520

according to the present invention. In one embodiment, client device 100 sends a TCP

session request data packet 402 to service gateway 300 to establish a client TCP session

430 for application session 400. Service application 500 receives TCP session request

402 and uses fast path module 520 to handle TCP session request 402. In one

embodiment, fast path module 520 includes fast path TCP module 523 and fast service

module 527.

[0046] Fast path TCP module 523 receives TCP session request 402, and creates a client

session record 543 and an associated proxy session record 540. In one embodiment,

proxy session record 540 includes client session record 543. In one embodiment, service

application 500 connects to storage 502, such as memory module 320. Fast path TCP

module 523 stores proxy session record 540 and client session record 543 in storage 502.

Fast path TCP module 523 obtains several pieces of information from TCP session



request 402 and stores the information into client session record 543. In one embodiment,

the information of TCP session request 402 includes one or more of client session

receiving initial sequence number 433, IP source and destination addresses, TCP source

and destination port numbers, lower layer network addresses such as MAC addresses,

VLAN addresses, WLAN addresses, and information about link layer, physical layer,

tunneling session obtained from or using TCP session request 402.

[0047] In one embodiment, fast path TCP module 523 accepts the TCP session request

402 and responds with a TCP session acceptance data packet 413. In this embodiment,

fast path TCP module 523 generates an initial sequence number 437, or client session

sending initial sequence number 437, in response to TCP request packet 402. Fast path

TCP module 523 stores initial sequence number 437 in client session record 543, sends

TCP session acceptance 413 to client device 100, and establishes client session 430.

[0048] In one embodiment illustrated in Figure 4, after the client session 430 is

established, client device 100 sends a service request data packet 404 to service gateway

300 over client session 430 in order to establish an application level session for

application session 400. In one embodiment, service request 404 includes HTTP request

405. Service application 500 receives service request 404. Fast path TCP module 523

compares service request 404 against one or more client session records in storage 502

and obtains client session record 543 corresponding to client session 430.

[0049] Service application 500 invokes fast path service module 527 to process service

request 404. In one embodiment, fast path service module 527 retrieves HTTP request

405 from service request 404, and selects server device 200 to service HTTP request 405.

In one embodiment, fast path service module 527 instructs fast path TCP module 523 to

establish server TCP session 470 with server device 200. Fast path TCP module 523

creates server session record 547 and associates server session record 547 with proxy

session record 540. In one embodiment, fast path TCP module 523 stores server session

record 547 in storage 502. In one embodiment, proxy session record 540 includes server

session record 547.

[0050] In one embodiment, fast path TCP module 523 creates server session sending

initial sequence number 477 and uses initial sequence number 477 to create TCP session

request data packet 408. Fast path TCP module 523 sends TCP session request 408 to

server device 200. In one embodiment, server device 200 accepts TCP service request



408 and responds with TCP session acceptance data packet 409. Fast path TCP module

523 retrieves a piece of information from TCP session acceptance 409. In one

embodiment, the TCP session acceptance 409 information includes server session

receiving initial sequence number 478. Fast path TCP module 523 stores initial sequence

number 478 in server session record 547.

[0051] In one embodiment illustrated in Figure 5, fast path service module 527 sends

service request 404 through fast path TCP module 523 to server device 200. Fast path

TCP module 523 further modifies service request 404. In one embodiment, service

request 404 includes a TCP header 415. In one embodiment, fast path TCP module 523

adjusts the sequence number 417 and acknowledgment number 419 in TCP header 415.

As illustrated in figure 5a, fast path TCP module 523 calculates client session sequence

number adjustment 447 using client session receiving initial sequence number 433 in

client session record 543 and server session sending initial sequence number 473 in server

session record 547. In one embodiment, fast path TCP module 523 subtracts client

session receiving initial sequence number 433 from server session sending initial

sequence number 473 to obtain client session sequence number adjustment 447.

[0052] In one embodiment, fast path TCP module 523 stores client session sequence

number adjustment 447 in proxy session record 540.

[0053] In one embodiment illustrated in figure 5b, fast path TCP module 523 calculates

server session sequence number adjustment 449 similarly by subtracting server session

receiving initial sequence number 477 in server session record 547 from client session

sending initial sequence number 437 in client session record 543. In one embodiment,

fast path TCP module 523 stores server session sequence number adjustment 449 in proxy

session record 540.

[0054] Returning to the illustration in Figure 5, in one embodiment, fast path TCP

module 523 adjusts sequence number 417 by adding client session sequence number

adjustment 447.

[0055] In one embodiment, fast path TCP module 523 adjusts acknowledge number 419

by adding server session sequence number adjustment 449.

[0056] Fast path TCP module 523 sends adjusted service request 404' to server device

200.



[0057] In one embodiment, service gateway 300 receives a TCP data packet 403 of client

session 430 from client device 100. Fast path TCP module 523 adjusts data packet 403

before sending the adjusted data packet 403' to server device 100. Fast path TCP module

523 adjusts sequence number and acknowledgement number of data packet 403 similar to

the adjustment described above. Fast path TCP module 523 sends adjusted data packet

403' to server device 200.

[0058] In one embodiment illustrated in figure 6, server device 200 sends a TCP data

packet 407 of server session 470 to service gateway 300. Fast path TCP module 523

receives data packet 407 and adjusts data packet 407 before sending the adjusted data

packet 407' to client device 100. Fast path TCP module 523 adjusts sequence number

416 and acknowledgement number 418 of data packet 407. In one embodiment, fast path

TCP module 523 adjusts the sequence number field of data packet 407 by subtracting

server session sequence number adjustment 449. In one embodiment, fast path TCP

module 523 adjusts the acknowledgement number field of data packet 407 by subtracting

client session sequence number adjustment 447. Fast path TCP module 523 sends

adjusted data packet 407' to client device 100.

[0059] In one embodiment, the adding and subtracting steps of sequence numbers need to

consider TCP sequence wrap around conditions, as known to those skilled in the art.

[0060] In one embodiment, fast path service module 527 modifies service request 404,

data packet 407 or data packet 403. Fast path service module 527 informs fast path TCP

proxy module 523 of any packet length adjustment due to the packet modification. Fast

path TCP module 523 applies proper adjustment to the sequence number adjustment steps

based on the informed packet length adjustment.

[0061] In one embodiment illustrated in Figure 7, fast path service module 527

determines it cannot handle service request 404. Service application 500 instructs fast

path service module 527 to send service request 404 to normal path module 550. In one

embodiment, fast path service module 527 determines service request 404 contains a

partial HTTP header 412. In one embodiment, partial HTTP header 412 does not include

all necessary information for processing by fast path service module 527, including one or

more conditions such as comprising a complete HTTP header, a partial URI, a partial

HTTP header field, or a partial cookie field. In one embodiment, partial HTTP header

412 indicates service request 404 is an IP packet fragment. In one embodiment, fast path



service module 527 cannot handle service request 404 when service request 404 includes

unexpected information such as an unexpected URI, a missing expected cookie field, or a

missing expected HTTP header attribute. In one embodiment, fast path service module

527 determines an error condition when processing service request 404.

[0062] Fast path service module 527 sends service request 404 to normal path module

550. In one embodiment, normal path TCP module 553 receives service request 404 and

retrieves proxy session record 540 from fast path TCP module 523. Normal path TCP

module 553 creates proxy session record 560 based on service request 404 and proxy

session record 540.

[0063] As illustrated in an embodiment in Figure 8, normal path TCP module 553 creates

client session record 563 based on client session record 543 associated to proxy session

record 540 and service request 404. Normal path TCP module 553 obtains client session

receiving initial sequence number 433 and client session sending initial sequence number

437 from client session record 543 and stores them into client session record 563. Normal

path TCP module 553 creates other necessary TCP session state variables and buffers for

client session 430. These TCP session state variables and buffers are known to the skilled

in the art and are not described here. In one embodiment, normal path TCP module 553

stores these TCP session state variables and buffers in client session record 563. Normal

path TCP module 553 associates client session record 563 with proxy session record 560.

In one embodiment proxy session record 560 includes client session record 563. In one

embodiment, normal path TCP module 553 stores proxy session record 560 in storage

502.

[0064] Returning to the illustration in Figure 7, normal path TCP module 553

subsequently processes service request 404 as if normal path TCP module 553 receives

service request 404 from client session 430. Normal path TCP module 553 performs the

usual TCP protocol steps onto service request 404, as known to those skilled in the art.

[0065] In one embodiment, normal path TCP module 553 informs normal path service

module 557 of service request 404. In one embodiment, service request 404 is a HTTP

request. Normal path service module 557 processes the HTTP request. Normal

processing of the HTTP request of service request 404 is known to those skilled in the art.

Such typical processing includes selecting server device 200, establishing a normal server

TCP session 470 with server device 200, receiving TCP data packets from client session



430 (server session 470), processing sequence number fields and acknowledgement fields

of the received TCP data packets, forwarding the content of the received TCP data packet

to be sent to server session 470 (client session 430), generating TCP data packets for

server session 470 (client session 430) based on the forwarded content, calculating

sequence number fields and acknowledgement fields for the generated TCP data packets,

sending the generated TCP data packets. Details of the processing are known to those

skilled in the art and are not further described here.

[0066] In one embodiment, service request 404 is a SIP request, or other request known

to the skilled in the art. A typical processing of such service request by normal path

module 550 is not further described here.

[0067] Although the present invention has been described in accordance with the

embodiments shown, one of ordinary skill in the art will readily recognize that there could

be variations to the embodiments and those variations would be within the spirit and

scope of the present invention. Accordingly, many modifications may be made by one of

ordinary skill in the art without departing from the spirit and scope of the appended

claims.



CLAIMS

What is claimed is:

1. A service gateway, comprising:

a fast path module for processing data packets without using packet buffers; and

a normal path module for processing data packets using one or more packet

buffers,

wherein the fast path module:

receives a service request data packet from a client side session between a

client and the service gateway;

determines that the service request data packet cannot be processed by the

fast path module; and

in response to determining that the service request data packet cannot be

processed by the fast path module, sends the service request data packet to the normal

path module,

wherein in response to receiving the service request data packet from the fast path

module, the normal path module:

retrieves a first proxy session record created by the fast path module,

wherein the first proxy session record is associated with a client session record for the

client side session;

creates a second proxy session record based on the service request data

packet and the client session record associated with the first proxy session record; and

processes the service request data packet according to the second proxy

session record.

2. The service gateway of claim 1, wherein in determining that the service

request data packet cannot be processed by the fast path module, the fast path module:

determines that the service request data packet:

does not contain a complete HTTP header;

contains only a partial URI;

contains only partial HTTP header field;

contains only a partial HTTP cookie field;

indicates an IP packet fragment;

contains an unexpected URI;



does not contain an expected cookie field; or

does not contain an expected HTTP header attribute.

3. The service gateway of claim 1, wherein in creating the second proxy

session record, the normal path module:

creates a second client session record based on the client session record associated

with the first proxy session record and the service request data packet; and

associates the second client session record with the second proxy session record.

4. The service gateway of claim 3, wherein the client side session comprises a

TCP session, wherein in creating the second proxy session record, the normal path

module further:

obtains a client session receiving initial sequence number and a client session

sending initial sequence number from the client session record associated with the first

proxy session record;

creates one or more TCP session state variables and one or more packet buffers for

the client side session; and

stores the client session receiving initial sequence number, the client session

sending initial sequence number, and the one or more TCP session state variables in the

second client session record.

5. The service gateway of claim 1, wherein the fast path module further:

determines that the service request data packet can be processed by the fast path

module;

in response to determining that the service request data packet can be processed by

the fast path module, adjusts sequence numbers in the service request data packet using a

calculated client session sequence number adjustment stored in the first proxy session

record; and

sends the adjusted service request data packet over a server side session between a

server and the service gateway.

6. The service gateway of claim 5, wherein in adjusting the sequence

numbers in the service request data packet, the fast path module:



adjusts a sequence number in the service request data packet by the calculated

client session sequence number adjustment; and

adjusts an acknowledgement number in the service request data packet by the

calculated client session sequence number adjustment.

7. A method for processing HTTP packets by a service gateway implemented

by a processor, comprising:

(a) receiving, by a fast path module of the service gateway implemented by the

processor, a service request data packet from a client side session between a client and

the service gateway, wherein the fast path module processes data packets without using

packet buffers;

(b) determining that the service request data packet cannot be processed by

the fast path module;

(c) in response to determining that the service request data packet cannot be

processed by the fast path module, sending the service request data packet from the fast

path module to a normal path module of the service gateway implemented by the

processor, wherein the normal path module processes data packets using one or more

packet buffers;

(d) in response to receiving the service request data packet from the fast path

module, retrieving by the normal path module a first proxy session record created by the

fast path module, wherein the first proxy session record is associated with a client session

record for the client side session;

(e) creating by the normal path module a second proxy session record based

on the service request data packet and the client session record associated with the first

proxy session record; and

(f) processing the service request data packet by the normal path module

according to the second proxy session record.

8. The method of claim 7, wherein the determining (b) comprises:

(bl) determining that the service request data packet:

does not contain a complete HTTP header;

contains only a partial URI;

contains only partial HTTP header field;



contains only a partial HTTP cookie field;

indicates an IP packet fragment;

contains an unexpected URI;

does not contain an expected cookie field; or

does not contain an expected HTTP header attribute.

9. The method of claim 7, wherein the creating (e) comprises:

(el) creating a second client session record by the normal path module based on

the client session record associated with the first proxy session record and the service

request data packet; and

(e2) associating the second client session record with the second proxy session

record.

10. The method of claim 9, wherein the client side session comprises a TCP

session, wherein the creating (el) comprises:

(eli) obtaining by the normal path module a client session receiving initial

sequence number and a client session sending initial sequence number from the client

session record associated with the first proxy session record;

(elii) creating one or more TCP session state variables and one or more packet

buffers for the client side session; and

(eliii) storing the client session receiving initial sequence number, the client

session sending initial sequence number, and the one or more TCP session state variables

in the second client session record.

11. The method of claim 7, further comprising:

(g) determining that the service request data packet can be processed by the

fast path module;

(h) in response to determining that the service request data packet can be

processed by the fast path module, adjusting sequence numbers in the service request data

packet using a calculated client session sequence number adjustment stored in the first

proxy session record; and

(i) sending the adjusted service request data packet over a server side session

between a server and the service gateway.



12. The method of claim 11, wherein the adjusting (h) comprises:

(hi) adjusting a sequence number in the service request data packet by the

calculated client session sequence number adjustment; and

(h2) adjusting an acknowledgement number in the service request data packet

by the calculated client session sequence number adjustment.

13. A system, comprising:

a processor; and

a computer readable storage medium having computer readable program code

embodied therewith, the computer readable program code configured to:

(a) receive, by a fast path module of the service gateway implemented by

the processor, a service request data packet from a client side session between a client

and the service gateway, wherein the fast path module processes data packets without

using packet buffers;

(b) determine that the service request data packet cannot be processed by

the fast path module;

(c) in response to determining that the service request data packet cannot

be processed by the fast path module, send the service request data packet from the fast

path module to a normal path module of the service gateway implemented by the

processor, wherein the normal path module processes data packets using one or more

packet buffers;

(d) in response to receiving the service request data packet from the fast

path module, retrieve by the normal path module a first proxy session record created by

the fast path module, wherein the first proxy session record is associated with a client

session record for the client side session;

(e) create by the normal path module a second proxy session record based

on the service request data packet and the client session record associated with the first

proxy session record; and

(f) process the service request data packet by the normal path module

according to the second proxy session record.



14. The system of claim 13, wherein the computer readable program code

configured to determine (b) is further configured to:

(bl) determine that the service request data packet:

does not contain a complete HTTP header;

contains only a partial URI;

contains only partial HTTP header field;

contains only a partial HTTP cookie field;

indicates an IP packet fragment;

contains an unexpected URI;

does not contain an expected cookie field; or

does not contain an expected HTTP header attribute.

15. The system of claim 13, wherein the computer readable program code

configured to create (e) is further configured to:

(el) create a second client session record by the normal path module based on

the client session record associated with the first proxy session record and the service

request data packet; and

(e2) associate the second client session record with the second proxy session

record.

16. The system of claim 15, wherein the client side session comprises a TCP

session, wherein the computer readable program code configured to create (el) is further

configured to:

(eli) obtain by the normal path module a client session receiving initial

sequence number and a client session sending initial sequence number from the client

session record associated with the first proxy session record;

(elii) create one or more TCP session state variables and one or more packet

buffers for the client side session; and

(eliii) store the client session receiving initial sequence number, the client session

sending initial sequence number, and the one or more TCP session state variables in the

second client session record.



17. The system of claim 13, wherein the computer readable program code is

further configured to:

(g) determine that the service request data packet can be processed by the fast

path module;

(h) in response to determining that the service request data packet can be

processed by the fast path module, adjust sequence numbers in the service request data

packet using a calculated client session sequence number adjustment stored in the first

proxy session record; and

(i) send the adjusted service request data packet over a server side session

between a server and the service gateway.

18. The method of claim 17, wherein computer readable program code

configured to adjust (h) is further configured to:

(hi) adjust a sequence number in the service request data packet by the

calculated client session sequence number adjustment; and

(h2) adjust an acknowledgement number in the service request data packet by

the calculated client session sequence number adjustment.
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