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(57) Abstract: Disclosed are a method and a system for traffic steering triggered by
a network security function (NSF), and a device therefor. Particularly, a system for
supporting traffic steering triggered by an NSF can comprise an NSF forwarder (NSFF)
for: performing a security check on a packet introduced to the system; determining
whether an additional check by another NSF is necessary, on the basis of the result of
the security check; attaching, to the packet, a packet forwarding header for summoning
the additional check if the additional check is necessary; and transmitting the packet to
a second NSF if'a first NSF for transmitting, to the NSFF, the packet to which the packet
forwarding header is attached and a second NSF having a security capability required
for the additional check included in the packet forwarding header are discovered.
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instance = ] ¢k Y X & £33 4= It} EE gk NSF Operation Manager™ 71 -2} 2]
] Al 2~ ¥l(Developer’s Management System) 2} 2] 3 ¢ 12|31 Z ] NSF
instance & ©l| tH g} load balancing®l] 2] 38l] NSF instance2] 3 (pool)2] &4l #&| &
Edia=g

- 7 A 3§ ] /21 78 <= 7| o] 4 (Packet Forwarding Header/Encapsulation): Packet
Forwarding Header+= 57} AAME 918l shul 9] NSFE4H I T & NSFE 9
packet2 &3] 93t ALt A A2 NSRS, &22 NSF)&= F412]
NSF(Z5, B} NSF)2] NSF = 2 3}l 2 Packet Forwarding Header=
T/ (construct) &} 21, NSFFel| 7] 3l & packets AEstt), @ 15 += =& &2

i



WO 2018/097422 PCT/KR2017/004510

[69]

[70]
[71]

[72]

[73]

[74]

[75]

[76]

[77]

[78]
[79]

31 = (action code), " B} ©] B (metadata) 2] 5=, #| E}H] ©] B] (metadata) & Z 38 4=
21T}, o] 0|, metadatat™= NSF profile2] Q3+ = AAE 2ga 4= 9] o,
2% 3} Packet Forwarding Header®l| 4 Spec info B =2 2] 3 2 4= 91T},

- Y E LA Bt 7] A D AHNSFF: Network Security Function Forwarder)(®E+=
Rt 7]°s & ZAH(SFF: Security Function Forwarder)): traffic®] NSFZ+8 A &=
], NSFF+= packet forwarding encapsulation Woll 4] A &¥ A H o) uje} 3pr}
o]l 124 H NSFol 7 traffics A @ahe= 4 & o v g}, wpeb A, NSFF&=
traffic-S & T} NSFF(F Q3 1= o} 2 eF}] o] 28] gl o](overlay))ll 7l

=
T T
ADslar, overlay HAFES F82 T 5 U

o| 3}, ¥ wkrg o] A A| QFS}i= NSF-triggered traffic steering architecture % traffic
steering®| 7]+ & 2tol] thapo] A3 E v}, g, architecture®] Z; -4 Q4
thato] Al s] A H

T 1e By o] o Ao ulE NSFoll o] &) E ] 7] 5] :=(NSF-triggered)
E |8 ~E] o] Y (traffic steering) A 2281 2] F-4d 2 o] A] $H},

%18 Fxsh4, B dhgof] u}E NSF-triggered traffic steering architecturet=
I2NSF AF-8-AH(user)(Fei= ARSAL A, HIESH A &G AF ] 2ot
71 E & o] (Network Operator Management Security Controller, {F'd3] H.QF
71 E & 2 (Security Controller) 2 | A 2 = 9l &), W] 9] ] A ~E(VMS:
Vendor's Management System), NSF(*£3= NSF “& #]) 2 NSF 2 & ZHNSFF: NSF
Forwarder)(*2+= NSFF g2 2 -4 € 4= 9J o}, E 3k Network Operator
Management Security Controllers= NSF =% ¥2] ZH(NSF Operation Manager)(*+
NSF Operation Manager 4 *)& ¥ 33t = 9l

5= 19 whE architectures= X E%¢1 packet®] 53} 7 Al(composite inspection) &
A1 g+r}, Packet Forwarding Headerol] #]78-¥ 2+ NSF2| A} 2 7}of] u}2}, traffic
packet> A g w418 918 It U2 NSF2 ~E|o]H = 4= Q)

7]12=9] I2NSF 9§ 91391 -4 2 421 I2NSF AF&-ZHI2NSF User)(*E+=
I2NSF Z&lo) o E) 2 3 E] 4 9]-# A (high-level) A B.¥ AL o 3k 4 = 2
AR TGS Uk

TS, B dhgof] A A QFE] = architecturet= load balancing, A& S 2
714 Q1 (supplementary) NSF instance A4 2 A}-8 %] %] 2= NSF instance A 7]
71 AT 5 A

ol gk A7 A& EAdsty] Al 71E 9] I2NSF Za§) 9 e ol -4
228 82 Uk

o|a}, Zt A QA4 tfsho] Ay Er)

- I2NSF User: I2NSF useri= Ul E 9] = &% #}2] 7] HEA| A (infrastructure)-S &3]
HEQ A MH2E =4l 8h= 7]9) vl =] A (enterprise network) €]
2] AHadministrator)(£ = 2] A} G2 E YR
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[80]

[81]

[82]

[83]

[84]

[85]

[86]
[87]
[88]
[89]

[90]

I2NSF useri= H= gk T} k3t o o] 4 Q1 (malicious) 34 2. = H-¥| enterprise network
E # I (traffic)e R 3517] A3te] U E S A B.QF A H] 2 (network security
service)& ©|-8a = Q 7| )T}, security services 2.7 3}7] 9151, I2NSF usert™
A Al o] ¥ 3F= security service2] 7 ¢l-@l " (high-level) 2.9+ A 3 (security
policy)& 5 (specify) 3} 3L, Security Controller®l] 7] high-level security policy<

A
o2 = ol

high-level security policy & = H]3Fi= #}4 o] 4|, I2NSF useri= 7+ NSF(£)E 9 &t
security service == H.QF 4 & 2] A A (security policy rule configuration)<
A st7] Yste] 275 = NSF(&)9 BFdoll thsle] e abx] o2 = et

L=k, 12NSF usert= Security Controllerol] €] 2l 7134 Q1 (underlying) NSF(&)
ol A kA &) = H.oF o] ¥l E (& )(security event) & 54| -2 5= At} o] &2
security event(£)S 4] g0 2 A I2NSF user= Al 2% ¥4 S 2¥sla, A 23
A thx3s}7] 91 ¢t high-level security policyE o] E(E& A4HE 4= At

- Network Operator Management Security Controller(Security Controller): Security
Controller+= U E 9] =1 - =}ol|l o] &l #e €.

Security Controller®] 52 gt & 3+ == 3}1}+= I2NSF userZFF 2] high-level X.QF
A= QA 1A)E 54 NSF(E)S 9§ sh9l-# ' (low-level) B¢+ 4 A
2] © 2 W Z(translate) 3= 51 ©] T}, Security Controller”} high-level B¢t 74 3 &
I2NSF user= 8 418+ 2, Security Controlleri= -7-41 I2NSF usere]] 2] 3]
Q5= AAS A P5Hr] fleke] 8 H 3= NSE(E) ol Btls A4 5= ATk
“12) 31, Security Controllerv= 2 7% &= Z} NSF(&)& 9% low-level B.¢F 4
Ay 4= ). A, Security Controlleri= A4 ¥ low-level H.QF A -8 7+
NSF(=)el A 2AE 5= 9

T3}, Security Controllers= Al 2~ 81 W] 4% <1 NSF(E)S U H H s}, 7}
NSF(E)oll thét t} et A (A& 50, I EY A A 2 (access) FH H
2+ 2 = (workload) JHl 5)& F-41 & 4~ v}, 38}, Security Controller+=
Vendor's Management System 2] %58 1Fo] NSF €1 ~8 A~ 9] 542l
T Al Zk(life-cycle) ¥ el & &3l NSF 91 2~® 2 (instance)] #(pool)S &4 &2
e = ATk

- NSF % ¥2] AH(NSF Operation Manager)

NSF Operation Manager+= U 3 7FA] 9] & 2H-& gt}

i) IP(Internet Protocol) -4, A ¢ ¥ &= # & 3 2 & F(transport protocol), NSF
profile, 2= “JE]| ¢} o] A8 7153 ¥ NSF instance 2] 4 H.E F-~4]

ii) o1 %1 NSF profile®} & ¥ 7 ®. ¥ 3 Al(advanced inspection) =3 & 3571
A 3ste] NSFFZ 38 =215 A8 715 3F NSF instance 2] # 2 (query)®l] o

iii) AH FH) & 9 817] 918 7] NSF instance @] Al 7] = AH] 2~ 2318
3]} 7] 98t F=712] (supplementary) NSF instance 2] ¢12~¥1 2~ 3}(instantiation) &
HAste] 7zl o] #2] Al 2~ ¥l (Developer’s Management System) .2 2] 2 %

= O
A&

Nelhw
o H

lO rw-I'E



10

WO 2018/097422 PCT/KR2017/004510

[91]

[92]

[93]

[94]

[95]
[96]

[97]

[98]

[99]

[100]

5 19| A oA vEe} o], NSF Operation Manageri= Security Controller®] &}
g st

R} A4 o2 A B, A 2% NSF instance7} -5 2 w1} T}, Developer's
Management System+> 5= ¥ NSF instance®] “J 2.5 NSF Operation Manager =
Aest 4= ). o] ¢ u}g}, NSF Operation Manager+= A8 715 ¢ 2.4 NSF
instance?] AR Y AEE §-x3 4= 9]

£ ¢k, NSF Operation Mangeri= NSFFE-E] advanced inspectione ¢ F NSF

profile(Z, H.¢F 58 A H)S L 35l= 27 packet(o]| E ], NSF A4 2%
) 7)E 4213 = AT} NSF Operation Manger”F NSFFZ - 54 NSF profile ]
queryE 213HH, NSF Operation Manger+= 3l & NSF profileS- 48 753 B+
©]-8 7}5 ¢k NSF instance & 418 = v}, 71221, NSFe] 914 4 Egjd 25
FEf el E2 A8 7S ol &5H H A (best) ] instance & F-S 7 vk L] AL,
A A3 S, A 9] instance)E NSFFol 7] HF&HE 4= 91t}

YE3h, 7} NSF instance:= 571 2] & 2 241 9] 2= 4 Hf & NSF Operation
Manger®l| 7] B.a18 4= 1T}, o] 2]t B 310l 7] Z3}o], NSF Operation Manger
NSF instance®] A R.& ¢Jdlo]Ed 4= 1t} '3 NSF instance2] 714 1
Q1 ~ ¥ 2~ 3}(instantiation)(Zy, 57}2] NSF instance A &) %=+= NSF instance 2]

#| A (elimination/destruct) & ¢ 3}l Developer’s Management System®l] 7]

2749+ o % ¥ NSF instance 2| pools ¥he] et <= Ut} A }% O 2 NSF Operation
Manger:= =34 3 A9 R & WA o w5843 A &85 7HesH
g}

- bzl e Al 2"l (Developer’s Management System)

Developer’s Management System-> #1 ] &] 2] A] 2 El(Vendor's Management
System) 2.2 x| A & =1 91T} Developer’s Management System-= U] E£] =1
Aol Al NSE(E)2 Al & 3Fi= Al 3AK(third-party) K.<F Wt o] o] & @)= 4=

 OFeEsE Bk Wit] 9] th=9] Developer’s Management System(&)©] <A &
Atk

g o w2, g3 o] =71 7175 & 913l Developer’s Management
System®] &4 4= 3t

b4t ule) o], NSF Operation Manager®] 2 7% ol 7] HFs}o], Developer’s
Management System+= A =2 NSF 1 ~®1 2~ (5)& A A Y =t o]
AHEH A = 71E 9] NSF 1 281 22(5) & A 7] (eliminate/destruct) & 5 9}

thA] 23], NSF Operation Manager NSF2] 7]<& instance 7} < 38} H 714 1
NSF instance S 2§41 5} 7] 9] 3l Developer’s Management System®l] 7] 2% &t 4~
ATt v o] 54 NSFel| o §F instance & 57} U B 2., NSF Operation

Manageri= Developer’s Management System®l] 7l NSF instance s % 4#&

AAFEE 23T 5 9

ol g Q7o et -5 2= Developer's Management System-> NSF instance &

.

4 32
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[101]
[102]

[103]

[104]

[105]

[106]
[107]

[108]

[109]

[110]

A W= A A 4= o) 18] AL, Al 28 NSF instance S A A sEA Y 7]
NSF instance S A 7] g+ ¢ Developer's Management System-= ¥ 7 A} 3}-2- NSF
Operation Manager®l| 5 1.3 5= )t}

- NSF % NSF Forwarder(NSFF):

NSFE(el| & £ 9], firewall, DPI, 4] H] 2> A &2 2] AH(Dos(Denial of Service)
attack mitigator) ‘5 )= Security Controller= -8 =213t B oF A & 2] of w}e}
network traffic®] ®.¢F AALE 28 shr)

£3], & o] u}E architecture W NSFi= A2 9] HQF AAL A 3ol 7]HE3}o]
A2 THE NSF EFY] o2 21 1 5 BQF 7 Al(advanced security inspection)( <l &
5o, DPI 2 FAF A v 2 AF FA 52 AHDDoS(Distribute Denial of Service)
attack mitigator) & E ] 7] (triggen) & -+ U th. o] & £, firewall> DPIE ©] -8
suspicious traffic®] F7F4 <1 AALE Eg A = A

o] A5, 1e]gk X B.F 31 5314 Q1 A Al(composite inspection) & A & 3} 7]

A 3ste], NSFF= & Al NSF=YH T2 (successor) NSF=Z 2] suspicious traffic 2]
g /\aga 2= ol

% 19| A = NSFF7} Securlty Controller 2 NSFo}i= HxE9] 74 @ 4+ =
EAlskaL 9l o, Bodbrg o] ofof gk ¥ = A2 o] o}, =, NSFFi= Security
Controller =3= NSF %-°f] o] = Ao &= E 8K, shute] X =2 st Ft3l)E <=
U= = A A ado)t

5o 2, & 19 o Al ¥ architecture 2] Q1 E| 3| o] 29 thspo] Absg Er}.

- 28] AE &g Q1 E 7] ©] 2~(CFIL: Consumer-Facing Interface): &= 10 A & 4~
%) 50|, CFIi= I2NSF user®} Security Controller AF-©] ¢l 9] %] 6}a1, CFI&= AF-8-A} 2]
I2NSF A 2~ 8l © = o] QlE] 3| o] 2o}, o] & A A A O =M, 319](underlying)
NSF(£)9] A8k W88 7] 31, AF-8-A} ol Al NSF(E)9] 574 €1 Al ZH(abstract
view) 7S A &3t}

o] ¢lE] g o] 9] Q3 B2 & A}-2 2} 7} [2NSF A| 2 Elo]l 7] B.ot A n| A&
2% 7 55 8 835t7] Aol &, Security Controller”} 3}l (underlying)
NSF(&)Z 7 218 B.F 2 B (alert) & ©] CFIE &8l A&}l Al A es}7]
gtolth. Al AR E HA O BMA, ALE A= A2 A& A ekl
A2 3 Aol tlA3}7] 98k high-level security policy & ¢t o] E(HE= A4S

A
T 3

- NSF%‘ gkl Q1 E| 9] o] Z~(NFI: NSF-Facing Interface): NFI= NSFF(& )%}
Security Controller AF©] /5= NSF(&) ¥ Security Controller AF¢]ol] $] %] &},
NFI9] 5= Q¢+ ¥4 NSF(&)Z -8 Kot #7] 7|2 52l (decouple)$F o 2 A
CHFE Bt &4 WY 59 NSE(E)< Alojsta ety o3 uastd
AEIH 0] 225 A F3}7] 918Fo] o} NFI= NSF(E)9] Al g W8(d & &9,
W, 53 1A (form factor) &) 3} 55 # ¥ U, whelA], security policy rule-S-
NSFol| Al 4474 & o, Security Controlleri= ¥ T 574 &t x}o] L/HE1= NSF2] form
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[111]

[112]

[113]

[114]

[115]

[116]

[117]

[118]
[119]

[120]

factorZ 11 F o7} glvh

7] -4 02 NFI S1H 3 o] 2 E 53|, Security Controlleri= I2NSF user®]] 2] g+
high-level security policy & A| 3 3}7] ¢l3to] &2 -5~ 7] WH(flow-based) security
policyE 2 B}7l NSFell Al Aea 4= itk 914 A (maintenance)®] &% 0 &,
Security Controlleri= NFI Q1 E] 2| o] = & F-3l]l NSF(E)ol Al Alo] W & Eg| AT

A
T At

ZF NSF+ B3 Security Controllerel] Al & 2] A Ell(oll & & ¢, workload #'2,
F(congestion) )& TV 4 25 ¢e]7] Y5 NFI QIE #H o] 25 A&
th HE gk, Bt o] Wil E/7 B.7F NSF /el A8 e wjvjr}, NSFi= NFI

Qe 3 o] 22 & F-3l| Security Controller®l] 7] ©] & H.3138 4= Q.

Z} NSFF+= Security Controller2-E] NFI Q1 ] 3| o] ~ & F-8] A| 28 ] &
%91 NSF2] A9 A B (forwarding information)Z =418 <= 91T}, o], NSFE7}
T A traffice A &3] 93 forwarding informationE 7}A] a1 1 A] &-& 7 -%-,
NSFF= NFI <1 3] o] 22 & 5-3]| Security Controller®l 7] A B.2] # €l (query) &
A& o Aok

- 55 S1E 7| o] 22(RI: Registration Interface): = 19 4] & 4= 915z 0|, RIT&
Security Controller2} Developer's Management System A}-©] ¢l 9] ] gt} R12]
T8 542 NSF instance2] 54 ¢l life-cycle ¥&] L A] 2~ 8l 4ol A - NSF
instance ] 552 G 37| ¢ 5ot

A 23 NSF7F Al 28 U] @ % "1, Security Controller= Al 2% NSF A A &
Developer's Management System®l] 7] 2% 3+ 5= 1t} o] uj|, Security Controller2]
2792 2% ¥ NSF instance®] 3 Z 3} A (profile)-S 3 3}F5}aL, ©] profile-> NSF
instance©l] 2] 3l A| & %] o] oF 3}= K.t F ¥ (security capability) 2 A H] 2~
5 ¥ (service capacity)e 574 = Sl o},

o] 8% o] 4~41 % ¥, Developer's Management System+> 2 % ¥ NSF profile-&
TH=535F= Al % NSF instance S A4 3131, Security Controller®l] 7] ©] Al 2% NSF
instance2] U/ E ¢ A B A A A H (network access information)(el] & &

IP(Internet Protocol) =4~, 3£ E & B (port number) 5) & &= ot U EL A
MA| 2~ AR = Al 2~8' U] Al 22 NSF instance 2] 2L-7-8F 2 H 22 A AL8-E 5=
A

HEA| Security Controller7} 573 g+ 7]<& 9] NSF instance”} B ©]/ & 2.8}~

2 Thal 2 434, Security Controlleri= Developer's Management System®l] #] 3l &

NSF instance = A 7] (destruct) 3kl % & 5= 1t} o] A 7] 2 7 (destruction

o] &}, NSFell ol 3] E2] A% E#f|¥ ~E] o] ¥ (NSF-Triggered Traffic Steering)©ll
I e RS o2 e

523 7|0 AH) A v AlQ ol B X & o] A d,
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[121] A 8] 2 715 A Q1/A| o] 3 (SFC: Service Function Chain/Chaining)-< tF=2]
A2 75 (ol & E9], NSF)2 -8l trafficS steering$t O 24 o] & 7153}/
st 7)ol s g gkt

[122] (1 @A) EH (=, packet)ol] o 3+ SFC 24 2 #2](SFC configuration &
management)”} 7| 2] A 2] © T},

[123] (2 YA I2NSF o} 71 813 ] -4 ¥ E#f=(S, packet)2 1] €] A 2l ¥ SFC A4

2 2] (SFC configuration & management)& ©|-8-3le] Sl ESj& S H 22

et} =, sl d El o] o] 8k NSFS- &3l AAFE =Xl th g A u] 2 7] &

74 2 (SFP: Service Function Path)E 2 A gtc}, & 20| A = 3 & E | o] NSF1<
<8l AAFH AL, o] o] NSF2E &3l AAFH <= SFP7} 24 ¥ lvhaL 7F gt

[124] @A) EfF & A% SFpoll S8 Edf¥ 2 oY Hth = EfF
A SFpel whe} A H) 2~ 715 A & AK(SFF: Service Function Forwarder) &

73 f-8e] NSF1oll 7]l A g o),

[125] (4 @A) NSF1ol| o8l HAZF =39 5, el Eefj =2 SFFE 7 751
NSE20ll Al e} o, s & Eefj = ol thte] 24 ¥ SFPX 3H| A ¥t

[126] o] &} ko], E = o] 2NSF o}7| 8l W] <] ¥, vl 2] ezl v]e] o] H
SFC 474 2 #2](SFC configuration & management)®l] e} 3| 3 E 2| = of o gt
SFP7} A7 ¥ Tt

[127] HbA | B vk of] u}E 12NSF architecture Woll A= E | o] AL 74 2(=,
NSF&| 74 &2)7F vl ] A %] a1, &4 o= A gHr,.

i >1.

C.

[128]

[129] 532 2 o] o Aol upE NSFell o 3l E 2] 7| =] =(NSF-triggered)
E#| ¥ 2 ¥| o] Y (traffic steering) Al =8 U] NSF sl tj g R ¥ d-&
AN wHol,

i
T

[130] B wlvg of] w}E I12NSF architecture U NSF= A2 2] B.QF AL A ol 7] Hks} o
A2 ThE NSF Y] e 2 7 1 ¥ 1. 9F A Al(advanced security action)(Z, advanced
security inspection)(%]] & & ¢, DPI ¥ DDoS attack mitigation)-2- E 2] /& 4= 9}
o & E9], firewall> DPIE ©] 83} suspicious packet2] 714 <1 HALE
EgAT 4
[131] %, 52 33 o], NSF= A4l o] BQb AL Aol 7]dbeto] &4 0 =
G AHFW: Forwarder)E 53l DPI2} DDos Mitigator -l o]t gk X B ¥ Kok
& 2H(advanced security action)©| Uh&-0l] §>3) & o] of & x| & A5t 4= 9],
[132]
[133] olsf, =3l E A H o] A5 ¢t H X 2 E(IM: Information Model) 2 ©] o]
2.2 (DM: Data Model) 3, IM 2 DM-S 74 2] 3+ 0 2 4 T} 3F NSF(E) 2 9]
F3HE A H o] = F Al (set up)dh= A xpel] thahe] v fu
[134] L4 ko] o Ao whE 7 EH Y 5= 7HA = NSF(E)= A&
AR EHIM)S oA g

[e:
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[135]

[136]

[137]

[138]

[139]

[140]

[141]

[142]

[143]
[144]

[145]

I2NSFol| A = v}k Bot &7 4 HT] o] NSE(E)E 9] 73 Qe o] 25
Adatr] kel R EEdIM) H HolE 22 ({DM)o] geld 5= 3l

I2NSF Al 2= 8l Wof] A, T} % &t NSF(E)-2 security capability©l] w2} 3} o] /2]
Fhel el 2 B2 5 Atk IM2 NSF(E)9] 7+ 7he|are] =2 Aol = 4=t
IMe] 8 542 U3 7Fe a1e] U] NSF(E)E 9§t security policy rule&

3 (represent) 7] #18+o] &34 Q1 (comprehensive) F. 25 A 2] 5}7] 9] 5lo| T,
ol gt H4& A8, i 4] oA e} go], IME o Wl E-2 71 -5 2HECA:
Event-Condition-Action) 712 2] 7 d el 7]Hkslo] ¥ & Q%] = o] E| ofo] &l
elatar, AlF A S 727 HolH ofo] Bl & 57 ol ule} E‘WE%%L ZF A

= 9AIZ M W Aol ¥ Zdl Z=(content) 7} A A| - = a1 = 754{—
Hol8 ZA(DM) o2 A J . o5 5, DM T8 & 9 4 YANG(Yet Another
Next Generation) H] o] 2. d & Ao]7} AL-g= 4= Q)

DMe] T ¥ %, 7+ #H ¥ NSF= 1+d ¥ DMe. = /\}Xj—"éxé (pre-configure)€!
T AT

Security Controller”7} Al 2 -& security policy rulee 7F4| = NSF& A4 s Z g 7}
A& o, Security Controlleri= 3l & DM W] 574 ¥ o] w}2} security policy
rules 29T A

of| & 5], 2NSF+= security policy rule= 91 7% 3}7] $13Fo] XML(extensible
markup language)E A8 5= 9l o™, XML=E 21 79 ¥l (XML-encoded) security
policy rule=> Y| E] = A A 3 22 & Z(NETCONF: Network Configuration
Protocol)2 ©|-83}o] NSF(&)ol Al 2= 4= )

XML=E 13 ¥ security policy rule©] =41 ¥ zf—, NSF+= o] 1] AL -4 A & o
DT vl A E = DME 7HEC 2 241 ¥ security policy rules U] . 8}aL, 41 ¥
security policy rule=*-E] contentE FF & 7+ UTE A5, NSFi= A4 9] policy
rule table W 5218 contentE 55 = )

CFI 2 RIE £33}817] #l8te], IM 3 DM/] LA 2 AxE AR

75%, B ubg o] u} 2 [2NSF architectureol] A 1= 2FA &= 20)| A oAl ¥ 7] &9
2 ubA g vl anste] 1 @A WA 3 @Al 7F A ERskip)E 4= Aok ohA] T,

E Y= (=, packet)ol] gk SFC 24 2 ¥#2](SFC configuration & management) &

n| 2] g o] ah+= 1 @A, I2NSF o} 71 8l ] 794 ¥ E < (=, packet)= 7 &
Aol ¥ SFC 44 2 #2](SFC configuration & management)E ©]-835}¢] s &
EWTE HE2E ok 2 dA 2 A4 H SFPoll E&ll Egj T o] Aol E] =
39AIZE AR = ok

=, SFC o}7| gl H o)) F&F4 Q1 3 WA 7]1E 9] o), 41 AH| 2
75 AR2E A&st7] A8 A @stet. ¥hA, 12NSF frameworkel] 71312 1 &
g o] Ak NSF 4 & 278 2 #e]7) v ] Ao 4] =t b,
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[146]
[147]

[148]

[149]

[150]

[151]

[152]

[153]

[154]

[155]

[156]

-7 (classifier) 2 3 7] ¥-F-(initial classification)”} 2.7 %] X] &= A5 o] it}
LL &

, A -5 (re-classification)7} Q7% A] &= o] 2

L5 by o] o Ao k2 By AE|oY S /g og sy
g = ol

A3t vlef ho), B ol of] ulE [2NSF architecture W NSF+= A2 9] H.¢F
AAF Aol 71HEsto] A 2 TFE NSF B 02 21 1 ¥ B.QF &2} (advanced
security action)(%l] & & ], DPI 2 DDoS attack mitigation)= E&] A& 4= It} &=
59] 7 -F-, I2NSF architecture W 1 ¥ E 292 NSF1el] o] 3] 7 AF¥] 31, NSF1-&
ApA 9] ®eF AL Axfol] 7ubalo] NSF29] B et AALE EgjAE 4= 9o,
NSF2:= 24l o] BQE AL A wfe)] 7]Hbato] NSF39] B AALE EY| AT
Ao, NSF3-2 A}Aal o] Bt AL A ifol] 7]Hbslo] NSF49] Bt AALE
EAT At

b ofl, & 2] NSFi= suspicious packet®]]
&

metadatas= advanced security actione

advanced security actions E 2] 7 &
| €}t o) B (metadata) & 71 4= &
A3l 8 "% = security capability S 7] <=3k}, 18] 5L, @ A NSF= U3 NSFell Al
Adstr] Yate] ) 71& NSFFoll Al gt

NSFF+ 3F2] NSF instance 2 - E| W T}& NSF instancel] 7] packet-S-
Adst= 75 (5, BT 2E o 9)E A g

traffic forwarding/steering 2} ¢1-2 91 3ll, NSFF(*£+= NSF Operation Manager)+=
Al 2~ 8l ] o] -8 7}-5 8 NSF instance2] forwarding information E ©] £-(table)&-
FAZ 7 At G A& 7218 F-oll, NSFF= H A s Zle) 714
metadata W ol A 574 ¥ Q-7 % (required) security capability 2} | % *] = NSF
instanceE ¢ 3t table2- BEFA1 S 4= Q1)

NSFFi= packet2 A ©3}7] 918 t}& NSF instance 7} ©] ™ NSF instance ] #]
Security Controller(*£+= NSF operation manager)<} & 2] & 4= 1 t}. =, NSFF7}
oj ] gt vl 4 =] = &I (entry) E 3] X5, NSFFA= required security capability 2}
317 NSF instance 2] queryE Security Controllerl] Al A &3+ 4= 91},

Security Controller(*5= NSF operation manager)+= H§F A] 28 ] & A &

%9l X & NSF instance(£)2] A 2.9 table(Z, NSF A X Ho] L) F-#| &

2
2

A

o] 7] 4], NSF instance 2] A }.i= NSF profile, 719 4 B.(=, IP -4, VXLAN 5),
NSFe] ¥, NSFe] 2= B Z st} o] & 29 5= 3l

Security Controller(*25= NSF operation manager) 7} NSFFE-E| query & 41 &
1, Security Controller(*23= NSF operation manager)= 2] & security capability 2}
uf] 2 ¥] = NSF instance S ¢ 3t table-S B 218k 4= v}

Security Controller(*25= NSF operation manager) = NSFFe]| A] 1 8] ¥l NSF

instance?] A A B E A& = At} BHA] 28], Security Controller(%= = NSF
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[157]

[158]

[159]

[160]

[161]

[162]

[163]

[164]

[165]

[166]

[167]

[168]

[169]
[170]

operation manager) 7} | % ¥] = NSF instance & 3 2. ¥, Security Controller( 5=
NSF operation manager):= 3t NSF instance®] forwarding information-&-
NSFFell 7] & &gttt

a9 ] ko, A 2~ 8 Y required security capability E 7F4] = 7]1<=2] NSF
instance 7} AN 84 & A 5-E o v] .

o] 7 -, Security Controller(*£+= NSF operation manager)+= developer's
management system®l| 7] & 4] Q128 2 $(instantiation)(Z, NSF A 4)) B
A A (elimination)& 2.7 $+}. ThA] 23], Security Controller(%=+= NSF operation
manager) = Developer's Management System®l] 7| RIZ- & 3l required security
capability & Al =2 NSF instance & A st 233 4 o).

Developer's Management System- #| 3A}(third party) 5™ %1(¢l]l & & ], NSF
Htl(vendon)®] Feh¢-=) W EAE 5=

Developer's Management System-> Security ControllerQ] 870l 7]4dtsle] NSF
instance S A A & = 1T}, o] F-9l|, Security Controlleri= NSFFell 7] A 4] ¥l NSF
instance®] forwarding informationS &# T},

¢k, Security Controller(*£+= NSF operation manager)+= NSF instance2] & ||
NS, 227 TR E A 2 AFEE X k= A])el 7] HHEFe] Developer's
Management System®l] 7] NSF ¢! 2~¥1 2~ $}(instantiation) %= #| 7] (elimination)<-
AT 5 Uk

o] 7 9-, Developer's Management System-> 7| <=2] NSF instance”7} -Z 72 o]
F7Fe] NSF instance & A & o= Lo, L3, ARG-H A &2 61} o] 2] NSF
instanceE A 712 7+ A

A, NSFF= #1421 9 forwarding information table = F-E] &] 3= Security
Controller 2] =218} forwarding informationg- ©]-8-3}<] E}7 NSF
instance®l| A 3| 71 & A& 4= )

o}, # 7 A S t( Packet Forwarding Header)l] o3&} g4 3] A3 £,

T 6 o A AAJoof whE sf 7l A 3| Tl (Packet Forwarding Header) &
of| Al gt}

Packet Forwarding Header= NSFFel| 7| A} A3t o} 2 Q ¢ HALE A E3}7]
9o ApaE 22 12 65} o] Wrel ol 7} 7hi Al 4 e,

Packet Forwarding Header™ 317 ¥l (fixed) &2} (Action) "=+ &2} = (Action
Code) Z =9} 59 A H 2] 9%(SpecInfo Num) Z =, 1] 31 7} 4 ?l(variable)
e A g 2 (Speclnfo) & = (F_)Q_ 3813 4= 9l

Action Code & == packet®l] th gt BQF HAAL A& 235 4= 9}

packet2] H.oF A} A3} o] /o] §lo] -4 x| (destination) 0. = A& 3}% A&
5] -8-3Fi= 745 "3] (allow)", packetd] R.¢F HA} A3} o] 4fo] wkZ ¥ of packet
-4 X](destination) & 2 1 &3}= A& 3] -8-31X] &= 45 " F(deny)",

oy

o=
Yo
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packet®] B¢+ AL A} v} 2 NSFell ol af 7 Bt HAZE @4 1= 4 ¢
"X B ¥ (advanced)" ¥ packet2] R.QF AA} A3} -2 2] (destination) 2.2 A &E}=
Z1& 8] -85} 5 I thE NSFol| o &f 71 Bt HAVE e 78 = 45
"U] & (mirror)" 5 3t dhe 2 5 A

[171] SpecInfo Num 2 = Packet Forwarding Header®ll & 7} 9] SpecInfo & =(5,

sl ete o) Bl)7F 3} =4 vrebdl T

[172] 7} Speclnfo H == th-9] Bt HALS 8 @45+ ®el sl g
ARE 283 5 vt =5, NSFprofile®] UH-& 283 4 o} 559 Speclnfo

I EE Z3)5}= Packet Forwarding Header7}F o 71 o] 2% 74 -9-, NSFFE &3l
Z} SpecInfo 2 = U] NSF&| A 8] 2~ Z & 3}Q]of ) 4 & = 355=2] NSFell Al 3 7l o]
Ay o] 27 AAF aE 5= 9l

[173] & E°], Sepclnfo F == NSF Aﬂ H] 22 201l "SYN ¥ =
2+3}(syn-flood-mitigate)", "UDP & &] = ¢+&H(udp-flood-mitigate)” & X &3 4~
o]

[174] SYN e == 3427 49 Edfi ol thsf A|2=8lo] SHatA] %=
g A B 22 AFEsY] 98l SYN 8.7 & T A 28l o] 3= DoS
A9 sl Hjolth. UDP Z21= 542 A g/ 2 sls= A +H

Y E 97 32 2 E3-%1 UDP(User Datagram Protocol) & AH8-315= DoS & 4 <]

shutol & e o)t

[175]

[176] olsl, Y EL A Bt 7|5 & AHNSFF: Network Security Function
Forwarder)(*2+= H.QF 7|5 A & ZH(SFF: Security Function Forwarder))l] tf] 5} |
Ho} A 8] A Eoh

[177] NSFF&= U3 22 7 714 7] 55 9d st

[178] - NSF 83} 1€ 7| o] 2~4(NF)E 9] 3F I2NSF 4 1. 2 dloj| A A g nule} dol,
Z 7] %4 ¥ (incoming) traffic/packet-2 Network Security
] ¥ -5 E(Sub-Module)(Z, NSF) & A&

[179] - Packet Forwarding Header®ll %] % ¥1 NSF profile-& A}-8-3}o] €l %] 5}= NSF=Z
traffic/packet& e

[180] NSFFi= Alo] E 9 o] 7158 AF83}e] §-9 ¥ i=(incoming) traffic/packet2 T 4|
ERalkig=

[181] 712 31, NSFF+= traffic/packet-2 Network Security Sub-Module(Z5, NSF)©l| 7]

gshr] Ysle] 93 <171+ 9| o] A (outer encapsulation)= traffic/packet©]]

prs

[182] o E & 01 Network Security Sub-Module(<5, NSF)-> packet header A&
T8z Wb ol s e 4= 9l
[183] o] Network Security Sub-Module<> outer encapsulation®} - =}| 7! (origin packet)
Alo] el Packet Forwarding HeaderS -2} $hr},
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[184]

[185]

[186]

[187]

[188]

[189]

[190]

[191]

[192]

[193]

[194]

[195]

[196]

[197]

12 31, packeto] N HE HALE &l ARl = B_E A B-¥ H(Content Security
Sub-Module) 1= £+3} A B 2.5 (Mitigate Sub-Module)oll Al A& 5= Q) =5
Packet Forwarding Header U] NSF profile- S 574 §+t},

Network Security Sub-Module 2-E] 5% NSF profile 2] Packet Forwarding
Header7} - 2% packet2 <7418, NSFF+= NSF profile®l] 3l & %] =(=,

] A =) U E S A BQF AU A5 A &3 o] -8 7} 3 NSF instance &
ghalstt), T12] 31, NSFF= 32 NSF instance®l] 7] packets 1€ 3$Hr}

NSF7} packet©] &= T2 EFQ] 9] NSFE -3+ 714 Q1 AAL7F @ -8t ar
A8, NSFi= %1 B.%¥l NSF2] NSF profile = 54 €(Z, X 3F5F:=) packet
forwarding headerE 7-*d (construct)3} 3L, 3| Gl & packetel] #-2Fett}, 12| a1,
packet2- NSFFel| 7] 71 %-3kr}

packet2 413, NSFF+= packet forwarding header W] 574 ¥ NSF profiles
A A gk}, Z12] 31, NSFFi= NSF Operation Manager 2} 3 2] €. 2 4] NSF profile £}
ul] 2 ] = NSF instance & 331, 8] & NSF instance®l| 7] packets & &+,

B "k of] w}E NSF-triggered Traffic Steering Framework & ©]-8%+ 271 %] 2
AN & A o

(1) WA A=ef AlE il wpE A 2 & NSF9] A] 8l (Enforcing Different
NSFs Depending on a Packet Source’s Trust Level)

=7 B o] o A A 4of ulE NSFell o 8] E 2] A ] =(NSF-triggered)

E ¥ 2] o] Y (traffic steering) Al =8 W] E T o] 58 o A|&}i= = o)t}

- 2rg of] whE architecture®l A, architecture 2 - ¥ (incoming) X packet=>
# Z = NSFFel| Z=2-3tc),

A Bt A o] BE F-9 ¥ (incoming) packet©] 7] &4 02 firewallol] 2] 3]
AAE S ZFA S o 71 gk, wheb A, NSFFA= 5741 8 packet$: firewall
instance®ll Al A &t}

firewall< traffic®] 42 (source)E 2] 'H3}aL, source?] 21 F] 2| E(trust level)-S
Bt 5= dvh

o & Fof, W3l = E (firewall filter)«= 14| Y| E 9] = 3] 7! (network packet)S-
SF7 gk 9l 7l (secure packet), & ¢+ 3] 7! (dangerous packet) E 2] A 2%

)| 7l (suspicious packet) &2 - & 5= T}, A ¢ ule} o), source2] 41 F]
A (trust level)= 3 71g 0 24 QHA ¢ 3l 7] (secure packet), &

7} 7] (dangerous packet) X 2] 4 2~ 2] -2 3| 7l (suspicious packet) &2 ¥-F 3 =
A

%= 7(a)9F £o] wHeF traffico] Al F %] = source 2 H-E 4241
)| 7l (secure packet) &2 -5+ H A -5, traffic F7F] A4 21

8] 2] Al (destination)l] Al A& 5= It}

iU
HEA | 5% 7(a) 9} 20| traffico] 213 B K| -2 source ZHH TAIE A -(E=

7
1



19

WO 2018/097422 PCT/KR2017/004510

[198]

[199]

[200]

[201]

[202]

[203]

[204]

[205]

[206]
[207]

[208]

[209]

[210]

[211]

oA 2 2] 2 3} 7l (suspicious packet) & & -7 7 -F), firewall-> DPI®] 3l & &}+=
NSF profile 2 ¥ §F3}= packet forwarding headerE packetel] +-2}5} a1, NSFFof| ]
packet forwarding header”7} Y- 2% packet= WHgHeh 4= QU T}

firewall =¥ packet forwarding header”7} -2 ¥ packetZ =41 3}H, NSFF+
&l & packet-2- DPI instance®l| 7] €3 4= At}

DPI instance= 2 ¢+ packet®] 3| 0] 2 = (payload)®l] t3}o] A g AALE
TP 7 A

Z12] 31, DPI instance®l] €] 3l| packet®] #| ©] 2 = (payload)®ll talo] At
AALE =35k A3}, obA 8 9 7l (secure packet) 0.2 FA H A 9, | I packet-
NSFFE 74 §-3}o] &4 X|(destination) & &= 4= 2t}

o] ¢} 7o, suspicious packet?H& % ] ¥A| Al 2~ ¥l (intrusion detection system) ]
DPI 2.5 2 HAFE o= 3l

o] w|, dangerous packet-> firewall filter®l] 2] &} ©<=3] =5 (drop)(55, 2HA)E
5 dnk o] W2 o) oA S ALY e Al o m EF 7l gt
2 Qg B4 21918 WkA] 3} © 24 intrusion detection system 2] 4 ‘&S
FEA 7]z o ol € 5 At
% 7@l A= F7H Q1 AAMS 913 NSFEA] DPIE o Al3FaL 9l o o] =
Fspy E kg o] o]of §Hg ¥ 5= Z1& o} il v} & NSF7}t

olof] et & 82 Frxdte] B} Al s] vt

=82 B ko] o AA|4of u}E NSFell o 8] E 2] A %] =(NSF-triggered)
E |7 ~E] o] Y (traffic steering) A 228 U] EH 2] 558 oAl sl ot

L 8)E Fxste] Edi e 558 A E.

(1 &7 I2NSF A =8l 0 2 §-9] ¥ (incoming) 2. packet-> # Z 2 NSFF¢|
AR

(2 &) packet-= firewall instance®l] 2] 3l 21 Z] & A (trust level)©] H7}2 4=
A

2 &7 o) et B} -4 A o8 A9 B, NSFF= 741 §F packet firewall
instance®ll Al A &t}

firewall< traffic®] 42 (source)E 2] 'H3}aL, source?] 21 F] 2| E(trust level)-S
H7HE o Aok

o & Fof, W3l = E (firewall filter)«= 14| Y| E 9] = 3] 7! (network packet)S-
SF7 gk 9l 7l (secure packet), & ¢+ 3] 7! (dangerous packet) E 2] A 2%
3} 7 (suspicious packet) @ = ¥-7F3 5= At} A< g vhef 2o, source ] A1 E]

el (trust level) S B 7He 0 24 B g o) 7l (secure packet), ¢ &
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[212]

[213]

[214]
[215]

[216]
[217]

[218]

[219]

[220]
[221]

[222]

[223]

[224]

[225]

7)) 71 (dangerous packet) & 2] Al 218 )| 7l (suspicious packet) &= -+
A

ol |, o] A 2~ 2] )| 7l (suspicious packet) &2 -+
g e] arelsto] Al el AR SaR EE
oA e AE 9] ol ule} NSFol| o] gk =714 Q1 A ALe] 4 /31 57}
A 4= k. o & &1, packet®] A 2] E B o] dlo] 2714 o HEE
T AL, T A e AR ARt S5 o] A Haxlvhar
7} gttt o] 7 5-, Firewall instance®l] 2] g} packet®] -+ 2 7} packet2]
ol el G Eo] Hlo] 1 @l A5, IDS/IPSel| & §F F7F HAAF X8 4=
A

&l & packeto] 2] A 2~ e]-% 3 7l (suspicious packet) &= w5 2 71 o] 191
7 5-, firewall-> IDS/IPS®] 3l &3}:= NSF profile & 3 315} = packet forwarding
headerE packetl] F-2}+3} a1, NSFFl A packet forwarding header”} =¥
packets ¥FEHS 4= gt

(3 &) Tt} 2 =&, packet-> IDS/IPSOl] 2] &fl A M| 84 A] A AFE 4= Sl

3ol thete] R} 44 o2 A3 B, firewall 2 - packet forwarding
header”} 2% packets 21 31H, NSFF+= 3l & packet-= IDS/IPS instance©l] ]
st 2= 9]},

IDS/IPS instance= <41 F packetol] tsto] A gk AALE 3 et 4= )

qkoF IDS/IPS instance®ll 2] &)l packetel] thsto] A e HALE =3¢ 2 JJr
Cﬂ'ﬂ gl 2} 7 (secure packet) ¥ ¥ 7 5, IDS/IPS instances= packetS NSFFe]| 7|

HhA | IDS/IPS 1nstance°ﬂ 2] &}l packetel] thsto] A g HALE =30 ¢t A 3
o} 21 gt 3 7l (secure packet)©] o} 2}l A ¥ 74 -9-, IDS/IPS instancei= packet<-
E3(drop) ™ 7 Ath

(4 Z7)) IDS/IPS instance ZF-F| packets 5741 ¢+ NSFF= &4 %] (destination) 2
packetZ A& o v}

L 8(b)E Fxste] Ed o 52 Ay

(1 &7 I2NSF A =8l 0 2 §-9] ¥ (incoming) 2. packet-> # Z 2 NSFF¢|

=A%,

(2 &) packet-= firewall instance®l] 2] 3l 21 Z] & A (trust level)©] H7}2 4=
A

2 Aol thsho] B} A 4 0.2 A B, NSFF= 5741 8 packet=- firewall
instance®l| 7] 7€t}

firewall- traffic2] A Zx(source)E 2'83}aL, source] 21 = & 2 (trust level)=
w7}k 2= 9lu).

o & Fof, W3l = E (firewall filter)«= 14| Y| E 9] = 3] 7! (network packet)S-
¢Hd g 9] 7 (secure packet), ¥ & &+ 3} 7] (dangerous packet) & &) A 2~ e &
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[226]

[227]

[228]
[229]

[230]

[231]

[232]

[233]
[234]

[235]
[236]

73428k vt} o), source®] 215
7l (secure packet), ¢ &

3}l 7! (suspicious packet) &= W7

7} 7l (suspicious packet) &= & I~

A (trust level) S B 7FsF 0 24 oFA] &
7} 71 (dangerous packet) & o] Al 2~ 2%

A

ol |, o] A 2~ 2] )| 7 (suspicious packet) &2 -7 wf A2 AF L9
g o] arefsto] oA el BErE BaR S R v whebA,
oA e AE 9] ol ule} NSFol| o] gk =714 Q1 A ALe] 4 /31 57}
Al A 4= AT} o & 50, packetd] oA ~e]& F o] wHllo] 271 A o] R
T AL, T A e AR ARt S5 o] A Haxlvhar
7} gk}, o] 7 9-, Firewall instance®l] 2] ¢+ packet®] -+ A3} o A 2~ -&

A o] glo] 2 el 79 IDS/IPS, Anti-Spoofing, DPI|| €] 3+ &7} AAL7}
2= 4= ol vk

&l & packeto] 2] A 2~ e]-% 3 7! (suspicious packet) & Z w5 L 71 o] 291
7 5-, firewall-> IDS/IPS®] 3l &3}:= NSF profile & 3 315} = packet forwarding
headerE packetl] F-2}+3} a1, NSFFl A packet forwarding header”} =¥
packets ¥FEHS 4= gt

(3 &) Tt} 2 =&, packet-> IDS/IPSOl] 2] &fl A M| 84 A] A AFE 4= Sl

3ol thete] R} 44 o2 A3 B, firewall 2 - packet forwarding
header”} 2% packets 21 31H, NSFF+= 3l & packet-= IDS/IPS instance©l] ]
A 5= Aok

IDS/IPS instancet™= 41 $F packetel] thato] Al g AALS 8 S 5= Sl

qkek IDS/IPS instance®ll €] 3l packetel] tsho] A $ AALE 43 &F A 7
obA 8k 3] 7] (secure packet) 2. & 4 ¥ 73 -9-, IDS/IPS instance= = 7l o] A=
t}& NSFE 713171 9138l Anti-Spoofing®l| 3l &3}= NSF profile-S- 3 €3} =
packet forwarding header& packet®l] *-2}3}31, NSFFol| 7] packet forwarding
header”} 2% packet-s HHEHE 4= 9l T},

HEH | IDS/IPS instance®l] ] &)l packetel] thsho] AAl e A AL7F =3 & A 3
o} 21 gt 3 7l (secure packet)©] o} 2}l A ¥ 74 -9-, IDS/IPS instancei= packet<-
3 (drop® T 9

@ ) =2 2, packet-> Anti-Spoofing®ll 2] 3l A5l AAFE 4= Sl Tt

4 Al thste] B} A 4 o5 4y BOH, IDS/IPS &7 packet forwarding
header”} - 2F% packetS- =21 3HH, NSFF+= 8l & packet2 Anti-Spoofing
instance°l| Al &3 = vt

Anti-Spoofing instancei= =41 §F packetell tste] Al g FALE =3 & 5

T+oF, Anti-Spoofing instance®l] 2] 8l packetel] thsle] A gt HALF -3l
A3}, QHA g 3 7l (secure packet) 0.2 A ¥ 74 -9-, Anti-Spoofing instance
DPI¢|| &l & 3}= NSF profiles 3 3}'5}5= packet forwarding headerE packet®]]
- 2F35} a1, NSFFO Al packet forwarding header”} H-2H packetg- ®E3HS 4= )T}

>~
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[237]

[238]
[239]

[240]
[241]

[242]

[243]

[244]

[245]

[246]

[247]

[248]

[249]

[250]

[251]

[252]

[253]

HEH | Anti-Spoofing instance®l] 2] 8l packetel] thsle] A gt HALE 4~ ¢t
A}, b gk 3 Z (secure packet)©] oFH et al w7 ¥ 7 -9-, Anti-Spoofing

instance ™ packets = (drop)& T~ )

5 9D =2 2, packet-= DPI®I| 2] OH A BEA AARE 4= At

5 Aol tiete] R} -4 4 o2 A3 B H | Anti-Spoofing © 2 F-E| packet
forwarding header”} +2H¥ packet& 41 31'H, NSFF+= 3l & packetS DPI
instance®l| 4] A& 4

DPI instance = <41 packetoﬂ o] Al e HALES 30 4= Q)T

T+oF, DPI instance®ll 2] 3l packetel] thslo] AAI e HAL7F =30 A 3} ok st
)| 7l (secure packet) 73 ¥ 7 §-, DPI instance+= packet-2- NSFFel 7] Wh&kak 4=
A

"H, DPI instance®ll 13} packetol] thato] Al gk HALE =3 &k A 7}, b &
7)) 71 (secure packet)©] o} e}al 79 ¥ 7 -9-, DPI instance = packet-S-
=3 (drop)@ = T

(6 &) DPI instance =¥ packet-& 41+ NSFF= -4 X](destination) ]| 7
packets HAET 4= Ut}

(2) &% NSF Q1 =81 2315 o] 88k g7 4] Q1 2= Wl ¥l 4] (Effective Load
Balancing with Dynamic NSF Instantiation)

= 9F B b o] o A Al 4of uhE NSFell o 8] E 2] A %] =(NSF-triggered)
E |8 ~E] o] Y (traffic steering) A| 2281 ] 2= WA A WFH S of| A FF=
Lol
2o I E L] 5= 1 (domain)oll A, AREA] O 52 T} 3 Bk MH]| 2~
| & 5}+= tF<=2] NSF instance”} & Al -t} o] ], &2 NSF instance 7} A} 21 2]
T g Yoy} 58 traffic F& AE 5 AT ©] AT trafficd] H-E E UHE
o] & 7}-s3F 5 NSF9] instance®l Al 93l o] ¥}

wkok F2] NSF9] o) & 7153k 719 instance”F 1T, Al &-& NSF instance &
, Ml 2 & instance®l 7] TF&-9] traffico| sl == & H 27} T} o| &)
BN, AqH 2 23S WA S, U a4 A 282 94T o Uk
Efﬁ M 22 384 S 2 load balancing @ 2 XA = 4= )T},
I of] whE architecture®] A1, NSF Operation Managert™ ©]-8 7}-5 3} NSF
1nstance/] By 2 AHE U4 o2 PYEEE 4 9l

e B ko] whE Developer’s Management System-S &3l Al &3 NSF
1nstance7]- E_Z-] o7 /‘ﬂ H 2= olq_

o] 2] g} 54 NSF instance A A ©] traffic steering W] A Y 53} 2 3tE 02 A A=)
load balancing A1 H] =& A| &3 4~ )

o] &}, firewall instance©l] 4] = %lo] %/\E% o, load balancing 2] /34| ¢t
ZRAE AT

(1 ©A]) NSF Operation Manageri= & Al 7}-& §F firewall instance7} U7 -2

24

oK

O

O:lz‘

oz
Oll—]
£ Koo

r
mE
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[254]
[255]

[256]

[257]

[258]

[259]

[260]

[261]
[262]
[263]

[264]

[265]

[266]

[267]

[268]

o

S-S A8k}, =5, firewall instance©l] 5 3F E | o]
Ei=
Ay AA, F71E o]8 7}s 3t firewall instance 7} §1 T AL 714 gk
F7F=2 o] 8 7F5 3 firewall instance7} §1.2. FL 2, NSF Operation Manager 7}
Developer’s Management System®l| 4] ‘& A gk BQF H| ~ 5 A& = Sl+=
A 2-F firewall instance 2] A& 2 7 st}
(3 @A) Developer’s Management System-> Al & -2 firewall instance 5 A4 3} 21,
A 2 firewall instance®] 7 X.E NSF Operation Manager©l A 5=+t
NSF Operation Manageri= | 2<% firewall instance & RF% 3} o] NSF 4 B.
El] ©] &-(NSF information table)2 ] t] o] E3} a1, NSF 2 NSFFef| #] ©] 2] gk
Aol EE &=}
@ A A 28 A g B (forwarding information)®l] W2}, NSFF+= U2
traffice A 2-F firewall instance®l| 7] 2 &gt} A2 02 7]E 9] firewall
instance®] F-H-& a4 o2 AL S 9t

Alat
[eJKe)

4
o 32

N
o o

o o
38
d

ok
PN o
L

o| 3}, ¥ ¥rg of] whE NSF-triggered Traffic Steering Framework & €8-St of| &
ERuEasy

ol s}, 27kA] & At Qo] T sho] Ay

- A RS A Q1 1 A A 2 H E] ¥ (Time-dependent Web Access Filtering)

o] Al}g] 2ol A, I2NSF 7] 1F 71 ¢ (corporate) U E 9] A A| 288 714 &} a1,
719 (corporate) & A7} 25 Al ZE &kl Al Eo] &AE U ES]Z] Alo] E9
HA| 2~5)= A& WA 8k S Y gkt 7R §ko

o] Alyg] Qo A, 71d U E 9 = 2] A= I2NSF userel] &l &att}, —1¢] a1,
I2NSF users= ¥ 4] 25 A1 &< A 59 A8 HER A Ao ER 9] A~
A gH(block)3F+= high-level security policy & 8 Al (57) g}

o E 50, "L IAFE] 25 6A7HA] A Fel o7 A8 Y EAA
Aol ER 9] W& A 25 2wt e} 70| high-level security policy 7} 54 € 4~
A

2] 2= CFIE S8l Security Controller®l] 7] high-level security policy &
Zik=gcia=d

high-level security policy 7} <=1 o, Security Controlleri= high-level security
policyE low-level security policy rule .2 ¥ 23t} Security Controller= ¥ 4]
7190 Wl =912 Al 25 e] 1P -2 w1 o] o]l o] 225 Al 25} ol, A4l Sl
o] & AHE-E IP TAEE 3=T(figure out). ©] A H.of| 7[HEs}], Security
Controllers= 2L EQ IP FA2ELE &4 HEY T Alo|ER Q] dxAE
A g3k firewall ruleS A A FHCE firewall rule-> H8F -5 A[gbe]] T $ R E
e

Security Controlleri= NFIE &3l A4 ¥ security policy ruleE firewall®]]
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[269]

[270]

[271]

[272]

[273]

[274]

[275]

[276]

[277]

[278]

[279]

[280]

A7 gkt

o), A 9le] 2 AR Fetel 1] %
/\}O]Efﬂ’-— Ou/‘ﬂ/\e Al =i, Al 2~
firewallel] Al 2 &t}

firewall< 3 5}1 ]| ] (packet header) & A AFSFAL, 3l & packeto] A~ U E S 7
Aol Er HYE A of 15 dddt o B 50, A2/H A A P F4E o] &3]
A UER Aol ER AgEA] o RE A 5 Sl

a8 a1, AA A EE A A E5 AZE WA o] 5 e packet©]
27FA 9] Aol WFEEHA, firewall S A8 U EY 7] Alo]|ER Q] M AE
A ststr] Hsle] a9 packetS =5 (drop) $HUt

B & o] &dte] 28 Y ESHA

q 3L
A T
2.7d 3] 7! (access request packet)<

- suspicious VoIP(Voice over Internet Protocol)/VoLTE(Voice over Long Term
Evolution) = 7l ol ol gk A 8 4] Q1 1.k A}
o] Alv}e] 9.3= A}Al 2] 3171 9] VoIP/VoLTE 3 (cal)E §]3F Hok Au| 22
Algshd sk o) T4l AR 2 A g Aol 3 Aol
o] Alupe] el A, o]& FA A H| 2= Y E 2] #hej A7t ARl o] ar7h &
VOIP/VOLTE % (call)ol] B.¢F A H] 25 Al 58t g}, o] Alvhe] Qo] A=
I2NSF userel] 8}l @3¢k}, 18] 31, I2NSF usert= 52} 8} i=(incoming) VolP/VoLTE
packet®l] 2] -8-3}7 913}= high-level security policy rule-& 8 A| (5 4)3gHr}.
o & &0, "qhol 59| 3hunusual) = 7F2FE 7| Al ¥l VoIP/VoLTE call®]
sl thake] Bt HALE =3 8lo], of o] 4 Q1 X| (malicious) ] F& #ets)aL
5% malicious calli= ¥H&] Aol Al R.a1gkc) 9} 2o] high-level security policy 7F
EA4% 4 v}, #2] A= Security Controller®l] 7] high-level security policy rules
i
2] AL 2= F-E high-level security policy rule-g 418 o, Security Controlleri=
level security policy rule W] =7} " & & sl IP 4 WY 2 HEeoh, 12831
Security Controlleri= call packet2] 42~ F>Ax(source address) 2 -4 %]
=F A (destination address)E A .8} © =24 VoIP/VoLTE call®] 2] 4] 2~2]-& A
o] L& AA3}7] Y8} firewall rules A A 5Far, A H rule-s firewall
instance®l] A4 gttt
¢k, Security Controlleri= malicious call®l] 3l '&3}3= VoIP/VoLTE packet$]
t}ekst =5 A =28E7] 98 DPI rule2 A A 5ha1, 718 3 rule DPI instance©l]
ket
10 WA & 13- & g o o A A ool uk& NSFol| o8] E] 7 H Euff
2Eloj ZH N9 AE &85t 7Y ¥ = VoIP/VoLTE 37l =8 ] = 7]
éﬂi}g of Al gt
103} 7o), VoIP/VoLTE packeto| I A 8] 2 Al g2 Y| E 9] H 0
Z}* 3t ¥, VoIP/VOoLTE packet-= firewall®l] A €% A} = 5 Al (mirror) ¥ T}

rNJ

]

-

b

I~
[&)

!—H

rUEE

!—H
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[281]

[282]

[283]

[284]

[285]

[286]
[287]

[288]

[289]

[290]

[291]

[292]

Security Controller®]l 2]3l A7 ¥ rule®l] 7]1HF5}o], firewall> ©| E 2 ¥ o] unusual
call B & sl Fsl=] o] -5 27 g,

o] E#¥] | unusual 3} 3L, suspiciousstHH, firewall<= VoIP/VoLTE packet2]
thekst o th gk o5 Al g B FALE 918 DPIE E 9 A §Ht

of| & & 0], NSFF 1-2 9| 7l 9l Packet Forwarding Header& -2& 4= 21U}, Packet
Forwarding Header= T & =(%A] & 69 A Action Code & =), N & =(Speclnfo
Num Z X)), Spec 2 =(Speclnfo 0..n 2E=)E 313 4= 1t} 71231, NSFF 12
Packet Forwarding Header W T 2 =9] 712 "% B ¥l (advanced)" R "W 2] (mirror)"
Z st E A" S 4 9l o, Spec BE= F7FE fHALE o] ofF 3 NSFY] profile =
A E o0t qkeF, T 2 =71 "% B ¥l (advanced)" S 2 A ¥ %] 31, Spec E =7}
DPI profile & A% ¥ 7-¢-, 3l & E < 9} 71 & NSFFE 74 31| DPIE g
T Aok

gkoF T & =7} "H] & (mirror)" 2 A ¥ %] 31, Spec & =7} DPI profile = Al ¥ ¥
A9, =117 Zo] 59 72 A Ed Y (intranet) & & A %] a1,
] G (AN E S8l HAE o) %S NSFFE 74 #-3to] DPIZ A2 4= Qi)

5= 129} 7o), security policy rule table W VoIP/VoLTE packet®] rule®ll 7|®ks}o],
DPIs= 57418 VoIP/VoLTE packet®] TheFgt A =& A . 8}aL, ©] callo]
ol o] A (malicious) A A o HF-& A st} 18] a1 DPI7]- st A 3} malicious
traffic packet &= 2 gt 79, 3| & traffic packet2 =5 (drop) T = U

18] a1, 5 133 70 call®] maliciousd}t}H, DPI= NFI 2 CFIE & H HaE
malicious ‘& 2}-& 12NSF usercll 4] A& 5= lt}. =, DPIs= NFIE ‘&8l malicious
& 21-& NSF Operation Manager©ll 7| &% 5} 2L, NSF Operation Manager:= CFI &

2-3ll malicious & 2}-& I2NSF userl] 7| %] & 4= 3}

514 Boubg o] A A A oo ulE NSFell 9] & E ] 7 ¥ :=(NSF-triggered)
E |8 ~E] o] Y (traffic steering) W S o Al g,

T 145 x5, NSFi= E ¥ 22| o] Y (traffic steering)2 A 5}+=
A28l f-< Aol o 3F Bt HALS =3 rh(S1401).

o wl, A2 glel] F-¢] ¥ #) 7= NSFFell o] &l 521 %] 3L, NSFFel| 9] &l NSFell 7|
ey 2= 9},

HF A ARe] Ao 7]Hkslo], NSF= & U NSFol| o g
23] o 75 Erh(S1402).

NSFi= 3} %! 2] 4 2=(source) 2] 415 @ (trust level)ol] )z} 3
)| 7l (secure packet), ?1 & ¢+ 7| 7] (dangerous packet) Z 2] 4 2= ¢
packet) &= W-F{ & 5

7 o] A7) oFA & ) 71(secure packet) &= ¥ 749 & & NSFE -8
F71e] Bk AL glo] sf 7l o] 32 %] (destination) &2 A E == =
g 7l o] 4471 18 ¢ 3] 7l (dangerous packet) &2 - ¥ A -5 37! & =5 (drop) 2

1
_,d
ny
r o3
o
Su
e
N
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[293]

[294]

[295]

[296]

[297]

[298]

[299]

[300]

[301]

[302]

[303]

[304]

;

T AT = g Al o] 7] oA 2~ e]-F 3] 7l (suspicious packet) &2 W ¥H A5
71 7 A el 7F 2 o) NSFRo Al e 5= ot

F7HA Q1 HARE a8, NSF= F7H4 QL HARS S&8t7] g A7 A
&) Tl (packet forwarding header)E #j| Zl of] -2}k Th(S1403).

oluf, s 7! M F = 7] 7 HAAFS 8l a5 = Bt sl
HARE X 5 3

Hup A Aoz, 97 e Fv]= )79 Bt ALY A s E39shE 52
A= e 37 HAANS 98l a7 Bt o8 JRE E3EhE v Y
AR A=, o8 AR I /75 YEtl= o8 AR =5 X9
A

NSF= 3|7l A4 St 7F #2483 712 NSFFoll Al A 43 (S1404).

157 g o A AA ool upE NSFel| 9o 3l E ] A ¥ 3= (NSF-triggered)
E ¥ ¥ o Y (traffic steering) Al =8 U] x| o] B85 FAEE o A &t

155 2, NSFell 913l E 2] A ¥ = (NSF-triggered) E 23
Z~E] o] ¥ (traffic steering) A] 2281 W] 2] (1500)+= 3 2 A A (processor, 1501),

] 2. 2] (memory, 1502) ¥ 52! ¥ F(communication module, 1503)-& 3 $}3tT},

NSFel| 213l E €] A ¥ :=(NSF-triggered) E 2| ¥ 2~E] o ¥ (traffic steering) A| 2~ &l
W *](1500)= 4] A ™8 $F NSF, NSFF, Security Controller, NSF Operation
Manager, Developer's Management System, I2NSF userl] 3l &2 = 91t}

Z 2 A1501)E GA = 1WA 14004 Aeke Vs, 34 2/ E RS
T gkl W 22](1502)F ZE2AA (15012 A A ¥ o, TEAA(150)E
TEot7] Y% vk AR E A T4 RE(1503)2 E 2 A A (1501)2F
AAHA, /7 ANEE FA D= A g

] 2.2 (1502)3= 2 A4 (1501) W3 = 9] 5o

30
o
4
30
R
i
ik
i)
o

-

vhokal ko g 2 A M (1501)9 9AE 5= it

ol gell A diE Al e B e T atEd 55 2 FHE
A ASo|th. 4 FARA e SR HRo YA A dFo] gl 3
AN AR agjuofof ek 7 AL A B BRI HE 8L
543 A3 A o2 FEl 2 AAE 5 Ak AR TS H/EE
SA5E Aol & 2o A E FA s Ak vhe st e
AN Sl A A= FAEY EAE WAEE 5 Atk o= A A e o AR
TAolut B vhE Aol £3hE = 9L, s ThE Al g gstkE
T s SR wAE 5 vk S8 ol A AL 8 B ATE A
% ATEES Aol A AE AU 9 Fo] BA o Al RE
78R XA 5 A2 Ay sttt

Eodbw ol w2 A A of = Tk ot o & S0, sE= 9] o], 3 9 o] (firmware),
aZES0] = a5 A ol o8 dE o A shedlofol o %
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[305]

[306]

T A9, E g o A Ao sk = 1 o] /de] ASICs(application
specific integrated circuits), DSPs(digital signal processors), DSPDs(digital signal
processing devices), PLDs(programmable logic devices), FPGAs(field programmable
gate arrays), T2 A A, ZEZ Y, vlo| A2 FTEE Y, vlo] A2 L2 A A o
/] °H TdE 53l

Aoy 2z EL 0101 o1t El o] A5, w i el A AA o= o] el A

[e]

*é“éfﬂ 7 B wAES sk BE, Aok S s dulE v dE
At AL E o] A= vl AgE o ZEAAM o8 752 5 Atk
71 M B = 7] R A W s 9ol A sk, ojv] F A | thFE
Fibol] of sl 7] ZEAAM 9 HoJE & A s 4= STt

a2 Eig el s SRS HoluA] S ol vE 548
Fe = A 7 A2 AN A A St whebA, AdEm AR A
FE Ao A A o' a4 s o) iz obY B AL oA Q] Ao g a1e s o of
dot 2 g o] M= e ARl A sl Aol ola 2 E ofok star,
w o] S M el BE v S EErg o] ol Eehdh
A A
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AT

Y| E 9] A H.QF 7]°5(NSF: Network Security Function)l] 2|8l E ] A % =
E |8 ~E] o] Y (traffic steering) = A 8= Al 2= Elol] 1o A,
A7 Al z=gle) ol E i Zlel thg B HALE ashaL, 4] Bk
AALe] Aol 71Hbsle] T tFE NSFell o §F F714 Q1 HAMF E 8 gHA]

T2 westal, ] F7HA QL AAEEaski, AV AR HALE
s =38l7] et 97! A &Y (packet forwarding header)E 7371 3l 7l <]

A7l A & vl 7F 2 9 71S NSF 21 2 AH(NSFF: NSF

0%,
N
£
X
Y
s
&h“
n
2
mﬂ
)
)
0%,
i S
)
N
3
3
)
Su
>
il
it
k=1
O
4
it
=
o3
-0,

0%

719 BQt AALe] AR E TP T4
%%88}H~Gﬂpiﬁﬁié
5 2 e 59

o oot (X
g

H
ot
2
32
2
X

2glo) S99 271 A}7] NSFRo)) 9 &) 55415 a1, A} 7] NSFFel)
I NSFoll Al Adu] = Eefj=] ~E| o] A| AE]

[u—
2 0%
N
SN
o 2
2

source)«] A1 ] & (trust level)ol] W} 47 A1 NSFel
Sk gk 7| 7l (secure packet), 18 $F 3 7! (dangerous
packet) X o] A A~ Fﬂ -+ 3} 7l (suspicious packet) &2 W75 = E &I

/\1:4 o-] ] /\] 2~ Eﬂ

A 48kof] o] A,

7] 7l o) Ad7] b & 3 7l (secure packet)gfﬁ Wi AT s
NSFE -8l 712 Bt AA| glo] 7] 97l o] &4 ] (destmatlon) o=
Ady = Eg g A o)y AL

A 48kof] o] A,

A71 37l o] A7) 913§ 3 7l (dangerous packet) &= -5
3} 712 B (drop) ¥ = E T o] Al 2 HL
A48}el )0 A,

271 Z Zl o] A7 o] A 2~ 2] 3 7] (suspicious packet) &2 W% 743
A7 7 g1 Al A S e 7E AR o A7) NSFR Al A g s &=
EEH.\TJ /\1:401131 }\]/\E]

A 18}el] 9o A,

10 02 2 10 ox 2 o W
N
>,

SN
ox K
Ny
o & 1o
W}%

9 3% 7]
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[47% 9]

[7d7-8 10]

74738} 11]

[7d -3} 12]

(7478 13]

o] 7} 3 ¥ NSFell th gk AR g =2 EE #e] 8= NSF &9
+2] AH(operation management)E U] X §3F= E | ~E]o]y] A] 2w
Agatel] oA,

871 A2NSFE HA&FA] 58k 45, 471 NSFF= &7 F7H4 %1 AALE
A Q7%= Bl oS £398h= NSF A 2% 371 & 47| NSF
9 de] Aol Al A EEkaL, 7] NSF 29 | A28 A4 E A3
NSFell tf gt A BE 21381 7] A3 NSFell Al 471 3 Z1-& A data,
7] NSF 29 #Hejabs= 7] A 2] 25 o A 7} NSFo] Efjo =
AHE ardste] A7) F7HA QI AALE AEl 8t = Bet 5
7HA = 7371 A3 NSFE A Ei8taL, 471 A3 NSFell th g G B 7]
NSFFo Al 71&8h= B2 e[ o7 A=A

Aogtel] oA,

B71 AR Y 2E Yol A 7] F7HA QI AAME flal et Bet
T8-S 7HA] = NSF7F EAl 84 e A,

72} 2] Al 2~ El(developer's management system)©l| 7] 371 714 1
AALE #18l] 8775+ Bt 5985 7FA &= NSFo| A& a3 8=

Efu 2Eo] ] Al 2EL

Agaell Aol A,

371 NSF &4 #He] 247t o] & 7h5 3 K& NSFO] Efjs] 2= e &
R UE g st

574 NSFoll thabo] w53k Ej o] g & ZhA| 8k, 7)d=) 2k
A 2= €l (developer's management system)l| ] 7] 5 gk E g =] o] kA g
NSFe} &gk Bt 585 7FA &= A =& NSF] A4 2 2 &b+
Efu 2Eo] ] Al 2EL

Agaell Aol A,

371 NSF &4 #He] 247t o] & 7h5 3 K& NSFO] Efjs] 2= e &
R UE g st

574 NSF7F o] 8% %] & =& 7HAsH4, 7kt #he] Al 25l (developer's
management system)©l| 7l 7] ]85 X] &= NSF2| Al A& 238+
Efu 2Eo] ] Al 2EL

Y| E 9] A H.QF 7]1°5(NSF: Network Security Function)©] E &=

Z~E] o] ¥ (traffic steering)S >3 8} = "W H ol QJof A,

A7 EZlE 2~ E] o] ¥ (traffic steering) S X1 3F= Al 228lo)] 913
sfZlel thgk Bt FALE ek @Al

7] Beb AL At W%WWEW%NQWU$i$ﬂ@ﬂ%VVP
23] o L5 dhebat= WA

47] #7419 A} 9.2 st 47 2ok 4AE B E e
71 7 & ¢ (packet forwarding header)E 7371 3l 7l of] H-25) = WA,

O

ééoi i)
c)
%

ul
=

oo}
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7] A7 A Sl vk b h e NSF A

Forwarder)ol| 4] A &38t= WA & L3811,

(o

A7 A A Flul = A7 37D AANE HEl SR E = Bl 5ol
gt JRE Eeal= ET Aoy Wy,

T3 14] A3l oA,
A7 A A = A ] s 7l o] B ALY AE 55?23}% &2}
A AE, 7] F7HAR AALS A e EE Bl Y 4RE
2Este sE AR I AV sH AR I N E LJrE]rLH% o
AR = HdEE ¥3lshi= Eu] e o] ¥ Hhy.

T8 15]  Al13el o)A,
271 3) 71 2] A 2 (source)d] A1 F] @ B (trust level)ol] whek 471 A1 NSFo|
ol &l 7] 2 Zl o] o+ gk 7)) 7l (secure packet), #1 & $F 7| 7l (dangerous

packet) H o] 41 2=
2~E]oj = W,
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ZHNSFF: NSF

2] | Z (suspicious packet) &= -5 = E
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AAEN SA= TH2I0| et B0 HAIE £
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